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NCCIEJOBAHUE TEXHOJOI'MU SHADOWPAD

PBIBKO Mapuna /ImurpueBHa
CTYJICHT
MUHAEB Aunapeii Hukos1aeBua
CTYJICHT
OI'bOY BO «MHUPDA — Poccuiickuil TEXHOJIOTHYECKUH YHUBEPCUTET»
r. Mocksa, Poccus

B cmamuve paccmampueaemces ooun uz cogpementuvlx npedcmasumeineii 6akoopos — ShadowPad, a maxoice
HeKomopule amaxu ¢ e20 UCNOIb308aHueM. B pamkax cmambu oceewena ucmopus obHapysicenus 63xkoopa,
aneopumm 0eticmsust, RpumMepsbl NPUMEHEHUS 3710V MbIULEHHUKAMU.

KuaroueBble ciioBa: 69k10p, ShadowPad, nnpopmarnmontas 6e30macHOCTb, OOHApYKEHHUE aTak, Kubepoes-

OIACHOCTb.
B BeleHne. BoKnop MoXeT OBITh 3aKOHHO

YCTaHOBJICH pa3pabOTYMKaMHU MPOTPaAMM-
HOTO W alapaTHOro OOECIEYeHUs, YTOObI IO~
MOYb UM JIETKO MOJIYYUTh JOCTYI K CBOMM IIPH-
JIOXKCHUSIM JUTSl PEHICHUS TPOOJIEM C TIPOTpaMM-
HbIM oOecrieueHueM. Ho B OobIIMHCTBE cTyda-
€B O9KJIOpbI YCTaHABIMBAIOTCS KUOEPIPECTyI-
HUKaMH, 4TOOBI MOJYYUTh HE3aKOHHBIN JOCTYII
K YCTPOWCTBY, CETH WJIH HPOTPAMMHOMY TIpH-
JIOKEHUIO.

Onucanue. ShadowPad — MHOTOMOY/IbHBII
TPOSH-03KI0pP, HAIMMCAHHBIH C UCIOIb30BAHUEM
si3pikoB C/C++ u Assembler, npennaznaueHHbII
11 paboThl B 32-X U 64-X pa3psIHBIX ONepaiu-
OHHBIX cHcTeMax cemeiictea Microsoft Win-
dows. ShadowPad wamie Bcero mpezicraBisieT
coboif BpemoHocHyto DLL-6ubnuotexy. Hc-
MOJIB3YETCS JIJIS IIEJICBBIX aTak Ha WH(OpMaIu-
OHHBIC CUCTEMbI U HECAaHKIIMOHUPOBAHHOTO JIO-
CTyMa K JaHHBIM JUIS MX Mepeaadd Ha yIpaBJis-
torre cepBepbl. OCHOBHAS (PYHKIIMOHATIBHOCTD
6okxn0opa ShadowPad peanuzoBana mpu nmomoru
BCTPOCHHBIX B HETO MOJYJIeH — IjIaruHoB. Mo-
IOyJdbHAs CTPYKTypa IMO3BOJISIET MAacCIITa0UpO-
BaTh €r0 BO3MOXKHOCTH, OOecreunBas JI00YI0
(hyHKIIMOHATBLHOCTE. B umcToM Buue, 6e3 mo-
MOJTHUTEJIBHBIX BPEIOHOCHBIX MPOTPaMM, YaIle
Bcero ShadowPad ucnosnb3yercs 3m0yMblILIeH-
HUKaMHu JijIs cOopa uHpOpMaIuu (MOJydeHHS
MEPCOHAIBHBIX JaHHBIX, TAPOJICH, 3aXBaTa BBO-
JMMOM C KJIaBHATypbl WHQPOpPMAIMU U T. IL.).
Taxke croutr ormetuth, 4To ShadowPad sT0
I[EJI0e CEMEHCTBO MPOrPAMMHBIX BEPCHH.

B oTauuune, HanmpuMmep, OT CXOXKETo MyOsIny-
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HO mpogaBaemoro 63kaopa PlugX, ShadowPad
B YACTHOM TIOPSJIKE MCIIOJB3YEeTCs OrpaHUYCH-
HBIM Kpyrom nojb3oBateneit (drweb.ru. Uccie-
noaane APT-63kmopa ShadowPad u ero cBsizu
¢ PlugX [DnexTponnsiii pecypc]. 2020 — URL:
https://news.drweb.ru/show/?1=14048). Ilmaru-
HBI TAKXKe TMPOJIAIOT OTACIbHO. M3 3TOr0 MOXHO
clenaTh BBIBOJ, 4TO paspadorunku ShadowPad
0oJiee TIIATENBLHO CIEIAT 3a PACIPOCTPAHEHUEM
CBOETro mpoaykra. Takke pemKko BCTpedaInch
cOopku ¢ 6osee yem 7-10 rutaruHaMu OJHOBpE-
MEHHO, XOTs Ha CETOJHSIIHHA MOMEHT WX W3-
BECTHO HE MeHee 23.

[o maHHBIM MccIIeIoBaTENeH aHATUTHKN YTPO3
uHpopmarmonHoit 6e3omnacHoctn ShadowPad pe-
TYJISIpHO OOHOBJISIETCSI OoJiee MPOJBUHYTHIMU Me-
TOJJAMH 3aIUTHI OT OOHAPY>KEHUS U COXPAHEHHUS,
03TOMY MH(OpMaIKs 0 G3KI0PY OYEHBb OBICTPO
YCTapeBaeT, YTO YCIOXKHIET HaXOXKIAEHHE pelle-
HUW 10 3alIMTE OT MOTCHIMAIBHBIX aTaKk C HC-
nosb30BaHueM HOBBIX Bepcuii ShadowPad. C apy-
TOil CTOPOHBI, OCHOBHBIE MPUHIIUIIBI pabOThI 03K-
nopa (He cumTasi MOSBICHUS HOBBIX MO (DYHKIIHO-
HaJTy MOJyJIeH) U3MEHSFOTCS PEIKO, TIOATOMY €C-
mu ShadowPad Bce-Taku Oyner oOHapy»KeH B CU-
cTeMe, 3aIIUTUTHCS OT €r0 BMEIIATENbCTBA OyIeT
OTHOCUTEJBHO HE TPYIHO.

Oonapy:xenune ShadowPad. B urone 2017 1.
k cnenuanuctam «Jlaboparopun Kacmepckoro»
3a MOMOIIBI0 OOpaTHiachk OJHA W3 KOMITaHW-
MapTHEPOB B CBS3U C TOSBIEHHEM HEOOBIYHBIX
DNS-3anpocos. PaccienoBanne mokazano [1],
YTO MUCTOYHHKOM MOJIO3PUTEIHHON aKTUBHOCTH
0Ka3aJloch MpOrpaMMHOE oOecrieueHue, Mpou3-
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BeJeHHOe KommaHued NetSarang (mocraBLiu-
KOM peIleHUN yIpaBlIeHUS CcepBepaMu IS
KpPYIHBIX KOpPIOpaTHBHBIX ceTel). baknop-
matdopma OblIa BCTPOCHA B OJHY M3 OMOJIMO-
TEK KOJa JIESTUTUMHOI'O IIPOrpaMMHOro olecre-
yeHus. JlanpHeWIInii aHanW3 BBIIBUJ, YTO 3a-
IPOCHl ABIISUIUCH PE3yIbTaTOM pPabOTHl BpEao-
HOCHOTO MOJYJs, CHPSTAHHOIO BHYTPH IIO-
ClIeZIHEN BEPCUU MPOTPaMMHOT0 00ECTICYCHUSI.

IMpunoun feiictBust  0a30BOil  BepcHU
ShadowPad. Ilocie ycTaHOBKH 3apa)k€HHOT'O
[TIO BpenoHOCHBIH MOAYJIb HAYMHAET OTMPAB-
aate DNS-3ampochkl Ha KOMaHIHBIM U KOH-
TPOJIBHBIA CEpPBEP C YAaCTOTOM HECKOJBKO pa3 B
CYTKH. 3alpocC COJIEP’KUT OCHOBHYIO HH(popMma-
LU0 O CHUCTEME KEPTBbI: UMS IMOJIb30BaTENs,
JIOMEHHOE uMs, uMsl xocta u 1p. Ecmu 310-
YMBIIUIEHHUK TMOCYUTAN CHUCTEMY HHTEPECHOM
JUISL TaJbHEWIIETro B3JI0Ma, TO KOMaHIHBIN cep-
Bep OTBEYadl U AaKTUBUPOBAN MOJTHOLEHHYIO
09K 10p-TIaTGopMy, KOTOpast HE3aMETHO Pa3BO-
paduBaiach BHYTPH aTakyeMmoil cucteMbl. B
nalbHeneM, Odkaop-tuiathopmMa Morjia 3a-
Ipy’KaTh U BBINOJHATH BPEJOHOCHBIA KOJ IO
KOMAaH/I€ 3JI0yMbIIIJICHHUKA.

Aaroputm padorel. Ha nepom stane npowuc-
xomut paemmdpoBanue mesui-koaa (shellcode),
OTBEUAIOIIETO 32 YCTaHOBKY O9KIOP-TIATGOPMBI
B cucreMe. JlemmdpoBaHue OCYyIIECTBISAETCS
XOR-110100HBIM ~ aITOPUTMOM,  XapaKTEPHOU
0COOEHHOCTBIO KOTOPOTO SIBJISETCS MOJAU(]UKa-
U Kiovya mudpoBaHus Ha KaKIO0W UTEpalvu
IpU TOMOIIM apUPMETHUECKUX Olepanuil c
oTpeeNIeHHbIMUA KOHCTAHTAMU.

[Tocne nemmdpoBanus ynpaBieHue nepeaa-
€TCsl 3arpy34MKy, KOTOPBI OTJIMYAaeTCs Xapak-
TEpHBIM TUIIOM OOdyckanuu (IpuUBEIEHUE HC-
MOJIHAEMOTO KOJa MPOTrpaMMbI K BHIY, COXpa-
HAOLIEMY €€ (YHKIUOHAJIBHOCTb, HO 3aTpy.-
HSIOIIEMY aHaln3, TOHUMaHue aJrOPUTMOB pa-
00TBI ¥ MOAU(DUKAIUIO TIPU JTECKOMITHIISIIINM).
JlaHHBIN TUN 3aKIII0OYaeTCsl BO BCTaBKE OMpe/e-
JICHHBIX OaiTOB B pa3iWyHBbIE YYaCTKH KOJa,
KOTOpBIE TMPEIBAPUTEILHO O0O3HAYEHBI ABYMS
MIPOTHUBOMIOJIOKHBIME YCIIOBHBIMH TIEPEXO0JIaMH,
YKa3bIBAIOIIMMH Ha OJUH U TOT ke ajapec. Uro-
OBl M30aBUTHCSI OT AaHHOW oO(dyckaruu, HEoO-
XOJUMO 3aMEHHTh YKa3aHHbIE OalThl (HaIpu-
Mep, Ha onepannoHHbIi kog NOP).

Ilocne monydyeHuss HEOOXOJUMBIX aJlpecoB
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API-dbyHKIMit 1 pa3menieHus B mamsITH HEoO-
XOJUMBIX Y4YacCTKOB KOJa yIpaBlieHUE Tepera-
€TCs Ha dTal YCTaHOBKH O3KAOP-TIAT(HOPMBIL.

XapakTepHoil 0COOEHHOCTHIO JIHOOOTr0 3K-
semrmuisipa ShadowPad sBnsiercss mmdpoBanue
CTPOK, COAEpXKAIIUXCS B KaXKIAOM Moayie. Aj-
TOPUTM MIU(PPOBAHUS MOXO0XK HA UCIIOJIb3yEMBbIi
npu gemddpoBaHUM  O3KAOpa, OTIUYAIOTCA
JIMIIB UCTIONIb3YeMble MPH MOAU(DUKALMY KITtoYa
KOHCTAHTBHI.

Atakum ¢ wucnoab3oBanuem ShadowPad.
ShadowPad akTHBHO WCIONB3YETCS TPYIIION
Winnti (APT41, BARIUM, AXIOM), xoropas
akTMBHA 10 MeHblier mepe ¢ 2012 r. Ilpoucxo-
mat Winnti npenmonoxkutenbHo u3 Kurast [2].
OCHOBHOI1 apceHan TPYMIbl COCTOMT W3 BpPEHO-
HOCHOT'O IIPOrpaMMHOI0 0OecreueHns: coOCTBEH-
HOH pa3pabotku. [lepBas araka ¢ UCIOIB30BAHU-
em ShadowPad 6pu1a 3adukcupoBana B 2017 .

ShadowPad wacto mpumensiercss B arakax
tuna supply-chain. Takum, k mpumepy, ObLI
B311oM CCleaner [4]. [locnegnuii oTuer 06 ak-
TUBHOCTH Tpymmbl Winnti ¢ HCIONIB30BAHUEM
ShadowPad 6b11 Bemmymien kommnanueit ESET B
ssaBape 2020 1. [3].

Or arak ¢ npumenenueM ShadowPad moctpa-
Janma opranuzaiu B ['onkonre, Mumum, Ilaku-
cTaHe U Ipyrux crpanax LlenTpansHoi Azum.

3akmovenue. Jlo cux mop /0 KOHIIA HE W3-
BECTHO, KTO pa3pabortan ShadowPad.

HccnenoBaTenu oTMEYaal CXOJICTBO IIPO-
rPaMMHOTO KOJa W TPHUHIIMIIOB JCHCTBUS
ShadowPad u 63xn0pa PlugX, Hekoropsie npu-
eMbl pPa3pabOTKH U TEXHUYECKUE PEIICHUS
MPAKTHYECKH KOIMPOBAIU JPYT Apyra. MOxHO
CeNaTh BBIBOJ O CBSI3M ITUX CEMEICTB, HO MPH
TOM BO3MOKHO, KaK MPOCTOE 3aWMCTBOBaHUE
KOJa, TaKk M pa3paboTka 00enx MporpamMm O/I-
HHUM aBTOPOM WJIH I'PYIIION aBTOPOB.

[To cnoBam mccnenoBaresneil, B 001acTu Ku-
OepOe3omnacHocTr, ucnosb3zoBanne ShadowPad
3HAYUTENBHO CHIKAET 3aTpaThl Ha pa3paboTKy
1 00CTy)XKMBaHHE BPEIOHOCHBIX MPOTPAMM IS
3MOYMBIIIIEHHUKOB. OHAKO, KaK OTMEYasoch
panee, ShadowPad He pacnpocTpansieTcs: cpeau
3II0YMBINIJICHHUKOB TaK aKTUBHO, KaK aHAJOTH,
MOTOMY HE CMOTPSI Ha BBICOKOE MPOTPAMMHOE
KayecTBO JAaHHOro OdKIOpa, BCTpeyaeTrcs OH
KpaifHe peaKo M TOJIBKO y MAallOUYUCICHHBIX
TPy MOJTb30BaTeNeH.
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BJUAHUE MOPO3HOT 'O ITYYEHUA HA ®PYHAAMEHTbBI U
AHAJIN3 MEPOIIPUSATUHI MO NPEJOTBPAIIIEHUIO SIBJEHUA

YJIAHOB Aunexcanap Onerosun4
MarucTpaHT
®I'bOY BO «bpatckuil rocyjapcTBEHHBII YHUBEPCUTET»
r. bparck, Poccus

Lenvs cmambu — paccmompens 0CHOGHbBIE NPOYECCHL AGNEHUSL SPYHIMOS, NOOBEPIHCEHHBIX MOPOZHOMY Nyue-
nuto. Tlpouzeecmu anaius @iusHus MOPO3IHO20 NYHEHUs HA OCHOBAHUs (PYHOAMEHMO8 U CcOCmasums nepe-
yeHb Memooos 6opbOLL ¢ Imum sigreHuem Moposnoe nyuenue epyHmos — CIOACHOe s1IeHUe, NPUgoldsuee K
HenpeocKkasyemvimM nOCIe0CMEUsIM KaK Ha CmMaouy CMpoumenbCmed, maxk U Ha Cmaouu 3KCHIyamayuu 00v-
ekma. Omo seienue npusooum K momy, 4mo QYHOAMeHmvl 30aHUll U COOPYICEHUL MO2YM NOOHUMAMbCS
npu 3aMep3aHUU 2PYHMOBO20 MACCUBA U ONYCKAMbCA 80 6pems ux maanus. Hepasnomeprnocmos npomexanus
SMUX NPOYECCO8 3aUACYIO NPUBOOUM 30AHUE He MOIbKO 8 A8APULIHOE COCMOAHUE, HO U K CMPEMUMETbHOMY
PA3BUMUIO PA3PYULUMETbHBIX 0eheKmO8.

KiroueBblie ciioBa: MOpO3HOE IyueHHe, OCHOBaHUE, GyHAAMEHT, rporece, nedopmarmu GpyHmamenra, 31a-
HUE, MyYUHUCTHINA TPYHT.
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