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MnaBa 1. Mepbl NpefoCcTOPOXHOCTU
MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTL HUXKecneayoLlee.
HaHHbIn NpoayKT yaoBneTBopsieT BceM TpeboBaHuam 6e3onacHoctn. OgHako, kak u niobown
anekTponpubop, B Criyd4ae HenpasBUbHOTO UCMOMb30BaHWS MOXET Bbi3BaTb MOXap, YTO, B CBOKO
ovyepeb, MOXeT nosrieyb 3a cobor cepbesHble nocrneactems. Bo nadbexaHune HecyacTHbIX cny4vaes

06513aTeNIbHO U3y4YnTe UHCTPYKLMUIO.

Cobnropante MHCTPYKLMIO NO 3KcnnyaTauun!
N3berante AnNuTenbHOrO WCMNOMb30BaHMA WKW XpaHeHUs Kamepbl B HeGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CrMLWKOM BbICOKMX MUIM HU3KNX TemnepaTtypax (paboyas TemnepaTypa YCTPOUCTB OT -
10 go +50 °C).

e W3berante nonagaHus npsMbIX CONHEYHbIX flyYen B TedeHue ONMTENbHOro BpeMeHu, a
TaKke HaxoXxaeHus Nob6n3ocTn oToNUTENbHbLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

e W3berante OnmM3octM c ycTponcTBamu, obnagarowmmu 60nblIMM  3MEeKTPOMarHUTHbIM
adhdpekTom.

¢ Heponyctuma yctaHoBka SIP MOHUTOpa B MeCTax C CUIbHOM BUGpaumen.

¢ Heponyctum MoHTax SIP moHuTOpa npu TemnepaType Hmxke -10 °C.

BHUMAHUE!
B cnyyae HeucnpaBHOCTU SIP MOHUTOpPa CBSXKUTECH C cepBUCHBIM LieHTpom OO0 «HIIM «besapay».

B cnyyae HekoppekTHOM paboTbl SIP MoHuTOpAa:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOro 3anaxa.
e [lpu nonagaHum Bogbl UK OPYTMX MHOPOAHbLIX OOBLEKTOB BHYTPb.

e [lpy nageHumn SIP MOHMTOPA MK NOBPEXAEHUM KOopryca:

BbinonHuTe cneayrowme AeNCTBUA:
o  OTkntounTe SIP MOHUTOP OT UCTOYHMKA NUTAHUSA U OTCOEOMHUTE BCE OCTarbHble NPOBOAA.
o Casxutecb C¢ cepBucHbiM LieHTpom OOO «HIIM «beBapa». KoHTakTHble gaHHble Bebl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.

TpaHcnopTupoBKa
Mpun TpaHcnopTupoBke nonoxute SIP MOHNTOP B ynakoBKY Npon3BoauTens nnv nobon gpyron

MaTepuman CooTBETCTBYIOLLEro Ka4ecTBa 1 yoaponpo4HOCTU.
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BeHTUNAauua
Bo nsbexaHue neperpesa, HM B KOEM Criyvae He GOKMpYNTE LUMPKYNAUUIO Bo3ayxa Bokpyr SIP

MOHMTOpA.

YucTtka

Ncnonb3ynte MSArkyto Cyxyld TKaHb [Ans nNpoTMpaHMa BHELWHMX noBepxHocTen. [On4d
TPYAHOBLIBOAMMbBIX MSATEH MCMONb3ynTe HEGONbLUOE KONMMYECTBO YAUCTALLEro CPeacTBa, Mocre 4vero
Hacyxo BbITPUTE MOBEPXHOCTb.

He vcnonb3ynte cnuptocofepxalwue cpeictsa, aueToH, KucnoTtocodepXxalimMe cpeacrsa U

GeH3MH, Tak Kak OHM MOryT noBpeanTb kopnyc SIP MoHuTOpa.
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NaBa 2. Oowune cBegeHun

BEWARD SM710(W) — 9TO BbICOKONPOU3BOAUTENbHbLIA SIP MOHMTOP, pa3paboTaHHbIN NS
NPUMEHEHUSA BHYTPU OPUCHBIX U XUrblX nomeweHnin. SM710(W) ocHawwéH 7 AMMOBLIM 3KpaHOM.
YnpaBneHve OCHOBHbIMW (YHKUMAMW MOHUTOPA OCYLLECTBIISAETCA C MNOMOLLBbI CEHCOPHbIX

PYHKUMOHAMbHbIX Knasuw. BHewWHNn BUaG MOHMTOpPa NokasaH Ha pucyHke 2.1.

r—'—_——__—__——\

BEC\VARD

IP BUAEOHAB/NHWAEHWE

Puc. 2.1

BEWARD SM710(W) npoct B obGpaweHun n ygobeH B ucnonb3oBaHuu. OH nossonset
npyHMMaTb 1 coBepwaTb SIP BbI30Bbl, BECTU MOMHOAYMMEKCHbIE PA3roBOPbl B PEXMME pearibHOro
BPEMEHM, a TaKke npocMaTpvBaTbh BMAEO C MOOKIIOYEHHON K Hemy IP-Buaeokamepbl NO HaxaTuio
ropsunx knasuw. [Ons komdopTHoro npebbiBaHus SIP moHuTOp nogaepxuBaeT OyHKUMOHAnN
GecLyMHOro pexuma.

Mopopepxka BHewHe USB namaT No3BONsSeT HageXHO COXpPaHSTb 3anucu XXypHarna cobbiTui
SIP moHuTOopa. B cnyyae otcytctBus BHewHen USB namsaTtu 3anncu xxypHana cobbiTuii COXpaHsTCA
BO BHyTpeHHen namatn SIP moHuTopa. [lonb3oBaTenb MOXET npocMatpuBaTbh poTorpadum
3BOHMBLLIErO YerioBeka, ecnv BbI3oB Oblf NPOMyLLEH.

SIP moHuTop SM710(W) nogaepxmeaeT npoTtokon SIP 2.0 ¢ cootBeTcTBMEM RFC3261, a Takke
pasfiMyHble peXnmbl OTKPbITUA aABepun, B Tom yncne DTMF-Relay RFC2833. 310 obecneumBaeT emy
COBMECTUMOCTb C BbI3biBHbIMU NaHensmu BEWARD, a Takke genaet BO3MOXHbIM NPUHUMATL BbI30BbI

Hanpamyto no SIP P2P, yepes IP-ATC, nnn yepes obnayHein SIP-cepsep BEWARD KtoTam, 4yto
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penaeT npumeHeHve SIP MoHuTopa SM710(W) yHuBepcanbHbIM Kak Ans 4acTHOro, Tak v Ang
KOpnopaTMBHOIO CeKTopa.

CywecTtByeT ABa BapuaHTa nogkrtodeHuns SIP moHntopa BEWARD k cetn Ethernet:

» [Ins mogenn SM710 - npu nomowm npoeogHoro nHrepdenca 10BASE-T/100BASE-TX

* Ins mogenn SM710W - npu nomowm npoBogHoro nHTepdenca 10BASE-T/100BASE-TX n
BcTpoeHHoro moayna WiFi IEEE 802.11bgn (2.4 Tu)

[na ynobctBa MOHTaXa ONuUMOHaNbHO B KOMMNEKT noctaBku SIP moHnTtopa SM710(W) BxoasT

WCTOYHUK NUTaHus 12B 1 nepexoaHuk nuTaHus ans GbICTPOro NoaKmoyYeHUs MOHMTopa.

2.1. Ocob6eHHocTN SIP moHuTtopa BEWARD SM710(W)

o [logoaepxka SIP 2.0

e  dyHkuma «Hands freex

e [lpocmoTp BMaeo c IP-Bngeokamepsl

o CoxpaHeHue oTorpacdumm 3BoHsLLErO Npu BbidoBe SIP MoHUTOpa
o [logaepxka BHewwHen USB namatn go 128 I'b

o [IpodeccroHanbHOe nporpammMmHoe obecneveHne

e CeHCOpHbLIE KHOMKK

e 3awumTa OT BHELLHEro Bo3aencTamsa no ctaHgapty IP30 npu wtaTHOM MOHTaXe Ha CTEHY

2.2. OCHOBHbIe XapaKTepUCTUKH

e LlBeTHOM aucnnen TFT LCD, 7 gionmos

e PaboTa c Bugeo H.264

o Komnpeccus 3Byka G.711

o [IByHanpaBneHHbIN pasroBop «[1onHbIN gynnekcy

e OnepauunoHHasa cuctema Linux

o BCTpOEHHbIN MUKPOOH N AUHAMUK

o Ceteou npotokon TCP/IP

e WiFi IEEE 802.11bgn (Tonbko ana mogenu SM710W)
e Ethernet 10/100 M6uT/c

e [lntanne: DC12B,1A

o Pabouas temnepartypa: ot -10 go +50 °C

e [lonyctumbin ypoBeHb BnaxHoctu: oT 10 go 90% (6e3 obpasoBaHusa koHOeHcaTa)
e HacTeHHbI MOHTax

e [abaputbl 218x141x20 mm (OxLLUXB)

e Bec0,8«r
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2.3. KomnnekT nocTtaBKu

SIP MoHuTOP
KpoHLiTenH
KomnnekT kpenexa

YnakoBo4Has Tapa

NcToyHnk nutanma 12B (onunoHansHo)

lMepexogHWUK Ana MOAKNIYEHUsT UCTOYHMKA nuTaHma co wtekepom DC 2,1 x 55

(onumoHanbHO)

BHUMAHUE!

BEWARD ocTaBnsieT 3a cobol npaBO Ha W3MEHEHWe KoMMnektauum obopygoBaHuMs M ero nobbix

XxapakTepucTuk 6e3 npeaBapuTENbHOro yBeAOMIIEHNS.

2.4. MMHUManbHble CUCTEMHbIe TpeboBaHusA

Mepen ncnonb3oBaHmem 7“ SIP MoHuTOpa ybeamTtech, YTOo Baw KOMNbOTEP COOTBETCTBYET

MUHUMarbHbIM TpeboBaHMAM (MK Bbiwe). Ecnn TexHuveckne xapakTepuUCTUKM KOMMboTepa Xyxe,

4YeM MUHMMAasbHblE CUCTEMHbIE TpeboBaHusl, TO SIP MOHUTOP MOXeT paboTaTb HEKOPPEKTHO.

HamnmeHoBaHue

TpeboBaHusA

OnepaunoHHasi cuctema

Microsoft ® Windows Vista, Windows 7/8/10/11

PekomeHaoyembin Be6-6payaep

Internet Explorer 11.0 nnu Bbiwe

PykoBoAacTBO no aKcnayartaumm SIP moHuTopa SM710(W)




MaBa 3. OCHOBHbIE 3fIeMeHTbl YCTPOMUCTBA

OcHoBHble anemeHTbl SIP moHuTopa SM710(W) paccmoTpeHbl Huxe (Puc 3.2 n Puc. 3.3).

Puc. 3.1

Puc. 3.2

Ouncnnen (1): 7-aovmoBbin TFT LCD gucnnen ans otobpaxeHus MeHio SIP moHuTOopa m

BWOEOMNOTOKA C BbI3bIBHbIX MAHENEn n |P-BI/ILI,eOKaMep.

CeHcopHble KHOMKMU (2) ans ynpaerneHust pyHKUMSIMKU MeHo SIP MOHMTOpa MCNonb3yTcs

CEHCOpPHbIEe KHOIMKW. I'Ipe,u,HasHat-leHme Ka)KOOW KHOMKN B 3aBUCMMOCTM OT pexuma paGOTbI SIP

MOHWTOPA NOKa3aHo B Ta6n|/1u,e 1.

Tabnuua 1 — CeHcopHble KHOMKK SIP MoHuTOpa

HasHauyeHue KHOMOK B 3aBUCUMOCTU OT pexunma paGOTbI

MukTorpammei Ucnonb3oBaHue
«OxupaHue» «Bbi30B» «PasroBop»
MEHI0
3aKoHUYUTb
Bxopg B meHto Bxon/OK OTKNOHUTL BbI3OB
pa3roBop

Bbixopg,

OTKkpbITb ABEPL 1
(BOpOTa, KanuTKy)

OTKpbITb ABEPL 1
(BOpOTa, KanuTKy)

5L

OToGpaxeHue BMOEO

no 3anpocy

Bneso/Beepx/
YBenuyeHue

OTKpbITb ABEPDL 2
(BOpOTa, KanuTKy)

OTKpbITb ABEPDL 2
(BOpOTa, KanuTKy)
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BnpaBo/BHua/ | OTkpbiTb ABepb 3 | OTKpbITL ABEPb 3
YMeHblUeHne | (BOpoTa, kanuTky) | (BopoTa, KanuTky)

- - HauaTb pasrosop -

MukpodpoH (3) npegHasHayeH aAngd nepegayum 3BykoB nonb3osaTernem SIP MOHUTOpa rocTio BO
BpeMsi pa3roBopa.

OvHamuk (4) npegHasHaveH ans nepegadn 3BYKOB rocTeM nosb3oBaTtento SIP MoHuTOpa BO
BpeMS pa3roBopa, a Takke AN 3ByKOBOro ONoBeLLEHNs BO BPeMS BbI30Ba.

MecTta kpenneHus KpOHLWTENHa (5) NoKasaHO MECTOMOMOXEHNE MOHTaXHbIX OTBEPCTUN ANg
KPOHLUTENHA, KOTOpoe HeobXOaANMO yunTbIBaTh NpK yctaHoBke SIP MoHUTOpA.

Pasbem nutaHusa u cetu (6) cnyknt Ana NOAKMIOYEHMS K NOKanbHOW CETU 1 NOAAYuN NUTaHUNA
NOCTOSAHHOro HanpsikeHus 12 B Ha SIP MoHUTOP.

Pa3bem BHewHen USB namaTtu (7) npegHasHaveH ans nogkrntodeHnsa sHewHen USB namatn

K SIP MmoHuTOpY.
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maBa 4. JlokanbHbIN NHTepgenc

JlokanbHbIN  UMHTEpdENC MOHUTOpa COOEPKUT pPsad  (PYHKUMA KM HAcTpoek, KoTopble
NCnonb3ylTCca B Npouecce aKchfyaTauuMmM MOHUTOpA MNofib3oBaTernieM nocre ero nepBoHayanbHON
HacTpolku Yepes Beb-nHTepdenc. Hactpolika SIP MoHUTOpa Yepes Beb-MHTepdenc onmcaHa B rnaBsax
7-9 paHHoro gokymeHTa. JlokanbHbli nHTepdenc SIP MOHMTOpa MMeeT CTPYKTYPY KakK nokasaHo Ha

pucyHke 4.1.

A S NN

-I 6'45 BockpeceHbe, 2 MapTa
L

2

X

Bbl3OBbI BECLWYMHbIW HACTPOWKM
PEXWUM

Puc. 4.1

MeHto SIP MoHMTOpa cocTouT M3 Tpex obnacTei:

BepxHsas naHenb (1) SIP MOHMTOpa COOEPXKUT MKOHKM CTaTyCOB COCTOSIHMS: 6ecLuyMHOro
pexuma, 6ecnposogHon cetn Wi-Fi (gna moHuTopa SM710W), SIP nogknoyeHusi, COCTOSHUSA
noakntoveHus Kk nposoaHom cetn Ethernet n nogkntoveHns BHewwHen USB namsaTu.

OcHoBHoe none (2) coaepXXnT aNeMeHTbl MeHo ans ynpasnexHmst SIP MOHUTOpOM.

HwxHaa naHenb (3) oTobpaxkaeT MKoHKM kHonok «OK», «OTMeHay, cTpenka «BneBoy,
cTpenka «BnpaBo», ctpenka «BBepx», cTpenka « BHU3», 3HaK «+» 1 3HaAK «-» HaJ CEHCOPHbIMU
kHonkamu SIP moHuTOpa. [laHHas naHenb oTnimMyaeTcs No KoHurypauum B 3aBUCUMOCTU OT

KOHKPETHOIro MeHH0.

Bxog B rmaBHOE MeEHIO BO3MOXEH 4epe3 HaxaTve CeHcopHon KHomku [LlecTepéHka ] B
pexnume oXnaaHus.

[(MaBHOE MeHI0 YCTPONCTBa COCTOUT U3 CrieAyoLmMX 3N1EeMEHTOB:

[BbI30BbI]: MEHIO COBEPLLUEHMS NCXOAALLMX BbI3OBOB U MPOCMOTPA XypHarna Bbl30BOB.

[BecwyMHbIN peXxuM]: yHKUUA, OTKNOYaloLWas Menoamo 3BoHKa AN cobniogeHNs TULLMHDI.
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[HacTpouku]: rnaBHoe meHo HacTpoek SIP moHuTopa.

[nsa HaBuraumm n 4enNcTBU B rMaBHOM MEHIO KacanTeCb CEHCOPHbIX KHOMOK, HaXOASALWUXCS NoA
nkoHkamun «OK», «OTMeHa», cTpernka «BneBo» n ctpenka «BnpaBox»:

[OK]: Bxog B BbIGpaHHOE MEHIO.

[OTmeHa]: nepexod B pexnm oXxuaaHusl.

[BneBo]: nepemelleHne paMku HaBUrauumn B NEBYHO CTOPOHY.

[BnpaBo]: nepemeLLeHe paMki HaBurawumm B NpaByto CTOPOHY.

4.1. OToGpaxxeHMe BUAEO NO 3anpocy

Hwxe npeacraBneHo MeHo oTobpaxeHust Buaeo no sanpocy (Puc. 4.2).

Buaeo no sanpocy BN S N N AR

Puc. 4.2

MeHo npegHasHayeHO Ana oTobpaxeHus BuOaeo W ayamo (NpM Hanuyuu) MNOTOKOB C
nobaBneHHbIx Yepe3 Beb-MHTepdenc IP Buoeokamep, a Takke Onsi OTKPbITUS OBEPU C MOMOLLbIO
nporpaMMmpyemom KHomku. Bcero MoxxHO 4o6aBuTb 40 YETbIPEX BUAEOKAMEP M YETbIPEX KHOMOK. Mms
BMAeOoKamepbl 0TOOpaXkaeTcs Ha SKpaHe CBEpPXY.

Mpouecc nobaBneHns Kamep U co3gaHUsA NporpammMuMpyeMbiX KHOMOK onucaH B pasgene 8.9
AaHHOro [okyMeHTa. Bxog B MeHo oTobpaxeHus BMAeO Mo 3anpocy ! BO3MOXEH  4epe3
Ha)kaTne CeHCcopHon kHomnku [YenoBek B pamke | B pexume oxuganus. Ecnu IP-Bugeokamepa He
noakntoyeHa k SIP MoHUTOpY Ha BbIOpaHHbLIA KaHan, To Npu nepexoae B 3TO MeHk OyaeT nokasaH
TekcT «HeT BugeocurHana». KHomnka oTKpbITUSi ABEPU NOSIBNAETCA HE3AaBMCMMO OT TOro, AOCTYMNEH Nnn

BWOEOMNOTOK B Cryyae, ecniv oHa Gbina akTMBUpoBaHa Yepes BeG-uHTepdeiic yCTponcTBa.
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Ons genctenini B MeH0 Nokasa BMAEO MO 3anpocy AOCTYMNHbI Crieayolwmne CeHCOPHbIE KHOMKN:
[X]: BbIXOA4 M3 MEHIO NMOKa3a BUAEO MO 3anpocy.

Crtpenka [BneBo]: cTpenka gnsi nepexoda K npeablayLiemMy KaHany Buaeo.

Crtpenka [BnpaBo]: cTpenka angd nepexoga K cneayroLwemMy KaHany Buaeo.

KHonka [Kntou]: otnpaska HTTP API komaHabl AN OTKPbITUS OBEPU.

4.2. UHTepcpenc BbizoBa

Hwxe npenctasneH nHtepgenc Beizosa (Puc. 4.3).

5 N N R

Puc. 4.3

MHTepdenc Bbl3oBa MOXET coAep)aTb OT O4HOM A0 TPEX KHOMOK OTKPbITUS OBEPEN, B
3aBMCUMOCTN OT TOrO, CKOSbKO ABEpen akTMBMPOBAHO B HacTponkax SIP B Beb-uHTepdperice (cm.
pasgen 8.12 AaHHOrO AOKYMEHTA).

MHTepdelic Bbi3oBa NpeaHa3Ha4vYeH Ans ONnoBeELLEHMST O BbI30BE M OTOOpaKeHUs BuaeonoToka
C BbI3bIBHOW naHenu nonb3oBaTento SIP MOHMTOpa, a Takke ANS CONyTCTBYHOLIMX OEWCTBUN Hag
BbI30BOM.

B ocHoBHOM none mnHTepderica Bbi3oBa oTobpaxaeTcs n3obpaxeHne ¢ kamepbl YCTpPOUCTBA
BbI30Ba.

[ns gencteuin B nHTepdence Bbi3oBa KOCHUTECH CREAYHLMX CEHCOPHbLIX KHOMOK:

[TpyOKka Ha KpacHOM ¢hoHe]: OTKNOHUTb BLI3OB.

[Kntoy 1]: OTKpbITb OCHOBHYO ABEPb.

[Kntoy 2]: oTKpbITb AONOMHUTENBLHYO ABepb 1.
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[Kntou 3]: oTKpbITb AONONHUTENBHYIO ABEPb 2.

[TpyOka Ha 3eneHoM choHe]: HauyaTb pasroBop.

4.3. UHTepdpenc pasroBopa

Hwxe npencraeneH nHtepdgenc pasrosopa (Puc. 4.4).

PasroBop NN R

Puc. 4.4

MHTepdenic pasroBopa MOXeT copepxaTb OT OAHOM A0 TPEX KHOMOK OTKPbITUS ABEpewn, B
3aBMCMMOCTM OT TOrO, CKOMbKO ABEPEN akTMBUMPOBaAHO B HacTponkax SIP B Beb-uHTepdence (cm.
pasaen 8.12 AaHHOro AOKYMEHTA).

Mocne npuHATMS Bbi3oBa SIP MoHuTOp oTobpaxaeT mHTepdbenc pasroBopa. VHTepdenc
pa3roBopa npegHasHa4vyeH ang obLieHnsa ¢ YenoBEKOM, COBEPLLAIOLLMM BbI30B.

Ons pencteun B unHTepdberice pasroBopa HeOOXOOMMO KacaTbCsa Cneaylowmx CEHCOPHbIX
KHOMOK:

[TpyOka Ha KpacHOM ¢poHe]: 3aBepLUNTb BbI3OB.

[Kntoy 1]: OTKpbITb OCHOBHYO ABEPb.

[Kntou 2]: oTKpbITb AONONHUTENBLHYIO ABEpb 1.

[Kntou 3]: oTKpbITb AONONHUTENBLHYIO ABEPb 2.
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4.4. MeHI0 BbI30OBbl

Hwxe npencraBneHo MeHo «BbI30BbI» (Puc. 4.5).

5¢ N R R

-I 6'45 BockpeceHbe, 2 MapTa
L ]

Bbl3OB XKYPHAT
ABOHEHTA Bbl3OBOB

Puc. 4.5

MeHIo «BbI30BbI» NO3BONSAET COBEPLINTb Nepexon K MEeHK «Bbi30OB aboHeHTa» nnu OKypHan
Bbl30OBOB», KOTOPbIE€ ONMUCaHbl HXE B AaHHOM OOKYMEHTE.

[lononHuTenbHbIE 3NIEMEHTbI MEHIO BbI30Ba aOOHEHTOB:
[OK]: Bxog B BbIOpaHHOE MEHHO.

[X]: BO3BpAT B rMaBHOE MEHIO.

[BneBo]: nepemelleHne pamMkn HaBuraumm B NEBY0 CTOPOHY.

[BnpaBo]: nepemelleHme pamMKku HaBurauum B npaByto CTOPOHY.
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4.4.1. Bbi3oB aboHeHTa

Hwxe npencraeneHo MeHo «Bbi30B aboHeHTa» (Puc. 4.6).

Bbi30B aboHeHTa 5 N R AR

1 CaBBuH A. M

2 AnekcaHap cnecapb
3 MBaHOB A. E.
4 Oduc 876

5 XaputoHoBa EneHa

Puc. 4.6

[aHHoe MeHIo NpeaHa3HayeHo Ans Bbibopa aboHeHTa 13 TenedOHHOM KHUMM 1 ero Bbi3oBa. SIP
MOHUTOP MO3BONSAET coBepaTtb ucxogswme SIP BbI30BbI 11 BO3MOXHOCTU MHTEPKOMA C ApYrnMun
aboHeHTaMu, NpoCMOTPa BMAEOMNOTOKA M OTKPbITUA ABeper Ha yaareHHbIX Toukax. PopmupoBaHue
TenedoHHOM KHUMM NpoucxoanT depes Beb-uHtepdenc SIP moHuTOpa m onucaHo B pasgene 9.1
AAHHOro JOKyMeHTa. B OCHOBHOM nonie MeHw Bbi3oBa aboHeHTa oTobpaxkaeTcs CnMcok aboHEHTOB
(TenedoHHaa kHura). [Ans HaBuraumm B TenegOHHOW KHUre u Bblbopa aboHeHTa And Bbi30Ba
KOCHUTECb CEHCOPHbIX KHOMOK, Haxoasawmxcsa nog nkoHkamu «OK», «X», ctpenka «BHU3» n ctpenka
«BBepx»:

[lononHuTenbHbIE 3NIEMEHTbI MEHIO Bbi30Ba aOOHEHTOB:

[Homep cTpaHuubI]: NOPSAKOBLIN HOMEP CTpaHuLUbl TENE(OHHOW KHUTU.

Ctpenka [BneBo]: cTpenka onsi nepexoga K npeablaywen ctpaHmue TeneOoHHON KHUTW.

Crtpenka [BnpaBo]: cTpenka ans nepexoa K cneyrowlen ctpaHmue TeneoHHON KHUM.

[OK]: npn HaBuraumm Ha MMeHn aboHeHTa B TenedOHHOW KHWUre: COBEpLUEHWEe WUCXOASLEero
Bbl3oBa aboHeHTa. [lpn HaBuraumm Ha cTpenkax nepernvcTbiBaHWUS CTpaHWuL, Tene(OHHOW KHUIK:
AencTBMe NoATBEPKAEHUSA Nepexoaa Ha ApYryto CTpaHuuy TenedOHHON KHUMN.

[X]: BbIXOA U3 MeHIO Bbi30Ba aOOHEHTOB.

[BHM3]: nepemelleHne «BHU3» paMKU HaBuUrauum Mo drieMeHTaM MeHK Bbl3oBa abOHEHTOB,

OOCTYNHbIM Ana HaBurauun.
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[BBepx]: nepemMeLLeHNE «BBEPX» PaMKM HaBUraLmm No arieMeHTaM MEHI0 Bbl3oBa aGOHEHTOB,

AOCTYMHbIM ANst HaBUraLum.

4.4.2. MeHI0 XXypHan BbI3OBOB

Hwxe npencraBneHo MeHIo «KypHan Bbi3oBoB» (Puc. 4.7).

YKypHan Bbi30BOB B N R R

MponyuweHHbIM Bbi3OB 12:00:45 CerogHq
BbizoB 3aBepLIéH 18:10:55 Buepa
Bbl30OB OTK/IOHEH 09:00:59 03.03.2021

MponyuweHHbIN BbI3OB 08:00:04 01.03.2021

1/22

Puc. 4.7

B OCHOBHOM none MeHI0 XypHana BbI30BOB MOXHO NpocmatpuBaThb crnegyowme cobblTus:
«Bbi30B 3aBepweH», «[1Bepb OTKpbITa», «BbI3oB NpuHAT», «Bbi3oB», «lponylweHHbIN BbI3OB»
n «Bbi3oB OTKNOHeH». B OCHOBHOM mnore HanpotTMB cobblTuii «Bbi3oB» Takke oOTOBpaxeHbl
doTorpadun rocten, 3BOHMBLUMX Ha SIP MmoHuTOP.

CobbITus XXypHana BbI30BOB:

«BbI30B»: Bpems 1 faTa Havana 3BOHKa BbI30Ba.

«BbI30B NpUHAT»: BpeMs U AaTa NPUHATUSA BbI30Ba NOMb30BaTeNeM.

«[1Bepb OTKpbITa»: Bpems 1 faTa OTKPbITUS ABEPW (BOPOT, KanuTku).

«BbI3oB 3aBeplIEH»: BpemMA W [ata 3aBeplleHus pasroBopa Morfb3oBaTenemM unm
YCTPOMCTBOM. YCTPONCTBO MOXET aBTOMAaTUYECK/ 3aBEPLUUTb BbI3OB MO UCTEYEHUU OnpeaeneHHoro
BPEMeHM nocrie NPUHATUSA BbI30Ba.

«lMponyleHHbIN BbI3OB»: BpeMs W [aTa OKOHYaHWs 3BOHKa Bbl3oBa 6e3 ero npuHATUS
(OTKNOHEHUSR).

«BbI30B OTKIMOHEH»: BPEMS M JaTa OTKITOHEHUS BbI30Ba NOfb30BaTeNEM.

OnemMeHTbl MeHHo XypHana BbI3OBOB:
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CobbiTve [BbizoB]: ntoboe cobbiTve «Bbi3oB» M3 XypHana BbI30BOB, €CfM OHO MMeeT
doTorpaduio.

[Homep cTpaHuubI]: NOPSAKOBLIN HOMEP CTPaHMLbl XXypHarna BbI30BOB.

Crtpenka [BneBo]: cTpenka onsi nepexoaa K npeablaywen cTpaHuue XXypHarna Bbi30BOB.

Crtpenka [BnpaBo]: cTpenka ang nepexoga K creayroLwen cTtpaHuue XXypHana Bbl30BOB.

Ana HaBuraumm n OEencTBMA B MEHK0 XypHana Bbl30BOB KOCHUTECb CEHCOPHbIX KHOMOK,
HaxogsaLwwmxcs nog nkoHkamm «OK», «X», ctpenka «BHu3» 1 ctpenka «BBepx»:

[OK]: npn HaBuraumm Ha cobbiTuM «BbI3oB» C doTorpadmen: Bxoq B MEHO AeTanbHOro
npocmoTpa ¢oTorpacduin gnsa npocmoTtpa oTorpadomm 3BOHMBLLErNO. [pn HaBurauum Ha cTpenkax
nepenucTbiBaHUA CTPaHWL XypHana: AencTBue MNOATBEPXAEHUs nepexoga Ha Opyryi cTpaHuuy
XXypHana BbI30BOB.

[X]: BbIXOA M3 MEHIO XXypHaria BbI30BOB.

[BHU3]. nepemelleHne BHM3 paMKU HaBUrauuu Mo 3feMeHTaM MEHIO XypHana Bbl30BOB,
OOCTYMHbBIM OS5 HaBuUraumm.

[BBepx]: nepemelLeHne BBEPX pPaMKM HaBuraumMum no anemMeHTaM MeEHI0 KypHana Bbl30BOB,

AOOCTYNHbIM ANnA HaBurauun.
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4.4.2.1 MeHo geTanbHoOro npocmotpa cororpacdhumm

Hwxe npencraesneHo MeHo geTanbHoro npocmotpa dotorpadun (Puc. 4.8).

B 5 N XX

Puc. 4.8

MeHto npegHasHa4yeHo ons getanbHOro npocmoTpa oTorpadomim 3BOHUBLLMX NOOEN.
OnemeHTbl MeHI0 AeTanbHOro npocMmoTpa doTtorpadun:

[Homep cobbITUs]: NOPSAKOBLI HOMEP 3annCK B XXypHare Bbl30BOB.

[X]: BbIXxOA U3 MEHIO AeTanbHOro NpocMoTpa hoTorpacumn.

Crtpenka [BneBo]: cTpenka ans nepexoaa K npegpiaywien dotorpacdumm B XypHarne Bbi30BOB.

Crtpenka [BnpaBo]: cTpenka anga nepexoga K cnegytowien potorpacdmm B XypHane BblI30BOB.
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4.5. BknroyeHue n oTknroYeHue 6eclyMHOro pexuma

BecLuyMHbIV pexxMm BKIKOYaeTCs 1 OTKIoYaeTcs Yepes rnaBHoe MeHio SIP moHuTopa (Puc.
4.9).

N 5 N R AR

-I 6'45 BockpeceHbe, 2 MapTa
[ J

X

WYPHAT BECLWYMHbIN HACTPOWMKMW
BbI3OBOB PEXWUM

Puc. 4.9

BecluyMHbIV pexxum npegHasHayveH Ans NpUHyAMTENbHOrO OTKIOYEHUS Menoaun 3BOHKa Ans
cobnoaeHnsa TULLNHBI. BecluyMHbIN pexxuM akTuBMpyeTcs Haxatmem KHonku [OK] 13 rmaBHOro MeHto
npu HaBuUrauum Ha COOTBETCTBYHOLLEN UKOHKe. [locne BkMYeHUs GeCllyMHOro pexmnma Ha aKpaHe
oTtobpasnTtca cooblieHne «beclyMHbIN peXXuM BKIKOYEH» 1 0TOBpasnTca nkoHka [lepeyvépkHyTbIN
ANHaMUK ] Ha naHenun cBepxy. [Ona 3akpblTUA OAHHOMO COOOLIEHUS HaXMuTe KHOMKy [X].
HeakTvBaumm GeCLUyMHOro pexuma NpoucxoamT Tak ke, Kak u aktmsauus. lNpu aTOM Ha 3kpaHe
otobpasnTtca coobuieHne «beclyMHbIN PEXUM BbIKITHOYEH» 1 UKOHKA [MepevépKHYTbIM AUMHAMUK
] Ha naHenu ceBepxy nepectaHeT oTobpaxaTbCs.

JdononHutenbHo, Bbl MOXeTe HacTpouTb aBTOMATMYECKOE BKIOYEHUE W BbIKMOYEHNE
GeclyMHOro pexuma no OHEBHOMY pacnucaHuio yepes Beb-mHTepdpenc (cm. pasgen 9.1 gaHHoro

OOKyMEHTA).
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4.6. MeHIO HaCTPOMKMN

Hwxe npencraeneHo meHo HacTpoek (Puc. 4.10 n 4.11).

HacTtpownku

&

TEXHUYECKOE 9KPAH
OBCNYXXNBAHWE N APKOCTb

Puc. 4.10

HacTtpownku

TEXHUYECKOE IKPAH KTOTAM
OBCITYXUBAHWE N APKOCTb
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MeHtio HacTpoek npefHa3Ha4YeHo As KOHDUNYPUPOBaHUS PasnnyHbIX HAacTpoek SIP MoHuTopa,
OMNUCaHHbIX HWKe B JaHHOM pasfere.

OneMeHTbl MEHIO HACTPOEK:

[3BYK]: BXO4 B MEHIO HAcTpoek 3ByKa (CM. pa3gen 4.6.1 4aHHOro JOKyMeEHTa).

[TexHn4yeckoe ob6cnyxnBaHue]: BXod B MEHIO TEXHUYECKOro o6cnyxuBaHus (cMm. pasgen 4.6.2
OAHHOro JOKYMEHTA).

[9KpaH u APKOCTb]: BXO4 B MEHIO HAcTPOEK 3KpaHa ycTponcTea (cMm. pasgen 4.6.3 gaHHoro
OOKyMEHTA).

[KToTam]: Bxog B MEHIO akTMBaL MK NOAKIOYEHMS K obnadyHoMy cepBucy KtoTam (cm. pasgen
4.6.4 naHHOro AIOKYMeHTa).

[nsa HaBurauumn n 4ENCTBUN B MEHIO HACTPOEK AOCTYMHbI CEHCOPHbIE KHOMKWN, HaxoasaLmMecs nog,
nkoHkamn «OK», «X», cTpenka «BneBo» 1 ctpenka «BnpaBo»:

[OK]: Bxog B BbIGpaHHOE MEH!O.

[X]: Bo3BpaT B rMaBHOE MEHIO.

[BneBo]: nepemelleHre pamMmkn HaBuralmmn B fieBYy0 CTOPOHY.

[BnpaBo]: nepemellieHe pamMku HaBUrauum B NpaByto CTOPOHY.
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4.6.1 MeHt0 3BYK

Hwxe npegcraBneHo MeHO HacTpoek 3ByKa (Puc. 4.12).

HacTpoiiku 3ByKa

[POMKOCTb 3BOHKaA Menogouna 3BOHKa

g . Space call.wav

POMKOCTb pa3roBopa

) @

POMKOCTb MUKpPOOHa

VN

MNpooomKMTENbHOCTb 3BOHKA

120 cekyHA

Puc. 4.12

MeHio 3Byka npegHasHa4YeHO ANl HaCTPOEK TPOMKOCTM 3BOHKA, FPOMKOCTW pasroBopa,
rPOMKOCTM MUKPOOOHA, MENOAMMU U MPOAOCIKUTESNbHOCTM 3BOHKA.

OnemMeHTbl MEHIO HAacTpPOEK 3ByKa:

[FpoMkocTb 3BOHKa] (Mo-ymonudaHuio: 70): perynupoBka rPOMKOCTM 3BOHKA. [OCTYMHble
3HaveHus: ot 1 go 100.

[FpomkocTb pasroBopa] (no-ymonuyaHuo: 70): perynvpoBka rpoMKOCTM pasroBopa.
JocTtynHble 3HayeHnsa: ot 1 go 100.

[FpomkocTb MukpodoHa] (no-ymonuyaHuio: 50): perynupoBka FPOMKOCTU MUKPOGOHa.
[ocTtynHble 3HaveHns: oT 1 go 100.

[Menoguu]: Bbibop Menoann 3BOHKA M3 CrMCKa.

[MpopomxnTenbHOCTL 3BOHKA] (MO-yMonyaHuio: 120 cek) — yMeHbLUNTb/YBENUYNTL BpeMS
NPOAOIHKNTENBHOCTU 3BOHKA (B CEKYHAAX).

Ons HaBuraumm u [ENCTBUM B MEHKO HACTPOEK 3BYyKa KOCHUTECb CEHCOPHBLIX KHOMMOK,
Haxoaawmxcs nog nkoHkamm «OK», «X», ctpenka «BBepx», ctpenka «BHM3», 3Hak «[noc» 1 3HaK
«MuHyc»:

[OK]: BbIGOp napameTpa AnNga ero HaCTPOWKM.

[X]: BO3BpaT B MEHIO/BLIXOA, B MEHIO “HACTPOMNKMN”.

[BBepx]: nepemeLLeHme paMKki HaBuraumm B HanpasrieHU HaBepX.

[BHM3]Z nepemMelleHne pamMmkm HaBuraumm B HanpasneHnn BHU3.
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[MuHyc]: ans rpoOMKOCTM 3BOHKa/pa3roBopa/MUKPOGOHA - YMEHbLLEHNE 3HAa4YeHUs, Npy BbiGope
Menoaum - nepemMelleHve BNEBO MO CNWUCKY, MPU PEerynMpoBKE MNPOAOIKUTENBHOCTU 3BOHKA —
YMEHbLUEHME NPOJOIIKUTENBHOCTH.

[Mnroc]: ons rpomMKocTy 3BOHKa/pa3roBopa/MUKpodoHa - yBennyeHme 3HavyeHus, npu Boldope
Menoaun - nepemMeLleHve BNpaBo MO CMWUCKY, NPU PErynMpoBKe MPOOOIMKUTENBHOCTU 3BOHKA —

yBennyeHmne npoaosnkKNTeribHOCTU.

4.6.2 MeHI0 TexHu4yeckoe obenyxnBaHume

Hwxe npencraBneHo MeH TeEXHUYECKOro obenyxmeanus (Puc. 4.13).

TexHunuyeckoe obcnyXmBaHue e N R A

OUYUCTUTb XKYpPHan Bbi30BOB
Mepe3arpy3nTb onepauMnoOHHYK CUCTEMY

C6pOCUTb K 3aBOACKUM HacTpomMKam

Bepcua mogenu: SM700W
Bepcua sctpoeHHoro MNMO: 3.1.0.1.40
Ethernet IP: 192.168.54.179 Wi-Fi IP:192.168.43.232

Puc. 4.13

MeH0 TexHudeckoro o6cnyxmBaHuA npefHasHa4yeHo Ans  OoTobpaxeHus TeXHUYEeCKon
MHOpMaLmMK, a TakKe OYMCTKU BHELLUHEN NaMsaTU XXypHarna Bbl30BOB 1 nepesarpyskn onepaumoHHON
CUCTEMBbI YCTPOMCTBA.

OnemMeHTbl MEHIO TEXHUYECKOrO 0BCNyXMBaHWUS:

[OuncTnTb XypHan BbI3OBOB]: COBEPLUMTb MOMHYKD OYMCTKY >XypHana BbI30OBOB BO
BHYTPEHHEN NaMsTn YCTPONCTBA, a Takke Ha USB HakonuTene, NoAKNto4YeHHOM K SIP MoHUTOpY.

[Mepe3arpy3uTb onepauyvoHHYIO CUCTeMy]: COBepLIUTb nepesarpysky onepauymoHHON
cuctemsl SIP MoHuTOpAa.

[CopocnTb K 3aBOACKMM HacTpomkam] — cOpoc HacTpoek SIP MoHMTOpa, 3agaHHbIX
nonb3oBaTernieM, K 3aBOACKMM HacTponkam. 3anvcu B XypHane BbI30BOB Mpu cbpoce HacTpoek

COXpaHAKTCA B HEM3SMEHHOM BUAe.
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[Bepcusa mopenu]: otobpaxeHne HanmeHoBaHns mogenu SIP moHuTopa.

[Bepcuss BCTPOEHHOro mnporpamMmMHOro ob6ecne4vyeHusl]: oTobpaxeHue Tekyllen Bepcum
BCTPOEHHOrO NporpamMHoro obecneyeHus.

[Ethernet IP]: otobpaxeHune IP-agpeca npoBoAHOro ceteBoro nHtepdgenca SIP moHuTopa. IP-
agpec Ethernet nHtepdgenca MoxeT He OTODpaKaTbCs B MEHI0 TEXHUYECKOro OOCnyXMBaHWs, ecnu
OTCYTCTBYET NpoBOAHOE coeauHeHne Ethernet.

[Wi-Fi IP]: oTobpaxeHue IP-agpeca 6ecnpoBogHoro cetesoro nHrepderica SIP moHuTopa. IP-
agpec Wi-Fi nHTepdenica MOXeT He OoTODOpaxaTbCsl B MEHH TEXHUYECKOro OGCNyXMBaHWS, ecnu
OTCyTCTBYET 6GecnpoBOAHOE COeMHEHNE.

Ana HaBuraumMm n OENCTBUMN B MEHIO TEXHUYECKOro OOCMyXMBaHMSA KacanmTeCb CEHCOPHbIX
KHOMOK, Haxoaswwmxcs noa nkoHkammn «OK», «X», ctpenka «BneBo» 1 ctpenka «BnpaBox»:

[OK]: BbinONHNTL AenCTBME.

[X]: Bo3BpaT B MEHIO HACTPOEK.

[BneBo]: nepemecTuTb paMKy HaBuUraumm Bepx.

[BnpaBo]: nepeMecTuTb paMKy HaBuraumm BHUS.

4.6.3 MeHI0 3KpaH U APKOCTb

Hwxe npeactaBneHo MeHO HAaCTPOMKM NapamMeTpoB akpaHa yctponcTea (Puc. 4.14).

SKpaH U ApKOCTb

FpKoCTb 3KpaHa ABTOBbIKNOYEHME

30 ceKyHO

Puc. 4.14

MeHto 3BYyKa npeagHa3Ha4eHo and HaCTpOﬁKM APKOCTU N BPpEMEHU OTKITIOHYEHUNA 3KpaHa.

OnemMeHTbl MeHHo HaCTpOI;IKI/I napameTpoB 3KpaHa:
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[ApkocTb 3kpaHa] (no-ymonyaHuio: 100): perynupoBka rPOMKOCTW 3BOHKa. [oCTynHble
3Ha4yeHus: ot 1 go 100.

[ABTOBBLIKNIOYEeHUE] (no-ymonyaHuio: 30 ceK) — yMEHbLINTL/YBENNYNTE BPEMS OTKITHOUYEHUS
3KpaHa no npocTtoto (B cekyHaax). [loctynHble 3HadeHns: ot 10 go 99.

[Ons HaBuraumm u [ENCTBUM B MEHIO HACTPOEK 3ByKa KOCHUTECb CEHCOPHbLIX KHOMMOK,
Haxoasawmxcsa nog nkoHkamm «OK», «X», cTpenka «BBepx», ctpenka «BHU3», 3Hak «[noc» 1 3HaK
«MwuHyc»:

[OK]: BblGOp NapameTpa Anst €ero HaCTPOWKM.

[X]: BO3BpAT B MEHIO/BbIXO B MEHIO «HACTPOMKMNY.

[BBepx]: nepemeLlLeHne pamkm HaBuraumm B HanpaBneHnn HaBepxX.

[BHU3]: nepemelleHne pamkn HaBuraumm B HanpaBneHNN BHUS.

[MuHyc]: npu perynupoBke SAPKOCTU — YMEHbLUEHWE SPKOCTWU, NPU PerynmnpoBKe BpeMEHU
ABTOBbIKMOYEHNST — YMEHbLUEHNE NPOOOIPKUTENBHOCTMW.

[Mnroc]: npu perynupoBke SPKOCTU — YyBENUYEHME SPKOCTU, MPU PEryNIMPOBKE BpPEMEHU

ABTOBbIKIMIOYEeHNA — yBernundyeHne npoaosnkKNTeribHOCTH.
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4.6.4 MeHo KtoTam
Hwxe npegcraBneHoO MEHI0 akTuBaLUumn nogknodeHnsa kK obnadHomy cepsucy KtoTam (Puc.
4.15).

KtoTam 5 N R X

BkniounTb coeguHeHmne ¢ cepeepoM KtoTam

CTaTyC COE€AHUHEHUA

MAC agpec

D,J'IVITEJ'leOCTb COE€QHUHEHUA 00:00:00

Puc. 4.15

[laHHOe MeHI npegHasHadeHo Ans akTMBauuMu NoAKMIoYeHuss K obnayvyHomy cepBucy
aomocoHmm KtoTam. Cepsuc KtoTam nossonseT npMHMMmaTth Bbi30B ¢ JoModoHoB BEWARD cepun
DKS Ha SIP-moHntop BEWARD SM710(W) 4epes3 obnauHbii SIP cepBep KtoTam 6e3 npobpoca
Kaknx-nnbo Hactpoek Ha SIP-moHuTope SM710(W) (Plug-and-Play). Peructpauna SM710(W) B
cepBuce KtoTam BO3MOXHa TONbKO vepe3 MobunbHoe npunoxeHne KtoTam ana Android wnm iOS
nocpeacTBOM CKaHMpoBaHus QR-koga € 9KkpaHa MoHuTopa. [Onsa paboTtbl B o6nayHoM cepsuce

MOHUTOP AOMKEH ObiTb NOAKMIOYEH K CETU, UMEILLIUIA BbIXO B MHTEPHET.

BHUMAHUE!

Mocne ycnewHoro nogkntoveHns SIP-moHnTopa SM710(W) k KtoTam nocpeacteom uteHns QR-koaa:

. briokupyetcs BO3MOXHOCTb WM3MeEHUTb WuMms/napornb nonb3oBatensa B Web-uHtepdenice SIP-
MOHUTOpAa

. BrnoknpyeTtcs BO3MOXHOCTb M3MeHUTb HacTpowikn SIP B Web-nHtepderice SIP-moHnTOopa

. BroknpyeTcs KHomMka ynpaBneHus nogkrnodeHms k cepsepy KtoTam B nHTepderice SIP-moHnTOpa
Ypanenue SIP moHuTopa n3 KtoTam BO3MOXHO Yepe3 MmobunbHoe npunoxenune KtoTam.

AnemeHTbl MeHo KtoTam:
[Bknrountb coeanHeHue ¢ cepBepomM KtoTam] — aktmBaumns paboTbl ¢ 0651a4HbIM CEPBUCOM
KtoTam.
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[OTKNnounMTL coegmMHeHune ¢ cepBepoM KtoTam] — oTKmoyYeHne ot obnavHoro cepsuca
KtoTam.

[CTaTyCc coeauHeHus]: oToGpaxeHne OOHOro M3 TPEX CTaTyCOB COEAMHEHUA C CEPBEPOM
KtoTam:

«OwunbKa coegnHEeHUNA»

«Oxunpaet gobaBneHMA B aKKayHT»

«OHnanH»

[MAC appec]: otobpaxeHne MAC-agpeca ycTponcTea.

[AnuTenbHOCTb coeaAuHEHUA]: oTobpaxeHne ANUTENbHOCTU YCTaHOBMEHHOMO COEAUHEHWS C
cepsepom KtoTam.

Ona gencteuin B MeHto KtoTam kacanTecb CEHCOPHbIX KHOMOK, HaXoOALWMUXCA Nog MKOHKaMU
«OK» n «X»:

[OK]: BbINONHUTL AencTBME.

[X]: Bo3BpaT B MEHIO HACTPOEK.
[nsa Toro 4tobbl akTMBMpOBaThb paboTy ¢ KtoTam, B nHtepderice SIP-moHMTOpa HEOOX0ANMMO HaXaTb
[Bknountb coeamHeHune ¢ cepBepom KtoTam]. BHewwHun Bug ctpaHmubl ¢ otobpaxeHnem QR-kona

nokasaH Ha pucyHke 4.16.

OtckaHupyiTe atoT QR-k0f B MOBUINBEHOM NPUNOXKEHUM
Kto-Tam ans nogknioyeHna Kk obnayHomy cepeucy:

Puc. 4.16

OTckaHnpynTe gaHHbii QR-kog 4yepe3 mobunbHoe npunoxenue KtoTam ana gobasneHus

MOHUTOpPa B 06nayvHbIn cepBuc. [N 3akpbiTUA 4AHHOTO OKHa HaXXMuTe KHOMKY [X].

PykoBoacTso no akcnayatauum SIP moHuTtopa SM710(W)



Mocne aktuBaumm paboTbl cepBuca, Ha cTpaHuue GyaeT oTobpaxaTbCa CTaTyC COeANHEHUS.
Takke BMecTo KHomMku [Bknountb coeauHeHne ¢ cepBepom KtoTam] oToGpasnTcst KHoMKa
[OTKnounTL coeguHeHue ¢ cepBepom KtoTam] (Puc. 4.17). B cnyyae ycnewHoro
COeOVHEHUs1 C CepBepoM, CTaTyc coeamHeHuss OygeT oTobpaxaTtbCs kKak «OHnavH» U

OTO6pa3VITCFI ONNTENbHOCTb COeANHEHUA.

5f N N

OTknioynTh coeauHeHune ¢ cepeepoM KtoTam

Cratyc coeHUHEHMNS Oxwugaet gobasneHus B akkayHT
MAC agpec AA-BB-CC-DD-EE-FF

ﬂJ’IVITerleOCTb COE€QHUHEHUA 00:00:00

Puc. 4.17
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MnaBa 5. HacTponka npoBoaHOro coeaMHeHuUs

5.1. OnpeneneHune |IP-agpeca SIP MoHuTOpa

SIP monutop BEWARD SM710(W) c HacTpoukamu Mo-yMOSYaHuio UCrorb3yeT (YHKUMIO
DHCP, koTopasi no3BonsieT yCTaHaBnvMBaTb COEOVHEHWE Mexay ycTponctBamm B ceTun 6e3
HeobxogumocTn 3apgaHus IP agpeca ycTtponctBam BpyuyHyto. OnpegenuTtb IP-agpec ycTtponcTea
MO>XHO HeCKOmnbKuMmn crnocobamm:

1. 3aiitm B MeHio «TexHu4yeckoe obcnyxmBaHue» (CM. pasgen 4.6.2 [aHHoro

PYKOBOLCTBA).

2. Bocnonb3oBatbes ytunuton BEWARD [P Searcher.

5.2. NMonyyeHue goctyna Kk Be6-nHTepdency SIP moHutopa

War 1: gns Hayana paboTbl NOAKIYNTE YCTPOMUCTBO COMMacHO MHCTPYKLUMAM, NPUBEAEHHBIM B
PYKOBOZCTBE MO MOAKIMIOYEHNIO K AaHHOMY YCTPOWCTBY.

LWar 2: 3anyctute Opay3sep, B agpecHon CTpoke BBeauTe 3anpoc Buga: http://<IP>.<PORT>,
roe <IP> - IP-agpec yctponcTtea, <PORT> - HTTP-nopT ycTponcTsa.

Ecnu 3HaueHus BepHble, Bbl yBuante okHo asTopusauum (Puc. 5.1).

War 3: Beegute uma nonb3oBaTend M nNapofib. 1o ymonyaHuMioo UCMonb3yeTcd WUMs
nonb3oBartensa — admin, naponb No ymonyanutio — admin. OkHO BBOAA Naponsi Moka3aHo Ha PUCYHKE
5.1.

[lna BX0/a Ha CepBep HYXHbLI MMA
NoAbL30BATENA W N3P0k,

admin

D 33NOMHWTE YUYETHBIE A3HHBIE

oK OTMmeHa

Puc. 5.1

BHUMAHUE!
Bbl MOXETE M3MEHUTBL MMSA NONb30OBaTENS U Naposib B MeH Hactponkn — CuctemHble — MNonb3oBaTtenu. B
crnydae yTepu napons unvm MMeHu nonb3oBaTens YCTPOMCTBO MOXHO BEPHYTb K 3aBOACKUMM YCTaHOBKaM.

Mpouecc cbpoca ycTponcTBa Ha 3aBOACKME HACTPOWKM onucaH B pasaene 4.8.2 faHHOro JOKyMeHTa.
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Mocne ycnewHon asTopusauun Bel nony4dnte goctyn kK WEB-uHTepdgency SIP moHuTopa (Pwuc.
5.2).

BC\VARD

Ayauo HacTpoiika 3syka

pOMEOCTE 3BOHKA O
CucTeMHbIe [pOMKOCTE pazroeopa O G

MpoMEOCTE MUEpOChOHE O 50

Puc. 5.2

OkHo WEB-uHTepderica SIP moHuTopa cogepxut Bknagky [HacTtponku] n kHonky [Bbixog].
Copepxunmoe Bknagkm [Hactpomnkun] 6yaet paccmoTpeHo ganee B Hactosiwem PykoBogcree. Haxatne

KHOMkM Bbixoa npnBoaunT K Bbixoay u3 Beb-nHTEpdEnca.

BHUMAHUE!

Mpn HacTpowike SIP mMoHuTOpa cregyeT umeTb BBMAY, YTO 3anMCb MPUMEHEHHbIX Yepe3 Beb-uHTepdenc
HacCTpPOEK B 3HEProHe3aBMCUMYK MaMATb YCTPOMCTBA MOHUTOPA MOXET MPOMCXOOUTb C HEKOTOPOWN
3ailepXXKON nocrne HaxaTusa kHonkn [CoxpaHuTb]. OTO coenaHo AN yMEHbLUEHUS LUKIOB nepesanvcu m
YBEMNMYEHNST CpoKa CryXObl MUKPOCXEM NamATu. B CBA3M € 3TMM ANs COXpaHeHUs1 HacTpPoek HeobxoaMMo
OTKMNtOYaTb NUTAHME MOHUTOPA He paHbLUe, Yem Yyepes 60 cekyHa nocrie coxpaHeHWsi MOCNeaHNX N3MEHEHUN

B BEO-MHTEpPEice.
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NnaBa 6. Hactpownka 6ecnpoBoaHoro (Wi-Fi) coeauHeHus

6.1. O6bwue cBegeHMA o becnpoBoAHOM noakno4veHnu SIP moHuTopa SM710W

Bbl moxeTe nogkntountb SIP moHuntop BEWARD SM710W k ©6ecnpoBOAHOM CETU OOHUM U3
ABYX CNocoboB.:

1) C nomouso WPS.

2) Hactpoue nogkntoyeHne yepes BeG-uHTepeic.

6.2. HacTtpouka 6ecnpoBogHoOro noakno4vyeHus ¢ nomouwbio WPS
Ins Toro, 4ytobbl noakntounTb SIP moHnTtop BEWARD SM710W k Wi-Fi no WPS, aktuBupyite
WPS Ha Ballen Toyke goctyna.
BHUMAHUE!

Y6eaumTech, YTo Ballia ToYka AOCTyna noaaepxusaeTt TexHonorumio WPS push.

Kak npaBuno, aktneaumsa WPS push Ha Touke 4OCTyna BbIMOMHAETCA MO HaXaTUIO KHOMKW Ha
kopnyce ycTtponcTsa. Mocne aktuBauum WPS Ha Touke fOCTyna KpaTKOBPEMEHHO HAXXMUTE KHOMKY Ha
3agHen naHenu SIP moHntopa BEWARD SM710W (Puc. 6.1).

Puc. 6.1

lMocne aTOro MOHMTOP aBTOMATMYECKWM MOAKMYUTCA K BecnpoBogHon ceTu. pu ycnewHom
NOAKMOYEHNN MOHUTOP O0TOBPAa3nUT MKOHKY noakntoyeHHon Wi-Fi ceTn Ha naHenu ceepxy (cMm. rmasy 4

AAHHOro JOKYMEHTA).
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6.3. Hactpowmka 6ecnpoBogHoro noakntoyeHus SIP MoHuTOpa 4Yepe3 BeO-
nHTepdenc
Monyunte goctyn K SIP moHuTopy BEWARD SM710W, ncnonb3yst NpoBOgHOE COeANHEHME,
cnocobom, OonNMcaHHbIM B [raBe 5 4aHHOro JOKYMEHTA.

Mocne ycnewHon asTopusauuun Bel nonyunte goctyn Kk WEB-uHTepdeicy SIP moHuTopa (Puc.

6.2).

BEWARD

Ayamo HacTpoiika 3Byka

poMKOCTE 2BOHKE O 10
CucreMHble TPOMKOCTE pasroeopa D 6

[POMEOCTE MUEpOCDOHE O 50

Puc. 6.2
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ﬂ,]’lﬂ N3MEHEHUA HaCTpOEK 6ecnposonHoro coeauHeHusa SIP MOHUTOPA HaXXMUTEe Ha BKIagKy

[Wi-Fi] B pasgene «CeTb» onsa nepexoga B meHto Cemsb — Wi-Fi (Puc. 6.3).

BE\WARD

Ayawo HacTpoikn Wi-Fi

CeTb

> OCHOBHLIE BrniouTe

CTaTyc coeqUHEHWA NKNK
> LAN TYC Coel) MoaknwoueHo

PPPoE

MAC agpec

OG6HapyweHue Wi-Fi Touku gocTyna
UPnP

Bonjour 531D Be3onacHocTL Kanan YposeHs cHrHana < Pexum

DDNS TP-Lin... WPAZ-PSKIAES 11 98% IEEE 802.11bgn
PPTP

Eng WPAZ-PSKIAES 13 96% IEEE 802.11bgn
RTSP
Kupatika WPAZ-PSKIAES g 96% |IEEE 802.11bgn
HTTPS
Lider WPAZ-PSKIAES 8 93% IEEE 802.11bgn
KioTam
MEIZU 15 WPAZ-PSKIAES 4 92% |IEEE 802.11bgn

SIP
-
Vnnnnt WIDAT DOV IACS o 0RO ICCE 207 44han

MoHuTop

MoJKMOYUTECA B BBTOMETHYECKOM pexUMe

Tun WHdposaHua | AES v

Mapont [esesesvacnce @

[ononH1TEnsHO

COoxXpaHnTE

Puc. 6.3

Ha gaHHon cTpaHuLue OTMeTbTe ranoykon nyHKT [BKAOYMTB], ecnn OH HE OTMEYEH.
Mpn BkntoveHun Wi-Fi coegnHeHns HaumMHaeTcsl aBTOMAaTUYECKUA MOUCK OOCTYMHbIX CETEMN.

Mocne 3aBepLieHund noncka Bbl MOXeETE Bbl6paTb ceTb B Tabnuue HUXe U NOAKMIOYNTLCS K HEMN.

NMPUMEYAHMUE!

HaBeauTe kypcop Mbiwn Ha SSID, 4ToObl yBUAETH NOMHOE UMSA CETU.

Bbibepute OBOMHBIM LUENYKOM JIEBOW KHOMKU MbIWM Bawy TOYKYy AocTyna B Tabnuvue
[O6HapyxeHue Wi-Fi Touku poctyna]l. pn atom BCcA Heobxoaumas MHGopmauns KpoMme naposns
3anonHNTCA aBTOMaTUYECKM.

BeeguTte naponb gnd NOOKMOYEHUs K Ballen Tovke goctyna B none [Maponb]. Beogumble
CUMBOJIbI MO YMOSYaHUIO CKpbIThl. OTOBpasnTb BBEAEHHbBIE CUMBOSbI AN MPOBEPKN MOXHO HaXXaTueM

Ha NUKTOrpamMmmy «rmnas3» B I'IpaBOI7I 4YacTu AaHHOro nons.
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Haxmnte kHonky [CoxpaHWTb] B HWKHEN 4acTuM OKHa AN COXPaHEHUS BCEX U3MEHEHUN W
nogknoyeHns k Touke goctyna Wi-Fi.

Mocne ycnewHoro nogknioyeHnsa k Tovke goctyna Wi-Fi B none [CTtaTtyc coeamHeHus] Bbl
yBUAOMTE COOTBETCTBYIOLLYIO 3anuCb, a WPUAT MNOAKMOYEHHOW TOYKM [OCTyna B CrWUCKEe CTaHeT
XUPHBIM.

Ecnm Bbl He XxoTuTe wucnonb3oBaTb OMNUMIO aBTOMaTUYeCKoro mnpucBoeHus |IP-agpeca
b©ecnpoBogHoro agantepa wunu B Bawen cetn HeT DHCP-cepBepa, To BaMm Heo6Xo4MMO pacKpbiTb
MeHo [[JonoNHNTENbHO].

CHumute mapkep onuun [Monyuntb IP-agpec aBTomaTnyecku] onst BBoga napameTtpos IP
BPYYHYIO, NPU 3TOM HEO6XO0ANMMO BBECTU KOPPEKTHbIE 3Ha4YeHus B nons: [IP-appec], [Macka noacetu],
[Wmo3].

B cnyyae HeobxogumocTv no aHanorum 3anonHute nonda [[MpeanoumTtaembin DNS],
[AnbTepHaTuBHBLIN DNS].

B cnyyae ecnn Bce HACTPOWKWN BbIMOMHEHbI MPaBUIIbHO Bbl CMOXeTe nony4ntb goctyn K SIP
MOHUTOPY Yepe3 6ecnpoBOAHOE NOAKIIOYEHME.

BHUMAHUE!

Mepen ucnonb3oBaHMem GecrnpoBOAHOIO COEAMHEHWUA OTKM4YMTE SIP MOHUTOP OT MPOBOAHON CETM U

nepesarpysute SIP MoHUTOP.
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MaBa 7. Beb6-uHtepdenc: Hactponku - Ayamo

Ha pucyHke 7.1 nokasaHa cTpaHuULa HacTpoek ayano SIP MoHuTopa.

BE\WARD

Ayano HacTpoiika 3ByKa

MPOMKDCTE 3B0HKA O 70

MoHuTOp [DOMKOCTS pa3roEopa 0 70

CucTeMHbIe
[poMEOCTE MUEpODOHE O

50

Puc. 7.1

HacTtponkn ayamo BeG-mHTepdernca MNONMHOCTbI0O Ay6rMpyoT COOTBETCTBYHOLLME HACTPOMKM
MeHI0 3BYK NokanbHoro nHrepderica (cMm. pasgen 4.6.1 gaHHOro JOKYMeHTA).

[FpomMKkocTb 3BOHKA] (No-ymon4yaHuto: 70): No3BONsAeT perynmpoBaTtb rPOMKOCTb MUKPOKOHa.
[ocTtynHble 3HaveHns: oT 1 go 100.

[FpoMkocTb pasroBopal (no-ymonyaHuio: 70): MO3BONSET perynmpoBaTb FPOMKOCTb AMHAMUKA.
[ocTtynHble 3HaveHnsa: oT 1 go 100.

[FpomkocTb MuKpocdhoHa] (no-ymonyaHuto: 50): nos3sonsieT perynuposaTb [POMKOCTb

AOnHaMuKa nytemMm HaCTpOVIKM BCTPOEHHOro aygnokogeka. ,D,OCTyI'IHbIe 3Ha4yeHus: oT 1 go 100.

[na coxpaHeHns n3MeHeH HaxxmuTe KHonky [CoxpaHuTb].
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maBa 8. Be6-nHtepcenc: Hactponku - Cetb

8.1. OcHOBHbIe

CTpaHVILl,a HaCTpOIZKVI OCHOBHbIX NapaMeTpoB CeTeBOro CoenHeEHNA npeacrtaBiieHa Ha PUCYHKe

8.1.

BE\WARD

Ayawo OCHOBHEIE HAaCTPOMKN

CeTb

OCHOBHEIE

> LAN

HTTP-nopt [so

[C] BeniounTe Nepeagpecaunio NepTos

> WiFi .
MonyJyuTe HAacTpoikn UPNP-cepeepa asToOMaTMYeCckn

HHRLE BHelwHwit IP-anpec | |

HTTP-nopt |0 |

Bonjour
DDNS

PPTP

UPnP

RT:

Puc. 8.1

[HTTP-nopT] (no-ymonyanuto: 80): yctaHOBKa HOMepa nopTta Ans paboTtbl ¢ Beb6-6pay3epom.
PekomeHayemble 3HavyeHnsa — 80 1 1124-7999 (aaHHbLIN NapameTp He peKoMeHOYyeTCs U3MEHsTb 6e3
HeobxoanumMocTK).

[Bknountb nepeagpecaumto NopToB] (MNO-yMONYaHMIO: BbIKMIOYEHO): NMPY BKIHOYEHUN 4aHHON
dyHKUMM SIP MOHUTOP MOAKMYAETCA K MapLpyTu3aTtopy U aBTomaTuyecku nepebpacbiBaeT CBOU
noptbl 3a NAT. lNpun ycnewHon aBTOHACTpoWnke BHELIHWE NopThl 1 IP agpec oTobpaxatoTcst B Nonsax

HUVXe.

BHUMAHUE!
DyHKUMS nepeagpecaumn nopToB paboTaeT TOMbKO, eCcnv OHa BKMOYeHa M NopaepxusaeTca Ha Balem

MapLupyTusaTope.

[Monyuntb HacTponkn UPnP-cepBepa aBTOMaTuyecku]| (OOCTYNHO Mpu MNOCTaBEHHON
ranoyke «BknounTb nepeagpecaumio NOPTOB»): MPU BKAOYEHUN AaHHOW yHKUmMnM SIP MoHuTOp
nonyyaeT HaCTPOMKM ANdA JOCTYNa K YCTPOUCTBY U3 ceTn IHTepHeT aBToMaTuUyecku.

[BHewHun IP-agpec]: yctaHoBKa 3HavyeHus BHelwHero IP-agpeca SIP MoHuTOpa anga gocryna
K YCTPOMCTBY U3 ceTu NIHTepHerT.

[HTTP-nopT]: ycraHoBka 3HadeHus nopta HTTP IP-agpeca SIP mMoHuTOpa Ana gocrtyna K

YCTPOMWCTBY 13 ceTu VIHTEpHeET.

Anga coxpaHeHus n3MeHeHUN HaxXmMuTe KHomnky [CoxpaHuTb].
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8.2. LAN
CTpaHVILl,a HaCTpOI7IKVI napamMeTpoB NpoBOAHOINo CeTeBOro NOAKMNH4YeHNA U NpoBEPKN CBA3N C

XOCTOM MpefcTaBneHa Ha pUucyHke 8.2.

BC\WARD

Ayawo HacTpoika LAN

CeTb

> OcHoRHUE WcnonkzoBats PG [

> PPPOE
MNonyuuTs IP-a0pec aEToMaTHYeCkK
> UPnP
IP-aapec | 100 . 168. 54 . 16

. .
Bonjour Macka neaceT@ | os5 255, 254. @

> 5 i

DDN OCHOBHOI W2 | 107 . 158. 55 .
> PPTP MpeanounTaemsii DNS | 192 . 168. 55 .
> RTSP ANETEPHETHEHIA DNS 0. 0. 0 .

> HTTPS MAC-anpec | C6-AA-B5-2A-3E-C3

> KioTam

- GF TMposepxa ceTh

MouuTOop MpoeepnTs aapec

CucTeMHEIe

CoxpaniTs

Puc. 8.2

BHUMAHUE!

Mocne nameHeHUst ceTeBbIx NapameTpoB SIP MoHMTOp GyAeT nepesarpyxeH aBToMaTU4ecKu.

[MUcnonb3oBaTb |Pv6] (NO-yMOMYaHWO: BbLIKIKOYEHO): BKIIOYEHWE ranoyvku Mo3BonsieT
ncnonb3oBaTtb 128-paspsagHble pasmepbl |IP-agpecoB Ansi HacTpoWKM ceTeBoro coeguHeHus SIP
MOHUTOPA.

[Bepcus IP] (qocTynHOo npu nocTaBneHHoun ranoyke «Vicnonb3oBathb IPV6»): Bbibepute «IPv6y,
4YTOOLI Ucnonb3oBaTh 128-pa3psgHble pa3mepsl IP-agpecos.

[Monyuntb IP-appec aBTOoMatuyecku] (MO-yMOMYaHWIO:  BbIKKOYEHO):  yCTaHOBKA
aBTOMaTMyecKoro nonyyeHusa IP-agpeca, macku noaceTn u agpeca OCHOBHoOro wro3a ot DHCP-
cepsepa. [Anga paboTbl 3TOM PyHKUUKN Heobxoanmo Hanunyme B cetn DHCP-cepsepa.

[IP-appec]: ycTtaHoBka unu oTobpaxeHue (nNpu BkNoveHHowm cyHkumn DHCP) IP agpeca

YCTPOMCTBA.

NMPUMEYAHUE!
Mpu HasHayeHun SIP MoHuTOpy |P-agpeca HeobxoguMo yuuTbiBaTb, 4YTO |P-agpeca He [OMKHbI

NOBTOPATLCA B CETU.
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[Macka nopceTtu]: yctaHoBka unum otobpakeHue (npu BkroYeHHon yHkumn DHCP) mackm
NoaceTn YyCTPOMUCTBA.

[OcHOBHOM wWnNH3]: ycTaHOBKa Mnu otobpaxeHue (npu BkNoYeHHOW dyHkumm DHCP) IP
agpeca wnto3a.

[MpeanounTaembin DNS]: ycTtaHoBKa unm otobpaxeHue (Npu BkNoYeHHon dyHkumm DHCP)
npegnoyntaemoro IP agpeca cepsepa JOMEHHbLIX UMEH.

[AnbTepHaTuBHbIN DNS]: ycTaHoBka unm otobpaxeHne (Npu BKAOYEHHOW dyHKUMM DHCP)
anbTepHaTuBHOro IP agpeca cepBepa 4OMEHHbLIX UMEH.

[MAC-agpec]: otobpaxeHne MAC-agpeca SIP moHuTopa.

[MpoBepuTb agpec]: BBOA MMEHM XOCTa AN NPOBEPKN CBA3N C HMM no npoTokony ICMP.
PesynbTat npoBepku cBs3n 6ygeTt oTobpaxeH B NOMe HUXe.

[Ping]: BbINOMHEHWE NPOBEPKU CBA3W C YCTPOUCTBOM Mo npoTtokony ICMP (ping).

Ansa coxpaHeHus n3MeHeHUn HaxxmuTe KHonky [CoxpaHuTb].
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8.3. Wi-Fi (Tonbko ansa SIP moHutopa SM710W)

Ctpanuua napametpoB Wi-Fi nogkntoueHus npegcraeneHa Ha PycyHke 8.3.

BEWARD

Ayamo Hactpoikum Wi-Fi

CeTk

> OcHOBHbIE BENIYMTL

Craryc coeuHEeHUA AKINK
> LAN TYC COeq) Mogknwyero

MAC agpec
i

PPPOE i Ei
OGHapyxeHue Wi-Fi To4ku gocTyna
UPnP

Bonjour S5ID B830MacHOCTE YpOBEHE CMrHana = Pesum
DDNS Xperia. . WPA2-PSKIAES 7 100% IEEE 802.11bgn
PPTP

RTSP

Eng WPAZ-PSKIAES 1 96% IEEE 802.11bgn
TP-Lin... WPAZ-PSKIAES IEEE 802.11bgn
HTTPS
/ 5 WPA2-] A o, 02.11
KioTam MEIZU 15 WPA2-PSKIAES IEEE 802.11bgn
sIP DIRECT... WPAZ-PSKIAES 0% EEE 202.11gn

-
idnr AMNDAD DOWIACS TTFOL ICCC 0N 44hnn
MoHuTOp

MoAKNKYNTECA B SBTOMETHYECKOM PEXUME

SSID [TP-Link_52DA

Tun ayTeHTUMKAUMK | VWPAZ-PSK

Tun WudposaHua | AES

Mapons [essssass

[ononHWTENEHO

MonyuwTe IP-agpec aeToMaTiyeckn

|P-agpec | 192

Macka nogcetu

OCHOBHON W03 | 107

MonyuuTe agpec DNS-cepeepa aETOMAaTHYECKH

MpeanounTaemeid DNS [152.168.55.

AnsTepHaTMeHLIR DNS |:|.CI.CI.CI

CoxpaHnTe

Puc. 8.3

BHUMAHUE!

Mocne nameHeHUst ceTeBbIX NapameTpoB SIP MoHMTOp GyAeT nepesarpyxeH aBToMaTU4ecKu.

[BknrounTb] (NO-yMONYaHMto: BKIMOYEHO): OTMETbTE AaHHbIV NMYHKT raro4ykon, YTo0bl BKMIOYUTL
dyHKUMIO noakntoveHns SIP moHuTopa no Wi-Fi.

Mpn BknoveHun Wi-Fi coegnHeHns HayvMHaeTcss aBTOMaTUYEeCKUA MOUCK OOCTYMHbIX CeTeMn.
MNMocne 3aBepLueHMs Noncka Bbl MOXeTe BbIbpaTh CeTb B Tabnuvue HKe 1 NOOKMIOYUTLCS K HEN.

[CTtatyc coeauHeHun]: oTobpaxeHue Tekyllero craTtyca MOAKMYEHNS WU NPUYUHY

HeyOa4yHOro noakno4YeHun4a. CTaTyC noaknyeHns obHoBNsSeTCcA aBToMmaTn4eckm kaxabole 10 CEKyHO.
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[MAC agpec]: otobpaxxkeHue dmamyeckoro agpeca Wi-Fi ceTeBoro nitepdeinca SIP moHutopa.
BeegeHo aons ynpolieHus noucka SIP MoHMTOpa B MHTepdience ToYKM gocTtyna. He gocTynHo ans
pedakTMpoBaHus.

[O6HapyxeHune Wi-Fi Toukn pgocrtynal: oTtobOpaxeHne HangeHHbIX TOYeK JocTyna B Buae
Tabnvubl. Bbl MOXeTe BbibpaTb HEOOX0AMMYO ANS NOAKIHYEHUS TOYKY JOCTYNa ABONHBIM LLENYKOM
neBon KHOMKM Mblwn. lMpu 3TOM BCA HeobxoauMmasi MHOPMauus KpoMe napons 3anofiHUTCH
aBTOMaTUYECKN.

[O6HOBUTBL]: HaxaTue KHOMKM NpUMBOAMT K OOHOBMEHMUIO CMMCKa OOCTYMHbIX CeTen, T. e. K
NOBTOPHOMY TMOMCKY ceTen. [locne 3aBeplleHus noucka oTobpasnTcssi OOHOBMEHHLINM CMMCOK
AOCTYMNHbIX TOMEK JOCTyna.

[MoakntounTLCA B aBTOMaTUYECKOM peXuMe]: No YMONYaHUIO NOSKMI0YEHNE NPOUCXOauUT B
aBTOMATMYECKOM peXume, HO Npu HEOOXOOAMMOCTU Bbl MOXeTe BblibpaTb napameTpbl MNOAKHYEHUSN
BPYYHyt0. [ns 3TOro CHUMUTE MapKep W 3anofnHUTE Monsd, pacrnosfiokeHHble Hwxke. [aHHasa
BO3MOXHOCTb MNPUroguTCs, Hanpumep, Npu MNOAKMIOYEHMUM K ceTaMm, He Bellarowmm ceson SSID
(CKpbITbIE CETK).

[SSID]: yctaHoBka wunu oTobpaxeHne WMeHM ceTu Ans NoAakyeHus. 3anonHseTcs
aBTOMATMYECKMN NPU OBOMHOM KIMKEe NO CTPOKe C BblIOpaHHOM TOYKOM JOCTyNna B Tabnuue HahaeHHbIX
TOYeK goctyna.

[Tvn ayTeHTUdMKaumn]: BbiGop 13 cnucka nnmn otobpaxeHne Tvna ayTeHTUdmKaunm cetn ong
NoAKMYeHNs. 3anonHAeTca aBToMaTUYeCcKn Npu ABOMHOM KIMKE MO CTPOKe C BblGpaHHOW TOYKOW
AocTyna B Tabnuue HangeHHbIX ToYek AocTyna.

[Tvun wudpoBaHnA]: BbIGOp N3 cnMcka UM OTOOpaXeHne pexuma WndpoBaHua cetn ans
NoAKMYeHNs. 3anonHAeTCca aBToMaTUYeCKn Npu ABOMHOM KIMKE MO CTPOKe C BblGpaHHOW TOYKOW
AocTyna B Tabnuue HangeHHbIX ToYek AocTyna.

[Maponb]: none ana BeBoga napons BblIOpaHHOW TOYKM JocTyna. BeoguMmble cumBOMbI NO
yMon4aHuio ckpbiTbl. OTOBpa3nMTb BBEAEHHbIE CUMBOMbI Af1 MPOBEPKM MOXHO HaxaTueM Ha

NMUKTOrpamMmy «rnas3» B npaBon 4acTun gaHHOro nong.

Ecnn B Bawen cetn Wi-Fi otcytctByetr DHCP-cepBep, To0 Bbl MOXxeTe npucsoutb IP-agpec
O©ecnpoBogHomy agantepy SIP MoHUTOpa Bpy4Hyto. [1ns 3TOro packponte MeHio [JlononHUTenbHo]:

[MonyunTtb IP-agpec aBTOMaTu4ecku]: Mo yMONYaHUIO JaHHbIV MYHKT BbIOpaH 1 npoucxoaunt
nony4yeHue Hactpoek becnposogHoro nHtepdgenca no DHCP: IP-agpec, Macka noaceTtn, OCHOBHOM
wno3. [Ans BBoAa napameTpos |IP Bpy4HYO CHUMUTE JaHHbIA Mapkep.

Mpn BBOAE 3HAYEHUI BPYYHYIO YKaXKUTE TakMe 3HadeHus, 4Tobbl SIP MOHMTOpP nonan B OOHY

MOACEeTb C oCTanbHbIM 060pyA0BaHUEM.
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[IP appec]: oTobpaxeHne 3Ha4yeHus agpeca, Nofly4eHHOro B aBToMaTuyeckom pexume. [pu
oTkroyeHHoM nyHKTe «lMonyuutb IP-agpec aBTOomaTuuecku» cnyxuT ana ssoga IP apgpeca
BPYYHYIO.

[Macka noacetu]: oTobpaxeHne 3Ha4YeHUs Macku, NOSTy4eHHOE B aBTOMATUYECKOM PeEXMME.
Mpwu oTkntodeHHOM nyHkTe «MonyunTtb IP-agpec aBToMaTUYeCKU» CNYXNUT N5 BBOL4A MacKu NoaceTu
BPYYHYIO.

[OcHoBHOWM WNO3]: 0TOGpPaXXeHMe 3HAYEHMS LWM03a, NONYYEHHOE B aBTOMAaTUYECKOM PEXMME.
Mpn oTkntovyeHHoM nyHKTe «lMonyuuTb IP-appec aBTOMaTU4YeCKU» CrYXUT ANA BBOAA 3HAYeHMUS
OCHOBHOrO LUNI03a BPYYHYIO.

[Monyuntb appec DNS-cepBepa aBTOMaTM4ecku]: npu Bbibope 3TOro napameTpa 3Ha4yeHus
DNS-cepepoB Oyayt nonydeHbl aBTomatuyeckm ot DHCP cepsepa 6ecnposogHon cetu. [lpwu
OTKNIOYEHHOM onummn 3HaveHns DNS-cepBepoB Heob6xoaMMOo 3agaTh BPYUHYHO.

[Mpeanountaembin DNS]. oTobpaxeHue 3HayeHuss npegnoymntaemoro DNS-cepepa
nofnydeHHoe B aBToOMaTudeckoM pexume. [lpu oTknovyeHHoM nyHkTe «Monyuntb IP-agpec
aBTOMATM4YECKU» CIYXXUT ANA BBOAA 3HAYEHUSI BPYUHYIO.

[AnbTepHaTMBHbIN DNS]: oToGpaxeHne 3HaveHuss anbTepHatTuBHoro DNS-cepepa,
nofnydeHHoe B aBToOMaTudeckoM pexume. [lpu oTknovyeHHoMm nyHkTe «Monyuntb IP-agpec

dBTOMATU4YeCKN» CIyXXUT OAnda BBoAa 3Ha4€HUA BPY4HYIO.

[CoxpaHUTb]: Npu HaxaTUM Ha KHOMKY COXPaHATCA BCE CAeNnaHHble W3MEHEHUs, U
SIP moHuTOp nogkrtovaeTcs K Touke goctyna Wi-Fi.

Mocne ycnewHoro nogknioyeHnsa k Tovke goctyna Wi-Fi B none [CTtaTtyc coeanHeHus] Bbl
yBMAOWTE COOTBETCTBYIOLLYIO 3anuCb, a WPUAT MNOAKMIOYEHHOMW TOYKM [OCTyna B CrWCKE CTaHeT

XMPHBIM.
BHUMAHUE!
l‘lepea Mcnonb3oBaHNEM 6eCI'IpOBOLI,HOFO coeaAnHeEHUA OTKI4YnTe SIP MOHUTOP OT I'IpOBOﬂ,HOVI cetn mn

nepesarpysute SIP MoHUTOp.

8.4. PPPoOE

CtpaHuua HacTporiku napameTpoB PPPOE npeacraeneHa Ha PucyHke 8.4.

MeHio npegHasHa4yeHO ANs HaACTPOMKU coeamHeHns no npotokony PPPOE, koTopoe MoxeT
npuMeHATbLCA Anda goctyna Kk SIP MoHuTOpy M3 cetn UHTepHeT nocpencTtBoM guHamuyeckoro |P-

agpeca, BblAaHHOro VMIHTepHeT-npoBaaepom, 1 ayTeHTUdUKaLUM No UMEHN NONb30BaTeNs U Napornio.
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BE\WARD

Ayauno HacTpoiika PPPoE

CeTe

7 OCHOBHLIE BITIECTE D

AyTeHTUDMEaUMA | PAP

> LAN

> WiFi Anpec |

Mons3osatens |
PPPOE

Mapore |

> UPnP

Bpews oHnaiiH [0minutes

> Bonjour

> PPTP

> RTSP

Puc. 8.4

[BKnounTb] (MO-yMONMYaHuIo: BbIKIMOYEHO): BKOYEHME/OTKIIoYeHne pyHkumnmn PPPOE.
[AyTeHTndmkaumal: Bbibop NpoToKona NPoBEpPKM NOANNHHOCTU. [JOCTyMNHbIE 3HAYEHUS:

1. PAP (no-ymonuyaHuto)

2. CHAP
[Anpec]: oTtobpaxeHne IP-agpeca/gomeHHoro nmenn cepsepa PPPoOE (BbigaeTcsi cepBepom).
[Monb3oBaTenb]: BBO4 MMEHU NoNb3oBaTens Ans cosgaHna coeanHenms PPPoOE.
[Maponb]: BBOA Naponda nonb3oBaTtens Ans cosgaHna coeanHeHnsa PPPoOE.

[Bpems oHnanH]: oTobpaxkeHne BpeMEHN COEANHEHUS.
[na coxpaHeHns n3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].

8.5. UPnP

CtpaHuua HacTporku napameTtpoB UPnP npegcraesneHa Ha PucyHke 8.5.

BE\WARD

Ayawno HacTpoitka UPnP

CeTe

> OCHORHBIE BrnroyrTe UPNP

> LAN MMA ycTpoiicTaa [SM7oow SIP menitor - 186882478000

> Wi-Fi

| MpUMEHUTE | | Mo ymonyaHuo |

> PPPOE

Puc. 8.5

[Bkntounte UPNP] (no-ymonuaHuio:  BKMAKOYEHO):  BKIHOYEHUE\OTKMIOYEHME  CETEeBOro
obHapyxeHusa ycTponctea metogamu UPnP
[MUmsa ycTpomncTBal: BBOO MMEHM YCTPOWCTBA, KoTopoe ByaeT otobpaxaTbCs B pesynbTaTtax

ceteBoro UPnP-nowucka.
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Ana coxpaHeHus n3MeHeHUIN HaxxmuTe KHonKy [CoxpaHuTb].

Haxxmute kHonky [Mo ymonyaHuio], 4ToObl BEPHYTLCS K M3HAYarnbHbIM NapamMeTpam.

8.6. Bonjour

CTtpaHuua HacTpoKrku napamMeTpoB NpoTokona Bonjour npegcrasneHa Ha PucyHke 8.6.

BE\VARD

Ayamno HacTpoliku Bonjour

CeTe

> OCHOBHLIE Brnrounts Bonjour

> LAN MmA ycTpoiicTaa [SM700W SIP monitor - 186882478D0D

> Wi-Fi
| COXpaHnTL | | Mo ymonyaHuo |

> PPPoE

> UPnP

| Boowr |

Puc. 8.6

[Bknrountb Bonjour] (MO-ymMonyaHmio: BKITKOYEHO): BKIOYMTE 3TY OMNUMIO, YTOObI YCTPOMCTBO
cTano AOCTYMHO Afsi aBTOMAaTMYECKOro Nomncka B CETU No npoTokony Bonjour.
[Uma yctponctBa): BBOO MMEHW YCTPOWCTBA, KOTOopoe OyaeTr oTobpaxaTbCAa MNpu ero

HaXxoXxXaeHnn B CETU.

[na coxpaHeHnsa N3MeHeHnn HaxxmmTe KHomnky [CoxpaHuTb].

[lns Bo3BpaTa K U3HavanbHbIM NapameTpam HaxmuTe kHorky [Mo ymon4yaHuio].

8.7. DDNS

CtpaHuua HacTporku napameTtpoB DDNS npeacrtaeneHa Ha PucyHke 8.7.

BC\VARD

Ayamno HacTpoiika DDNS
CeTb
OcHOoBHEIE (BT

LAN

Cepeep DDNS |

e MNens3osatent
Wi-Fi |

Mapons |

PPPoE

OowmeH |

UPnP

Afpec cepeepa [www.noip.com

Bonjour

- MopT cepsepa [30000

HTTP-nopt [80

WHTepean o0HoBNEHKUA | 30 MMHYT

RTSP

BHewHwii IP |

HTTPS )
Mpumep nomena:test1 noip.com

KioTam

MoHuTOp

CHUcTeMHbIe
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Puc.8.7

MeHto npegHasHayeHo Ang HaCTPOMKN COeaUHEHMS € ncnonb3oBaHuem ycnyr cepsuca DDNS.
Cepsuc DDNS nossonut Bam ynpoctutb goctyn us cetm MIHTepHeT K SIP MoHuTOpY, ecnv B Bawem
PacnopsPKEHNN UMEETCH TONMbKO NOCTOSAHHO M3MEHSOLWLMICS NyGnMYHbIA AuHamudeckmn IP-agpec.

Kaxabih pas npu cBoeM W3MeHeHun Baw ny6nuyHbii guHamuyeckun IP-agpec 6yaer
aBTOMATMYECKN COMOCTaBNATLCA C HEKUM anbTepPHATMBHBbIM AOMEHHLIM UMEHEM, K KOTOPOMY MOXHO
obpatntbcs ns cetn MIHTepHET B NtoOOM MOMEHT BPEMEHM.

[BknounTb] oToGpaxeHne ctatyca ncnonb3oBaHms yHkumm DDNS.

[CepBep DDNS]: Bbibop n3 cnucka nposangepa ycnyrm DDNS. [JocTynHble 3Ha4YeHus:

1. <nycTto> (no-ymon4yaHuio)
2. noip.com

3. dyndns.org

4. freedns.afraid.org

Mpn BbIGOpPE HE MyCcTOro 3Ha4YeHWst aBTOMaTU4EeCKM MPOCTaBNsAETCA ranovka Bknountb u
3anonHATCS criegyrolme nons: agpec cepeepa, NopT cepeepa.

[Monb3oBaTenb]: BBOA UMEHN NONb30BATENS, MOSTYYEHHOrO NpU perncTpaumnm y4€THOM 3anncu
Ha cauTe npoBangepa DDNS.

[Maponb]: BBOA napond, MOMAYYEHHOro npu peructpaumMmM Y4E€THOM 3anucu Ha caunTte
nposangepa DDNS.

[AomeH]: BBOA AOMEHHOIO MMEHU, NMOMYYEHHOrO NPU perncTpaumm y4€THON 3anucu Ha canTte
nposangepa DDNS.

[Anpec cepBepal: BBOA agpeca noctaswmka ycnyrm DDNS. [pu OTCYTCTBUM HYXHOrO
npoBangepa DDNS B crnicke CepBep DDNS Bbl MoxeTe BBECTU agpec cepBepa BPY4HYHO.

[MopT cepBepa] (no-ymonuanumio: 30000): yctaHoBka nopta, ucnonbdyemoro ans DDNS.
3HayeHune no ymonyanuto: 30000 (He pekoMeHAYyeTCs UBMEHATb JaHHOE 3HaYeHue).

[HTTP-nopt] (no-ymonuanuto: 30000): BBOA HTTP-nopTta, wcnonb3dyemoro Ans
nepeagpecawumm nopTos.

[MHTepBan oO6OHOBNeHuA]: BbIOOP NEpuMOAMYHOCTW, C KOTOPOWM YyCTpomcTBo OBygeTt
nHMuMmMpoBatb oO6HOBReHne 3HaveHus |P-agpeca Ha DDNS-cepsepe nocne ero (IP-agpeca)
n3meHeHus. [JOCTynHble 3Ha4YeHUs:

2 MUHYTBI

5 MUHYT

30 MUHYT (NO-yMOnyaHuio)
1 yac

2 vaca

1 neHb

N o ok~ wDd P

OO6HoBUTL IP

PykoBoacTso no akcnayatauum SIP moHuTtopa SM710(W)



[BHewHun IP]: oTtobGpaxeHune BHelwHero IP agpeca, nonyyeHHoro nocne ycrtaHoBku DDNS

coeavHeHus.
[ns coxpaHeHus n3MeHeHUN HaXxXMmnTe KHornky [CoxpaHuTb].

8.8. PPTP

CtpaHuua HacTporku napameTpoB PPTP npencraesneHa Ha PucyHke 8.8.

BE\WARD

Ayawo Hactpoika PPTP

CeTe
BrnwoumTs [

PPTP-cepaep |

> OCHOBHHE

> LAN

e Monb3oBaTent
> WiFi |

Mapone |
> PPPOE

IP-agpec [0.0.0.0

> UPnP

Cratyc |waiting

> Bonjour

PPTP

Puc. 8.8

[BKROYMTB] (MO-yMONMYaHUIO: BbIKMOYEHO): BKIHOYeHWe/oTKntoveHne yHkumm PPTP.
[PPTP-cepBep]: BBOA IP-agpeca nnn SOMeHHOro MMeHn ncnonbdyemoro cepsepa PPTP.
[Monb3oBaTenb]: BBOA MMEHU nNonb3oBaTtens ansa goctyna k PPTP-cepeepy.

[Maponsb]: BBOA Nnaponsa ansa goctyna k PPTP-cepsepy.

[IP-appec]: oTobpaxkeHune IP-agpeca, nonyyYyeHHoro nocne ycraHosnenna PPTP-coegmHeHus.

[CTaTyc]: oToGpaxeHue ctatyca PPTP-coeanHeHms.

[na coxpaHeHns n3amMeHeH HaxxmuTe KHonky [CoxpaHuTb].
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8.9. RTSP

CTpaHuua HacTpoek noakmyeHns kamep no RTSP  u  nporpaMmMupyembiX  KHOMOK

npencraeneHa Ha PucyHke 8.9.

BCVARD

Ayamo

CeTb

» OCHOBHbIE

> LAN
PPPoE
UPnP
Bonjour
DDNS
PPTP

> HTIPS

> KioTam

HacTpoika RTSP

Kamepa 1

WmA nctounnka RTSP 1
URL wctoynuka RTSP 1
Twn TpaHcnopTa

KHonka oTKpLITMA ABEPH

KomMaHga oTKDLITUR JEEpK

Kamepa 2

| npumep: rispilogin:password@192.168.0.9%av0_1

WmA uctounmka RTSP 2

URL wcToynuka RTSP 2

> SIP Twn TpaHcnopTa UDP

MoHuTOp KHonka oTepbiTWA geepn [

CUCTEMHBIE KomaHga oTEDEITHMA JEepl | |
Kamepa 3
WmA uctounnka RTSP 3 | |
URL ucTousmka RTSP 3 | |
Tun TpaHcnopTa uDpP v

KHonka oTepbiTWA geepn [

KomMaHga oTKDLITUR JEEpK | |

Kamepa 4

WmA uctounnka RTSP 4 | |
URL vcTousmka RTSP 4 | |

Twn TpaHcnopTa UDP hd

KHonka oTepbiTWA geepn [

KomMaHga oTKDLITUR JEEpK | |

CoxpaHnTE

Puc. 8.9

Ha paHHOM cTpaHuue Bbl moxeTe gobasButb Ao 4 Buaeokamep no RTSP-cchinkam ans
nocrneayloLwero NpocMoTpa OHMarH-Buaeo vepes rpadundecknn nHtepdenc (cm. pasgen 4.1). Takke
CTpaHu1La NO3BONSET NpPMBSA3aTh K KaMepam NporpaMMmpyemMble KHOMKK, KOTOPbIe MOTYT CRY>XUTb ANs
OTKPbITUSA ABEPU UMK APYTNX OYHKLINNA.

[Uma uctoununka RTSP 1 (2, 3, 4)]: BBog nmeHn RTSP-uctovHuka. [JaHHoe mnma Byget
oTobpakaTbCsi NPY NPOCMOTPE OHNANH-BUAEO Yepes rpadnyecknin nHTepaenc.

[URL uctounuka RTSP 1 (2, 3, 4)]: BBog RTSP-ccbinku. ICToYHUK BMaeocurHana gosmkeH
TpaHCnMpoBaTb NOTOK C paspelleHnem He Gonee 2 meranukcenen B kogeke suaeo H.264 n ayamo
G.711.

BHUMAHUE!
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Heobxoammo ykasbiBaTb aBTopm3aumio B CTpoke ¢ RTSP-ccebinkon. MNMpumep RTSP-ccbinok ans
obopynosaHna BEWARD B, DS n DKS cepun:
rtsp://<login>:<password>@<IP>:<PORT>/av<X> <Y>, rge:

<login> - norvH Ansa aBTopM3aLmm Ha yCTPOMCTBE

<password> - naponb Ans aBTopM3auun Ha yCTpPomCTBe

<IP> — IP-agpec Kkamepbl;

<PORT> — RTSP-nopT kamepsbl (3Ha4eHne no ymonyaHumo — 554.);

<X> — KOMaHga KaHana BugeornoTtoka. Hymepaums kaHanoB HadnHaeTcsa ¢ Hons. |IP-kamepsbl

MUMEIOT TONbKO OAWH KaHar, no3ToMy Heobxoamnmo ykasatb 0;

<Y> — komaHaa Bbibopa BuaeonoToka: 0 — OCHOBHOM NOTOK, 1 — anbTepHaTUBHbIN MOTOK.

[Tun TpaHcnopTa): BbIGOP TpaHCMOPTHOrO npoTokona w3 cnucka ans RTSP  ccbinkuy,
yKa3aHHOW BblILLE:
1. UDP (no-ymonyaHuio)
2. TCP
[KHonka oOTKpbITMA ABepu] (NO-YMOMYaHUIO:  BBLIKNIOYEHO):  BKIIOYEHME/BLIKNIOYEHUSA
NCNoNb30BaHWs NPOrpPaMMNPYEMON KHOMKM B peXrmMe NpocMoTpa COOTBETCTBYIOLLEN KaMepbl.
[KomaHaa oTKpbITUA ABepuU]: BBOO UCMOMHAEMON MO HaxaTuo kHornku HTTP API GET URI

KOMaHAbl AN OTKPbITUS COOTBETCTBYIOLLEN ABEPU UMW BbINONTHEHMS APYroro AeUCTBUS.

BHUMAHUE!

MoppepxmBatotca Tonbko GET komaHabl. B Tene 3anpoca gomkHa 6biTb Yka3aHa aBTopu3aums.
Mpumep KomMaHabl:
http://192.168.0.99/cgi-bin/alarmout_cgi?Output=0&Status=1&user=admin&pwd=admin

[na coxpaHeHnst 3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].
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8.10. HTTPS

CTtpaHuua HacTpovikun napameTtpoB HTTPS npeacrasneHa Ha PucyHke 8.10.

BE\VARD

Ayawo HacTpoiika HTTPS

Cete

OCHOBHLIE Co3naHue W YCTaHOBKA

LAN | CaMOMOANMUCAHHEIR CEpTUDMEAT |
Wi-Fi

| Coanatk 3anpoc cepTidiMKkaTa | |

PPPoE =
CoagaHHsIi 3anpoc

TP CyOvekT. 3anpoc cepTduKarta He co3daH

Bonjour Coaman:

DDNS

PPTP | | |
YCTAHOBNEHHLIN CepTUTNEAT

RTSP

CyOrext: CepTUdMWKAT OTCYTCTEYET
HTTPS

CocToAHre:
> KtoTam

> SIp | | |
MoHHTOPR Tun NogKno4eHns

Brawounte  H

CucTeMHble

Puc. 8.10

Ona Hactponkn u ynpaBneHusi HTTPS-coeguHeHnem npenBaputenibHO HeobxogmMmo
HacTpouTb NnapameTpbl B WEB-uHTepderice.

Bbl MoxeTe co3gaTb CaMOMOAMMCAHHbIM cepTuduKkaT MM caenaTb 3anpoc Ha cosgaHue
ceptudmkaTa B LeHTpe cepTudukaumnu.

[CamonoanucaHHbIn cepTudumkKart]: cosgaHue camonognucaHHoro ceptudumkaTa. lNocne
BHeCeHUs1 Bcen Heobxoammon nHdopmaunm BO BCMSbIBAKOWEM OKHE U HaxaTtusl kHornku [Co3aaTtb]
ceptucmkaT BygeT cpasy ke AOCTYNEH AN UCMOoNb30BaHUA 1 0TOBPa3nTCsa B Nose «YCTaHOBMEHHbIN
cepTudmkaTy.

[Co3paTb 3anpoc cepTudpmkaTal: cosgaHme 3anpoca, KOTopbin B AanbHenWweM MoxHo byaet
nepegatb B LUEHTp cepTudwmkaumn. [locne BHeceHusi Bce Heobxoaumonm wHdoOpMauum BO
BCMJIbIBAOLLIEM OKHE W HaaTus kHonkn [CospaTb] 3anpoc otobpasntcs B none «CosgaHHbIN
3anpocy.

[Co3paHHbIN 3anpoc]: oToOpaxeHne 3anpoc cepTudukara.

[CBoncTBa]: NpoCcMOTp CBeAEHMI O 3anpoce cepTudmkata, HeobxoaAnMbIX ANsi nepedayn B
LEeHTp cepTudukaumm. [daHHasg KHOMKa CTaHOBUTCA [OCTYNHa TOMbKO MOCMe Cco3faHus
COOTBETCTBYIOLLIErO 3arnpoca

[YpanuTtb]: yoaneHue 3anpoca ceptudukara.

[YcTtaHoBUTBL cepTudmkaT]: ycTaHOBKa cepTudukaTa, nosy4eHHOro U3 LieHTpa ceptudumkaumnm

Mo paHee CO34aHHOMY 3anpocy cepTudukaTa. [JaHHaa KHOMKa CTAHOBUTCS [OCTYMHa TOMbKO nocre
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co3aHnsa COOTBETCTBYIOLLEro 3arnpoca. NNocne HaxaTusa KHONKN OTKPOETCH CTpaHuua 3arpysku danna
ceptudmkaTa; ykaxute nyTb K danny ceptudmkata C¢ pacwmpeHnem “pem” n HaxmuTe KHOMKY
3arpy3uTb. YCTaHaBnvBaeMmbli CepTUdUKaT AOSKEeH COOTBETCTBOBATb 3anpocy, Tak Kak npu

YCTaHOBKe cepTuumnkaTa NpoMcxoanT ceBepka MHpopmaumm 3anpoca n ceptudukara.

NMPUMEYAHUE!

[Nt BO3MOXXHOCTY 3arpy3ku charina U3 nokanbHoro katasnora TpebyeTcs UISMEHWUTb HACTPOMKKM 6e3onacHoOCTH
Gpaysepa. [lna atoro nepenante B MeHio Cepeuc — Ceolicmea o6o3peeamesia — BezonacHocmb 1
HaxkmuTe KHoMKy [ipyroi. B oTKpbIBLLEMCSI OKHe HakauTe NyHKT «BKno4YaTb NyTh K NIoKanbHOMY KaTanory

npwu 3arpy3ke ¢panna Ha cepBep» 1 BbiGepute « BKNOUNTbY.

YcTaHOBnNeHHbIN cepTudukaT: OTOOpaKeHWe YCTaHOBIEHHOro cepTudumkata. 3TO MOXeET
ObITb Kak camonognucaHHbIn ceptTudmkaT, Tak n cepTUdukaT, NoMNyYEeHHbIN B LEHTPE cepTudurkauuu.
[CBoncTBa)]: NpocMOTp cBedeHUn O Tekywem ceptudmkaTte. [JaHHas KHOMKa CTaHOBUTCS
AOCTYMNHa TOMbKO NOCre YCTaHOBKM cepTudukaTa.
[YaanuTb]: yoaneHne yctaHOBIIEHHOrO cepTudukaTa.
Tun nogkntoyeHus: BbIGOP NCNONb3yeMOro NpoTokona:
1. HTTP.
2. HTTPS.
3. HTTP & HTTPS.
Mpun mncnonesoBaHnn HTTPS gna goctyna Kk WEB-uHTepdeincy mcnonbayetrca 443-n nopr.

YuuTbiBanTe 31O, ecnu Bel ncnonb3yeTe nepeHasHa4eHmne nopToB Ha Bawem MapLipyTmnusaTtope.

Ansa coxpaHeHus n3aMeHeHUn HaxxmuTe KHonky [CoxpaHuTb].
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8.11. KtoTam

CTtpaHuua aktMBaumm nogknodeHms Kk obnadHomy cepsucy KtoTam Ha PucyHke 8.11.

BEWARD

Aygwo KtoTam

CeTb

OCHOBHLIE I:I ST

LAN
MapameTpsl COBAMHEHWA

Wi-Fi
CTatyc COBOHHEHWA

PPPoE o .

UPnP MAC-agpec | |
LONUTensHOCTE COROUHEHWA | 00:00:00 |

Bonjour

IpUMEHNTE

PFTP

Puc. 8.11

MpenHasHavyeHne obnayvHoro cepBuca KtoTam onucaHo B pasgene 4.6.4 gaHHOro 4oOKyMeHTa.

[BKROUMTB] (MO-yMONMYaHUIO: BbIKIMIOYEHO): akTMBaLumsi obnavHoro cepsuca KtoTam.

[CTaTyCc coeauHeHus]: oToGpaXxeHne OOHOro M3 TPEX CTaTyCOB COEAMHEHUS C CEPBEPOM
KtoTam:

«OwunbKa coegnHEeHUNA»

«Oxupaet po6aBneHusi B akkayHT»

«OHnanH»

[MAC appec]: otobpaxeHne MAC-agpeca ycTponcTea.

[AnuTenbHOCTb coeaAuHEHUA]: oTobpaxeHne ANUTENbHOCTU YCTAaHOBNEHHOIO COEANHEHNS C

cepepom KtoTam.
Ansa coxpaHeHus n3aMeHeHUn HaxxmuTe KHonky [CoxpaHuTb].

8.12. SIP
SIP MOHMTOP NO3BONSET NPUHUMATHL BbI30OB Mo npoTtokony SIP n metogam P2P nnu yepes SIP-
cepBep. YCTPONCTBO MO3BONSET MCNoNnb3oBaTh A0 2 pasHbiX SIP akkayHToB. CTpaHuua HacTPOWKM

napameTpoB SIP npeacrtaBneHa Ha PucyHke 8.12.
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BC\VARD

Ayano

CeT

> OcHOBHLIE
LAN
PPFoE
UFnP
Bonjour
DDNS
EEIE

HTTPS
KioTam
SIF

MoHuTOp

CucTeMHble

Hactpo#ka SIP

"] PazpewwwTs SIP #1

T T

| Pazpewwmnts SIP #2

CTaryc perucTpawgmu: [He sapeructpupoean

CTatyc perncTpawymm:

MM |

MmA:

Homep:

MmA nons3oearena:

MMA nons2oBarena:

Mapons:

|
|
| Homep:
|
|

Mapons:

SIP nopt: 5060

Pa3spelunTs perdcTpaLmo

MONy4YnTE 3HaYEHKe cepeepa perveTpauui no DHCP

SIP nopr:
Pa3spelunTs perdcTpaLmo

CepEep perucTpauiu:

Cepeep pericTpaum:

Mony4nTE 3HaYeHUe NpoKcK-cepaepa no DHCP

MNpokcu-cepaep:

SIP cepeep:

MoHuTop HaxoguTcA 3a NAT

| Nopr: [5060 |  Mpokcu-cepsep:

SIP cepeep:
| Nopr: [5060 | MoHuTop HaxoguTea sa NAT
| mopr: [5060 | sTUNIP:

STUN nopT:

STUN IP: | |
STUN nopt: 3478

[ononHuTensHo

Pexutn DTMF: |RFC2833

DTMF AnA ccHoEHoI oBepy

lcnonszoeate geeps 2 N

DTMF ans asepu 2

lcnonszoeate g2eps 3 N

DTMF ans asepu 3

[_] 3aeepwarts Ebiz0E nocne otnpask DTMF curHana

[] NMpUHKMATE BXOAALIME BEI30EI

TaliimayT [03B0Ha cek.
TaiimayT pasrosopa cek.
TaliMayT NOMLITKW pericTpaLmm cex.
OGHOBUTE | | CoxpaHnTb |
Puc. 8.12

[CtaTyc perncTpauum]: otobpaxeHue ctaTyca pernctpaumm Ha SIP cepBepe.

[PaspewmnTtb SIP #1 (#2)] (Nno-ymon4aHuio: BbIKIOYEHO): akTUBaLMsS BblIOpaHHOTO aKKayHT.

OpHoBpeMeEHHO MOXeT paboTaTb Kak OguH akkayHT (ntobon), Tak n oba akkayHTa cpaay.

[Umsa]: nmsa SIP moHnTOopa, oTobpakaeMoe npu 3BOHKE.

[Homep]: Homep SIP MmoHUTOpa, Ncnosnb3yemMblii AN Bbl30Ba CTOPOHHUMU MOMb30BaTENAMM.

[Uma nonb3oBaTenA]: BBoA forMHa y4€THOM 3anucu Ans aBTopmsaumm yctponctea Ha SIP-

cepBepe.

[Maponb]: BBOA Naponsa y4éTHOM 3anmncu Ans aBTopusaumm yctponctea Ha SIP-cepaepe.

[SIP nopT] (no-ymonyanuio: 5060): ycTaHOBKa 3Ha4YeHUs NopTa, Mo KOTOPOMY OCYLLIECTBIISeTCA

B3ammopencTeue ¢ SIP-cepsepom.
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[PaspewmnTb perncrTpaumio] (No-ymonyaHuIO: BbIKMIOYEHO): [aHHaa onuusa paspeluaeT
npou3BecTn perucTpaumno Ha SIP-cepsepe.

[MonyunTtb 3Ha4veHne cepBepa peructpaumm no DHCP] (no-ymonuyaHuio: BbIKITHOUYEHO)
(tonbko gns SIP #1): noctaBbTe ranoyky, 4Tobbl BKAOYMTL OaHHYK YHKUMIO. [1py 9TOM AaHHYHO
dyHKUMIO 0053aTenbHO SOMMKeH nogaepxmeatb SIP-cepeep.

[CepBep pernctpaumu/llopT]: BBOA agpeca cepsepa pernctpaumm (Registrar) n ero nopra.
Agpec cepBepa pernctpaumm MoXxeT coBnagaTtb ¢ agpecom SIP-cepsepa.

[MonyunTb 3Ha4YeHue npokcu-cepesepa no DHCP] (no-ymonyaHumio: BbIKNo4EeHO) (TONbKO Ans
SIP #1): nocTtaBbTe rasnoyky, 4ToObl BKMOYMTb LaHHy0 onuuio. [Mpyu STOM [aHHy YHKLMIO
obas3aTenbHO JomkeH nogaepxmeaTb SIP-cepsep.

[Mpokcu-cepeep/MopT]: BBOA agpeca npokcu-cepsepa (Proxy) u ero nopta.

[SIP cepBep/lMopT]: BBOA agpeca SIP-cepBepa (agpec ATC) n 3HayeHne nopTta ana obmeHa
AaHHbIMMU.

[MoHuTOp HaxoauTcs 3a NAT] (No-ymMOn4YaHuio: BLIKMOYEHO): AaHHasa onuusa paspeluaeT
paboty SIP moHuTopa Yyepe3 STUN-cepBep. STUN-cepBep SBNsieTCSA OAHMM U3 METOO0B MOMy4YeHus
AOCTyna K yCTpoWcTBaM B ceTu, Haxoaswmxcsa «3a» NAT, 6e3 CHuxeHusi ypoBHsi 6e3onacHoCTU
AOCTyNna BO BHYTPEHHIO CETb U3 CETN BHELLHEN.

[STUN IP/MopT]: BBOA agpeca u nopta STUN-cepsepa.

BHUMAHUE!
STUN He Oyget pabotatb koppekTHO ¢ cummeTpudHbiM NAT. Mpu cummetpuyHom NAT IP-agpec STUN-
cepBepa oTNiM4yaeTcsl OT CBOEro KOHeYHoro agpeca, u ns-3a atoro agpec NAT, kotopbii Buant STUN-cepeep,

TaKKe oTInn4aeTca OT KOHe4YHOro agpeca, KOTOprVI 6y/:|,eT MCNoNb30BaTbCA ANA OTNPaBKM NAKETOB KIMUEHTY.

[Pexxum DTMF]: Bbibop Tvna ncnonb3yemoro pexunma DTMF n3 cnvcka. [JJOCTynHble 3HaYeHns:

1. RFC2833 (no-ymornyaHuio).

2. In-band.

3. SIP INFO.

[DTMF ans ocHoBHOW ABepwu| (No-ymonyaHuto: 1). YcraHoBka koga DTMF ana oTkpbITvA
OcHoBHoOW ABepu. MNpun HaxaTnm kHonku [Knrod] Ha SIP MOHUTOpE B pexnme pasroBopa Ha YCTPOWUCTBO,
coBepLualoLLee BbI30B, OyaeT oTnpaBnaTbCca AaHHbIA KoA. [lonyckaeTcs 3agaHve 0O Tpex CUMBOSOB
DTMF (cumBonsl: 0-9, #, *).

BHUMAHUE!

DTMF kof Ha yCTpOUCTBE, CoBepLUatoLLLeM BbI3OB U Ha SIP MOHUTOpe OOMKeH coBnagathb.

[MUcnonb3oBaTtb ABepb 2] (NO-yMONYaHUI: HET). AKTMBaUMS OTOBpaKeHUST KHOMKN OTKPbITUSA

asepu 2B pexnme Bbi3oBa 1 pa3roBopa.
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[DTMF ana aBepwm 2] (no-ymonyanuio: 2). YctaHoska koga DTMF ansa otkpeitus asepwu 2. MNpu
HaxxaTum kHonku [Knro4] Ha SIP MOHMTOpe B pexumme pasroBopa Ha YCTPOMWCTBO, COBepLuarolliee
BbI30B, OyAeT OTnpaBnAaTbCA AaHHbIA kog. [JonyckaeTcs 3agaHne go Tpex cumsonos DTMF (cumBonbi:
0-9, #, *).

[MUcnonb3oBaTtb ABepb 3] (No-ymMonyaHuio: HET). AKTUBaUMS OTOBpaXKEHUST KHOMKN OTKPbITUSA
ABepu 3 B pexvmMe Bbl30Ba 1 pasroBopa.

[DTMF gna gBepwm 3] (no-ymonyanuto: 3). YcraHoBka koga DTMF gnst otkpbeitus asepwm 3. MNMpun
HaxxaTum kHonkwu [Knro4] Ha SIP MOHMTOpe B pexume pasroBopa Ha YCTPOMWCTBO, COBepLuarollee
BbI30B, OydeT OTnpaBnAaTbCA AaHHbIA kog. [JonyckaeTcsa 3agaHne go Tpex cumsonos DTMF (cumBonbi:
0-9, #, *).

[3aBepwaTtb BbI3OB nocne otnpasku DTMF curHana] (no-ymonyaHuio: BbiknoveHo). Onumsa
3aBepLUeHNs BbI30Ba MNOCIe OTNpaBKX CUrHana oTKpbITUA OBEPMW.

[TammayT posBoHa] (no-ymonyanuto: 120 cekyHf). YCTaHOBKa MakCMMarnbHOrO BpeMeHu
OXMAaHMA oTBEeTa Ha 3BOHOK.

[TanmayT pasroBopa] (no-ymonudaHuto: 360 cekyHa). YCTaHOBKA MaKCMManbHOro BpeEMEHU
pasrosopa.

[TanmayT nonbITkn pernctpaumnmn] (no-ymonyanuio: 60 cekyHa). YCTaHOBKa MakCMMarnbHOro

BPEMEHM NONbITKN NoakmniodeHus K SIP-cepsepy.
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MpvMep 3amnonHEHUs HacTPOeK NPV COEAMHEHWM C MyBnMYHBIM CepBeEPOM Sip.antisip.com

npegcraBnieH Ha pucyHke 8.13:

BC\VARD "

Ayauo Hactpo#ka SIP
CeTbk
> OCHOBHMIE [ PazpewwuTs SIP #1
LAN CTaTyc pervcTpaLmm; |3.EIDEFHCTDHDOEIEH |
WEE] Vims: lsM700W |
Homep: ffgrn2
PPPOE ¢ pffg |
VIMA None30EaTensa; |pffgrn2 |
UPnP
Mapons: |........ |
Bonjour
SIF nopt: _5 0&0
DDNS
PaapelliTs pericTpalmo
PPTP
[] Mony4uTe 3HaYeHHe cepeepa perMcTpauky no DHCP
RTSP
Cepeep perucTpaLmn: lsip.antisip.com | Mepr [5060 |
HTTPS
[] MonyuuTs 3HaueHWe npokcu-cepeepa no DHCP
KioTam MpokcH-cepaep: [ | Mepr: [s060 |
CEpBEQ sip.antisip.com opT:
Sl SIP ip.antisi MopT: [5060
MoHuTOop [ MoHwTop HaxoguTcA 3a MAT
CHUCTEMHBIE STUN IP- | |
STUN nopr: 3478
JononHUTENLHD
P DTMF: | RFC2833 v
DTMF ans ocHOBHON OEepK
Mcnons30BaTe J8epL 2 ]
DTMF ans geepw 2
Mcnonszo0EaTe OBepE 3 []
DTMF ans neepw 3

[ ] 3aeeplwats BuIz0E nocne otnpaeky OTMF curHana

=t

TaimayT O03B0HA 20 |cek

(3]

TalmayT pasrosopa 60 |cek

QFHOBUTE || COXpaHHTE |

Puc. 8.13
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Mpumep 3anonHeHus HacTpoek Npu ucnonb3oBaHun SIP P2P npeacTtaBneH Ha pucyHke 8.14:

BC\VARD

Ayano

CeTk

2 OCHOBHLIE
LAN
Wi-Fi
PPPoE
UPnP
Bonjour
DDNS
PPTP

HTTPS
KioTam
SIP

MoHuTOp

CUCcTEMHBIE

HacTtpoka SIP

Pazpewnts SIF #1

CTATYC perncTpaLmMn: |He 2ApPErMCTpUPoOEaH
Vs [sM700W
Homep: [123

VIMA Nonb30EaTenA: |

Maponk: |

SIP nopr: 5060

[| PazpewnTs perdcTpale

MNonyynTs 3HAYEHWE Cepaepa pericTpauwn no DHCP

Cepeep perucTpaLmu:

| Mo

[ MonyuyuTe 2Ha4yeHKe npokcH-cepeepa no DHCP

MpokcK-cepeep:

| Mopr

SIP cepeep:

| o

[ MoHuTop HaxoguTeA 3a NAT

STUN IP: | |
STUN nopT: 3478

JonNonHUTENEHD

Pexim DTMF: | RFC2833

PeneiiHid seixog (DTMF):

MCnons308aTe OBEDE 2 ]

DTMF ans osepw 2

Mcnonss0BaTe OBEDE 3 []

DTMF ans osepw 3

[] 3aBepwats EbizoE nocne oTnpaskt DTMF curHana

TaimayT 403s0Ha 20 |cek

[y

TaimayT pasroeopa

(]

60 |cek

OOHOENTE ‘ ‘ CoxpaHiTE

Puc. 8.14

Anga coxpaHeHus n3MeHeHUn HaxXmMuTe KHonky [CoxpaHuTb].
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MaBa 9. Be6-uHrepcenc: Hactponku - MoHutop

9.1. TenecdoHHan KHUra

Ha pucyHke 9.1 nokasaHa cTpaHuua 3anucen TeneoHHON KHUIN.

BCG\VARD

Ayano TenecdbOHHaA KHWra
CeTe
MoHuTOp Wma SIP Homep

TenedoHHaA KHWra

> Pa3pelleHHbIe HOMepa

| COXpaHUTL | |

> BeCcIyMHLIH DesMM

CHUCTeMHble

Puc. 9.1

SIP moHuTOp no3BonsieT coBepiaTh ncxoaswime SIP BbI30BbI AN BO3MOXHOCTU UHTEPKOMA C
Apyrumun aboHeHTamMm 1 OTKPbITUS ABEPEN Ha yAaneHHbIX Todkax. Bbi3oB ocyliecTsnseTcs no Bbibopy
aboHeHTa 13 TenedOHHO KHUM B NIOKarNbHOM MHTepdeiice AoModoHa. EMKOCTb TenedOoHHOM KHUM
- 100 aboHeHTOB.

[Ona pobaBneHus nepBoro HoMmepa B TENEGOHHYK KHUMY 3anornHute nyHkTbl «msay, «SIP
Homep». lMona «DTMF1», «DTMF2», «DTMF3» 3anonHalTCA OnuMoHanbHO, B Chnyyae, ecnu
HeobXoaUMO MMETb BO3MOXHOCTb OTKPbITUS OABEPU, NOOKMIOYEHHOW K OTBETHOMY abOHEHTCKOMY

YCTPOWCTBY.

NMPUMEYAHUE!

SIP Homep aboHeHTa BBOAUTCH B (hopmarte: <IP_adpec>, unu <SIP_umsa@ums_SIP_cepsepa>. Mpumepsi:
192.168.54.179

sipl23@sip.antisip.com

Ans no6aBneHns HOBOro HOMepa HaXXMUTE Ha [+ W BbIMOSTHUTE aHanornyHble AencTeus. Bbl
MOXeTe OTpedaKkTUpOBaTb YXKE CYLLECTBYIOLLYIO 3anvcb KMUMKHYB B Tpebyemoe none n BHECS B HEFO
HeobxoauMble W3MeHeHusi. [ns ydaneHnss Homepa, WM HECKONbKMX HOMepoB, HeobxoaunMmo

YCTaHOBUTb MapKep HarnpoTUB HYXXHOro HoMepa 1 HaxaTb [YaanuTb].
Ana coxpaHeHus n3MeHeHUIN HaxxmMuTe KHoMNKy [CoxpaHuTb].

NMPUMEYAHUE!
DyHKLMOHAN COBEPLUEHUA UCXOAALUMX BbI3OBOB HEOOCTYMeH MNpW YCTaHOBKE COEAMHEHUS C CepBepoM
KtoTam.
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9.2. Pa3pelueHHble HOMepa

Ha pucyHke 9.2 nokasaHa cTpaHuLa pa3peLleHHOro cnmcka HoMepoB 45151 BXOASALLMX BbI30BOB.

BEWARD

Ayauno CRHUCOK paspelleHHLIX HOMepoB

CeTb

MokuTop "] Mcnonk3oeats ACL

> TenedoHHan kHura SIP Homep

®

> GeclyMHLIH pexmmM

| CoxXpaHuTs | |

CHcTEMHBIE

Puc. 9.2

SIP MOHUTOP NO3BONSIET OrpaHNYnUTbL BXOASLLUME BbI30BbI, MO3BOMUB NX NPUHMMATb TOSNbLKO OT
aboHEHTOB M3 cnucka. EMKocTb cnucka paspelleHHblx HomepoB - 100 aboHeHToB. [Ons
3aeMNCTBOBaHMA 3TOM (PyHKLMM HEOOX0oaAMMO BbIOpaTb NyHKT MeHio «Mcnonb3oBaTb ACL», n BBECTH

Tpebyembii Homep aboHeHTa B norne «SIP Homep».

NMPUMEYAHMUE!

SIP HomMep aboHeHTa BBOauTCA B chopmarte: <IP_adpec>, unun <SIP_umsa@ums_SIP_cepsepa>. Mpumepsi:
192.168.54.179

sipl23@sip.antisip.com

Ans no6aBneHns HOBOro HoMepa HaXkMUTe Ha [+ W BbIMOSIHUTE aHanornyHble AencTeus. Bbl
MOXETEe OTPeAaKTUPOBaTh YXXE CyLLECTBYIOLLMA HOMEP KIUKHYB B nofe «SIP HomMep» 1 BHECSI B HEFO
HeobxoauMble U3MeHeHusl. [ns ydaneHuss Homepa, WM HEeCKOSbKMX HOMEepoB, HeobxoanMo

YCTaHOBUTb MapKep HanpoTMB HY>XHOMO HOMepa 1 HaxaTb [YaanuTb].
Ansa coxpaHeHus n3aMeHeHun HaxxmuTe KHonky [CoxpaHuTb].

NMPUMEYAHMUE!
®yHKUMOHAN OrpaHUMY4eHnsl BXOASLMX BbI30BOB HEOOCTYMNeH Npu YCTaHOBKE COEdUHEeHUS C CcepBepoM

KtoTam.
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9.3. beclwyMHbIN pexum

Ha pucyHke 9.3 nokasaHa CTpaHuua HaCTPOEK akTMBaLmm 6eCLlyMHOro pexmnma rno pacnmcaHuio.

BE\WARD

Ayawo HacTpolkn 6ecilyMHOro pexuMa

CeTk

AKTWEWpPOBATE Dec MHGIA PEXIAM MO PACNUCAHWID
MouuTop p ury, p p ]

BpemA BENIOYEHNA DecluyMHOTe pesuma 4acoe
> TenedoHHaA KHWFA p Y p EI

BpemA BLIKMIOYEHWA BeCLUYMHOTD pexuMa Yacoe
> Pa3spelleHHble HOMepa ? X g El

DECLWYMHEL peHim COXpaHHTE

CHCTEMHBIe

Puc. 9.3

[AkTMBMpPOBaTb OeCLYMHbIA PeXMM NO pacnucaHuro] (NOo-yMONYaHUIO: BbIKIMIOYEHO).
[aHHas onuusi Nno3BoNsAeT aBTOMaTUYECKM BKIMOYATb U BbIKMOYaTb 6ECLLIYMHbIA PEXUM NO AHEBHOMY
pacrnmcaHuio.

[Bpems BkntoveHus G6ecliymHoro pexuma) (no-ymonyaxuio: 0 yacos 0 MUHYT): ycTaHOBKa
BPEeMEHW eXXeQHEBHOro BKINOYEHNS 6eCLLYMHOro pexmnmMa.

[BpeMs BbiknoveHUsA 6ecliyMHOro pexuma] (no-ymonyaxuio: 0 yacos 0 MUHYT): yCTaHOBKa

BPEMEHMN eXXeQHEBHOrO BbIKNOYEHNSA 6ECLLUYMHOro pexuma.
[nsi coxpaHeHus N3MEeHEHUN HaXXMnTe KHornky [CoxpaHuTb].

9.4. XXypHan BbI30OBOB

Ha pucyHke 9.4 nokasaHa cTpaHuLa NpocMoTpa XypHarna Bbl30BOB.

BC\VARD

Ayauno CHMCTeMHEIA XKypHan
CeTb
MoHuTOR fara |2024- 03- 12| - (2024- 03- 12

» TenedoHHAA KHWUIA

Hata Epema Copep#aHne

» Pa3spelueHHLIe HoMepa

> BECUIYMHBIH pEsuM

CHCTEMHBIE

Puc. 9.4

B xypHane Bbi3oBOB oTOb6paxaeTcs mHopmauus o Bbi3oBax. [Ana npocmoTpa XypHana
BBEAMTe AaTy Hayana v gaTy OKOHYaHWs, 3a KOTopble XOTUTE NPOCMOTPETb CobbITUSA, B nonsax «darta»

N HaXkmute KHonky [Mounck].
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maBa 10. Be6-uHrepdenc: Hactpoukn - CuctemMHble

10.1. Uucbopmauus

Ctpannua «Hcpopmaumsa» npeacraeneHa Ha PucyHke 9.1.

BE\WARD

Ayawo WHtpopMauma o6 yeTpoicTee

CeTb

WA yeTpoiicTea [[PC1543645

CHcTeMHbIe

> [ara v BpeMA

Sabik cucTemsl | PYCCKii v

ID yerpoiictea [1543645

> [NonL3oBaTend

Bepcus NpoLumMeru |3-1-0-0.1.4U

> OBHOENEHWE

Dara chopks Jun 24 2021 16:34:50

> Cbpoc HacTpoex

|
|
|
Mogens ycTpoiicTea [sm7o0w |
|
|
|

Bepcis aeb-nkTepdeiica [2.1.3.8(20200324)

CoxpaHiTs

*  Tocne cMeHbl A2bIKa ANA NPMMEHEHWA W3MeHeHU HeoGxoamm nepezanyck Gpay3epa.

> lNepezarpyaka

Puc. 10.1

[aHHasa cTpaHuua npegHasHadeHa Ons oTobpaeHUst CUCTEMHOM MHdopMaunMn 1 Bbibopa
s3blka BeO-nHTEpdenca.
[MUma ycTpoucTBa)]: BBOA MMeHM yCcTponcTBa Ans ero 6onee nerkon maeHTudukaumm no
ceTu.
[A3bik cuctemsl]: BIGOp A3bika BEG-MHTEPdeElca:
1. Pycckuin (no-ymonyaHuio)
2. AHMunnckmin
[ID ycTpouctBal: otobpaxeHue ID SIP moHuTOpa.
[Mopenb ycTpomnctsa): otobpaxeHvne mogenu SIP MoHuTOpa.
[Bepcusa npowuBku]: oTobpakeHMe TeKyllen BepCunm BCTPOEHHOro npowwmskn SIP
MOHUTOPA.
[AaTta c6opku]: oTobpaxeHne aatbl COOPKM TEKYLLEN BEPCUM BCTPOEHHOrO NPOrpaMMHOro
obecneyeHust SIP moHuTOpAa.

[Bepcusa Be6-nHTephencal: otobpaxeHume Tekywyto sepcuio WEB-nHTepderica.

Anga coxpaHeHus n3aMeHeHun HaxxmuTe KHonky [CoxpaHuTb].

10.2. lata u BpemA

Ctpanuua «[JaTa n Bpems» npeacrasneHa Ha PucyHke 9.2.
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BE\WARD

Ayauno HacTpoiKkn gaTel/EpeMeHn

CeTe

CHCTEMHBIE

> Wudopmauma

GOpMaT | 24 uaca v|

Yacosoi noAc | (GMT+03:00) Mockea, Canrkr-MetepGypr, Bonrorpap, Barnan, KyeeT, v|
2 [Monb3osarend
_ [Nara/Bpema 2021- V- 6 ||15: 25 27
> DGHOBENEHWE
7 EEIEEEEETITER CHHXPOHU3ALIMA
> lMepesarpy3xa . ; ;
R @ Mcnonszosate NTP Boyuryio v | Anpecitime.nist.gov Mopt{123

(C) CHHXPOHM3AUMA C KOMNBIITEPOM

(C) YcTaHOEWTE AaTy/BPeMA BPYYHYH

[C] NetHee epema

Tun @ Mo gate (C) Mo Hegene
Hauano |HHE| v| |1 v| | 1 v| 4yacoe
Konew, |,£l,e»< v| |31 v| |24 v| uacoe

Puc. 10.2

[PopmaT]: BbIGOp hopmaTa oTobpakeHnss BpemeHu. [JoCTynHble 3HaYeHUs:
1. 24 yaca (Nno-ymonyaHuio)
2. 12 vyacos

[MacoBonM nosc]: ycTaHoBKa 4YacoBoro nosica; BblbupaeTcs B 3aBUCUMOCTU  OT
MeCTOMNonoXeHnss obopynosaHus.

[AdaTta/Bpemsa]: B gaHHbIX nondx oTobpaxalTcs Tekywue gata M Bpemsi YCTPOWCTBA,
YCTaAHOBJIEHHbIE aBTOMATUYECKN C MOMOLLbI0 CUHXPOHU3AUMW WU BPYYHYHO, Npu BblbOpe nyHKTa
«YcTaHOBUTbL AaTty/Bpemsi BPYUYHYHO» (CM. HUXE).

[MUcnonb3oBate NTP]: BbibepuTe AaHHbLIM MNyHKT, 4TOObLI MNony4atb AaTy U Bpems
aBTOMaTuyecku no npotokony NTP oT cepBepa 3aTanoHHOro BpeMeHW, HaxoAsllerocsa B ceTu
NHTepHeT (Mo ymonyaHuio — time.nist.gov).

e [BpyuHyr/ABTO]: cnocob Boibopa NTP-cepBepa A4S CUHXPOHU3ALUMU BPEMEHW.

Mpwn BeIBOpe onumn «Bpy4Hyto» agpec n nopt cepsepa NTP 3agaetcs B nonax cnpasa.

Mpun BbIGOpe onuun «ABTO» YCTPOWCTBO ByAeT B aBTOMaTU4eCKOM pexunme nepebupartb
NTP-cepBepbl U3 crivcka rno yMmosnyaHuio 4O MOMEHTa YCMEeLHOW CUHXpoHn3aumun. Npu aTom nons
cnpasa 6yayT HegocTynHbl. CNMCOK NO yMONYaHuio npueeaeH B [punoxenun A.

[CuHXxpoHM3auusa ¢ KoMnblOTepPOoM]: BbIGepuTe AaHHbIN NYHKT, 4TOObLI YCTAaHOBUTL AaTy U
BpeMsi no AaHHbIM (1K, ¢ koToporo npovcxoauT obpalleHne K yCTporCTBY.

[YcTtaHOBUTBL AaTy/BpemMs BpYUHYH0]: BbibepuTe AaHHbIA NYHKT, YTOObI yCTAaHOBUTL AaTy U
BpeMS Npu NOMOLLMY BBOAA 3Ha4YeHWI B nons «darta/Bpemsa».
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[leTHee BpemsA]: HacTponka nepexoaa Ha neTHee BpeMs 1 obpaTtHo. BeibepuTe Tpebyembin
cnocob nepexoga — No KOHKPETHOW gaTe unv No gH Hegenu. 3agante BpemMsi nepexoda Ha fieTHee
BpeMS 1 06paTHO — Ha 3UMHEE, a TaKKe BPEMS CMELLLEHUS.

[ns coxpaHeHusa nameHeHnn HaxxmmnTe KHornky [CoxpaHuTb].

10.3. Nonb3oBaTenu

Ctpanuua «lMonb3oBatenu» npencrasneHa Ha PucyHke 9.3.

B@\VARD

Ayawo HacTpoiika nonb3oBaTens

CeTe

Tvn nonk3osartens  Administrator
CHCTEMHBIE = =

> Wndopmavma MmA [admin

Mapons |-....

> Oara v EpemA

MoETopuTE Naponk |

> COpoc HacTpoek *  WMA NonL30BaTENA W Napons MOTYT cogeps#ars of 1 go 15 cumgonoe: a-z, 0-9, (). PerncTp CUMECNDE MMEET 3HaYeHne!
* Tlocne M3MEHEHWR WMEHN NoNb3CBaTENR UNK NaponA TpedyeTcA NOETOPHAA a2TOPMaaLMA.

> lMepesarpyaka

Puc. 10.3

[Tun nonb3oBaTtens]: otobpaxeHne Trna y4eTHOM 3anucu.

[Umsna] (no-ymonuaHuio: admin): none Ans BBoga MMeHW nonb3oBaTens Beb-nuHtepdenca.

[Maponb] (no-ymonyanuto: admin): none pAna BBoAa napons nonb3oBaTens Beb6-
UHTepdenca.

[MoBTOPUTL Naponb]: None Ansg NOBTOPHOro BBoAa napons. 3HadyeHus nonewn [Mapons] n

[MoBTOPUTL Naponb] AOMKHLI COBNaaaThb.

[na coxpaHeHnst 3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].

NMPUMEYAHUE!
Nma nonb3osatens v naponb YyBCTBUTENMbHbLI K PEructpy, mMoryt cogepxatb ot 1 go 15 cumsonos u

BKItovaThb OykBbl NaTuHckoro andgasuta (A-Z, a-z), undgpsl ot 0 4o 9 1 TouKy (.).
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10.4. ObHOBNEHue

CtpanHunua «ObHOoBRNEeHMe» npencrasneHa Ha PucyHke 9.4,

BE\WARD

Ayawo 3arpyzka chaiina

CeTb

TekyLlas BEPCHA NPOLLMEKK [3.1.0.0.1.40

CHCTEeMHBIe

h gai 027 e sGpan
S e BIOpaHHLIA dain m P

> Nara u epema

> COpoc HacTpoek

Puc. 10.4

[nsa obHoBReHusa nporpammMHoro obecneyeHnst yCTpoMCTBa BbINOSHUTE CrieaytoLlee:

War 1. Haxmvmnte [Bbibepute chpann]. B oTkpbiBLUEMCS [OMarioroBOM OKHE Bblbepute
Tpebyembii dann n Haxmute [OTKpbITB).

War 2. [ina Ha4yana npouecca obHoBneHus HaxxmuTte [3arpy3uTb]. MNocne 3arpysku danna
o6HoBneHns SIP MOHUTOP aBTOMaTUYECKN Nepe3arpy3nTcs.

LWar 3. CopocbTe YyCTPOMCTBO B HACTPOMKM MO YMON4YaHuto (cm. pasaen 10.5).

NMPUMEYAHUE!

[na BO3MOXHOCTM BblbOpa W 3arpy3km danna w3 nokanbHOro kartamora Heobxogumo obnagaTb
agMMHUCTPaATOPCKMMU NpaBaMyM Ha YCTPOWCTBE C WCNOMb3yeMbiM OpaysepoM. [1pyM BO3HUKHOBEHMU
BOMPOCOB MO 3arpy3ke danna, cBA3aHHbIX C aAMUHUCTPUpPOBaHNeM unu 6e3onacHoCTbi0 YCTPONCTBA, Ha

KOTOpPOM 3anyLieH 6pay3ep, HeobxoaMmo 06paTVITb K COOTBETCTBYKOLLEMY cneunanucrty.

BHUMAHUE!

ByabTe BHMMaTESNbHbI U UCNONb3ynUTe hannbl NPOLMBOK, CTPOro COOTBETCTBYHOLME Moaenn ycTponcTteal
3arpyska HenpaBuUIbHOro ganna NpoLLNBKMA MOXET NPUBECTYU K BbIX04y 000pyaOBaHNS U3 CTPOS.

Bo Bpemsi npouecca 0OHOBMEHUSA MPOLUMBKN HE OTKITHOYaTE YCTPOUCTBO OT ceTu!

3a BbIxo4 060pyaoBaHMSA U3 CTPOS B pe3ynbTaTte HenpaBuibHbIX AEUNCTBUIA NO OOHOBMEHUIO NPOrpaMmMHO-

annapaTtHoro obecneyeHus npon3ssoanTeslb OTBETCTBEHHOCTU HE HeceT!
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10.5. Copoc HacTpoek

CtpaHuua «CopocuTb HaCTPOMKKU» npeacrtaeneHa Ha PucyHke 10.5.

BE\WARD

Ayauno CBpPOCHTL HACTPOIKK
CeTb
MoHuTOp

SJKCNOPT W MMMOPDT KOHKUIYpaLMK
CHCTEMHbIE

> Wnuthopmauma Bridepute dain | ®ain He sxibpad

» [ara v epema | 3Kcnopt | | Wmnopt

> [Nons3osareny

> OGHOoBNEHWe SKCMIOPT W UMNOPT TeNedoHHON KHMMM

cTpoex —
20 Bridepute dain | @aiin He sxibpad

> [epezarpyaka
| 3KcnopT | | MmMnopt

JKCMOPT ¥ MMAOPT CMIUCKA Pa3peLUeHHEIX HOMEDOE

ErifepuTe hain | @ain He Bxlbpad

| SKECnopT | | WMmnopt

* Mpu Ha#aTHK KHoMxW "COpoCKHTE" BCE YCTAHOBNEHHLIE paHes napameTpel OyayT cOpolleHsl B

33B0ACKWE YCTAHOBKM.

Puc. 10.5

Ha paHHon cTtpaHuue Bbl moxeTe cbpocuTb HacTporku SIP MOHMTOpa B HACTPOWKK MO
YMOSYaHMIO B Crlydae BO3HUKHOBEHMS Npobrnem nnmn nocne obHOBNEHNS NPOLLMBKMY.

Ona ypobctBa nonb3oBatens nNpegycMOTPeHa  BO3MOXHOCTb  COXpPaHEHuUss W
BOCCTaHOBIIEHUSI OCHOBHbIX HACTPOEK YCTPOMCTBA M3 dpanna.

[QkcnopT]: HaxmMuTe ONA coxpaHeHus HacTpoek ycTpowcTtBa B dawvin. [pu akcnopte
KOHUrypauum coxpaHsemblin pann ¢ pacwmpeHmem “.bak” cogepxuT B HasBaHUW OaTy 1 Bpems
coxpaHeHus (no yacam ycTtponctsa). [pu akcnopte TenedOHHOW KHUMM N ClNCKa paspeLleHHbIX
HOMEpPOB coXpaHseMbl hann ¢ pacwmpeHmem “.csv” HasbiBaeTcs “phonebook® n “whitelist®
COOTBETCTBEHHO.

[UmnopT]: HaxxmnTe AN BOCCTAHOBMEHUS HAcTpoeKk YCTpoucTBa u3 channa. Beibepute
COXpaHeHHbI paHee dann ¢ pacwupeHnem “.bak” (ons BOCCTAHOBMEHMA HACTPOEK
KOHcpurypauum) unm ¢ pacumpeHnem “.csv” (ana BOCCTaHOBMEHUS HACTPOEK TeNEe(OHHON KHUMM
WUNU CrMcKa paspeLleHHbIX HOMEPOB) Mpu MoMowM KHomku [Bbibepute chann] n Haxmute
[UmnopT]. Nocne BoccTaHOBNEHNA HAaCTPOEK YCTPOMCTBO OyaeT nepesarpyxeHo.

[COpocKnTb]: Npy HaXaTUM SAHHOW KHOMKU NPOMCXo4uT Bo3BpaT SIP MOHMTOpPa K 3aBOACKUM
yctaHoBkam. [locne Haxatmss Ha kHonky [COpocuTb] OTKpOeTCA AnanoroBoe OKHO C
noaTeepXxaeHnem aencrteus. BeeguTe naponb agmuHuctpatopa u  Haxmute [OK] ans

noaTeepXaeHus nnn Haxmmute [X] onsa oTMeHbl. 3aeck XXe Bbl MoXXeTe OTMETUTL ranoyvkon onumo
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«CoxpaHUTb ceTeBble HaCTPOMKU», YTOObI Npy cOpOCe He M3MEHUNNCL NapaMeTpbl B MeHo Cemb
— LAN.
lMocne BOCCTAHOBMNEHUSA  3aBOACKMX  YCTAHOBOK SIP MOHMTOp  aBTOMaTMYeCKM

nepesarpysurcs.

10.6. MNepe3arpy3ka

CtpaHuua «lMepe3arpyska» npeacrasneHa Ha PucyHke 10.6.

BEWARD

Ayawo Mepesarpy3aka ycTPOMCTEA

CeTk

oy

CucTeMHEIe )
* Tp Ha#aTHW KHOoNEW “TlepeaarpyanTe" YCTPONCTED Oy OeT nepesarpyeHo.
> HMudropmauma

> [ara w epemA
AETONEpe3arpyska

> Mons3osarend
> OGHOENEHUE BT UJ

> COpoc HacTpoek Kasmapii CyT.

Mepezarpyaka OEHE B 3

> CMCTEMHLIA ¥ypHan
** [pW BEMOYEHUA BBTOMATUYECKONR Nepesarpysky ANR NPMMEHEHIA NapaMaTpOE HAMaTs KHONKY "COXpaHuTs”

COXpaHWTE

> Aeto Logout

Puc. 10.6

[Mepe3arpy3uTb]: HaXxXaTMe 3TOM KHOMKU NPMBOAMUT K nepesarpy3ke SIP moHuTopa. lNMpouecc
nepesarpy3kn MoxeT 3aHMmaTb 1-2 MuHyTbl. [locne Haxatus Ha kHonky [[Mepesarpys3uTb]
OTKPOETCS AManoroBoe OKHO C NoaTBepXAeHMeM AencTeus. Beeaute naponb agMuHUCTpaTopa u
Haxxmute [OK] ona nogteepxxaeHust unn Haxmute [X] 4ns oTMeHbl.

[BknounTb] (NO-ymonyaHuio: BbIKMIOYEHO). [laHHas onuusa no3BonsieT aBTOMaTU4eCKU
nepesarpy>aTb MOHUTOP MO pacnucaHunio. [locne BKNoYEeHUsA aTon PyHKUMM HeoBXoaUMO ykasaTb
WHTEepBan KonuyectTBa [OHEW, 4yepe3 KOoTopbii OyaeT ocywecTBNATbCA nepesarpyska B none

«Kaxabii» 1 ykasatb BpeMsi nepesarpy3ku B norne «AeHb By.
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10.7. XXypHan BbI3OBOB

Ha pucyHke 10.7 nokasaHa CTpaHuLa NpocMoTpa CUCTEMHOrO XypHarna.

BE\WARD

Ayawo CHCTEeMHEI XypHan

CeTk

MoHmTop fata [2024- 03- 12 - [2024- 03- 12 Cpox

CucremMHele Data Bpema Cofepxanie | MpUMeuaHe

> Wuchopmauma
> [Nara v EpemA

> Monk3oBarend
> OBHOENEHWE

> C6poc HAacTpoek
> [lepezarpy3ka

CUCTEMHLIA #ypHan

> Aeto Logout

Puc. 10.7

B cucteMHOM XypHane UKCUpyeTcs M3MEHEHMEe HACTPOeK Kamepbl U npousollealuve
cobbiTna. [Ina npocmoTpa XypHana BBeauTe AaTy Havana v gaTty OKOHYaHus, 3a KOTopble XOTute
NPOCMOTpPeTb cobbiTus, B nonsix «darta» n Haxmute kHomnky [Mowuck]. MNone «CTpok» ykasbiBaeT

KONIMYECTBO 3anucemn, BbIBOAMMOE Ha OAHOMW CTpaHuLeE.

10.8. ABTo Logout

Ctpannua «ABTo Logout» npegcraesneHa Ha PucyHke 10.8.

BE\VARD

Ayaouo ABTOMaTH4eckui Logout

CeTk
MoHuTop Brnroumte [

Taimayt 0 |mun.
CHUCTEMHEIE 4

> Nara v epemAa

> [Monk3osarenn
> OBHOBENEHWE

> C6poc HacTpoex

> lNepesarpyaka

> CMCTEMHLIA XypHan

Puc. 10.8

[BKnounTb| (no-ymonyaHuio:  BbIKITHOYEHO): BKITIOYEHWE/OTKIMIOYEHNE  (PyHKLUMMU
aBTOMAaTMYECKOro Bbixoaa 3 Beb-mHTepderica no NpocToto.
[TanmayT]: ycTaHOBKa BpeMEHN aBTOMAaTUYECKOro BbixoAa n3 Beb-mHTepdenca no npocToro

B AnanasoHe 1-43200 MUHYT.

[na coxpaHeHna N3aMeHeHUn HaxXMUTe KHonky [MpumMeHnTb].
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MpunoxeHus

an/IﬂO)KeHVIe A. 3aBoackue YCTaHOBKMA

Hwxe npuBegeHbl HEKOTOpPble 3HAa4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
DHCP BkntoueHo
IP-agpec (zeroconf) 192.168.0.99
Macka nogcetun (zeroconf) 255.255.255.0
Lnto3 (zeroconf) 192.168.0.1
Nmsa nonb3oBatens admin
Maponb admin
HTTP-nopT 80
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHune B. NapaHTUMHBbIE 06A3aTenbCTBA

B1. O6wue cBegeHud

a) MNepepg nogknoyeHnem obopyaoBaHMs HEODXOOUMO O3HAKOMUTBLCS C PYKOBOLACTBOM MO
aKcnnyaTaumm.

6) Ycnosus akcnnyaTauum Bcero o6opyaoBaHms omkHbl cootBeTcTBoBath [OCT 15150-69.

B) [lNsi NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUS, 3aLmTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbI U

ycTpouncTBa 6ecnepebonHOro nuTaHus.

B2. dnekTrpomarHMTHasAs COBMeCTUMOCTb
3710 0bopyaoBaHue cooTBETCTBYET TPEOOBAHNSAM TEXHUYECKOrO pernameHTa TaMOXXeHHOro
cotoza TP TC 020/2011 "OnekTpomMarHuTHas COBMECTUMOCTb TEXHUYECKUX cpeacTB". HanpsikeHune

paguonomMex, cosgaBaemMblx annapartypomn, cootseTtcteyeT [OCT 30428-96.

B3. dnekTponutaHue
[lormKHO COOTBETCTBOBATL NapaMeTpaM, ykadaHHbIM B PyKOBOACTBE MO 3KChnyaTaumu aons
KOHKPETHOro ycTponcTBa. [ns yCTPOMUCTB C BHELWHUM CTabunnsmpoBaHHbIM aganTepoM NMUTaHUS —

NCTOYHUK NuTaHua 12 B £25% (HanpshkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHue

O6opynoBaHue ¢ BbIHOCHLIMM GriokaMy NUTaHUSA U aganTepamMy OOMKHO ObiTb 3a3eMI1EHO,
€ecnM 9TO NpPeayCMOTPEHO KOHCTPYKUMEN Koprnyca WAW BUAKW Ha LWHype nutaHus. MoHTax
BO3AYLUHbIX JIMHUI 3nekTponepenayn n NMHUA, NPoKnaabiBaeMbIX NO HAPYXXHbIM CTEHaM 34aHui U
Ha Yeppakax, fOMmKeH ObiTb BbINOMHEH 3KpaHMPOBaHHbIM Kabenem (Mnv B MeTannopykase), 1 NMMHUK
OOIMKHbI ObITb 3a3eMreHbl C ABYX KOHUOB. [Mpnyem, ecnu oamH KOHEeL, aKpaHa nogkrntoyaeTcs
HEeNoOCPEeACTBEHHO K LIMHE 3a3eMieHusl, TO BTOPOM — MOAKMYaeTCa K 3a3eMileHuo 4depes
paspsgHUK.

B5. MonHuesawumnTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKumMa NO YCTPOMCTBY
MOMHMe3aLwnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. NMpu npoknagke Bo3ayLUHbIX IMHUA U NUHWIA, UOYLWXX NO HApPYXXHOW CTEHe 30aHuin
1 Mo YepaavHbIM NOMELLEHNSAM, Ha BXOAax 060pyA0BaHNS OOIMKHbI ObiTb YCTAHOBMEHbI YCTPOUCTBA

MOJTHMe3aLlnThI.

B6. TemnepaTtypa 1 BNaxHocCTb
MakcumanbHble U1 MUHUMAarbHbIE 3HAYEeHUA TemnepaTypbl 3KCNnyaTaunmm n XpaHeHus, a

Takke BNaXHOCTU, Bbl MoxeTe NOCMOTpPETb B TEXHUNYECKOM OMNMNCaAHNN KOHKPETHOIro oGopyp,osava.
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MakcumanbHas paboyas Temnepartypa — 3T0 TemnepaTypa, Bbille KOTOPOW He OMKEH HarpeBaTbCs

Kopnyc yCTPOMCTBA B NpoLecce ANMTeNbHON paboThl.

B7. PasmelyeHune

[nsi BEHTUNAUUKM YCTPOMCTBA HEOBXOOAMMO OCTaBUTb Kak MUHUMYM MO 5 cM cBOGOAHOro
NpoCTpaHCTBa No 60KaM M CO CTOPOHbI 3a4HEN NaHenn ycTtponcTea. TemnepaTypa OKpY»KaroLLero
BO3dyXa W BEHTMNAUMA [OOSMKHbl obecneumBaTb HeOOXOAWMbBIA  TeMnepaTypHbIi  PEeXUM
obopyaoBaHns (B COOTBETCTBUUN C TEXHNYECKUMUN XapaKTEPUCTUKAaMMN KOHKPETHOrO 060pyAoBaHNS).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaThb Cneayowmm TpeboBaHmaM:

a) OTcyTcTBUE 3anbINEHHOCTU NOMELLEHMS.

6) OTcyTCTBME B BO3AyXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewieHunn, roe ycrtaHaBnvBaeTcs 00OOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaetca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MPEeAMETbl U NepeKpbiBaTb

BEHTUNTALUNOHHbIE OTBEPCTUA.

B8. O6cnyxnBaHue
O6opynoBaHue Heobxoammo obcrnyxueaTtb C NEPUOANYHOCTBIO HE MEHEE OOHOrO pasa B rog
C LeNnblo yaaneH1st u3 Hero nbinun. AT1o no3sonuT obopygoBaHuio paboTtaTtb 6e3 cboeB B TeUeHne

npoaoJKNTESIbHOIO BpEMEHMN.

B9. Moaknio4yeHne uHtepdencos
O6opynoBaHne OOMKHO MOAKIIOYATECA B CTPOrOM COOTBETCTBUM C HA3HAYEHUEM M TUMOM

YCTaHOBIMNEHHbIX MHTEP(ENCOB.

B10. MapaHTUiMHbIEe 0Gsi3aTenbCTBA

OO0 «HIMMN «beeapa» He rapaHTupyeT, 4YTO obopyaoBaHue bygeT paboTaTb OOMMKHbBIM
00pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMeEHeHUs, U He AaeT HUKAKOW rapaHTum, YTo
obopynoBaHue obaszaTtenbHo ByaoeTt paboTaTb B COOTBETCTBUM C OXMAAHUSIMWU KMEHTA NpuU ero
NPUMEHEHUN B CNELMEPUIECKMX LIENSIX.

OO0 «HIIM «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHLIM 0Ba3aTenbLCTBaM Npu
NoBpeXOeHUN BHELLHUX UHTepdercoB obopynoBaHus (CeTeBblX, TeNedOHHbIX, KOHCOSTbHbIX U T.M.)
1 camoro o60pyL0BaHUA, BO3HUKLLEM B pe3yrnbTaTe:

a) HecobnogeHVst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKUX Kak NoXap, HABOAHEHWE, 3eMMeTPACeHne 1 Ap.);

B) HaApYLLUEHUSA TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

r) HenpaBUNbHbIX 4ENCTBUA NPU NEPENPOLLMBKE;
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A) NCNONb30BaHMs HE NO HA3HAYEHUIO;

€) MEeXaHMYEeCKMX, TEPMUYECKMX, XUMUYECKMX W WHbIX BWUOOB BO3LEWCTBUNA, €CIN UX
napamMeTpbl BbIXOAAT 3a pPaMKM OOMYCTUMbIX SKCMyaTaUMOHHbLIX XapakTepuctuk, nubo He
npegycMOTPEHbl TEXHMYECKON crneundmkaumen Ha gaHHoe obopygoBaHue;

) BO3ENCTBUSA BbICOKOIO HaMpsbkeHus (yaap MOMHUK, CTaTUYecKoe 31eKTPUYECTBO 1 T.1.).
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MpunoxeHune C. NpaBa u noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble MyHKTbl HacToswero PyKoBOACTBa, a Takke pasfenbl MeHK ynpaBneHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6€3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHn4yeHue OTBETCTBEHHOCTH

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayT paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B creumdmyecknx uensax. OO0 «HIMM «besapg»
NPUITOXNIO BCE ycunusi, YTobbl caenaTtb 3TO PyKOBOACTBO Hamboree TouHbiM M nonHeiM. OO0
«HIMM «beBapa» oTka3sbiBaeTCA OT OTBETCTBEHHOCTHM 3a NoOble onevaTku Unm Nponyckun, KOTopsble,
BO3MOXHO, NPOM3O0LLNN NPU HanucaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro ysegomrenna. OO0 «HIIM «beapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTU 3a Mobble MOrpelHoCTH, KOTopble MOryT coaepXaTbCs B 3TOM
PykoBogctee. OO0 «HIIM «beBapa» He GepeT Ha cebsi OTBETCTBEHHOCTU U He AaeT rapaHTui B
BbIMycKke OOHOBMEHWUA WUITM COXPAHEHUN HEU3MEHHOW KakoW-NIMOO WHOpMaLMM B HACTOSILLEM
PykoBoacTBe Mo akcnnyaTauum, U ocTaBnsieT 3a cobOOoM npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTBo w/unu B un3genus, onvcaHHble B Hem, B ntoboe Bpemsi 6e3 npeaBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, Mol 6yaem Bam kpaliHe npuaHaTesibHbI

3a Bawwu KOMMEHTapuUn n npeanoxeHu4.

C3. NMpepynpexaeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMONOMEXN BO BHELIHEM OKpYXeHun. B aTtom cnyyae

nonb3oBaTtenb MOXeT OblTb 06513aH NPUHATL COOTBETCTBYHOLLNE MEPDI.

C4. Nopgepxka
Ona wnHpopmaumm OTHOCUTENbHO CcepBUCa W MOAAEPXKKW, MOXanymnucta, CBSXUTECh C
cepBucHbIM LeHTpom OOO «HIIM «bepapay». KoHTakTHblE AaHHble Bbl MOXeTe HaWThM Ha cante

http://www.beward.ru/.

Mepen o6paweHvem B cnyxby TeXHUYECKONW NOAAEPXKKM, MNoXanymcra, NOAroToBbTe

cnenyoLyo MHopMaLmio:
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TouHoe HammeHoBaHue u IP-agpec Bawero obopygosanus (B cnyyae npnobpeteHus IP-

obopynoBaHus), gata NoKymnku.
CoobweHuns 06 owmnbkax, KoTopble NOSABNANNCH C MOMEHTA BO3HUKHOBEHMS NPOGemMbl.

Bepcusa npolumBkm 1 Yepes kakoe obopyaoBaHme paboTano yCTPOMCTBO, Korga BO3HMKNA
npobnema.

MponsseaeHHble Bamu genctsuna (Mo waram), NpeanpuHAaTbie And camoCTOATENbHOMo
peLlueHnst Npodnemsl.

CKpVIHLIJOTbI HaCTpoOeEK N napamMeTpbl MNOAKITHOYEHUA.

Yem nonHee byaeT npeacraBneHHas Bamu nidopmauus, Tem GbiCTpee Halwm cneumanmcTbl

CMOryT noMo4b Bam pelwmnts npobnemy.
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MpunoxeHue D. MMoccapumn

Bonjour — npoTokon aBTOMaTU4ecKoro obHapyxeHusi cepBUCOB (Cryxb), ncnomnb3yembli B
onepaumoHHon cucteme Mac OS X, HauuHasa ¢ Bepcum 10.2. Cnyx6a Bonjour npegHasHavaeTcsa ans
NCMonb30BaHNSA B MOKamnbHbIX CETSX U UCNONb3yeT CBeAeHMs (3anucu) B Crlyk0e OOMEHHbIX UMEH
(DNS) onga obHapyXeHust ApyrMx KOMMbIOTEPOB, PABHO KAk M UHbIX CETEBbIX YCTPOWCTB (Hanpumep,

NPUHTEPOB) B BrivbKanLeM CETEBOM OKPY>KEHUMN.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemasi ansg
Ha3HayYeHWs1 MOCTOSHHOrO AOMEHHOr0 MMEHU YCTPOWUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENM) C
AnHamnyeckum IP-agpecom. 310 moxeT 6bIThb IP-agpec, nonyyeHHbin no DHCP wnu no IPCP B PPP-
coeauHeHuax (Hanpumep, Npu yaanéHHoM JocTyne Yyepes moaeM). [ipyrue ycrponctea B NHTepHeTe

MOTYyT yCTaHaBnMBaTb coequnHeHne C 3TOM MaLUNHOM Mo OOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol) — 310 ceTeBor MPOTOKOM, NO3BONSANOLLNIA
KOMMblOTEPaM aBTOMaTM4eckn nony4vatb IP-agpec n gpyrne napameTpbl, Heobxoaumble Anst paboTbl
B cetn TCP/IP. daHHbin npoTokon paboTaeT no MOAENu «KNMeHT-cepBep». [na aBToOMaTU4eCKOn
KOHUrypauum KOMNbITEP-KITMEHT Ha 3Tane KoHUrypauum ceTeBoro yCTponcTea obpallaerca K Tak

HasbiBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 3T0 nporpaMmMa, kotopasi HasHavaeT knveHTam |IP-agpeca BHYTpY 3aaaHHOro
AvanasoHa Ha onpeferneHHbI nepuog BpeMeHu. [laHHyo pyHKLUIO NoaaepKMBatoT NpakTUYeckn Bce

COBpPEMEHHbIE MapLUpyTU3aTopbI.

Ethernet — nakeTHas TexHonorus nepegayy AaHHbIX NPEUMYLLECTBEHHO B JOKanbHbIX
koMMbloTepHbIX ceTsax. CtanaapTel Ethernet onpegenstoT NpoBoaHbIE COEAMHEHUS U SNEKTpUYECKNe
curHanbl Ha pmanyeckoM ypoBHe, hopmaT KagpoB M MPOTOKONbI yNpaBneHust 4OCTYrNoM K cpeae Ha

KaHanbHom ypoBHe mogenu OSI.

G.711 — cTrangapt gnsa npeacrasnenns 8-6utHon komnpeccun PCM (MKM) curHana ¢ yactoton
anckpeTtunsauyum 8000 kagpos/cekyHay n 8 6ut/kagp. Takum obpasom, G.711 kogek co3gaét noTok 64
Kéut/c. B pamkax G.711 cywecTtByeT ABa pasnnyHbIX anroputma cxatuna: Mio-3akoH (u-law, G.711U)
n A-3akoH (A-law, G.711A).

H.264 — 5T0 cTangapT KoauposaHusa ayavo n Bugeo, (apyroe HassaHne MPEG-4 part 10 unu
AVC (Advanced Video Coding)). laHHbI CTaHOapT NpYHUMNManeHO oTnudaeTca oT 6onee crapbix
(MJPEG) Tem, 4To NCNonb3yeT MEXKAAPOBYIO KOMMpeccuio. Asndetca Hanbonee pacnpocTpaHEHHbIM

cTaHOapTOM B cUCTeMax BUAEOHabnoaeHNs.

HTTP (Hypertext Transfer Protocol) — aTo Habop npaswun no o6MeHy arnamm (TEKCTOBLIMU,
rpacomyeckMMn, 3ByKOBbIMUW, BUAEO- U APYrMMW MynbTumeauna dannamum) B cetu. lNpotokon HTTP
ABNAETCH MPOTOKOMOM BbICLUEro YpoBHA B cemencTtBe npotokornos TCP/IP. B gaHHOM npoTokorne

nobon naket nepegaeTtcd A0 nonyvYyeHna noaresepXXaeHna o ero npaBuiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure) — pacwupeHne npotokona HTTP,
nogaepxueatoLlee wWngposaHue. [aHHble, nepegasaemblie no npotokony HTTP, «ynakoBbIBaloTCA» B

Kpuntorpaduyeckmin npotokon SSL nnn TLS, Tem cambiM obecnevnBaeTcs 3awmra 3TUX aHHbIX.

IP (Ingress Protection) — 910 cTaHgapT 3awmTbl 060pyA0BaHNS, KOTOPbLIN ONUCLIBAET MNbine- U
BNaro- 3awuTy kamepbl BuaeoHabnopeHusi. lNepBasi umdpa 0603HaA4aeT YypOBEHb 3aliuTbl OT

nonagaHus TBEpabIx YacTul. Bropas undpa o603HayaeT ypoBeHb 3alUMTbl OT NonagaHns XULAKOCTEN.

LAN (Local Area Network / JlokanbHaa BbluMCnUTeNIbHasA CeTb) — KOMMbIOTEPHAs CETb,
NoKpbiBatoLas 00bIYHO OTHOCUTENTbHO HEDOMbLLYH TEPPUTOPUIO UM HEDOMbLLYIO FPpyNny 34aHWU (GOM,

odumc, pupmy, MHCTUTYT), TO €CTb ONpPEeAEneHHyto reorpadonyecKyto 30HyY.

MAC-appec (Media Access Control address) — 3T0 YyHWKanbHbIN WAEHTUUKATOP

npncoeanHEHHOro K ceTu yCTpOVICTBa nin, TovHee, ero MHTepd)eVIC 04 NoAKNMo4YeHna K CeTun.

NTP (Network Time Protocol / [IpoTokon CUHXpOHU3aLUU BPpeMeHU) — CETEBOM NPOTOKON
ONS CMHXPOHM3auUM BpeMeHM C ucnonb3oBaHveM ceTen. NTP wucnonb3yet ans csoen paboTbl

npotokon UDP.

PoE (Power over Ethernet / lNutaHue uyepe3 Ethernet) — TexHonorus, nossonsiwowas
nepegasaTb YyAanéHHOMY YCTPOMCTBY BMeCTe C [aHHbIMU ONEKTPUYECKYID 3JHEepruio  4epes

cTaHOapTHyto BUTYIO napy B ceTu Ethernet.

PPPoOE (Point-to-Point Protocol / [lpoTokon coeAMHEeHMA «TOYKa - TOYKa») — NPOTOKOS A1
NoaKMoYeHns nonb3oBatenen cetn craHgapta Ethernet k HTepHeTy 4depes LLUMPOKOMONOCHOE
coeanHeHune, Takoe Kak nnHna DSL, 6ecnpoBogHoe YyCTPONCTBO Mnu kabenbHbin MogemM. C NOMOLLLIO
PPPOE un wmpokononocHoro mogema nonb3oBaTenu rokanbHOW ceTu MOryT norydatb SOCTyn C
MHOMBMAYANbHON NPOBEPKOM MOAMMHHOCTU K BbICOKOCKOPOCTHbIM CeTsiM  AaHHbiX. O6beauHas
Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPOE obecneunBaeT addeKkTUBHbIN

cnocob co3faHnsa oTAeNbHbIX COeaUHEHWI C yaaneHHbIM CepBepoM ANs KaXaoro nonb3oBaTtensi.

RJ45 — yHUUUMPOBaAHHLIN pasbEM, UCMONb3yeMbld B TenekoMMyHuKauuax, umeer 8

KoHTakToB. McnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnem 4-napHbix kabenewn BUTon napbl.

SD (Secure Digital) / microSD — dopmaT kapTbl ¢naw-namaTn, paspaboTaHHbii Ans

ncnonb3oBaHnA B OCHOBHOM B NMOPTAaTUBHbIX yCTpOIZCTBaX.

SIP (Session Initiation Protocol) - npoTtokon nepegayn LaHHbIX, ONUCbIBAKOLWMUIA cnocob
YCTAHOBKM U  3aBepLUEHMs NOSMb30BaTENbCKOMO MHTEPHEeT-CeaHca, BKMYawwero obmeH
MYyNbTUMEAUMHBIM cogepXXmMmbiM. MNMprumeHsaeTca ansa ceasm B IP-TenedoHumn, opraHnsauun Bugeo- u

ayaAOKOHMPepeHUUi.

SIP MOHUTOp — abOHEHTCKOE YCTPONCTBO, OCOBEHHOCTLIO KOTOPOro SIBMSIETCS NpUEM Bbl30oBa
oT gomodhoHa no cetn Ethernet, ncnonbsysa texHonoruio SIP 2.0. B gaHHOM AOKYMEHTEe onuchbiBaeTcs
mogernb yctponctea BEWARD SM710(W).
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TCP (Transmission Control Protocol) — oanH n3 oCHOBHbIX CeTeBbIX NPOTOKONOB VIHTepHeTa,
npegHasHadeHHbIA ONs ynpaBneHus nepedaden gaHHblx B ceTax n nogcetax TCP/IP. TCP — aTto
TPAHCMOPTHbLIA MeXaHWU3M, NPefOoCTaBMSAWNMA NOTOK AdaHHbIX C MNpenBapuUTESlbHOM YCTaHOBKOM
COeQMHEeHNs, 3a CYET 9TOro AalWwun YBEPEeHHOCTb B [[OCTOBEPHOCTM MOMy4YaemMblX [AaHHbIX,
OCYLLeCTBMSEeT NOBTOPHbIN 3anpoc AaHHbIX B Criydae noTepu AaHHbIX U yCTpaHsaeT aybnvposaHue npu

nonyyeHnn aByx KON O4HOro nakeTa.

UDP (User Datagram Protocol) — 310 npoTokon obMeHa OaHHbIMWM C OrpaHUYeHusIMU Ha
nepecblfiaemble [gaHHble NO ceTu, ucnonbaywwen npotokon IP. [lNpotokon UDP sasndetcs
anbTepHaTuBon npotokony TCP. lMpeumywectBo npotokona UDP coctouT B TOM, 4TO ONs HEro
Heobsi3aTenbHa OOCTaBKa BCEX AaHHbIX M HEKOTOpble MakeTbl MOryT ObiTb NPOMyLLEHbI, €CNN CETb
neperpyxeHa. 3T0 0COGeHHO yooOGHO npwu nepepjade BuaeoMaTepuanoB B peXUMe pearibHOro
BpeEMEHMU, NOCKOSbKY HE MMEET CMbICMa NOBTOPHO NepedaBaTh YCTapeBLUY MHAOPMaLno, KoTopas

BCe paBHO He ByaeT oTobGpaxkeHa.

UPNP (Universal Plug and Play) — TexHonorus, no3sonstoLas nepcoHarnbHbIM KOMMboTepam
N MHTENNEKTYanbHbIM CETEBLIM CUCTEMAM (Hanpumep, oXxpaHHOMY 000pyaAOBaHMIO, pa3BriekaTenbHbIM
YCTPOWCTBAM WNN WHTEPHET-LUNI03aM) COEAMHSTLCA Mexay coboil aBToMaTudecku u paboTtaTb
COBMECTHO Yepes eguHyto ceTb. Mnatdopma UPNP cTtpouTcst Ha OCHOBE TakuX UHTEPHET-CTaHOapToB,
kak TCP/IP, HTTP n XML. TexHonorua UPnP nogaoepxmBaeT ceTeBble UHPPACTPYKTYPbl NPaKTUYECKM
noboro TMNa - Kak NPoOBOAHbIE, Tak 1 BecnpoBoaHble. B MX 4nCno, B 4aCTHOCTU, BXOAAT KabenbHbIn
Ethernet, 6ecnpoBogHbie cetn Wi-Fi, ceTn Ha ocHoBe TeNeMOHHbIX NIMHUIA, JIMHWIA 3NEKTPONUTaAHUS U

np. Nogpepxka UPNP peanusoBaHa B onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator) — aT0 cTaHgapTuU3npoBaHHbIA crnocob 3anmcu agpeca

pecypca B ceTu VIHTepHeT.

Wi-Fi (Wireless Fidelity, mocnoBHo — «6ecnpoBogHass TOYHOCTb») — CTaHAapT And

opraHm3aumm 6ecnpoBogHbix ceTen. OnncaH B cepumn ctaHgaptoB IEEE 802.11.

WPS (Wi-Fi Protected Setup) — TexHONOrMst aBTOMaTUYECKOro NOAKMOYEHNst ycTponcTaea K Wi-

Fi cetn. CywecTBytoT 2 TMna noakntoyeHms no WPS:

e WPS push. lMogkntoyeHne BbINOMHAETCA METOAOM MNOCreAoBaTeNbHOrO HaxaTtus
KHOMKKM Ha TOYKe AO0CTyna M Ha NOLKI0YaeMOM YCTPOMUCTBE.
e WPS PIN. lNMogkntoveHne BbINOMHAETCA METOAOM BBOAA Ha Toudke goctyna PIN kopa

nogkn4yaemMoro yCTpOVICTBa, 00bI4YHO YKa3aHHOro Ha ero aTukeTKke.

AyTeHTupmKauma — npoBepka MPUHAANEXHOCTU CyObekTy [ocTyna MNpeabsaABrEHHOrO UM
noeHtTndukaTopa; noaTeepxaeHne nognuvHHoctn. OauH 13 cnocoboB  ayTeHTuUdMKauum B
KOMMbIOTEPHON CUCTEME COCTOMT BO BBOLE Ballero nosfib30BaTENbCKOro WAEHTU(MUKaTOpa, B
NpOCTOpPEYNN Ha3blBAaeEMOro «formHoM» (login — perncrpaumMoHHOe UMs Nonb3oBaTens) 1 naponsa —

HeKoW KOHuaeHuuansHon nHdopmauun, 3HaHne KoTopor obecnedunBaeT BnageHue onpeaeneHHbIM
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pecypcom. MNony4nB BBEAEHHbI Nonb3oBaTenem NOrMH M Naposib, KOMMbOTEP CPaBHMBAET UX CO
3Ha4YeHneM, KOTOpoe XpaHUTCs B crneuunarnbHon 6ase AaHHbIX, U, B Criyyae coBnageHusl, npornyckaeT

nonb3oBaTesid B CUCTEMY.

Butpent (CkopocTb nepepavnm p[aHHbIX) — OGykBanbHO, CKOPOCTb MNPOXOXAEHUs 6uToB
MHdopMaunn. BUTpPenT NPUHATO UCMONb30BaTb NPU U3MeEpPEHUU APMEKTUBHON CKOPOCTU nepenayn
MHdopMaUMM MO KaHany, TO €CTb CKOPOCTU Nepedayn «nonesHon nHdopmauumy (MOMMmMo TakoBOM,
Nno KaHamny MOXeT nepefdaBaTtbcsi cnyxebHast uHdopmauums). MUamepsetca B Kbit/s (Kéut/cek) unun
Mbit/s (M6uT/cek).

Butaa napa — Bug kabens cBs3WM, npeacTtaBnsieT coboM OOHY WM HECKONbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHBLIX MeXAy COOOWM, MOKPbITbIX MNMACTUKOBON OGOMOYKOW.
CeuBaHME NPOBOAHMKOB MPOM3BOAUTCS C LENbH MOBLILEHUSI CTENEHU CBA3U Mexay Cobow
NPOBOAHMKOB OOHOW Napbl (3neKTpoMarHMTHasi noMexa O[MHAKOBO BnusieT Ha o6a NpoBoda napbl) 1
nocreayoLwero yMeHbLUEHUs! 3NEKTPOMarHUTHbIX MOMEX OT BHELUHMX UCTOYHUKOB, a Takke B3aMMHbIX

HaBOOOK MNMpu nepenade ﬂM(bd)epeHLll/laJ'lebIX CUrHanos.

JdomMeHHOe uma — 310 onpeaeneHHasd 6yKBeHHaFI nocnenoBaTeribHOCTD, 0603Haqa+ou_|,a;| nMA
canta unm ncnonbdyemad B MMeHax O3JEKTPOHHbIX MOYTOBbLIX ALLMKOB. ,uOMeHHbIe nMMeHa AOarT
BO3MOXHOCTb agpecaunn NHTEePHET-Y3/0B U PacnofioOXKeHHbIX Ha HUX CETEBbIX PeCypCcoB (Be6-ca|2TOB,

CepBEPOB 3MEKTPOHHON NOYTbI, APYrMX Cry0) B yA0OHON Ans Yenoseka oopme.

3aBoAckMe YCTAHOBKM MO YMOMYaHUIO — 3TO YCTAHOBKW, KOTOpble W3HAYamnbHO
MCMoNb30BaHbl Ansl YCTPOMCTBA, KOr4a OHO OTrpy)XaeTcs C 3aBofa B nepBblii pa3. Ecnu Bo3HUKHET
HeobX0AMMOCTb NepeycTaHOBUTL YCTPOMCTBO [0 €ro 3aBOACKMX YCTAHOBOK MO YMOSYaHWIO, TO 3Ta
yHKUMSA NpUMeHnMa Anst 6onbLUMHCTBA YCTPOWCTB, M OHA MOMHOCTbIO NepeycTaHaBnuBaeT nobble

YCTaHOBKW, KOTOPblE ObINM N3MEHEHbI NONb30BaTENeM.
Kopek (komnpeccus) — anroputm, Crnyxawun ons yMeHbLleHns obbema gaHHbIX.

MapuwpyTtusarop (PoyTtep) — 370 yCTPOMCTBO, KOTOPOE OnpeaensaeT TOYKy Gnvkanlen ceTu,
B KOTOPYH MaKeT AaHHbIX AOIMKEH OblTb HanNpaBIieH Kak B CBOW OKOHYaTESNbHbIA NMYyHKT Ha3HaYeHus:.
MapLpyTr3aTtop cos3gaeT u/unv nogaepXkvBaeT crneunanbHyto Tabnvuy Maplupytusauum, Kotopas
COXpaHsieT UHopMaumIo, Kak TONbKO OHa LOCTUraeT onpeaerneHHbIX MyHKTOB Ha3HaveHus. MHorga

MapLIpyTU3aTop BKIKOYEH B Ka4eCTBe 4YaCTh ceTeBOro KommyTtartopa.

Macka noacetu — OuTOBasi Macka, onpeaenswwas, kakas 4actb IP-agpeca ysna cetu
OTHOCUTCSA K agpecy CeTU, a Kakas — K agpecy caMoro yana B aToun ceTu. Hanpumep, y3en ¢ IP-agpecom
192.168.0.99 n mackom nogcetun 255.255.255.0 Haxogutca B cetn 192.168.0.0.

MonHbIn Aynnekc npeacrtaBnseTr cobow nepefadvy [AaHHbIX OOHOBPEMEHHO B ABYX
HanpasrneHunsix. B cncteme 3BYKOBOCNPOM3BEAEHNS 3TO MOXHO onucaTtb, Hanpumep, TenegoHHbIMK
cuctemamun. Takke nonyaynnekcHas cBsidb obecneymBaeT ABYXCTOPOHHIOK CBSA3b, HO TOMbKO B OAHOM

HanpaBneHnn 3a OQuH pas.
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MopT — uaeHTUGUUNPYEMBIA HOMEPOM CUCTEMHLIA PECypC, BblAendeMblid MPUNOXKEHUIO,
BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AMNS CBA3N C MPUMOXEHUAMU, BbIMOSIHAEMbIMU Ha
APYrMx ceTeBbIX XOCTaxX (B TOM 4uCrie C OPYrUMU MPUNOXKEHUAMU Ha 3TOM e xocTe). B obblyHoM
KNWEeHT-CepPBEPHON MOOENU MpunoxeHne nNubo oxumaaeT BXOOAWMX AaHHbIX WKW 3anpoca Ha
coefMHeHune («cnywaet nopT»), OO NockbinaeT AaHHble UK 3anpoC Ha CoeQUHEHWE Ha U3BECTHbIN

NOPT, OTKPLIThIA NPUMOXEHNEM-CEPBEPOM.

Mpokcu-cepsep (Proxy) — cnyxbGa B KOMMbIOTEPHbLIX CETAX, MO3BOMSAKOWAN KIMEHTaM
BbINOMHATL KOCBEHHbIE 3anpochbl K APYrMM ceTeBbiM crnyxbam. CHavana KnvMeHT nogkmnoyaeTcs K
NPOKCU-CEPBEPY M 3anpalumBaeT Kakon-nnbo pecypc, pacnofioXeHHbIN Ha Apyrom cepsepe. 3aTem
npoKcu-cepeep NMBO NOAKMYAETCA K YKa3aHHOMY CepBepy W nonyyaeT pecypc Yy Hero, nmbo
BO3BpallaeT pecypc M3 cobGCTBEHHOro kawa. [pokcu-cepeep MNO3BONSAET 3alUMLLATb KIMEHTCKUN

KOMMbIKOTEP OT HEKOTOPbLIX CETEBbLIX aTaK N NMOMOraetT CoOXpaHATb aHOHUMHOCTb KIMeHTa.

MpoTokon — cTaHaapT, onpeaensiolwmii noBeaeHe GyHKLMOHaNbHbIX 610KOB Npu nepeaaye
AaHHbIX. Popmann3oBaHHble NpaBuna, onpeaenswoLLme nocneaoBaTenbHOCTb U hopmaT COOBLLIEHNIA,

KOTOPbIMUA 0OMeHMNBalOTCS CeTEBbLIE KOMMNOHEHTHI, NieXallne Ha OAHOM YpOBHE, HO B pa3HbIX y3axX.

CepBep AOMEHHbIX UMEH — cepBep, NpPeobpasyroLMii LOMEHHbIE MMEHa, C KOTOPbIMU

paboTaloT nonb3osartenu, B IP-agpeca nnu B o6paTHOM HanpasBneHUu.

Xoct — ntoboe ycTpoMCTBO, NpeaocTaBnsaloLlee CepBUCHI (hopmaTa «KIMEHT-cepBep» B
pexumMme cepBepa no Kaknm-nmbo nHtepdencam n yHMKanbHO onpenenéHHoe Ha 3aTuX uHTepdencax.
B Oonee wWMpokoM cMbicnie Nog XOCTOM MOrYT MOHMMAaThb J0BOON KOMMbIOTEP, MOOKITHOYEHHBIA K

nokanbHoW unu rnobanbHom ceTn. AOpPecom xocTa MOXeT CryXuTb IP-agpec nnv JoMeHHoe nMs.

LLinto3 (MexceTeBOM)— MEXCETEBbIM LUMO30M ABNAETCS 0ObEKT CeTu, KOTOpPbIA AEeNCTBYET B
KayecTBe TOYKM BXoga B APYryl ceTb. Hanpumep, B KOpnopaTUBHOM CETW, CEpBEpP KOMMbIOTEPA,
OEeNCTBYIOLLMIA B KaYecTBe MeXCEeTeBOro LWmi3a, 3a4acTylo Takke AeNCTBYEeT U B KayecTBe NPOKCU-
cepBepa n cepBepa ceTeBON 3awmTbl. MexceTeBOW LIMA3 YacTo CBA3aH Kak C MapLupyTU3aTopoM,
KOTOPbI pacno3HaeT, Kyaa HanpaBnaTb NakeT AaHHbIX, KOTOPbIA NPUXOAUT B MEXCETEBOW LLMO3, Tak
N KOMMYTaTOpPOM, KOTOPbIA NPeaoCTaBnsieT UCTUHHbBIA MaplpyT B U M3 MEXCETEBOro Ln3a angd

OaHHOro naketa.
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