Jliis Toro utoObI mepeHectu mporpammy TexnoKaa-Dxcnpecc ¢ ogHoro padodero
MecTa Ha aApyroe Bam mHeoO6xoaumo:

1. CxonupoBartb Bam ceprudukat Ha CbeMHBI HOCUTEND
2. CxomupoBaTh apXUBHBIE TAITKA

Jljist Hauasna ckonupyeM cepTuduKar

1. Ortkpoiite mento «lIlyck» u BeiOepuTe MyHKT «Bce mporpaMMbn)
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2. Haiinure manky ¢ ycraHoBleHHbIM npuiioskenrem «Kpumro-IIpo» u 3amyctute
«Kpuntollpo CSP»

. Oracle VM VirtualBox

. Orgyrgen XML Editor 10,3

, QIP 2012

. RegWorks

. Skyrmonk 2 HokymeHTol
| Skype

. Symantec Endpoint Protection WzoGpaxenna
. Taxcom

. Total Excel Converter

. Universal Document Converter (RUS)
. XML Motepad 2007

. ABTosarpyska

Myzbika
Komnsrotep

Maxens ynpasneHna
. Wrpel ynpagne

. KpuntoAPM

. Kpunto-Mpo
2 Kpurropo CSP
 Kpuntolpo PKI
@ MakeTHan nognnce aokymentos POF B Cnpaska w NogaepxKa
@ CepTudmratel

Ynpaenenne nuuerznamn Kpuntollpo PKT ~ [EEELGHTT W

YcTpoicTea m NpHHTERSI

Mporpamme No yMOIYaHNKD

4 Hazag

| Halimu npocpamme u gha il pe | JaeepLueHne paboTel




OTKpoeTCsi OKHO MPUIIOKEHHU, B KOTOpoM Bam HeoOxoaumMo nepeiitu Ha Bkiaaky «CepBHUC»

3. B none «Kontelinep 3aKpbITOTO KII0Ya», HAXMUTE KHONKY «CKOMHPOBATH
| Kpunolpo CSP (e S|

ANropHUTHEl | BesonacHoCTE I Winlogan | HacTpoiki TLS
Ofwme I ObopynoBaHuE | CepeHc | AononHUTENBHD

KoHTEAHED 3EKPEITOD KNKDYE

3TH MACTEPA MO3BONAT NPOTECTHPOBATE, CKOMWPOBATE MK
¥yoanuTe KDHTEEHEI:I 3EKPbITOrD KNio4a C HOCMTERA.

EI'IpoTecerosaTb...i [ CHONWpOBaTb... ] [ ¥aanutb...

CepTUQMKATEI B KOHTEAHEDE 3EKPEITOMD KNKOYE

ITOT MACTEP NOZBONAET MPOCMOTPETE CEPTMRMKETEI, HEXOOALMECA
B KOHTE[HEQE 38KPEITOMD KIKIYE, M YCTAHOBMTE MX B XPEHMMMLLE
CEPTUMKETOE.

[ MpoCMOTPETE CEPTHDMKATEI B KOHTERHEPE, ..

MAYHEI CEpTHDUKET

3TOT MECTEP NOZBONAET CEBASETE CEPTHMRMKAT 13 daina C
KOHTEMHEDOM 3EKPBITOrD KNKYa, YCTAHOBWE 3TOT CEPTHHMKAET B
HPEHUIMWLE,

[ YCTAHOBMTE NMYHEIA CEPTUMDMKET. .. ]

Mapony 3aKpeITEIX KNoqei

3TH MECTEPE NOSEONAKT M3MEHMTE Naponk (TMH-<oa5) 3aKpemex
KIHOMER MW YOSMMTE 3AN0MHEHHEIE DEHEES NEPONA,

MZMEHWTE Naponk. .. ] [ ¥AANUTE SAN0OMHEHHBIE N&DOMW. . . ]

[ DK ][ OTMeHa ] MpHUMEHKTE

4. B otkpsiBIIEMCs OKHE BbIOepHTE «O030p»

E KonuposaHwe koHTEHHEPE 3aKDE

KoHTedHep 3aKpbITOro KNua

BEEOMTE MNM YKEKWTE KOHTERHED 3AKDLITOMD KNKYE, KOTOPkIA HeoBxoaMMo
CKOMMPOBETh

MIMA KNHDYEB0rD KOHTEMHEDE!

[ Chsop... ]

BEeneHHOR MMA 33AEET KNOHeE0R KoHTeliHep: [I'Iu CEpTUOMKETY. .. ]
@ MDonbsosaTens
() KoMnEloTEpS

BribepiTe C5P ANA NOWCKE KNHYEBEIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]




5. Bri6epute Bair koHTelHEp 3aKpBITOro KiIoya.

v

Bribop KNHOYEB0ro KOHTERHERS

E MHUCKE NOKEas6IBaATE:

(@ [pyHecTBEHHEIE MMEHE () ¥HWKENEHEIE MMEHS

CNMCoK KNioYeBbIx H.DHTEEHEDOB NONb30BSTENA.

-~
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PeecTp TExpressEx_2014 03 27 15 09_17 El
PeecTp IZZ i

1| |

QK ] [DTHEHE]

6. Ilocne naxxatus «OK», umst BBIOpaHHOTO KOHTEHHEpa NosABUTCA B moJie «Mmst
KJIFOYEBOTO KOHTENHepay. [lociie vero naxxmure «/lanee»

ﬁ
L2 CepTdmkaThl B KOHTERHEPE 3AKPBITOMND KHOYE x

KoHTedHep 3aKpbITOro KNkwa

BEESAMTE MNW YKEHMWTE KOHTEMHED SEKPEITOrD KNKoYa ANA NpocMoTPa ﬁg
CEPTMRMKETOE B 3TOM KOHTEMRHEpPE

MMA KNHDYEE0rD KOHTENHEDE!
TExpressEx_2014 03_27 15 09_17 [

Obzop... ]

EEeaeHHOE MMA 3303ET KNKYEBOH KOHTEHEeD!
(@ MonbzoEaTens
(71 KomnetoTepa

[I'In CEPTUHMKETY. .. ]

Boibepute CSP AnA NOMCKE KNKOYEBEIX KOHTEMHEDOE:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

< Hazan | Oanee = | [ OTMeHa




/. B nannom oxkHe Bam He0oOx0aMMO 3a7aTh UMsI, TIOJT KOTOPBIM KOHTEHHED OyaAeT
XpaHUTHCS Ha CheMHOM HocHuTene(duemnike), HaxMuTe «['0ToBO»

L2 KonuposaHwe xOHTERHEpRE 3aKPLITOMO KAHOHE u
KonTeifinep 3akpoiToro Knro4a
EBeaMTE KOHTERHED 3aKPLITOMND KNIO|E, HE KOTOPLIA HeolxoauMo g
CKOMMPOBETE

MMA KNHDYEE0rD KOHTEMHEDS!
TexnoKad|

BEE0EHHOE MMA S30EET KNKIHEBDI KOHTERHED:
@ DonbsoBaTenA
() KoMnbtoTepa

Boibepute CSP onA NOMCKE KNKOYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

[ < Hasan H [oToBO ] [ OTMEHE ]

OTKpoeTcst OKHO BbIOOpA HOCUTENS, B KOTOPOM Bbl yKkaxkuTe (iieniky Ha KOTOPYIO
MIPOU30MIET KOMIMPOBAHUE KIIFOUEBOTO KOHTEIHEPA.

8. Tlocne Toro, Ka UM CheMHOTO HOCUTENISI OTOOpa3uTCs B ToJie «BcTaBiieHHBIN
HocHTenby, HAxKMUTE «OK»

“ o
h Kpuntollpo CSP et S

0:09:55
BCTaBeTe W BLIDEDMTE HOCMTENE ANA XPEHEHWA KOHTEMHEDE
33KPBITOrD KNoYa “Texnokad”,

CeeneHu1A

YrTpolicTEa: BCTaBneHHEIM HOOMTE Nk

I_E DO37CAS2

PeecTp CocTomAHKe:

] [ OTMeHa ] [ CeepeHna <<




9. 3apaiiTe mapoJsb IS KOMMMPYEMOTO KOHTelHepa. Ecim He XOTuTe, TO OCTaBbTE MOJIs
MyCTbIMHA U HaxxMuTe «OK»

3a0aiTe Naponk ANA CO30aBaEMoro KOHTEAHEPa
"Texnokad”,

@ YCTaHOBWMTL HOBLIA Naponk

HoBkIi Napons: |

MNogTeepHaEHHe:

E [ OTHEHE ] [ MNoapobHes ==

[anee ckonnpyem Bamu nanuelie no 3asaBkam. i aToro:

1. Otkpoiite «KommbroTep» (IBOMHOM MIETIOK IO SPIJIBIKY Ha pabodeM CTOJIE WK Yepe3
MeHIo «Ilyck»).

C=HAEE

® 5 T T LY [T »
¥nopagounte ¥ CeoiicTea cucTemel YaanuTe WAN WSMEHNTE NPOrpaMMY MoakntounTs CETEBOI ANCK OTkpbITE NaHENs yNPaBNEHA S | @
-
7 Wsbpantoe ] 4 XKectkme auckm (2)
& 3arpysen System (C:) Data (D)
%l Heaashme mecta 7 — | Q_‘,;? -
" 26,7 Tb ceoBogHo 13 80,0 TB - 758 TE ceoBogHo vz 840 TB
Bl PaGounii cron
4 YcTpoWCTBa CO CHEMHBIMM HOCUTEAAMK (2)
Bl Patouwi cron & 44
=3 bubnmotexw @ DVD RW guckosog (E:) B, Juckosos BD-ROM (F)
H Bupeo - -
@ AokymenTel
(=] MzoBpaxenna
J’ Myzeika
A a .

2. lllenkHuTEe KYpCOPOM MBIIIH MO MO0 OTMEUYEHHOMY CHHUM I[BeTOM. BBenuTe ¢
KJIaBUATYPhI WM CKOIUPYHTE B 3Ty CTPOKY 3HaueHue %oappdata% u Haxxmute Enter

L %appdatabﬁ

Menck "Fappdatats”

¥nopagounte
30 WsBpanmoe 4 KecTkwe anckn (2)
d 3arpysen System (Cz) Data (D)
T HeaaeHne mecta w —  — ~ >
26,8 TE ceobogro us 80,0 TE L::l/ 758 I'E ceoBoaro s 840 TR

Bl Patounii cton
4 YTpOWCTBa CO CheMHBIMW HOCUTEAAMM (2)



3. Hanee naitnure manky «TexaoKam» u oTkporite
R EE—————————

S | | » Komnerotep » System (C:) » Monescsatenn b yemitinp + AppData » Roaming » -~ ‘

Ynopagosuts ¥ JoBasuTe & GubanoTery OBLumii goctyn ~ 3anmncath Ha CITUHECKII AHCK Hosas nanka - Ol @
P Vasparmos . - lats wsuenenns Tun Paamep
8 3arpysku 1 4Media 03.06.2014 12:12 Manka ¢ daitnani
1 Henasne mecta .. Adobe 03.06.2014 12:03 Manka c paiinamn
B PaBouwii cton . Brother 04.04.2014 11:36 Manka c aiinamm
.. CintaNotes 19.06.2014 13:34 Manka c hainamm
Ml PaGouuii cron .. CodeBlocks 28.03.2014 15:38 Manka c hainamm
4l BuBnauotexn 1. com.adobe.downloadassistant. AdcbeDo...  02.06.2014 12:03 Manka c aiinamm
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Ha noBom xomnrorepe Bam HeoO6xoaumo ckayaTh kiueHT TexnoKan-Okcnpecc Henoab3ys
CCBUIKY

- http://www.technokad.ru/upload/www/tereal.rar

1. PacnakyiiTe moty4eHHbI apxuB B yno0Hoe /1t Bac Mecto Ha kommbiotepe. OTKpoiiTe
nanky tereal u 3amycture autorun.exe.

2. Bemoganwure Illar 1 u yctanoute nporpammy Kpunro-ITpo Bepcuu 3.6 mias XP/Vista/7/8

* s Windows 8.1 Bepcun 3.9, 4.0 Kpunito-ITpo He uner B komiutekte ¢ tereal. Ber mokere
CKa4aTh €ro OTIEIBHO ¢ OPHUIIMATBHOTO CalTa IO CChLIKE

- https://www.cryptopro.ru/downloads

3. Hanee 3anyctute «Kpunrollpo CSP» u no mynkram 1 - 9 naHHON HHCTPYKIIUU
CKOMUpPYHTE cepTU(UKAT Ha HOBBIN KOMIIBIOTEP, 32 UCKIIIOUEHUEM TOTO, YTO B IMYHKTE 5
YKaXXHUTE CYUTBIBaTE b «JIrckoBo» (Bama duremnika ¢ Kiro4om), a B IyHKTE 8 YKaKHATE
«Peectp» n Haxxmure OK.

4. VI3BnekuTe CheMHBIN TUCK C KOMMEHN KIIt0Ya U BEPHUTECH Ha BKIAAKY «CepBHUC) B
Kpurnrollpo CSP.

i . Kpuntelpo CSP e
ANTOpUTMEI | Be30NacHOCTh I Winlogon | HacTpoiiks TLS
Obwme I ObopyaosaHue | Cepeuc | AononHATEREHD

KOHTEMHED 3EKPEITOD KNDYa

3TH MACTEPA NO3BONAKDT NPOTECTMPOBATE, CKOMMPOBETL MK
¥yaoanuTe KDHTEI:1HE|:I 3J3KPBITOrD KNoYa C HOCMTERA.

f MpoTectuposarte. .. | [ CKOMWPOBAETE. .. ] [ YAanmTh...

CepTUDMKaTEI B KOHTEAHEDE 38KPEITOMD KNKDYa

ITOT MACTED NOZEONAST MPOCMOTPETE CENTMGBMKETEI, HEXOOALMECA
B KOHTEAHEDE 3EKPEITOMD KMNKIYE, M YCTAHOBMTE MX B XPEHUMMULE
CEPTUMKATOR,

[ MpocHMOTPETE CEPTMRMKETEI B KOHTEAHEPE. ..

MU4HBIA cepTdMKaT

3TOT MaCTEp NO3BONAET CBASaTE cepTMdMKaT 13 daina c
KOHTEHHEDOM 38KPLITOMD KNKIYE, YCTEHOBME 3TOT CEPTUMRMKAT B
XPEHWUIHLLE,

[ ¥CTEHOBUTE MMHHEIA CEPTHMgMKET. .. ]

Mapony 3arpeIThIX KNoqei

3TH MECTEDE NOZE0NAKT MSMEHMTE Naponu (TMH-Koab) 3aKpeTEX
KMHOYER MK YASMMTE 38N0MHEHHEIE PEHEE MNEpani,

W3MEHWTE Naponk... ] [ Y¥A&anUTE 3aN0MHEHHBIE NaPonU. .. ]

[ 0K ][ OTmMeHa ] MPHMEHKTE

B mone «Ceptudukarsl B KOHTEHHEPE 3aKPHITOrO KiIF04Yay HaxMuTe «IIpocMoTpeTh
cepTu(dHKATHI B KOHTEHHEPE. ..»


http://www.technokad.ru/upload/www/tereal.rar
https://www.cryptopro.ru/downloads

5. B otkpsiBIEMcs 0kHE HaxkMuTe «O030p»

| : CepTudMkaTol B KOHTERHE

KoHTedHep 3aKpbITOro KNua

BEESAMTE MW YKEHMWMTE KOHTEMRHED SEKPEITOMD KNKOYa ANA NpocMoTPa
CEPTMRMKETOE B 3TOM KOHTERHEPE

MIMA KNHDYEB0rD KOHTEMHEDE!

BEeAeHHOE WMA S3A8ET KNKHEEN KOHTEMHED:
@ MDonbsosaTens
(71 KoMneloTepa

BribepiTe C5P ANA NOWCKE KNHYEBEIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

< Hazan Oanee =

6. BriOepuTe KOHTEHHED 3aKPHITOTO KIIF04a, KOTOphIH Bel ckonmupoBanu ¢ GeKky u
Haxmure «OK»

Bribop KNHoYEB0ro KOHTERHEDS

B crMMicKe NoKaskiBaTh:

@ [pyecTEEHHbIE MMEHE () ¥HMKANEHGIE MMEHE

CNWooK KNoYeBbIx K.DH'I'EEHEDGIEF NoONb30BSTENA:

-

Es
CYMTEIBETENE  MMA KOHTEAHEPS
peecy, 2 &
Peectp 123
Peectp 12345
PeecTp 902 130ca-0590-48e4-8156-a2f527ad 1961

4| n |

QK | [DTMEHa]

B okne HaxxmuTe «/laneey.



/. Jlanee yTouHHTE, TOT JIU 3TO CEPTUPUKAT, NTOCIIC HAKMUTE KHOTIKY «CBOMCTBaY

-
1 CepTidmkaTtel B mH‘rEﬂ"HE :ﬁEumrD mm- u

CepTwdmKaT OnA NpocMoTpa

MpotMOTPUTE K BbIDEPKTE CEPTUgMKET r@

CepTudmKaT: 000 "TexHoan”™
CyDrexT: CHWMNC=13510070506, OMPH=1045002007984, MHH=005009046312, E-
MNocTasuyme: OMPH=1045002007984, MHH=005009045312, STREET=yn. MuHckaa Aa.
JeicTeMTEnEH C; 27 mapTa 2014 r, 15:00:00

AelcTEMTENeH No: 27 MapTa 2015r, 15:10:00

CepuiiHEIA HOMED! 437F 3BCS 0000 0000 A4F9
¥CTaHOEWTE ] [Cs_uﬁcrsa...
Ofzop...
[ < Hazan ][ loToBO ] [ OTmena

8. Haxmure «YcTaHOBUTH CEPTUPUKAT

e )

Obwwe | Cocrae | MyTe cepridukawm |

z ﬁ CeeexuA o cepTiuKaTe

3IToT cepTmpUKaT NnpegHaZHaYaETCA ONA:

KoMy BbigaH: L b
KemM BhigaH: CA Technokad

OeitcteuTensd ¢ 27, 03, 2014 mo 27, 03, 2015

']? ECTb 3aKphITHIA KNHOY ANA STOr CEpTHHMKSTAE.

[‘FcraHnE:HTb CENTUAIMKET. .. J 3AABNEHIE NOCTABLLMKE




OTtkpoetcs «Mactep ynpapiieHus cepTudukaTaMmmy HaxMuTe «Jlaneey

9. Bribepute «IlomecTuts Bce cepTuUKATHL. ..» 1 HaXMUTE «O030p»

|

Xpanwnuwe ceprwhukaTos I

¥PAHMMKMLLE CEPTUDMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPRIX
KPaEHATCA CEPTUgMKETEL,

Brifop XpaHUNMLLE MOKET DeITe NpoMzEeaeH Windows aBTOMATMYECKI, UMK Ke
MOMHO YKA33TE PASMELLEHME CEPTHOMKATE BRYHHYHD,

() ABTOMETHHECKM BRIGPATE XPAHKMMLLE HE OCHOBE TMNa CEpTHAMKATE

(@ [oMecTWTb BCe cepTMMKATDI B CNEAYIOWEE XPaHUMILE;

¥PEHUMMLWE CEPTUDMKATOE:

I'Inn,poEHee 0 XPaHWNKW X EEI:ITHEI:IHKEITEIB

[ < Hazaa H fAanee = ] [ CTMeHa

10.Br16epuTe xpanwmmiie «JInanoe» n Haxmute «OK»

l; Bribop xpaHnauwa cﬁmqmr,a‘m_l u

BoibepuTe XpaHUNUWE CepTHDHKETOE,

J -
| [loBEpEHHEIE KOPHEELIE LIEHTPEI EEDTMd|E|
| [oBepMTENEHBIE OTHOWEHKA B Npeanpy—
| MpoMexyTOYHBIE LEHT DBl CEpTUDMKALA

| ObbexT nonkzoeaTens Active Directory il

e | NnERNEHHKIE A2 AT

11 | 3

[(DeokazaTe duzmuecae xpaHuIMILE

[ Ok ] [ OTMEHE ]

11. Xpanwnuie «JIngaHoE» 0TOOpa3uTCs B MOJIe « XPaHUIIUIIE CEPTUDUKATOBY, HAKMUTE
«Jlanee».

B okne «3aBepiienne Mmactepa uMnoprta cepTudukaToBy HaxMuTe «I'0TOBOY
[TosiBuTCS OKHO co0OIIeHUS « IMIOPT ycnenHo BeIMoJHEeH» HaxxMuTe «OK»

B ocraBmmixcs okHax Haxkumaite «OK», «I"'otoBo», «OK»



I[anee NEPEHCCUTC CKOIMMPOBAHHLIC ITAIIKH Ha HOBBIHN KOMIIBIOTEDP.

Ycranosure nporpammy TexanoKaa-Dxcmnpecc. OTkpoiiTe nanky tereal u 3amycrure
autorun.exe.

Breimoaaute Hlar 2

B oTkphIBITIEMCST OKHE JIMIICH3UMOHHOTO COTIaeHus HAKMUTE «[[puHUMAar0y, mocie 4ero
3aKpONTE OKHO BBIOOpA aOOHEHTA.

Ckonmpyiite Bamm coxpaHeHHBIE MMallki Ha HOBBIN KOMITbIOTEp 110 ImyTH C:\Document and
Settings\moss3oBatens\Application Data\ TexnoKan\TexnoKan-Dxcnpecc B Windows XP u
C:\Users\mons3oBatens\AppData\Roaming\TexunoKan\TexunoKan-Okcnpecc B Windows
Vista/7/8.

[lepezanyctute TexnoKan-Okcnpecc nociae OTKPBITUS OKHA TPOrPAMMbI OJJTHOBPEMEHHO
saxmute shift+"HacTpoiiku" u corjlacutech Ha CHHXPOHHM3AIIUIO JaHHBIX.



