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. BBepgeHue _

Henb3s orpunats Toro ¢akra, 4ro HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAS CETh
«IHTEepHET» BCE TECHEE MPOHUKAET B HAIILY C BAMHU KHU3Hb. J[JIs1 OAHUX OH CTa]l UCTOUHUKOM
3HaHUM, JJIsI APYTMX HCMIOJB3yeTCss B paboTe, KTO-TO Haliel ¢ nomoiisio MHTepHera
Ipy3€id, a KTO-TO JaXK€ CMOT HAJIAJAUTh CBOK JIMYHYIO >KU3Hb. BOJIBIIMHCTBY W3 HAC
JIOCTAaTOYHO CJIOHO TPEJACTaBUTH JCHb 0€3 OHJIANWH-OOIICHUS C APY3bsIMU, MPOCMOTpa
CBEXXMX HOBOCTEU WJIM HOBBIX POJIMKOB.

PazButue B Pocculickon @enepannu, Kak ¥ BO BCEM MUPE, IIEKTPOHHBIX TEXHOJIOTUMN
U TeJIEKOMMYHHUKAIIMOHHBIX CETEH, BceoOIast JOCTYTHOCTh B TJIO0ATbHON KOMIIBIOTEPHOM
cetn MHTEpHET pa3nMuYHBIX WH(POPMAIMOHHBIX PECYPCOB CIOCOOCTBOBAIO TMOSIBICHUIO
MPUHITMITHAIBHO HOBOT'O BUJa HAPYIICHHS 3aKOHA — KHOEPIPECTYITHOCTH.

KubepnpecTynmHOCTh — HE3aKOHHBIE IEUCTBUS, KOTOPBIE OCYIIECTBIISIOTCS JIIOJIBMH,
UCITIONTB3YIOMMUMHU UH()OPMAIIMOHHBIC TEXHOJOTUH JIJISI PECTYITHBIX IICJICH.

[IpakTuka mOCHEAHUX JE€T CBUACTEIBCTBYET 00 YBEIWYEHUH YHCIIAa TaKUX
MIPECTYIUJICHU .

HaubGonee pacnpocTpaHeHHBIMH TPECTYIUICHUSIMU B cepe KOMIBIOTEPHOM
UHGOPMAIIMK SBISIOTCS OJIOKMPOBAHUE CANTOB U JIOKAIBHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMMPOBaHNE HH(POPMAIIUH.

OTBETCTBEHHOCTh 32 COBEPUICHUE KOMIIBIOTEPHBIX MPECTYIUIEHUN MPEeayCMOTpPEHA
riaBoit 28 YromnoBHoro kojekca P®, umenyemoii «Ilpectyrienus B cpepe KOMIbIOTEPHON
nHpopmanumy. JlaHHas TiIaBa COAEPKUT TPU COCTaBa MPECTYINIEHHWH — cT. 272
(HempaBOMEpHBIM JOCTYIl K KOMIIbIOTepHOM wuHMopMammu), c1. 273 (co3maHwue,
HCTOJIb30BAHUE U PACHPOCTPAHEHUE BPEJOHOCHBIX KOMIBIOTEPHBIX Mporpamm), ct. 274
(HapylIeHHe TpaBUJI DKCIUTyaTalliM CpPEJICTB XPaHEHWs, OOpaOOTKH WM Iepeaadn
KOMITbIOTEpHON WHGOpMAINKU 1 HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH ).

HenpasuiibHOE MOBEICHUE B MHTEPHETE MOXKET IIPUHECTH BpEX HE TOJIBKO Bam, HO
Takke BammM pogHbIM 1 OJTU3KUM.



. MEPCOHAJIbHbBIE OAHHbIE -

Yto0 TaKkoe NepCOHAIbHBIE IaHHbIC U TI0YEeMY OHHM TaK BAYKHbI?

Cornacno ®enepanbHoMy 3aKoHY Ne 152-P3 «O nepcoHanbHBIX JAHHBIX):

Ilepconanvuvie oannvle — n06as uHGopmayus, OMHOCAWAACA K NPAMO UIU KOC-
BEHHO ONPEOEIeHHOMY UL ONpeoensiemMomy uzuieckomy auyy (Cyovekmy nepcoHanbHulx
OAHHDBIX).

T.e. mepcoHanbHbIE aHHBIE — ATO MHGOPMAIMS O KOHKPETHOM 4YEJIOBEKE. JTO Te
JTAaHHBIE, KOTOPBIC MO3BOJISIIOT HaM Yy3HATh 4YEJIOBEKa B TOJIE, HACHTU(UIIMPOBATH U
OTPENICNIUTh KaK KOHKPETHYIO JUYHOCTh. TakuX UACHTUDUIIMPYIOMINX JaHHBIX OTPOMHOE
MHOXECTBO, K HHUM OTHOCATCS: (daMwius, UMs, OTYECTBO, JaTa POXKIEHUS, MECTO
POXKJICHUS, MECTO KUTEILCTBA, HOMEP Tele(oHa, aapec dMEKTPOHHOM MOoUThI, (hoTorpadus,
BO3pAcCT U TIp.

[TepconanbHbIe TaHHBIC HE CTOUT MyTaTh C JUYHBIMHU JAHHBIMU. JIMUHBIC JaHHBIC —
3TO BOOOIIE COBOKYMHOCTh BCEX JIAHHBIX O Tosib3oBarene B Cern. Hampumep, gaHHbIe 0
T'€OJIOKAIMH, CTATUCTHKA 110 HauboJiee mocenaeMbIM HHTEPHET-CTpaHuIiam, ¢potorpadun u
T.J.

KoMy Hy:XHBI Balliu nepcoHajibHbIe TaHHbIE?

80% mpecTymHUKOB OepyT UH(POPMAIHIO B COLICETAX.

Jlnuras uHGOpMAIIHS UCTIONB3YETCS I KPaKH MapoJieh.

Jlnunas uHpOpMAIM HCIOJB3YETCS IS COBEPIICHUS TAKWUX MPECTYIUICHUM, Kak
IIaHTaX, BELIMOTATEJIbCTBO, OCKOPOJIEHNE, KJIIEBETa, KUIHETIITUHT, XUIIICHHE.

OrnepaTopbl U WHBIE JIUIA, TTOJYYUBIINE JOCTYI K IEPCOHAIBHBIM JIaHHBIM, 00s13aHbI
HE PACKPBIBATh TPETHUM JIUIIAM U HE PACTIPOCTPAHATH ITEPCOHATLHBIC TAaHHBIC O€3 COTJIACHSI
cyOBbeKTa MepCcoHaIbHBIX IAHHBIX, €CJIM HHOE HE MPEAYCMOTPEHO (eiepaabHBIM 3aKOHOM.

CyOBeKT MepCOHANBHBIX JaHHBIX TMPUHHUMAET PEIICHHE O MPEIOCTaBICHUU €ro
MepCOHAIBHBIX JAHHBIX W JAeT CcOoIlacue Ha WX 00paboTKy CBOOOJIHO, CBOCH BOJICH U B
CBOEM HMHTEpece.

O6paboTka IEPCOHANTBHBIX JAHHBIX JIOMYCKACTCS B CIICIYIONINX CITydasX:

1) o0paboTka NEPCOHANBHBIX JAaHHBIX OCYIIECTBISCTCS C COIJIacus CyObeKTa
MIePCOHAIBHBIX JIAHHBIX HA 00pabOTKY ero MepCOHABHBIX JaHHBIX;

2) 00paboTka TEpPCOHANBHBIX JaHHBIX HEOOXOAWMa ISl JOCTHIKCHHUS IIeJeH,
NPEeNYCMOTPEHHBIX MEXITYHAPOIAHBIM HOTOBOpPOM Poccuiickoin denepanuv WK 3aKOHOM,
JUI1 OCYIIECTBJICHUSI W BBINOJHEHHUS BO3JI0XKEHHBIX 3aKOHOIATEIbCTBOM Poccuiickoit
denepanuu Ha oniepaTtopa (PyHKIIH, TOTHOMOYNN U 00SI3aHHOCTEHH;

5) o6paboTka IMepCcOHAIBHBIX JAaHHBIX HEOOXOAWMMA IS HWCIIOJHEHHUS JIOrOBOPA,
CTOPOHOM KOTOpOro JIMOO BBITOAOMPHOOpPETATEIEM WM MOPYUYHUTEIEM IO KOTOPOMY
SBJISCTCS CYOBEKT TMEPCOHAJIBHBIX JaHHBIX, a TaKXe IS 3aKJIIOYEHHsS JOTOBOpa IO
WHHITMATHBE CYOBEKTa TMEePCOHAIBHBIX JAHHBIX WM JIOTOBOPa, MO KOTOPOMY CYOBEKT
MEPCOHAIBHBIX TaHHBIX OYJIET SIBIATHCS BBITOIONPUOOPETATENIEM UJIU TTOPYIUTEIIEM;

6) 00paboTKa MEePCOHAIBHBIX JAHHBIX HEOOXOAMMA IS 3aIUTHI KU3HU, 310POBbS
WM WHBIX JKMU3HEHHO Ba)XKHBIX MHTEPECOB CYyObEKTa IMEPCOHAIBHBIX JTAHHBIX, €CJIH IO-
Jy4EHHE COTJIacHsl CYObhEKTa MEPCOHATBHBIX JAHHBIX HEBO3MOXKHO;



7) o0paboTKa MEepCOHANbHBIX JAAaHHBIX HEOOXOAUMMa JJii OCYUIECTBJIEHHUS MpaB U
3aKOHHBIX MHTEPECOB OINEpaToOpa WM TPETHUX JHIl JUOO IS JOCTHKEHHS OOIIECTBEHHO
3HAYMMBIX LIe€JIeH P YCIOBUH, UTO MIPH TOM HE HAPYIIAIOTCA MpaBa U CBOOOBI CyObhEeKTa
NEPCOHABHBIX JaHHBIX;

11) ocymecTBusieTcs oOpabOTKa MEPCOHATBHBIX JAHHBIX, MOJJICKAIIUX OIMYOJIH-
KOBAHUIO WA 00S13aTEIbHOMY PACKPBITHIO B COOTBETCTBHH C (heIepaTbHBIM 3aKOHOM.

Kak 3amuTuth CBOM NepCcoHaJIbHbIE JaHHbIE?

B aGcontoTHOM OOJIBIIMHCTBE CIy4aeB Mbl CaMHU YKa3blBa€M CBOM MEPCOHAIBHBIC
JAHHBIE TIPU PErUCTpallid Ha caiTax, oQopMieHUM 3aKa30B B HHTEpPHET-Mara3uHax,
3aMOJIHCHUU TPO(WIsT B COIHANIBHBIX CETSIX WM JaXe MPH COCTABJICHUH IOHCKOBOTO
3ampoca.

OO6paTtuTe BHUMaHUE, MPOJIOKAsl PETUCTPAIUIO Ha JIIOOOM calTe, Bbl COTJIAIIaeTECh
C TOJIb30BATEJILCKUM COIJIAIIIEHUEM, CTaBid «TaJOUYKy» MpPU 3aMOJHEHUHU €ro MOJIEH.
OOBIYHO AITOTO JIOCTATOYHO, YTOOBI pa3penIuTh BiajAe/bllaM CalTa UCIOIb30BaTh BBE-
JIEHHBbIE BaMH JIaHHBIC TIPU pabOTE C €ro CepBUCAMU.

Taxkum 006pa3om, MOIB3YsACh CAUTOM HIIM YCIIYTOW, BBl COTJIANIAETECh HA Mepeiavy u
XpaHeHUE BalllUX JaHHBIX, Oy/Ib TO JaTa POXKACHHUSA, HOMEpP MOOWIBHOro TeledoHa,
nepenucka u Jro0ble Ipyrue TaHHbIe JIMYHOTO XapakTepa. BzaMeH ux 00s3yr0Tcs XpaHUTh
B KOH(MOHICHIIMATHLHOCTH U HU B KOEM CJIydae He pasriamarh TpeTbuM juiamMm. OgHako Ha
JieJie 3TO HE BCET/la TaK — JalieKo HE BCET/ia CTOPOHA, OTBETCTBEHHAS 32 XpAaHEHHUE BaIlIMX
NEePCOHANBHBIX JIAHHBIX, JOOPOCOBECTHO BBINMOJHSAECT CBOM 00s3aHHOCTH. Kpome ToroO,
HUKTO HE 3alUIIeH OT B3JioMa 0a3 JaHHBIX, COACPKAIIUX MEePCOHATBHYI0 HH(POPMAIIUIO,
WJIM TIPOCTHIX OIIMOOK M YeJIOBEYECKOU ONPOMETYMBOCTU. Hampumep, perucTpupysich win
aBTOPHU3YSCh Ha CalTe 4Yepe3 COLMAJIbHYIO CETh, Bbl pa3pellacTe CAWTy MOJYUYUTh BaIlH
JUYHBIC JaHHBIC, U TOYHO HEM3BECTHO, KaK OH OyJeT MMHU IMOJb30BaThCsA. TOYHO TaK Ke
mr000H Balll 3BOHOK B MarasvH WJIM CajJlOH aBTOMAaTHYeCKHM BHOCHUT Balll HOMEp B 0asy
MMOJIb30BaTeJICH ATOM KOMITAHHUM.

CienoBaHNe HECKOJIBKHM IPOCTHIM COBETaM BO MHOIOM COKPATHT YIrpo3y
HE3aKOHHOTI'0 HCIOJIb30BAHNS BAIIMX NMEPCOHAIbHBIX JAHHBIX:

OrpannubTe 00BeM HHpOpManuu o cebe, Haxonsmelcs B MHtepHete. Ynanute
mumrare GoTtorpaduu, BUIEO, agpeca, HOMEpa TeIePOHOB, ATy POXKICHUS, CBEICHHS O
POJIHBIX U OMM3KHUX U UHYIO JIMYHYIO HH(OPMAITHIO.

He otnpasnsiite Buneo u ¢otorpaduu Jr0as1M, C KOTOPHIMHA BBl TTIO3HAKOMUJIUCH B
HNHTepHETE U HE 3HAETE UX B PEAIBHOM KU3HU.

OtnpaBisisi KOMy-THOO CBOM TIEPCOHAJBHBIC JaHHBICE WM KOH(DHICHIIMATbHYIO
uHpopmaImio, yoeauTech B TOM, 4TO aJipecaT — NIEUCTBUTEIBHO TOT, 32 KOTO ce0s BBIJACT.

[Ipu HeoOxommmocTH pa3MmenieHus OObSBICHHUS B VHTEpHETE BOCHOJB3YyHTECH
BPEMEHHOW CUM-KapTOM W BBIIYMaHHBIM HMMEHEM. MOXKHO TakKe BOCITOJIb30BATHCS
ycinyroit «Bropoit HoMep», KOTOPYIO IMPEAOCTABISIIOT HEKOTOPBIE ONEepaTopbl MOOUIIBHOM
CBS3U. JTa yCIyra Mo3BOJSET MOAKIIOUNUTH B «JIMUHOM KaOHHETE» BTOPOM HOMEP TOJBKO
Ha npueM 3B0HKOB U CMC. 3BOHUTH C HETO HE MOJYYUTCH.

Hcnonb3yliTe TOMBKO CIOKHBIE MApOJIA, Pa3HbIE IS Pa3HbIX YUYETHBIX 3alUCE U
cepBuCOB. [losb30BaTenN, KOTOPBIE UCHIOJIB3YIOT OAWH U TOT K€ MapOJIb AJIisl BCEX CEPBUCOB,



IIPU KOMIIPOMETAIMH XOTsI ObI OJHOT'O U3 CEPBUCOB MOT'YT MOTEPATH JOCTYN KO BCEM CBOUM
YYETHBIM 3anucsM. [IoBTOpHOE HCToNb30BaHKE MAPOJIEH KATETOPUUYECKH 3aIPEILEHO.

PerynsipHo MeHsMTE mapoyu, KEJIATEIbHO HE PEXKE pa3a B MECHLL.

[Io BO3MOXHOCTH HCHOJIb3YWTE NABYX(PAKTOPHYIO aBTOPU3ALUI0 — 3TO METOJ
UICHTU(PUKALMY T0JIb30BaTENsl B KAKOM-JIHOO cepBHce (Kak mpaBuio, B MHTepHeTe) npu
MOMOIIH 3aMpoca ayTeHTU(UKATMOHHBIX TAHHBIX ABYX Pa3HbIX TUIOB, YTO 00€CIIEYUBAET
JIBYXCJIOWHYIO, a  3Ha4uT, Oojee HPPEKTUBHYIO  3alUTy  aKKayHTa  OT
HECAaHKIIMOHUPOBAaHHOTO NPOHMKHOBeHUs. Ha mpakThke 3TO OOBIYHO BBIVISIAMT TaK:
NEePBBIA pyOex — 3TO JIOTUH U Mapojb, BTOPOUN — cieUaIbHbIN KOJ, npuxoaamuii no CMC
WM 3JIEKTPOHHOM MouTe.

3aBenute cebe ABa agpeca JIIEKTPOHHOM MOYTHI — YAaCTHBINA, IJISl TMEPENUCKH
(MpUBaTHBIA U MaJIOM3BECTHBIN, KOTOPHIM Bbl HUKOI'/Ia HE MyOJIUKYyeTe B OOIIEAOCTYITHbIX
UCTOYHUKAX) U MYyOJIUYHBIN — JJIs1 OTKPBITON JeATebHOCTH ((POPYyMOB, YaTOB U TaK J1aJiee).

Yto nesath, €CJIM Bbl CTAJU KEPTBOIl HAPYIIEHHUS B 00JACTH MEPCOHAIbHBIX
AAHHBIX?

B nepByto ouepeib BaM HE0OOXOIUMO 0OPATUTHLCS B YITOJTHOMOYECHHBIN OpraH B cdepe
NEePCOHANBHBIX JJAHHBIX — POCKOMHA/130p, a TOUHEE, €T0 TEPPUTOPUATILHOE Y TIpaBIICHUE.

B 1mensx oO0BEKTMBHOTO W TOJHOTO PACCMOTPEHUS BaM HEOOXOJIHUMO YyKa3aTh
CIEAYIONIYI0 HH(OPMAIIHIO:

1) mepedeHs nepcoHaIBHBIX JaHHBIX, HEIPABOMEPHO 00padaThIBaeMbIX Ha caliTax B
cetu IHTEpHET;

2) cBeleHUs O JIOKYMEHTE, YJIOCTOBEPSIOIIEM Bally JUYHOCTh (KOMHUU CTPAHMI
nacropTa), JJIsl OATBEPIKASHUS TPHUHAIIICKHOCTH TIEPCOHATIBHBIX IAHHBIX, HEITPABOMEPHO
pa3MeIIeHHbIX Ha caiiTax B ceTd IHTepHEeT, K BaM KaK K CYObEKTY NEPCOHAIbHBIX JIAHHBIX;

3) TOUHBIC U IOCTYIHBIC aJpeca CTPAHMI] CAUTOB (YKa3aTeau CTPAHUI] CAUTOB B CETH
Nutepuer — URL), coxepxamue He3akOHHO oOpabarbiBaeMble (pa3MenIEHHBIC)
NEepPCOHANBHBIC JIAHHBIC, IIO3BOJIAIONINE OCYIIECTBUTh IIPOCMOTP JaHHBIX CTPAHMII
VYrpaBneHueMm, a Takke CHUMKH JKpaHa C JAHHBIMHU CTpPaHHUIIAMH, COJEpKallue B cebde
noyiHbId  aapec crpaHuibl caiita (URL) m marel myGaukamuu mocTOB/COOOIIESHUH,
coJiepKalnX HE3aKOHHO oOpabaThiBaeMble (pa3MelI€HHBIC) MEepCOHANbHBIC JaHHBIC Ha
TEKYIIUA MOMEHT BPEMEHHU ([laTa) W APYTrue CBEIACHUS, MOATBEPKIAIOIIUE HAPYIICHUS
TpeOOBaHMI 3aKOHO/IaTEIHCTBA B 00JIACTH MEPCOHANBHBIX JAaHHBIX (BUACO3AIUCh IKPaHa C
JEHUCTBUSMH, TTO3BOJISIONMMU 3a(UKCUPOBATH HAPYIICHUS U T.11.);

4) cBefeHUs, YIOJIHOMOUYMBAIOIINE BAC MPEACTABIATh UHTEPECHl (PU3UUYECKHUX JIUIL
(KOTIMM JTOBEPEHHOCTEH), MEPCOHANIBHBIE JaHHbIE KOTOPBIX pa3MelleHbl Ha calTtax (B
Cly4ae HapyIICHHs MX MPaB KaK CyOBEKTOB MEPCOHAIBHBIX IAHHBIX ).

JlomoTHUTEBHO ciIeyeT NMPeACTABUTD (MPH HAJIUYMH):

- CBEICHMS, MOATBEpKAAtoNIME (DAKT HAMIPABICHUS BaMHU B a/IpeC aJIMUHHUCTPAIAH
caiita (nanee — onepaTop) TpeOoBaHUs 00 YHUUTONKEHUH BAIIUX MEPCOHAIBHBIX JAHHBIX C
yKa3aHUEM Ha MX HE3aKOHHOE MoyiydyeHue (0e3 coryacus) OmnepaTopoM WM C YKa3aHUEM
TOrO0, YTO OHHU HE SBIAIOTCI HEOOXOAMMBIMH JJIsi 3asBICHHOW I1ed 00paboTKu
(mpencTaBisieTcsi MPYU BO3MOKHOCTH HAINpaBJICHUsI YKa3aHHOTO TPeOOBaHus);

- OTBET OllepaTropa Ha Baille TpeOboBaHUE 00 YHHYTOXEHHUM BaIIUX MEPCOHAIbHBIX
JAHHBIX (MIPY HAJTMYUN).



Oopauwjaem 6Humanue Ha Mo, YMO 6ce UMEIOULUECA CEEOEHUS O0JI)HCHbL Dblmb
npedcmaeiienvl 6 aopec Ynpaeienus eOuHoepemenno!

B cnydae ecnu mo pesynbTaTaM mpoBepkH YmpaBiieHue PockomHan3opa BBISBUIIO
HapyllleHUEe, BbIAACTCS MPEANUCcaHne 00 ero yCTpaHEHHUH.

Ecnu Ynpasnenue PockomMHan30pa He yBUIET0 HapYyIIEHUs, BbI MOKETE OOpaTUThCS
B IICHTPAJIbHBIN amnmapat JJaHHOTO BEIOMCTBA.

[TomuMo 3TOrO, BCE CYOBEKTHI MEPCOHAIBHBIX JAHHBIX UMEIOT MPaBO Ha 3aIUTy
CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJIE Ha BO3MEIICHHE YOBITKOB U (WJIM)
KOMIICHCAIIMIO MOPAJIBHOTO Bpea B CyJIcOHOM MOpPSJIKE.

OTBETCTBEHHOCTh 3a HApYyIICHUE 3aKOHOJATENIbCTBA O TMEPCOHATBHBIX JaHHBIX
npeaycMmarpuBaeTcs B cooTBeTcTBUM co cT. 13.11 Komekca 00 aaMHUHUCTpaTUBHBIX
npaBoHapyuenusax PO.



MOLWWEHHUYECTBO B CETU
MHTEPHET

Kak neiicTBylOT MOLLIECHHHUKH

MOIIIEHHUKH OY€Hb XOPOIIIO 3HAIOT MCUXOJIOTHIO JIIOAEH U YMEJIO UCIOJb3YIOT BCIO
JTOCTYIMHYI0 HWH(pOpMAIUIO, BKIIOYAs Ty, KOTOPYIO >K€pPTBa MOIICHHHUYECTBA HEBOJBHO
BBITIAET mpu obOmeHnu. B opranm3anun TenedOHHBIX MaxWHAIMK y4acTBYIOT HECKOJBKO
npecTynHUKoB. OUeHb 4acTO B TaKWE TPYMIIBI BXOJSAT 3JOYMBINIJIEHHUKH, OTOBIBAIOIINE
CPOK B UCIIPABUTEILHO-TPYOBBIX YUPEIKICHUSIX.

MouneHHUKH HCIIOJB3YHOT CJICAYIOIIINE MOTUBDI:

. 0eCTOKONCTBO 32 OJU3KUX U 3HAKOMBIX;

= 0eCcTOKONMCTBO 3a CBOMU TeneOHHBIA HOMED, CUET B OaHKe MM OAaHKOBCKYIO KapTy;

. ’KEJIAHUE BBIUTPATh KPYITHBIN MPHU3;

= TOO0OMBITCTBO — YKETAaHUE MOTYUUTh JOCTYII K KaKOH-IT100 HH(POpMAIIHH;

. KEJIaHWE TIOMOYb OOJBHBIM JETSM WU JIOJSM, MOCTPAJaBIIUM OT CTUXUUHBIX
OencTBuil.

ConmanbHbIC CETH SBISIOTCS Kilajae3eM HMH(pOpMAaIUU JJIsI MOIICHHUKOB. Pa3meras
JlaHHBIE O ce0e Ha CBOMX CTPAHMYKaX, Mbl HE 3aJyMbIBA€MCS O TOM, KTO MOXET 3TUM
BOCITOJTB30BaThCSA. MeEXIy TeM MMEHHO Oyrarojaps HaM caMHUM MOIIICHHHKaM OOBIYHO HE
COCTaBJISICT TPy/Aa y3HATh HH(OPMAIIMIO O POJACTBEHHUKAX, KOHTAKTAX, YBICYCHHUSIX CBOCH
MOTEHIIMAJIBHON J>KEPTBbI W TMPH BHIMAHWBAHUM JICHET BHYIIUTH JIOBEPHUE 3HAHUEM €€
JIMYHOM JKU3HH.

3.2. Buabl uHTepHeT-MOmIeHHUYecTBA. Kak 3amuTuTh cedsi?

Haubonee pacnpocTpaHeHHBIMU BHAAMU MOIIEHHUYECTBA HA JAHHBIM MOMEHT
SIBJISTFOTCSA :



TesedonHOe MOLLICHHUYECTBO

CymiectBytoT HanOosee pacupOCTpaHEHHBIE CXEMBbI TEIE(POHHOIO MOIIEHHUYECTBA.
BapuanToB Toro, Kak mpeACcTaBAT BaM UX MOIIEHHUKH, 04€Hb MHOTO, HO CYTh HE MEHSETCS.

Oo0man mo Ttenedony. C Bac Moryr morpeOoOBaTh BBIKYI HJIM B3STKY 3a OC-
BOOOXKIEHUE SIKOOBI U3 oTneneHus nonuuuu wim ¢ mecta J{TII Bamero poactBeHHuka. Yo
JienaTh: B 3TOM CIIydae IJIaBHOE HE NAHUKOBAaTh, IO3BOHUTH CAMOMY POJICTBEHHUKY, €CIIU
HE OTBEYAET, TO MOIBITATHCS HAWTHU €ro Yepe3 APy3e U 3HAKOMBIX.

CMC-npocsb6a o momomu. TpebGoBaHue mepeBeCTH ONPEACIEHHYIO CyMMY Ha
yKa3aHHbIA HOMEP C MCIOJIb30BAaHUEM OOpAIEHUSI «Mamay, «Ipyr», «CbIHOK» U T.M. YTo
JIeNaTh: HE CIEIINUTE NePEeBOJUTh IEHbIH, YOeIUTECh, UTO B HUX JEHCTBUTEIBHO HYXK/1aeTCs
Balll POJICTBEHHUK WJIM 3HAKOMBIA.

Tenedonnbiii HOMep-rpadurensb. [InaTHEI HOMEpP, 32 3BOHOK HAa KOTOPBIN CO CUETa
CIIMCBIBAETCS JICHEKHAsi cyMMa. UTO nenaTh: HE MEPE3BAHMBAWTE HA HE3HAKOMBIC WIIU
npennoxennbie B CMC-coobuienusix Homepa Tene(oHoB.

Beirpeim B jioTepee, KOTOPYIO SKOObI IPOBOAUT PAXHOCTAHIUSA UJIH ONIEPATOP
cBfi3U. Bac MOTyT MONpOCUTH OIUIATUTH MOLUIMHY, HAJOT WU T.IL., IEPEBECTU CYMMY Ha
onpenenEHHbI CYET, COOOIUTD MpuUIIeamuii Ha TeiaedoH koa. UTo nenaTh: He cHelmmTe
NEPEBOJIUTh JIEHbIM HWIJIM COOOIATh Kakue-nuOo NnaHHble 1o TenedoHy. I[lo3BoHuTe 1o
opuimanbHbIM HOMepaMm (yKa3aHHBIM B CIPAaBOYHHMKAX, Ha calTax) KOMIIAHHM —
OpraHu3aTopa JOTEPEeU UM KOHKypca, yOeauTech B TOM, YTO BaC HE OOMaHBIBAIOT.

IlITpajdHble caHKIMH M yrpo3a OTKJIIYEHHMs HOMepa sKoObl 3a HapylleHHE
JIOTOBOpPA € ONEPATOPOM Balled MOOWIBHOM cBsi3u. UTO nenaTh: MO3BOHUTE CaMH CBOEMY
orepaTtopy o opuIaTIbHOMY HOMEPY, YTOUHHUTE HH(OPMALIUIO.

OmmbouHblii mepeBox cpeAcTB. Bac mompocar mnepeBecTH SKOOBI OMINMOOYHO
NIEPEBECHHBIE CPEACTBA, a 3aTeM JONOJIHUTEIBHO CHUMYT JAeHbId. YTOo Jenarts:
UTHOPUPYHTE MO00HBIE COOOIIECHHS W (€CJIM ATO Telae(OHHBIN pa3roBOp) MOCOBETYMUTE
U1 BO3BpaTa OMMOOYHO NepeBeEHHON CYMMBbI OOpaTUTHCS K ONEPATOPy CBS3H.

MoieHHN4YeCTBO ¢ 0aHKOBCKUMH KapTaMH

HauboJ1ee monyJsipHbie coco0bl MOIIEHHUYECTBA ¢ 0AHKOBCKUMM KAPTAMM:

CMC-coobmenne o OJIOKHMpOBKE OAHKOBCKOW KapThl, O HECAHKIIMOHUPOBAHHOM
JNBH)KEHUH JEHEKHBIX cpeAcTB, cMeHe [IMH-kona, okoHYaHnu cpoka AeWCTBUs KapThl U
T.J1. ¢ TpeOOBaHUEM TMEPEUTH MO CCHUIKE WIIM MEPE3BOHUTH 10 YKA3aHHOMY TEJIEe(OHY.

TenedonubIil 3BOHOK «paOoTHWKAa OaHKa», TMOTEHIMATIBHOTO «IOKYMATeNss» C
MPEeJIOKEHUEM TPOUTH K OikaiieMy OaHKOMary W COBEPUIUTh MAaHUMYJISIHUHA C
0aHKOBCKO# KapTOl BO M30ekaHNE KaKUX-THOO IMOCIECTBUM, BHECEHUS aBaHCA U T.II.

JIJIfi COXpaHHOCTH BAIIUX CPeACTB CO0JIIAalTe OCHOBHbIEC MpaBMia Oe3omac-
HOCTH:

Huxomy He coobmaiite cBoit [IMH-kox, naxe pabotHukam 6anka. He BBoguTe ITMH-
KOJI Iipu padote B ceTh THTEepHET, OH MOKET NOTPE0OBATHCS TOJBKO MOIIEHHUKAM.

CMC-coobmiennsi MO MPOBOJUMBIM OIeparusM 1Mo OaHKOBCKMM KapTaM pac-
CBUIAIOTCSL ¢ OMpeAeNEHHBIX KOPOTKUX HOMepoB (COepbank — 900). [ns cBsizu ¢ OaHKOM
HEO0OXOJMMO HCIOJIb30BaTh O(UlMaIbHBIe HOMepa KOHTAaKTHOrO 1EHTpa, YKa3aHHbIE Ha
0ankoBckoil kapte. Ecnmu B CMC-cooO1iieHnu 0 0J10KUPOBKE KapThl, ABUKEHUU JICHEKHBIX



CpPEICTB yKa3aH Jpyrod HOMEp, N0 KOTOPOMY MHpeljaraercss MHO3BOHUTb, TO 3TO
MOIIEHHUKH.

B cinydyae BO3HUKHOBEHMsI NpoOsiem y OaHKOMara, HE MPUHUMAWTE IOMOILb
MOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIM I1IeHTp OaHKa Mo TeleoHy, yKa3aHHOMY Ha
OaHKOMaTe.

Ecnu k Bam oOpatuiuchk no tenedony, B MIHTepHeTe, yepe3 coluaibHble CeTH WIH
JIPYTUMHU CIOCO0aMHU M TIOJ Pa3IMYHBIMU MPEJIOTaMU MBITAIOTCS Y3HATH JTaHHBIE O Balen
0aHKOBCKOM KapTe (HOMEpP KapThl, TPEX3HAYHBINA KOJ Ha 000OPOTHOM CTOPOHE KapThl), KO/,
NpUIIEAIINI Ha Balml MOOWIBHBIM TeneoH, Mapoiau WM JAPYTYH TMEPCOHAIBHYIO
uH(dopMaIn, OyJbTe OCTOPOKHBI, ITO MOIIICHHUKH.

[Ipu TenedonHoM OOIIEHUU HE COBEpIIAlTE HUKAKUX JEHCTBUHM y OaHKOMaTa IO
UHCTPYKIIUU «PAaOOTHUKOB OaHKa», €CIU TOJBKO JAaHHBIM 3BOHOK HE OBbUI WHUIMUPOBAH
JUYHO BaMHU.

He nepexoaure no cceuikam B CMC-coob61ieHusIX.

I[Ipu mnomyuenun CMC-cooOmieHnuii O CHSATUM JEHEKHBIX CPEJICTB C Ballel
0aHKOBCKOM KapThl HEMEIJICHHO OOpallaiiTech B 0aHK, OJIOKUPYHTE KapTy.

MoneHHHYEeCTBO B COMHUAJBbHBIX CETHX

MoIeHHUKY aKTUBHO MOJIB3YIOTCS COLUAIBHBIMY CETSMH U Pa3JIMYHBIMU CEPBUCAMU
oO1IeHHs, HATIPUMEP, CaliTaMi 3HaKOMCTB.

I[onyasipHbie cIOCOOBI MOLLIEHHUYECTBA:

PacnpocTpaHeHHe CCbUIOK HA BpPeIOHOCHOEe MNPOrpaMMHoOe obecrnedyeHue,
nopHorpaguyeckne caiiTbl, MOIIIEHHUYECKHE Pecypchl U Npuiio:keHus. [lonp3oBaTenu
COILIMAJIBHBIX CETEH YaCTO CTAIKMUBAIOTCS CO CIAMOM, KOTOPBIN MPUXOAUT K HUM B «JTUYHBIC
COOOIICHHS» OT UMEHHU «JIpy3€il» MM HE3HAKOMBIX MOJIb30BATENeH. DTO O3HAYAET, UTO
aKKayHTbl DJTHX JIOJeH B3NMOMaHbl. Kax npasuno, ccoliku 6 MmMAaKux CcoooOujeHusx
CONPOBOANCOAIOMCS 3ABNEKAIOWUM MEeKCmoM, Hanpumep: «Budena meou ¢pomo, 1 makozo
He oxcudana, nocmompu caml..», «B amoii 6baze oanuvix ecmsv 6cs uHgopmayus Ha 100020
yenogexay u m.n. YTo Aenatb: HuKo20a He nepexooume no NOOO3PUMELbHbIM CCHLIKAM. [
00CmMyna 6 COYUANbHYI0 CeMb UCHONb3YUMe YHUKAIbHBIL NaApoib: OH O0JCceH Oblmb
OJIUHHBIM, COCMOAMb U3 YUPp U 1amunckux Oyke. Jlyuue ucnonvzogamos pasHvie napou
OJI51 PA3HLIX COYUANBHBIX cemell U Opy2ux UHTEPHET-CEPBUCOB. He nodoasauimecs Ha

NPU3bIE KO20-MO U3 «AOMUHUCMPAYUU CAUMA» cooOWuUmMs 8aul JI02UH U Napoib NOO
Kakum-1ubo npeonocom. PezynaprHo MEHSHTE MapoJib OT COIMAIBLHON ceTh (XOTs OBl pa3 B
MeECsII); OCTEpEraiTeCh MOIIEHHUYECKUX CAUTOB C MOX0KUMU 10 HAMMCAHUIO HA3BAHUSIMHU
(vkontahte.ru, vkOntalkte.ru u T.1.). OTH «PUIIMHTOBBIE» CTPAHUIIBI PACCUUTAHBI Ha
HEBHUMATEIBHOCTh U HAa TO, YTO BBl CaMH TPEIOCTABUTE MOIIEHHUKAM CBOM JIOTUH H
MapoJb.

[] 3HakoMBble He3HAKOMIIbI. B COIManbHBIX CETAX M HA CalTax 3HAKOMCTB MO-
IIEHHUKHU CO3Jal0T CTPAHMIIbI, I€ YKa3blBAlOTCA JIaHHbIE U pa3meniatorcs goTtorpaduu
BBEIMBINIJICHHBIX JoJeld. C TOMOIIBI0 JTUX CTPAHUI] OHH 3HAKOMSATCS C JPYTUMHU
nosib3oBarensamMu cairta. Co BpeMEHEM MOIICHHUKH BXOIST B JOBEpHUE, MpejiararoT
nepenTr codeceTHUKY Ha Oosiee «Oau3Koe» OOIEHHE U OCTaBIIAIOT CBOM HOMED TenedoHa.
CampiM 0€300UIHBIM TOCJIEICTBUEM TaKOTrO OOIIEHHS] OyAET TO, YTO HOMEp OKaXKeTCs
TJIATHBIM U C Ballero cYETa CIHIITYTCS ACHBTH.



L] IIpocbOBbI 0 GUHAHCOBOI MOMOLIHU, 0JIATOTBOPUTEIbHbIC AKIHH. MOIIEHHUKH
4aCcTO MCIOJIb3YIOT TaKUe MOBOJIbI, IOATOMY, MPEXK/IE YEM MEPEBECTH JACHBI'H J1JI TTOMOIITH,
ybenurech, 4yTo Bac He oOMaHbIBalOT. OOpaTuTe BHMMAaHHE HA HAJIWYME HECKOJIbKHX
KOHTaKTOB (TeleOHBI, JIIEKTPOHHAS MOYTa, CTPAHUYKU B COLIMAIIBHBIX CETAX), HAJIUUYWE
MOATBEPKAAIONIUX JOKYMEHTOB.

MounieHHMYeCTBO HA calTax 0eCIIaTHBIX 00bSABJICHUM

Pa3Mmernas oObsBIICHMS, WK MOKYIIasi 4TO-TM00 Ha caiiTax O0ecIUIaTHBIX OOBIBICHUN
(manpumep, «ABUTO»), OyJbT€ BHUMATEIbHBI U OCTOPOKHBI, TaK KaK MOIICHHUKH OYECHBb
4acTO UCHOJIB3YIOT UX JJ1s1 oOMaHa. [IpoaaBas 4To-To, BbI JKeJIaeTe MOIYyYUTh NPUOBLIb, HO,
CTOJIKHYBIITUCH C MOIIICHHUKAMH, MOKETE MOTEPSATHh BCE CBOU COCPEKEHUS.

Kak Bac moryT 00MaHyTh:

Oniara wiam mpeaomnaara 3a Bam ToBap. OyeHb YacTO 3aMHTEPECOBAHHBIC
NOKYyMaTeau NpeajaratoT IMPOU3BECTH OIiaTy (ecid cymMMma He3HAayuTeNlbHas) WU
IpeloIuIaTy 3a Balll TOBAp, HO clieJaTh 3TO MOTYT MO KaKUM-JIHMOO0 MPUYMHAM TOJBKO Ha
0aHKOBCKYIO KapTy (HaXOAsATCS B JPYrOM TOpOJie, HET HAJWYHBIX JICHET, JCHBI'M Ha
pacuy€THOM CUETY U T.I1.), HO MPU 3TOM TPEOYIOT COOOUTUTH HE TOJIbKO HOMED KapThl u DO
(6ompImie i1 IEpeBOia HUYETO HEe TpeOyeTcs), HO U Jipyrue Aanubie. [lomHUTE, 4TO €ciu
Bac MPOCAT COOOITUTh MPUIIEAIINN Ha TeledOoH KO, MPOUTH K 0aHKOMAaTy M COBEPIIUTH
KaKue-TO JeWCTBHS, BCTABUB Ballly KapTy (4TOOBI, HAIPUMED, TOATBEPAUTH MPOXOXKICHUE
T1aTexa), COOOUTUTh CPOK IEUCTBHS KapThl U TPEX3HAYHBIN KO HA 000POTHOI CTOpOHE, TO
3TO MOIIEHHUKH. [IpekpamiaiiTe KOHTaKTbl C TAKUMH «IOKYNATEISIMU» U, €CIU YCIEIH
COOOIINTh KaKHe-TO JaHHBIC, HEMEJICHHO OJIOKUPYWTEe OAaHKOBCKYIO KapTy, MIO3BOHUB T10
yKa3aHHOMY Ha Hell HoMmepy TenedoHa.

IIpenonnara 3a nokynaemslii ToBap. [lokymnas uro-nm6o, 6ypTe OCTOPOXKHBI, €CITU
Bac IPOCSAT MPOU3BECTU NPEAoIUIaTy. BriogHe BO3MOXKHO, YTO MOJYYHUB €€, «IIPOJIaBEI»
IepecTaHeT OTBEYATh HA BAaIllM 3BOHKHU.

CMC-coobuienns co ccblLikoii. Ha HoMep, KOTOpBIi BBl yKa3zanu Mpu MyOIuKaIuu
OOBSBIICHHUS O MPOJIAXKE WIH KEITAHUH YTO-IN00 KyNUTh, MOkeT npuiitu CMC-coobiienue
C MpeJIoKeHHEM TOBapa, OOMEHa W CCBIIKOW Ha 3TOT ToBap. Ecnmu Bl mepeiaére mo
CCBUIKE, TO 3arpy3UTe Ha CBOM TesieOH BPeJOHOCHOE TPOrpaMMHOE 00ecriedeHre, KoTopoe
MO3BOJIUT MOIIIEHHUKAM TIOTYYUTh JOCTYI K BallliM OaHKOBCKUM KapTaM.

ByabTe 0cTOpPOXKHBI, €CJIM BaM NPeAJIaAraior:

B Ha3BaTh HOMEP OAHKOBCKOMW KapThl, TPEX3HAYHBIN KOJT HA 000POTHOM CTOPOHE KapTHI,
IIMH-xox;

= MIPOU3BECTH MAHUITYJISINHN ¢ OAHKOBCKOM KapToil y OaHKOMaTa;

= COOOMINTH MPHUIIESAIINNA HA TEIEPOH KOJT;

= MIEPEBECTH CyMMY JICHET (aBaHC, 3aJI0T, MOIILIMHA, HAJIOT, OIUMOOYHO MepeBEAEHHbBIN
IJIaTex u T.1);

. nepeitu no ccouike B Matepuere, B CMC- uiiu MMC-coobiiennu Ha cMapTdoHe;

. MO3BOHUTH 1O YkazaHHOMY B CMC-cooOiieHnu Homepy tenedona;

. OTMPABUTH Balll HOMep TenedoHa;

. otnpaBuTh CMC-coo0111eHre Ha KOPOTKUH HOMED;

= Ha3BaTh IIapOJr OT BalllNX JUYHBIX CTPAHUYCK B COIUAJIBHBIX CCTAX.



OCHOBHBIE NMPABUIA
BE3ONMNACHOCTU B CETU UHTEPHET

1. CoBeThl 110 6€30MACHOCTH PadoTe B 061IeT0CTYNHBIX ceTsix Wi-fi:

. He nepenasaiite cBoto quuHyio nHpopMalinio depe3 ooieaoctymnapie Wi-Fi
cetu. PaboTas B HHX, JKeJaTeIbHO HE BBOJUTH MApOJH JIOCTYIA, JIOTHHBI U KaKHE-TO
HOMEpa;

- Hcnonb3yiiTe 1 0OOHOBIISITE aHTUBUPYCHBIE TPOrpaMMBbl U OpaHamayep. Tem
cambIM Bbl o6e3onacute cedst OT 3aKayku BUpYyca Ha YCTPOUCTBO;

. [Tpu ucnonszoBanun Wi-Fi otkimrounte ¢pynkumio «O06mui qoctyn K daiinam

u npuntepam». JlaHHas QYHKOHMS 3aKphiTa IO YMOJYaHUIO, OJIHAKO HEKOTOPbIE
M0JIb30BATENM aKTUBUPYIOT €€ /ISl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

. He wucnone3yiite nyommunsii WI-FI nns mepemaum JMYHBIX  TaHHBIX,
HaIrpuMep ISl BBIXOJIa B COLIMAJIBHBIE CETH WM B JIIEKTPOHHYIO MIOUTY;

= Ucnonp3yiite Tonbko 3amuiieHHoe coeaquuenue uepe3 HTTPS, a ne HTTP,
T.€. IpH Habope BeO-aapeca BBOAM UMEHHO «https://»;

. B moOuinsHOM Tenedone otkmounte (QyHkiuio «[logkmrouenne k Wi-Fi
apTOMaTuyeckm». He nomyckaiTe aBTOMaTHUYECKOIO IMOJKIIOUECHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 Bamiero cornacusi.

2. OcHogHble CO8embl NO DE30NACHOCHU 6 COYUATIbHBIX CeMAX:

. OrpaHnubTe CIUCOK Apy3eil. Y Bac B Ipy3bsax HE HOHKHO OBITH CITyYaiiHBIX U
HE3HAKOMBIX JIFO/CH;
. 3amumaiTe CBOIO YacTHYIO XU3Hb. He ykaspiBaiiTe mapoinu, Tene]oHsI,

aapeca, JaTy TBOETO POXKICHHUS W JPYTYIO JMYHYIO WHGOPMANHIO. 3T0YMBIIUICHHUKH
MOTYT MCTIOJIb30BaTh Jayke WH(GOPMAIMIO 0 TOM, Kak Bl u Bamm poauTenu miaHupyere
IIPOBECTHU OCYT;

. Ecnn Bel roBoputre ¢ nr0AbMH, KOTOPBIX HE 3HAETE, HE MCIIOIB3YUTE CBOE
peangbHOe UMS U APYTYIO JIMYHYI0 UH(POPMALIMU: UMS, MECTO KUTEIHCTBA, MECTO YUeObl U
pouee;

. N36eraiite pasmenienus pororpaduii B Untepuere, rae Bol nzo0paxensl Ha
MECTHOCTH, [0 KOTOPOW MOKHO ONPENEUTh Bamie MecTononoxeHue;



. [Ipu perucTpanuu B COUUATBHON CETH HEOOXOAMMO HCIIONB30BATh CIIOKHbIE
MapoJIy, COCTOSIINE U3 OYKB M LIU(P U C KOJUYECTBOM 3HAKOB HE MEHee §;

" JUist counanbHOM CeTH, MOYTHl U JIPYTUX CAaWTOB HEOOXOJMMO HCIOJIb30BaTh
pasnble nmaposu. Toraa eciau Bac B3momMaroT, TO 3I0yMBIIUIEHHUKH MTOJTYYaT AOCTYH TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpasy.

3. OcHosHble cosempbl no 6€30naACHOIl padome ¢ INEKMPOHHLIMU OCHb2AMU:

. [IpuBsixuTe K cueTy MOOMIbHBIN TenedoH. DTo caMblil yIOOHBIM U OBICTPbIN
Croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizanHblil Tene@oH MOMOKET, ecinu 3a0ynere
CBOM IUJIATEKHBIM NAPOJIb WM 3aMIETE HA CAUT C HE3HAKOMOT'O YCTPOMUCTBA;

= Ucnonb3yit onHopazoBeie maponu. Ilocine mnepexona Ha  YCHUICHHYIO
aBTopu3aluio Bam yxe He OyAeT yrpoxkaTh OMACHOCTh KPaXkH WIIM MepexBaTa IMIaTexHOTO
naposisi;

= Bribepure cnoxsblii napoiib. IlpecTynmHukam OyJeT HE MNPOCTO yrajaaTh
CIIOXHBIA mapoiib. HanexHple mapoin — 3TO Mapoiid, KOTOpPbIE COJiepKaT HE MeHee &
3HAKOB M BKJIIOYAIOT B Ce€OS CTPOYHBIE M TPOMHUCHBIE OYKBBI, HU(PHI U HECKOJIHKO
CUMBOJIOB, TaKM€ KakK 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBIN 3HAaK U T.n. Hampuwmep,

StRONg!;;

o He BBOIMTE CBOM TMUYHBIE TaHHBIE HA CAUTaX, KOTOPBIM HE JIOBEPSIETE.
4. Ocnoenbvie cogemul no 6€30nAcHOll padome ¢ INeKMPOHHOU NOYMOIL:
u Hano BeiOpaTh npaBuiIbHBIN MOUTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIN

BbIOODP O€CIIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPATh TEM, KOTO 3HAETE U KTO
IIEPBBIN B PEUTHUHTE;

. He ykaspiBaiiTe B JMuHON mouTe JUuHy0 uHopManuio. Hanmpumep, mydiie
BBIOpATh «MY3BIKaJIbHBIN (haHaT@» uiu «pok2013» BMecTo «remal3y;

. Hcnonp3yiiTe ABYyX3TalHYIO aBTOPU3ALMIO. DTO KOT1a TOMUMO HapoJisi HY>KHO
BBOJIMTH KOJI, MPUChUIAEMBbI 110 SMS;

= BriGepure cinoxHbBINH Mapoib. JJIg KaXa0ro MOYTOBOTO SIIHKA JOJDKEH ObITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

. Ecin ectb BO3MOXHOCTH HamucaTh CaMOMYy CBOM JIMYHBIM  BOMPOC,
UCITIOJIB3YHTE 3Ty BO3MOYKHOCTB;

. Hcnonp3yiiTe HECKOJBKO TIOYTOBBIX SIIUKOB. IlepBbId 111 4acTHOMU

MEPEINUCKU C aJpecataMH, KOTOpbIM Bbl qoBepsieTe. DTO 3JIEKTPOHHBIA aJpec HE HaIo
MCIIOJIb30BaTh MPU PETHCTPAIUU Ha (hOpyMax U calTax;

. He otkpsiBaiiTe (aiimpl u apyrue BIOKEHHS B MHUCbMax JaXke €CIId OHU
npunuiy ot Bammx apyseii. Jlydine yrounuTe y HUX, OTHPABIISUIN JU OHU BaMm 3T daiiisr;
. [Tocne okoH4anust pabOTHI HA MOYTOBOM CEPBUCE MEPE]] 3aKPbITUEM BKJIAIKH C

caiiToM He 3a0y/JbTe Ha)KaTh Ha «BeIATHY.

5. OcHogHble cosembl no 60pboe ¢ huuiunzom (UHmMEPHEM -MOULEHHUYECMEa):

. Cnenute 3a cBOMM akkayHTOM. Ecnu Thl mojo3peBaeiib, uto Bama ankera
OblTa B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKMPOBATh €€ M COOONIUTH aJIMHHHCTPATOpPaAM
pecypca 00 3TOM Kak MOKHO CKOpee;

. Hcnonp3ylite Ge3omacHble BeO-CaliThl, B TOM YHCJIe, HHTEPHET-MarasuHoB U
TTOMCKOBBIX CUCTEM;



o Hcnonb3yiiTe cnokHble M pa3Hble napoiau. Takum obpasom, ecau Bac
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJIYy4YaT JOCTYI TOJIBKO K oJHOMY Bamemy npoduiio B
CETH, a HE KO BCEM;

o Ecnu Bac B3nomanu, To HE0OX0AUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpble 100aBieHsl y Bac B 1py3bsax, o ToM, yTo Bac B3inomanu u, BO3MOXHO, OT Bamiero
MMEHHU OyJIeT pacchblIaThCs CllaM U CChUIKHM Ha (DUILIMHTOBBIE CAUTHI;

. VYcranoBute HaaexHbii napois (PIN) Ha MoOMIIbHBIN TenedoH;

. OTknrounTe COXpaHeHue naposis B Opaysepe;

6. OcHoenvle coeemwvl no 3awume yuPpoeoi penymayuu (HezamueHas uiu
nosumuenas ungopmayua é cemu o Bac):

. [lonymaiite, npexae yeM 4yTo-TO MyOJIMKOBaTh U nepeaaBaTh y Bac B Oiore
WIM B COLMATIbHOM CETH;

. B wnactpoiikax mpoduiis ycTaHOBUTE OrpaHMuYEHHs Ha TpocMoTp Barmero
npouIIst U €ro COIEP>KUMOT0, CIIENANTE €r0 TOIBKO IS APY3Ei»;

u He pasmemniaiite u He yka3biBaiiTe HH(QOpMAIKIO, KOTOpask MOXKET KOro-ITudo
OCKOPOJIATh HIJIH OOMKATb.

CobaronaiiTe npaBuiia:

. HOMHI/ITG, 4TO B BUPTYaJIbBHOM IIPOCTPAHCTBC OTBCTCTBCHHOCTL HACTYIIACT 110
PCaJIbHBIM 3aKOHAM;
. VYBaXXUTEIbHO U IIO6pOCOB€CTHO OTHOCUTCCH K APYTHUM ITIOJIB30BATCIIAM CCTHU

HNuTepHer.



30ECb BAM NMOMOrYyT!

DenepajbHad cJIy:k0a M0 HAA30pYy B cepe CBA3U, MHPOPMANMOHHBIX TEXHOJOTMH U
MaccoBbIX koMMyHuKkanuii (Pockomuansop):

Ynpasiaenne Pockomuanzopa no Boarorpaackoi odsiactu u Pecnyoanke Kaampikus

Ilo O6paH.[eHI/I$IM, OTHOCHUTCJIBHO ACATCIIbHOCTH MOIIICHHNYCCKUX HHTepHeT-pecprOB,
CO3aaHHA UCITIOJIb30BaAHUA U PACIIPOCTPAHCHUA BPCAOHOCHOI'O ITPOTpaMMHOIO
O6GCHG‘ICHI/IH, HCIIPAaBOMCPHOI'O AOCTYIIA K KOMHBIOTCpHOﬁ I/IH(I)OpMaIII/II/I, XHUIICHUAM,
COBCPHICHHBIM C HCIIOJIB30BAHHUCM IMOAACIBHBIX OaHKOBCKHX KapT, 3JICKTPOHHBIX
IJIaTCXKHBIX CUCTCM UM CUCTCEM JUCTAHIIMOHHOI'O 0aHKOBCKOT'O O6CJ'Iy}KPIBaHI/ISI
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