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1. O3CP

OECD (2008), Recommendation of the Council on the Protection of Critical
Information Infrastructures

(https://www.oecd.org/sti/40825404.pdf)

ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT

The OECD is a unique forum where the governments of 30 democracies work together to
address the economic, social and environmental challenges of globalisation. The OECD is also
at the forefront of efforts to understand and to help governments respond to new
developments and concerns, such as corporate governance, the information economy and the
challenges of an ageing population. The Organisation provides a setting where governments
can compare policy experiences, seek answers to common problems, identify good practice
and work to co-ordinate domestic and international policies.

The OECD member countries are: Australia, Austria, Belgium, Canada, the Czech Republic,
Denmark, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Japan, Korea,
Luxembourg, Mexico, the Netherlands, New Zealand, Norway, Poland, Portugal, the Slovak
Republic, Spain, Sweden, Switzerland, Turkey, the United Kingdom and the United States. The
Commission of the European Communities takes part in the work of the OECD.

Foreword

This Recommendation was developed by the OECD Committee for Information, Computer
and Communication Policy (ICCP Committee), and its Working Party on Information
Security and Privacy. The Recommendation was adopted by the OECD Council at its
1172nd Session on 30 April 2008.

OECD Recommendation of the Council on the Protection of Critical Information
Infrastructures

THE COUNCIL
Having regard to Article 5 b) of the Convention on the Organisation for Economic Co-
operation and Development of 14 December 1960;

Having regard to the Recommendation of the Council concerning Guidelines for the
Security of Information Systems and Networks - Towards a Culture of Security
[C(2002)131], hereinafter the "Security Guidelines™;

Having regard to the Resolution 58/199 adopted by the General Assembly of the United
Nations on the creation of a global culture of cybersecurity and the protection of critical
information infrastructures;

Recognising that the functioning of our economies and societies increasingly relies on
information systems and networks that are interconnected and interdependent, domestically
and across borders; that a number of those systems and networks are of national critical
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importance; and that their protection is a priority area for national policy and international
cooperation;

Recognising that in order to improve the protection of domestic and cross- border critical
information infrastructures, Member countries need to share their knowledge and
experience in developing policies and practices and cooperate more closely between
themselves as well as with non Member economies;

Recognising that the protection of critical information infrastructures requires coordination

domestically and across borders with the private sector owners and operators of such
infrastructures, hereinafter the “private sector”;

On the proposal of the Committee for Information, Computer and Communication
Policy:

AGREES that:

For the purposes of this Recommendation, critical information infrastructures, hereinafter
“CII”, should be understood as referring to those interconnected information systems and
networks, the disruption or destruction of which would have a serious impact on the
health, safety, security, or economic well-being of citizens, or on the effective functioning of

government or the economy;

National CII are identified through a risk assessment process and typically include one or
more of the following:

. Information components supporting critical infrastructures, and/or

. Information infrastructures supporting essential components of government
business; and/or

. Information infrastructures essential to the national economy.
RECOMMENDS that:

Member countries introduce and maintain an effective framework to implement the OECD
Security Guidelines in relation to the protection of ClI, taking into account the specific policy
and operational guidance set out herein;

PART I. Protection of critical information infrastructures at the domestic level

Member countries should:

Demonstrate government leadership and commitment to protect CIlI by:

o Adopting clear policy objectives at the highest level of government.

. Identifying government agencies and organisations with responsibility and
authority to implement these policy objectives.



. Consulting with private sector owners and operators of CIl to establish
mutual cooperation for the implementation of these objectives.

. Ensuring transparency on the delegations of responsibility to government
authorities and agencies to facilitate closer co-operation within the government and with the
private sector.

. Systematically reviewing policy and legal frameworks and self-regulatory
schemes which may apply to CII, including those addressing cross-border threats, to
assess the need to enhance their implementation, to amend them or to develop new
instruments.

. Taking steps, where appropriate, to enhance the security level of
components of information system and networks that constitute CII.

Manage risks to CllI by:

. Developing a national strategy that gains commitment from all those
concerned, including the highest levels of government and the private sector.

. Taking into consideration interdependencies.

. Conducting a risk assessment based on the analysis of vulnerabilities and the
threats to the CII, in order to protect economies and societies against the impacts of
highest national concern.

. Developing, on the basis of the assessment, and periodically reviewing a
national risk management process that sets out the detailed organisation, tools and
monitoring mechanisms required to implement the risk management strategy at every level,
including:

I The appropriate organisational structure to provide guidelines and
promote good security practices at the national level and to manage and monitor progress,
as well as a complete set of processes to ensure

preparedness, including prevention, protection, response and recovery from natural and
malicious threats.

i, A system of measurement to evaluate and appraise measures in place
(including exercises and tests as appropriate) and allow for feedback and continuous
update.

o Developing an incident response capability, such as a computer security
incident response team (CERT/CSIRTS), in charge of monitoring, warning, alerting and
carrying out recovery measures for CII; and mechanisms to foster closer cooperation and
communications among those involved in incident response.

Work in partnership with the private sector by:

. Establishing trusted public-private partnerships with a focus on risk
management, incident response and recovery.



. Enabling mutual and regular exchange of information by establishing
information sharing arrangements that acknowledge the sensitivity of certain information.

. Fostering innovation through public-private research and development
projects focused on the improvement of the security of CIl and as appropriate, sharing these
innovations across borders.

PART I1. Protecting critical information infrastructures across borders

Member countries should cooperate among themselves and with the private sector at the
strategy, policy and operational levels to ensure the protection of CIlI against events and
circumstances beyond the capacity of individual countries to address alone.

They should in particular proactively engage in bilateral and multilateral cooperation at
regional and global levels with a view to:

. Share knowledge and experience with respect to the development of
domestic policies and practices and to models for coordinating with private sector owners
and operators of critical information infrastructures.

. Develop a common understanding of:

I Risk management applicable to cross-border dependencies and inter-
dependencies.

i, Generic vulnerabilities, threats and impacts on the CII, to facilitate
collective action to address those that are widespread, such as security flaws and malicious
software, as well as to improve risk management strategies and policies.

. Make available information regarding the national agencies involved in the
protection of CII, their roles and responsibilities, to facilitate identification of counterparts
and improve the timeliness of cross border action.

. Acknowledge the value of participation in international or regional networks
for watch, warning and incident response, to enable robust information sharing and
coordination at the operational level, as well as to better manage crisis in case of an incident
developing across borders.

o Support cross-border collaboration for, and information sharing on, public-
private research and development for the protection of CII.

INVITES:
Member countries to disseminate this Recommendation throughout the public and private
sectors, including governments, businesses and other international organisations to

encourage all relevant participants to take the necessary steps for the protection of CIl;

Non-Member economies to take account of this Recommendation and collaborate with
Member countries in its implementation;



INSTRUCTS the OECD Committee for Information, Computer and Communication Policy
to:

Promote the implementation of this Recommendation and review it every five years to
foster international co-operation on issues relating to the protection of CII.



2. ApreHTuHa

Ley 27.078 (Boletin Oficial N° 33.034, 19/12/14) ARGENTINADIGITAL

(http://www.enacom.gob.ar/ley-27-078 p2707)

Ley 27.078 (Boletin Oficial N° 33.034, 19/12/14) ARGENTINADIGITAL
Tecnologias de la Informacién y las Comunicaciones

[N. del CIT-ENACOM: EI presente texto incluye las modificaciones efectuadas por
el Decreto 267/2015; véase ademas dicho Decreto para mayor informacién sobre
aspectos regulados por la presente]

Sancionada: Diciembre 16 de 2014
Promulgada: Diciembre 18 de 2014

El Senado y Camara de Diputados de la Nacion Argentina
reunidos en Congreso, etc. sancionan con fuerza de Ley:

LEY ARGENTINADIGITAL
Titulo 1 Disposiciones Generales
Capitulo | Objeto

ARTICULO 1° — Objeto. Declarase de interés publico el desarrollo de las Tecnologias de
la In- formacion y las Comunicaciones, las Telecomunicaciones, y sus recursos asociados,
estable- ciendo y garantizando la completa neutralidad de las redes.

Su objeto es posibilitar el acceso de la totalidad de los habitantes de la Republica Argentina a
los servicios de la informacion y las comunicaciones en condiciones sociales y geograficas
equitati- vas, con los mas altos parametros de calidad.

Esta norma es de orden publico y excluye cualquier tipo de regulacion de los contenidos,
cual- quiera fuere su medio de transmision.

ARTICULO 2° — Finalidad. Las disposiciones de la presente ley tienen como finalidad
garantizar el derecho humano a las comunicaciones y a las telecomunicaciones, reconocer a
las Tecnolog- ias de la Informacion y las Comunicaciones (TIC) como un factor
preponderante en la indepen- dencia tecnolédgica y productiva de nuestra Nacion, promover el
rol del Estado como planificador, incentivando la funcion social que dichas tecnologias
poseen, como asi también la competencia y la generacion de empleo mediante el
establecimiento de pautas claras y transparentes que favorezcan el desarrollo sustentable del
sector, procurando la accesibilidad y asequibilidad de las tecnologias de la informacion y las
comunicaciones para el pueblo. Asimismo, se busca establecer con claridad la distincion
entre los mercados de generacion de contenidos y de transporte y distribucion de manera
que la influencia en uno de esos mercados no genere practicas que impliquen distorsiones en
el otro.
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En la ejecucion de la presente ley se garantizara el desarrollo de las economias regionales,
pro- curando el fortalecimiento de los actores locales existentes, tales como cooperativas,
entidades sin fines de lucro y pymes, propendiendo a la generacion de nuevos actores que en
forma indivi- dual o colectiva garanticen la prestacion de los Servicios de TIC.

ARTICULO 3° — Ambito de aplicacion. La presente ley es de aplicacion en todo el territorio
de la Nacion Argentina y en los lugares sometidos a su jurisdiccion.

ARTICULO 4° — Jurisdiccion federal y competencia contencioso administrativa. Las
actividades reguladas por la presente estaran sujetas a la jurisdiccion federal y cualquier
incidencia que de modo directo o indirecto pudiera surgir o derivar de la aplicacion de la
presente sera competen- cia del fuero Contencioso Administrativo Federal, con excepcion de
las relaciones de consumo.

ARTICULO 5° — Inviolabilidad de las comunicaciones. La correspondencia, entendida
como toda comunicacion que se efectue por medio de Tecnologias de la Informacion y las
Comunica- ciones (TIC), entre las que se incluyen los tradicionales correos postales, el
correo electronico 0 cualquier otro mecanismo que induzca al usuario a presumir la
privacidad del mismo y de los datos de trafico asociados a ellos, realizadas a través de las
redes y servicios de telecomunica- ciones, es inviolable. Su interceptacion, asi como su
posterior registro y analisis, s6lo procedera a requerimiento de juez competente.

Capitulo 11 Definiciones

ARTICULO 6° [texto vigente a partir del Dec. 267/2015].- Definiciones generales. En lo
que res- pecta al régimen de las Tecnologias de la Informacion y las Comunicaciones y de
las Teleco- municaciones (TIC), se aplicaran las siguientes definiciones:

a) Radiodifusion por suscripcion: Toda forma de comunicacion primordialmente
unidireccional destinada a la transmision de sefiales para ser recibidas por publico
determinable, mediante la utilizacion del espectro radioeléctrico 0 mediante vinculo fisico
indistintamente. Incluye el servi- cio de radiodifusion ofrecido por un prestador de
servicios TIC que utilice la tecnologia de transmision de contenidos audiovisuales basados
en el protocolo IP (IPTV), para el acceso de los programas en vivo y/o television lineal.

b) Radiodifusion por suscripcion mediante vinculo fisico: Toda forma de
radiocomunicacion primordialmente unidireccional destinada a la transmision de sefiales
para ser recibidas por publicos determinables, mediante la utilizacion de medios fisicos.

c) Radiodifusion por suscripcion mediante vinculo radioeléctrico: Toda forma de
comunicacion primordialmente unidireccional destinada a la transmision de sefales para
ser recibidas por publico determinable, mediante la utilizacion del espectro radioeléctrico.

d)

e) Recursos asociados: son las infraestructuras fisicas, los sistemas, los dispositivos,
los servi- cios asociados u otros recursos 0 elementos asociados con una red de
telecomunicaciones o con un Servicio de TIC que permitan o apoyen la prestacion de
servicios a través de dicha red o servicio, o tengan potencial para ello. Incluiran, entre otros,
edificios o entradas de edificios, el cableado de edificios, antenas, torres y otras



construcciones de soporte, conductos, mastiles, bocas de acceso y distribuidores.

f) Servicio Basico Telefonico (SBT): consiste en la provision del servicio de
telefonia nacional e internacional de voz, a través de las redes locales, independientemente de
la tecnologia utiliza- da para su transmision, siempre que cumpla con la finalidad de permitir
a sus usuarios comuni- carse entre si.

g) Servicio de video a pedido o a demanda: servicio ofrecido por un prestador de
servicios de TIC para el acceso a programas en el momento elegido y a peticion propia, sobre
la base de un catalogo.

h) Servicios de Tecnologias de la Informacion y las Comunicaciones (Servicios
de TIC): son aquellos que tienen por objeto transportar y distribuir senales o datos, como
voz, texto, video e imagenes, facilitados o solicitados por los terceros usuarios, a través de
redes de telecomuni- caciones. Cada servicio estara sujeto a su marco regulatorio especifico.

i) Servicio de Telecomunicacion: es el servicio de transmision, emision 0 recepcion
de escritos, signos, sefiales, imagenes, sonidos o informacion de cualquier naturaleza, por
hilo, radioelec- tricidad, medios opticos u otros sistemas electromagnéticos, a través de
redes de telecomuni- caciones.

) Tecnologias de la informacion y las comunicaciones (TIC): es el conjunto de
recursos, herra- mientas, equipos, programas informaticos, aplicaciones, redes y medios que
permitan la compi- lacion, procesamiento, almacenamiento y transmision de informacion,
como por ejemplo voz, datos, texto, video e imagenes, entre otros.

k) Telecomunicacion: es toda transmision, emision 0 recepcion de Signos,
sefiales, escritos, imagenes, sonidos o informacion de cualquier naturaleza, por hilo,
radioelectricidad, medios 6pticos U otros sistemas electromagnéticos”.

ARTICULO 7° — Definiciones particulares. En la relacion entre los licenciatarios o
prestadores de Servicios de TIC se aplicaran las siguientes definiciones:

a) Acceso: es la puesta a disposicion de parte de un prestador a otro de elementos
de red, re- cursos asociados o servicios con fines de prestacion de Servicios de TIC, incluso
cuando se utili- cen para el suministro de servicios de contenidos audiovisuales.

b) Arquitectura abierta: es el conjunto de caracteristicas técnicas de las redes de
telecomunica- ciones que les permite interconectarse entre si a nivel fisico o virtual, l6gico
y funcional, de tal manera que exista interoperabilidad entre ellas.

c) Facilidades esenciales: son los elementos de red o servicios que se proporcionan
por un solo licenciatario o prestador o un reducido numero de ellos cuya reproduccion no es
viable desde un punto de vista técnico, legal 0 econéomico y son insumos indispensables para
la prestacion de los servicios previstos en esta ley. En los casos no previstos en la presente, la
Autoridad de Aplica- cion determinara la existencia y regulacion al acceso a las facilidades
esenciales en términos de lo dispuesto por la ley 25.156 o la que en el futuro la reemplace.

d) Interconexion: es la conexion fisica y logica de las redes de telecomunicaciones
de manera tal que los usuarios de un licenciatario puedan comunicarse con los usuarios de
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otro licenciatario, asi como también acceder a los servicios brindados por otro licenciatario.
Los servicios podran ser facilitados por las partes interesadas 0 por terceros que tengan
acceso a la red. La interco- nexion constituye un tipo particular de acceso entre prestadores de
Servicios de TIC.

e) Red de telecomunicaciones: son los sistemas de transmision Yy, cuando proceda,
los equipos de conmutacion 0 encaminamiento y demas recursos, incluidos los elementos
gue no son acti- vos, que permitan el transporte de senales mediante cables, ondas hertzianas,
medios opticos u otros medios electromagnéticos, con inclusion de las redes de satélites,
redes terrestres fijas (de conmutacion de circuitos y de paquetes u otros) y moéviles, sistemas
de tendido eléctrico, en la medida en que se utilicen para la transmision de senales, redes
utilizadas para la radiodifusion sonora y televisiva y redes de television por cable, con
independencia del tipo de informacion transportada.

f) Red local: es la infraestructura de red de telecomunicaciones, incluyendo el
software y el hardware necesarios para llevar a cabo la conectividad desde el punto de
conexion terminal de la red ubicado en el domicilio del usuario a la central telefonica o
instalacion equivalente, cir- cunscripta a un area geografica determinada.

g) Usuario de Servicios de TIC: es la persona fisica 0 juridica que utiliza el
servicio para si. No incluye la prestacion, reventa o arriendo de las redes o servicios
disponibles para el publico.

h) Poder significativo de mercado: es la posicion de fuerza econdémica que le
permite a uno 0 mas prestadores que su comportamiento sea, en una medida apreciable,
independiente de sus competidores. Esta fuerza economica puede estar fundada en la cuota
de participacion en el o los mercados de referencia, en la propiedad de facilidades
esenciales, en la capacidad de influir en la formacion de precios o en la viabilidad de sus
competidores; incluyendo toda situacion que permita o facilite el ejercicio de practicas
anticompetitivas por parte de uno 0 mas prestadores a partir, por ejemplo, de su grado de
integracion vertical u horizontal. Las obligaciones especificas impuestas al prestador con
poder significativo de mercado se extinguiran en sus efectos por re- solucion de la Autoridad
de Aplicacion una vez que existan condiciones de competencia efectiva en el o los mercados
de referencia. La Autoridad de Aplicacion esta facultada para declarar en cualquier
momento prestadores con poder significativo de mercado en los servicios de aplicacion de la
presente ley de acuerdo al procedimiento que establezca la reglamentacion.

Titulo Il Licencias

ARTICULO 8° — Régimen. La prestacion de los Servicios de TIC se realizara en
régimen de competencia.

Para la prestacion de Servicios de TIC se requerira la previa obtencion de la licencia
habilitante. El licenciatario de Servicios de TIC debera proceder a la registracion de cada
servicio en las condiciones que determine la Autoridad de Aplicacion.

ARTICULO 9° — Principios. Las licencias se otorgaran a pedido y en la forma reglada,
habilitan- do a la prestacion de los servicios previstos en esta ley en todo el territorio de la
Nacion Argenti- na, sean fijos o moviles, alambricos 0 inalambricos, nacionales o
internacionales, con o sin infra- estructura propia.
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Los licenciatarios de los servicios previstos en esta ley podran brindar servicios de
comunicacion audiovisual, con excepcion de aquellos brindados a través de vinculo satelital,
debiendo tramitar la licencia correspondiente ante la autoridad competente. Asimismo, los
licenciatarios de servi- cios de comunicacion audiovisual podran brindar Servicios de TIC,
debiendo tramitar la licencia correspondiente ante la Autoridad de Aplicacion de la presente

ley.

Quedan exceptuados los licenciatarios de servicios publicos relacionados con el ambito de
apli- cacion de la presente ley, de las disposiciones contenidas en los articulos 24 inciso i) y
25 inciso

d) de la ley 26.522, sean éstas personas fisicas 0 juridicas respectivamente.

ARTICULO 10 [texto vigente a partir del Dec. 267/2015].- Incorpérase cOmMo servicio que
podran registrar los licenciatarios de TIC, al servicio de Radiodifusion por suscripcion,
mediante vinculo fisico y/0 mediante vinculo radioeléctrico. El servicio de Radiodifusion por
suscripcion se regira por los requisitos que establecen los articulos siguientes de la presente
ley y los demas que establezca la reglamentacion, no resultandole aplicables las
disposiciones de la Ley N° 26.522. Se encuentra excluida de los servicios de TIC la
television por suscripcion satelital que se con- tinuara rigiendo por la Ley N° 26.522.

Las licencias de Radiodifusion por suscripcion mediante vinculo fisico y/o mediante
vinculo radioeléctrico otorgadas por el ex COMITE FEDERAL DE RADIODIFUSION vy/o
por la AUTORIDAD FEDERAL DE SERVICIOS DE COMUNICACION AUDIOVISUAL
con anterioridad a la entrada en vigencia de la modificacion del presente articulo seran
consideradas, a todos los efectos, Licencia Unica Argentina Digital con registro de servicio
de Radiodifusion por Sus- cripcion mediante vinculo fisico o mediante vinculo radioeléctrico,
en los términos de los articu- los 8° y 9° de esta ley, debiendo respetar los procedimientos
previstos para la prestacion de nuevos servicios salvo que ya los tuvieren registrados.

El plazo de otorgamiento del uso de las frecuencias del espectro radioeléctrico de los titulares
de licencias de Radiodifusion por Suscripcion conferidas bajo las Leyes Nros. 22.285 y
26.522 sera el de su titulo original, o de DIEZ (10) afios contados a partir del 1° de enero de
2016, siempre el que sea mayor para aquellos que tuvieren a dicha fecha una licencia vigente.

ARTICULO 11. — Condiciones de prestacién. El otorgamiento de la licencia para la
prestacion de los servicios previstos en esta ley es independiente de la tecnologia o medios
utilizados para ofrecerlos y de la existencia y asignacion de los medios requeridos para la
prestacion del servi- cio.

ARTICULO 12. — Requisitos. La Autoridad de Aplicacion otorgara la licencia una vez que
el soli- citante haya dado cumplimiento a los requisitos que establezca la reglamentacion. Si
para la prestacion del Servicio de TIC se requiere el uso de frecuencias del espectro radio-
eléctrico, el licenciatario debera tramitar, de conformidad con lo dispuesto en la normativa
es- pecifica en la materia, el otorgamiento de la correspondiente autorizacion 0 permiso de
uso de frecuencias del espectro radioeléctrico.

ARTICULO 13 [texto vigente a partir del Dec. 267/2015].- Los licenciatarios deberan
obtener au- torizacion del ENACOM, para efectuar cualquier modificacion de las
participaciones accionarias 0 cuotas sociales en las sociedades titulares, que impliquen la
pérdida del control social en los términos del articulo 33 de la LEY GENERAL DE
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SOCIEDADES N° 19.550, T.O. 1984 y sus modificatorias, sin perjuicio del cumplimiento
de lo dispuesto en la Ley N° 25.156.

Las transferencias de licencias y de participaciones accionarias 0 cuotas sociales sobre socie-
dades licenciatarias, se consideraran efectuadas ad referéndum de la aprobacion del
ENACOM, y deberan ser comunicadas dentro de los TREINTA (30) dias posteriores a su
per- feccionamiento. Si el ENACOM no hubiera rechazado expresamente la transferencia
dentro de los NOVENTA (90) dias de comunicada, la misma se entendera aprobada
tacitamente, Y quien corresponda podra solicitar el registro a su nombre. En caso de existir
observaciones, el plazo referido se contara desde que se hubieran considerado cumplidas las
mismas, con los mismos efectos.

La ejecucion del contrato de transferencia sin la correspondiente aprobacion, expresa 0
tacita, sera sancionada con la caducidad de pleno derecho de la licencia adjudicada, previa
intimacion del ENACOM.

ARTICULO 14. — Caducidad o extincién de la licencia. La Autoridad de Aplicacion podra
decla- rar la caducidad de la licencia o registro respectivo, conforme lo dispuesto por la
presente ley, los decretos, reglamentos y demas normativa vigente en la materia,
contemplando el procedimiento establecido por aquélla.

Seran causales de caducidad:

a) La falta de prestacion del o de los servicios registrados conforme la normativa
vigente.
b) La falta de inicio de la prestacion del o de los servicios registrados dentro del

plazo que esta- blezca la normativa vigente y de conformidad con la normativa que al efecto
dicte la Autoridad de Aplicacion.

c) La falta reiterada de pago de tasas, derechos, canones y el aporte al Servicio
Universal, de conformidad con la reglamentacion que al efecto dicte la Autoridad de
Aplicacion.

d) La materializacion de actos sin la autorizacion del articulo 13 de la presente.
e) La quiebra, disolucion o liquidacion del licenciatario.
Titulo I11

Servicios de TIC y establecimiento y explotacion de redes de telecomunicaciones
Capitulo | Principios generals
ARTICULO 15 [derogado por Dec.267/2015].

ARTICULO 16. — Homologacién y certificacion. Principio. Con el objeto de garantizar la
integri- dad y calidad de las redes de telecomunicaciones y del espectro radioeléctrico, asi
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como tam- bién la seguridad de las personas, usuarios y licenciatarios, los equipos de
telecomunicaciones que sean comercializados estaran sujetos a homologacion Yy
certificacion. La Autoridad de Apli- cacion dictara el reglamento respectivo.

Capitulo Il Mecanismos de coordinacion

ARTICULO 17. — Mecanismos de coordinacion para el despliegue de redes de
telecomunica- ciones. Las autoridades nacionales, provinciales, de la Ciudad Autéonoma de
Buenos Aires y mu- nicipales, coordinaran las acciones necesarias para lograr el despliegue
de las redes de teleco- municaciones utilizadas en los Servicios de TIC. La Autoridad de
Aplicacion invitara a las provin- cias, a la Ciudad Auténoma de Buenos Aires y a los
municipios a suscribir los respectivos con- venios de cooperacion.

Titulo IV Desarrollode las TIC
Capitulo | Servicio Universal

ARTICULO 18. — Definicién. El Estado nacional garantiza el Servicio Universal, entendido
como el conjunto de Servicios de TIC que deben prestarse a todos los usuarios, asegurando su
acceso en condiciones de calidad, asequibilidad y a precios justos y razonables, con
independencia de su localizacion geografica.

ARTICULO 19. — Finalidad. El Servicio Universal es un concepto dindmico cuya
finalidad es posibilitar el acceso de todos los habitantes de nuestro pais, independientemente
de su domici- lio, ingreso o capacidades, a los Servicios de TIC prestados en condiciones
de calidad y a un precio justo y razonable.

ARTICULO 20. — Alcance y régimen. Corresponde al Poder Ejecutivo nacional, a través
de la Autoridad de Aplicacion, definir la politica publica a implementar para alcanzar el
objetivo del Servicio Universal. Sin perjuicio de ello, el Servicio Universal se regira por los
principios, proce- dimientos y disposiciones de la presente ley y, en particular, por las
resoluciones que a tal efecto dicte la Autoridad de Aplicacion.

Capitulo 1l
Fondo Fiduciario del Servicio Universal

ARTICULO 21. — Creacién y financiamiento. Créase el Fondo Fiduciario del Servicio
Universal. Los aportes de inversion correspondientes a los programas del Servicio Universal
seran adminis- trados a través de dicho fondo. El patrimonio del Fondo Fiduciario del
Servicio Universal sera del Estado nacional. La Autoridad de Aplicacion dictara el
reglamento de administracion del Fondo y las reglas para su control y auditoria respecto de
los costos de administracion, asegurando que tanto la misma como la ejecucion del Fondo se
encuentren a cargo del Estado nacional.

ARTICULO 22. — Aportes de inversion. Los licenciatarios de Servicios de TIC tendran la
obliga- cién de realizar aportes de inversion al Fondo Fiduciario del Servicio Universal
equivalente al uno por ciento (1%) de los ingresos totales devengados por la prestacion de
los Servicios de TIC incluidos en el ambito de aplicacion de esta ley, netos de los impuestos
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y tasas que los graven o, en caso de otorgarse exenciones, cumplir con las obligaciones en
ellas establecidas. El aporte de inversion no podra ser trasladado a los usuarios bajo ningun
concepto. ElI Fondo Fiduciario del Servicio Universal podra integrarse también con
donaciones o legados.

ARTICULO 23. — Exencidén de aporte. La Autoridad de Aplicacion podra disponer, una
vez al- canzados los objetivos del Servicio Universal, la exencion total o parcial, permanente
o temporal, de la obligacion de realizar los aportes de inversion dispuestos en el articulo
anterior.

ARTICULO 24. — Categorias del Servicio Universal. La Autoridad de Aplicacién
disefiara los distintos programas para el cumplimiento de las obligaciones y el acceso a los
derechos previs- tos respecto del Servicio Universal, pudiendo establecer categorias a tal
efecto.

ARTICULO 25. — Aplicaciéon de fondos. Los fondos del Servicio Universal se aplicaran
por me- dio de programas especificos. La Autoridad de Aplicacion definira su contenido y
los mecanis- mos de adjudicacion correspondientes. La Autoridad de Aplicacion podra
encomendar la ejecu- cion de estos planes directamente a las entidades incluidas en el
articulo 8°, inciso b), de la ley 24.156, o, cumpliendo con los mecanismos de seleccion que
correspondan, respetando princi- pios de publicidad y concurrencia, a otras entidades.

Los programas del Servicio Universal deben entenderse como obligaciones sujetas a
revision periddica, por lo que los servicios incluidos y los programas que se elaboren seran
revisados, al menos cada dos (2) anos, en funcion de las necesidades y requerimientos
sociales, la demanda existente, la evolucion tecnologica y los fines dispuestos por el Estado
nacional de conformidad con el disefio de la politica de las Tecnologias de la Informacion y
las Comunicaciones (TIC).

Titulo V
Recursos esenciales de las TIC Capitulo |
Espectro radioeléctrico

ARTICULO 26. — Caracteristicas. E| espectro radioeléctrico es un recurso intangible,
finito y de dominio publico, cuya administracion, gestion y control es responsabilidad
indelegable del Esta- do nacional.

ARTICULO 27. — Administracion, gestion y control. Corresponde a la Autoridad de
Aplicacion que se designe la administracion, gestion y control del espectro radioeléctrico,
de conformidad con lo que establece esta ley, la reglamentacion que en su consecuencia se
dicte, las normas internacionales y aquellas dictadas por las conferencias mundiales y
regionales en la materia a las que la Republica Argentina adhiera.

ARTICULO 28. — Autorizaciones y permisos. Las autorizaciones y los permisos de uso de
fre- cuencias del espectro radioeléctrico Se otorgaran con caracter precario, por lo que la
Autoridad de Aplicacion podra sustituirlos, modificarlos o cancelarlos, total o parcialmente,
sin que ello dé lugar a derecho de indemnizacion alguna a favor del autorizado o
administrado.
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Las autorizaciones y permisos de uso de frecuencia del espectro radioeléctrico asignados
por licitacion 0 concurso publico, con caracter oneroso, se regiran por los términos fijados al
momen- to de dicha licitacion o concurso, de conformidad con el marco del régimen de
contrataciones de la administracion nacional, salvo fundadas razones de interés publico
debidamente acreditadas.

Para todos los casos mencionados, la Autoridad de Aplicacion fijara el plazo maximo de
otorga- miento de cada autorizacion 0 permiso.

ARTICULO 29. — Cesién y arrendamiento. Las autorizaciones y permisos de uso de
frecuencia del espectro radioeléctrico y las autorizaciones y habilitaciones otorgadas para
instalar y operar una estacion, medios o sistemas radioeléctricos, N0 podran ser transferidas,
arrendadas ni cedi- das total o parcialmente ni cambiarles su destino, sin la aprobacion
previa de la Autoridad de Aplicacion, conforme a la normativa vigente.

ARTICULO 30. — Migracién de bandas. La Autoridad de Aplicacion podra requerir a los
titulares de autorizaciones y permisos de uso de frecuencias la migracion de sus sistemas
como conse- cuencia de cambios en la atribucion de bandas de frecuencias. La migracion
debera cumplirse en los plazos que fije la Autoridad de Aplicacion. Los autorizados o
permisionarios no tienen de- recho a indemnizacion alguna.

ARTICULO 31. — Asignacion directa. La Autoridad de Aplicacion podra asignar en forma
directa frecuencias a organismos nacionales, entidades estatales y entidades con
participacion mayori- taria del Estado nacional.

ARTICULO 32. — Autorizacién. Los licenciatarios de Servicios de TIC deberan contar con
auto- rizacion previa para la instalacion, modificacion y operacion de estaciones, medios 0
sistemas de radiocomunicacion.

Capitulo 11 Uso satelital

ARTICULO 33 [texto vigente a partir del Dec. 267/2015].- Administracion, Gestion y
Control. Co- rresponde al Estado Nacional, a través del MINISTERIO DE
COMUNICACIONES, la adminis- tracion, gestion y control de los recursos orbita-espectro
correspondientes a redes satelitales, de conformidad con los tratados internacionales
suscriptos Yy ratificados por el Estado Argenti- no.

Este recurso podra ser explotado por entidades de caracter publico 0 privado siempre que
me- die autorizacion otorgada al efecto y de conformidad con las disposiciones aplicables en
la ma- teria.

ARTICULO 34 [texto vigente a partir del Dec. 267/2015]. Autorizacion. La prestacion de
facilida- des satelitales requerira la correspondiente autorizacion para la operacion en la
Argentina, con- forme a la reglamentacion que el MINISTERIO DE COMUNICACIONES
dicte a tal efecto. Por el contrario, la prestacion de cualquier Servicio de TIC por satélite
estara sometida al régimen general de prestacion de Servicios de TIC establecido en la
presente ley.

ARTICULO 35 [texto vigente a partir del Dec. 267/2015]. Prioridad de uso. Para la
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prestacion de las facilidades satelitales se dara prioridad al uso de satélites argentinos,
entendiéndose por tales a los que utilicen un recurso orbita-espectro a nombre de la Nacion
Argentina, a la utiliza- cion de satélites construidos en la Nacion Argentina o a las empresas
operadoras de satélites que fueran propiedad del Estado nacional o en las que éste tuviera
participacion accionaria mayoritaria.

La prioridad senialada precedentemente tendra efecto solo si las condiciones técnicas y
econo- micas propuestas se ajustan a un mercado de competencia, lo cual sera
determinado por el MINISTERIO DE COMUNICACIONES.

Capitulo 111 Planes fundamentals

ARTICULO 36. — Dictado de los planes. La Autoridad de Aplicacién debe aprobar,
gestionar y controlar los planes nacionales de numeracion, sefalizacion, portabilidad
numérica Yy otros pla- nes fundamentales, y tiene la facultad de elaborarlos o modificarlos.

ARTICULO 37. — Atributos. Los atributos de los planes fundamentales tienen caracter
instru- mental y su otorgamiento no confiere derechos e intereses a los licenciatarios de
Servicios de TIC, motivo por el cual su modificacion 0 supresion no genera derecho a
indemnizacion alguna. Capitulo IV Acceso e interconexion

ARTICULO 38. — Alcance. Este capitulo y su reglamentacion seran de aplicacion a los
supues- tos de uso y acceso e interconexion entre los licenciatarios de Servicios de TIC.

ARTICULO 39. — Obligacién de acceso e interconexién. Los licenciatarios de Servicios
de TIC tendran el derecho y, cuando se solicite por otros licenciatarios de TIC, la obligacion
de suminis- trar el acceso y la interconexién mutua.

ARTICULO 40. — Régimen general. Los licenciatarios de Servicios de TIC estan
obligados a interconectarse en condiciones no discriminatorias, transparentes y basadas en
criterios objeti- vos, conforme las disposiciones dictadas por la Autoridad de Aplicacion,
las que fomentaran la competencia y se orientaran a la progresiva reduccion de asimetrias
entre licenciatarios.

Los términos y condiciones para acceso o0 interconexion que un licenciatario de Servicios de
TIC ofrezca a otro con motivo de un acuerdo o de una resolucion de la Autoridad de
Aplicacion, de- beran ser garantizados a cualquier otro que lo solicite.

Los licenciatarios ajenos a la relacion contractual podran realizar observaciones al acuerdo
sus- cripto conforme lo disponga la reglamentacion.

ARTICULO 41. — Condiciones particulares. La Autoridad de Aplicacion podra determinar
condi- ciones particulares de acceso e interconexion con las redes que fueran propiedad
del Estado nacional o de sociedades con participacion estatal mayoritaria.

ARTICULO 42. — Registro y publicacion. Los acuerdos entre licenciatarios de Servicios de
TIC deberan registrarse ante la Autoridad de Aplicacion y publicarse de acuerdo a la
reglamentacion vigente.

ARTICULO 43. — Ofertas de referencia. Las ofertas de referencia deberan someterse a la
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auto- rizacion Yy la publicacion por parte de la Autoridad de Aplicacion de acuerdo a las
disposiciones dictadas por ésta.

En los casos comprendidos en el articulo 10 de la presente ley, la oferta de referencia
debera garantizar que el tratamiento dado a sus unidades de negocio no distorsiona la
competencia en el mercado de referencia.

ARTICULO 44. — Disesio de arquitectura abierta. Los licenciatarios de Servicios de TIC
deberan adoptar disenos de arquitectura abierta de red para garantizar la interconexion y la
interoperabi- lidad de sus redes.

ARTICULO 45. — Desagregacion de red local. Se dispone la desagregacion de la red
local de los licenciatarios de Servicios de TIC. La Autoridad de Aplicacion establecera a tal
fin las condi- ciones diferenciadas fundadas en cuestiones técnicas, economicas, de
oportunidad, mérito y conveniencia, atendiendo a la preservacion del interés publico y
promoviendo la competencia.

ARTICULO 46. — Obligaciones especificas. Aquellos licenciatarios de Servicios de TIC
con po- der significativo de mercado deberan cumplir con las obligaciones especificas que
sean dispues- tas por la Autoridad de Aplicacion, las que garantizaran por medio de
medidas regulatorias asimétricas el desarrollo de los mercados regionales, la participacion de
los licenciatarios locales y la continuidad en la prestacion de los servicios de TIC.

ARTICULO 47. — Competencias. Son competencias de la Autoridad de Aplicacion en
materia de acceso e interconexion:

a) Disponer las condiciones juridicas, técnicas y economicas a las que deberan
cenirse los acuerdos.

b) Llevar registro de los acuerdos celebrados y efectuar el analisis previo a la
autorizacion de una oferta de referencia.

c) Intervenir, de oficio 0o a peticion de cualquiera de las partes interesadas,
instando a efectuar las modificaciones al acuerdo suscripto que estime corresponder.

d) Establecer obligaciones y condiciones especificas para aquellos licenciatarios,
con poder sig- nificativo de mercado y cualquier otro que considere justificadamente
necesario; dichas obliga- ciones se mantendran en vigor durante el tiempo estrictamente
imprescindible y podran consistir en:

i. El suministro de informacion contable, economica y financiera, especificaciones
técnicas, ca- racteristicas de las redes y condiciones de suministro y utilizacion, incluidas,
en su caso, las condiciones que pudieran limitar el acceso o la utilizacion de servicios o
aplicaciones, asi como los precios y tarifas.

i La elaboracion, presentacion y publicacion de una oferta de referencia bajo las
condiciones establecidas reglamentariamente.

i La separacion de cuentas, en el formato y con la metodologia que, en su caso,
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se especifi- quen.
iv. La separacion funcional.

V. Brindar acceso a elementos 0 a recursos especificos de las redes y a su
utilizacion, asi COMO a recursos y servicios asociados.

vi. Control de precios Yy tarifas, tales como su fijacion, su orientacion en funcion de
los costos o la determinacion de otro tipo de mecanismo de compensacion.

vii. Deber de notificacion para su aprobacion previa, ante la necesidad de efectuar
modificacio- nes en la red que afecten el funcionamiento de los equipos de los usuarios o de
las redes con las que esté interconectada.

viii. Otro tipo de obligaciones especificas relativas al acceso 0 a la interconexion
que no se limi- ten a las materias enumeradas anteriormente y que estén debidamente
justificadas.

Titulo VI
Precios, tarifas y gravamenes

ARTICULO 48. — Regla. Los licenciatarios de Servicios de TIC fijaran sus precios, los
que de- beran ser justos y razonables, cubrir l0s costos de la explotacion y tender a la
prestacion eficien- te y a un margen razonable de operacion. [El parrafo siguiente fue
derogado por el Dec. 267/2015]

ARTICULO 49. — Tasa de control, fiscalizacion y verificacién. Establécese para los
licenciatarios de Servicios de TIC una tasa en concepto de control, fiscalizacion Yy
verificacion, equivalente a cero coma cincuenta por ciento (0,50%) de los ingresos totales
devengados por la prestacion de los Servicios de TIC, netos de los impuestos y tasas que los
graven.

La Autoridad de Aplicacion establecera el tiempo, forma y procedimiento relativo al cobro
de la tasa fijada en el primer parrafo de este articulo, con el proposito de permitir la
financiacion de las erogaciones que hacen a su funcionamiento.

ARTICULO 50. — Derechos y aranceles radioeléctricos. Los licenciatarios de Servicios
de TIC en general y de telecomunicaciones en particular deberan abonar los derechos y
aranceles ra- dioeléctricos para cada una de las estaciones, sistemas y servicios radioeléctricos
que operan en todo el territorio de la Nacion, cuya unidad de medida sera la denominada
Unidad de Tasacion Radioeléctrica (UTR). La clasificacion, valor, actualizacion,
periodicidad de pago, penalidades y exenciones seran determinados por la Autoridad de
Aplicacion.

ARTICULO 51. — Aranceles administrativos. La Autoridad de Aplicacion tendra la
facultad de fijar aranceles administrativos.

ARTICULO 52. — Tasas y gravamenes especificos. Las tasas y gravamenes para

establecer sistemas y estaciones de telecomunicaciones no abiertos a la correspondencia
publica se de- terminaran de acuerdo con las caracteristicas de los mismos, la importancia de
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sus instalaciones y la evaluacion del trafico previsible, conforme a lo previsto en la
reglamentacion.

ARTICULO 53. — Exenciones. Podran establecerse a titulo precario exenciones 0
reducciones de tasas, tarifas y gravamenes de Tecnologias de la Informacion y las
Comunicaciones (TIC) en general y telecomunicaciones en particular, cuando la indole de
determinadas actividades lo jus- tifique.

Titulo VII
Consideraciones generales sobre los Servicios de TIC

ARTICULO 54. — Servicio Publico Telefonico. El Servicio Basico Telefénico mantiene su
condi- cion de servicio publico.

ARTICULO 55. — Objeto y alcance. El Servicio de TIC comprende la confluencia de las
redes tanto fijas como moviles que, mediante diversas funcionalidades, proporciona a los
usuarios la capacidad de recibir y transmitir informacion de voz, audio, imagenes fijas o
en movimiento y datos en general.

A los efectos de resguardar la funcionalidad del Servicio de TIC, éste debera ser brindado
en todo el territorio nacional considerado a tales efectos como una tinica area de explotacion y
pres- tacion.

El Servicio Basico Telefonico, sin perjuicio de su particularidad normativa, reviste especial
consi- deracion dentro del marco de la convergencia tecnologica. Es por ello que la efectiva
prestacion del servicio debe ser considerada de manera independiente a la tecnologia 0
medios utilizados para su provision a través de las redes locales, siendo su finalidad principal
el establecimiento de una comunicacion mediante la transmision de voz entre partes.

ARTICULO 56. — Neutralidad de red. Se garantiza a cada usuario el derecho a acceder,
utilizar, enviar, recibir u ofrecer cualquier contenido, aplicacion, servicio o protocolo a
través de Internet sin ningun tipo de restriccion, discriminacion, distincion, bloqueo,
interferencia, entorpecimiento o degradacion.

ARTICULO 57. — Neutralidad de red. Prohibiciones. Los prestadores de Servicios de
TIC no podran:

a) Bloquear, interferir, discriminar, entorpecer, degradar o restringir la utilizacion,
envio, recep- cion, ofrecimiento o acceso a cualquier contenido, aplicacion, servicio 0
protocolo salvo orden judicial o expresa solicitud del usuario.

b) Fijar el precio de acceso a Internet en virtud de los contenidos, servicios,
protocolos o aplica- ciones que vayan a ser utilizados u ofrecidos a través de los respectivos
contratos.

c) Limitar arbitrariamente el derecho de un usuario a utilizar cualquier hardware o
software para acceder a Internet, siempre que los mismos no dafien 0 perjudiquen la red.
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ARTICULO 58. — Velocidad Minima de Transmisién (VMT). La Autoridad de Aplicacion
definira, en un plazo no mayor a ciento ochenta (180) dias a contar desde la entrada en
vigencia de la presente ley, la Velocidad Minima de Transmision (VMT) que deberan
posibilitar las redes de telecomunicaciones a los fines de asegurar la efectiva funcionalidad
de los Servicios de TIC. Los licenciatarios de Servicios de TIC deberan proveer a sus
usuarios finales, no licenciatarios de estos servicios, la velocidad fijada. La VMT debera ser
revisada con una periodicidad maxima de dos (2) afios.

Titulo VIII
Derechos y obligaciones de los usuarios y licenciatarios de Servicios de TIC Capitulo |
Derechos y obligaciones de los usuarios de los Servicios de TIC ARTICULO 59. —
Derechos. El usuario de los Servicios de TIC tiene derecho a:

a) Tener acceso al Servicio de TIC en condiciones de igualdad, continuidad,
regularidad y cali- dad.

b) Ser tratado por los licenciatarios con cortesia, correccion y diligencia.

c) Tener acceso a toda la informacion relacionada con el ofrecimiento o prestacion
de los servi- cios.

d) Elegir libremente el licenciatario, los servicios y los equipos o aparatos
necesarios para su prestacion, siempre que estén debidamente homologados.

e) Presentar, sin requerimientos previos innecesarios, peticiones y quejas ante el
licenciatario y recibir una respuesta respetuosa, oportuna, adecuada y veraz.

f) La proteccion de los datos personales que ha suministrado al licenciatario, los
cuales no pue- den ser utilizados para fines distintos a los autorizados, de conformidad con
las disposiciones vigentes.

g) Que el precio del servicio que recibe sea justo y razonable.

h) Los demas derechos que se deriven de la aplicacion de las leyes, reglamentos y
normas apli- cables.

ARTICULO 60. — Obligaciones. El usuario de los Servicios de TIC tiene las siguientes
obliga- ciones:

a) Abonar oportunamente los cargos por los servicios recibidos, de conformidad
con los precios contratados o las tarifas establecidas.

b) Mantener las instalaciones domiciliarias a su cargo de manera adecuada a las
normas técni- cas vigentes.

c) No alterar los equipos terminales cuando a consecuencia de ello puedan causar

danos o inter- ferencias que degraden la calidad del servicio, absteniéndose de efectuar un
uso indebido del servicio.
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d) Permitir el acceso del personal de los licenciatarios y de la Autoridad de
Aplicacion, quienes deberan estar debidamente identificados a los efectos de realizar todo
tipo de trabajo o verifica- cion necesaria.
e) Respetar las disposiciones legales, reglamentarias y las condiciones generales
de contrata- cion y las demas obligaciones que se deriven de la aplicacion de las leyes,
reglamentos y nor- mas aplicables.

Capitulo 11
Derechos y obligaciones de los licenciatarios

ARTICULO 61. — Derechos. Los licenciatarios de Servicios de TIC tienen derecho a:

a) Usar y proteger sus redes e instalaciones empleadas en la prestacion del Servicio
de TIC.
b) Instalar sus redes y equipos en todo el territorio nacional de acuerdo a lo

establecido en la presente ley y demas normativa aplicable en materia de uso del suelo,
subsuelo, espacio aéreo, bienes de dominio publico y privado.

c) A los demas derechos que se deriven de la presente ley y su reglamentacion.

ARTICULO 62. — Obligaciones. Los licenciatarios de Servicios de TIC tienen las siguientes
obli- gaciones:

a) Brindar el servicio bajo los principios de igualdad, continuidad y regularidad,
cumpliendo con los niveles de calidad establecidos en la normativa vigente.

b) No incluir en los contratos clausulas que restrinjan o condicionen en modo
alguno a los usua- rios la libertad de eleccion de otro licenciatario o que condicionen la
rescision del mismo o la desconexion de cualquier servicio adicional contratado.

c) Garantizar que los grupos sociales especificos, las personas con discapacidad,
entre ellos los usuarios con problemas graves de vision o discapacidad visual, los
hipoacusicos y los impedidos del habla, las personas mayores y los usuarios con necesidades
sociales especiales tengan ac- ceso al servicio en condiciones equiparables al resto de los
usuarios, de conformidad con lo es- tablecido en la normativa especifica.

d) Contar con mecanismos gratuitos de atencion a los usuarios de conformidad con
lo dispuesto por la Autoridad de Aplicacion.

e) Proporcionar al usuario informaciéon en idioma nacional y en forma clara,
necesaria, veraz, oportuna, suficiente, cierta y gratuita, que no induzca a error y contenga
toda la informacion so- bre las caracteristicas esenciales del servicio que proveen al
momento de la oferta, de la cele- braciéon del contrato, durante su ejecucion y con
posterioridad a su finalizacion.

f) Garantizar a los usuarios la confidencialidad de los mensajes transmitidos y el
secreto de las comunicaciones.
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g) Brindar toda la informacion solicitada por las autoridades competentes,
especialmente la in- formacion contable o0 econémica con la periodicidad y bajo las formas
que se establezcan, asi como aquella que permita conocer las condiciones de prestacion del
servicio y toda otra informa- cién que pueda ser considerada necesaria para el cumplimiento
de las funciones.

h) Disponer del equipamiento necesario para posibilitar que la Autoridad de
Aplicacion pueda efectuar sus funciones; encontrandose obligados a permitir el acceso de la
Autoridad de Aplica- cion a sus instalaciones y brindar la informacion que le sea requerida
por ella.

i) Atender los requerimientos en materia de defensa nacional y de seguridad publica
formulados por las autoridades competentes.

) Respetar los derechos que les corresponden a los usuarios de acuerdo con la
normativa apli- cable.

k) Cumplir con las obligaciones previstas en las respectivas licencias, el marco
regulatorio co- rrespondiente y las decisiones que dicte la Autoridad de Aplicacion.

1) Actuar bajo esquemas de competencia leal y efectiva de conformidad con la
normativa vigente.

m) Cumplir las demas obligaciones que se deriven de la presente ley y
reglamentacion vigente.

Titulo IX Régimen de sanciones
ARTICULO 63. — Reglamentacion. La Autoridad de Aplicacion reglamentara el régimen
sancio- natorio de conformidad a los principios y disposiciones del presente Titulo.

ARTICULO 64. — Procedimiento. El procedimiento administrativo para la instruccion del
sumario y la aplicacion de sanciones sera dictado por la Autoridad de Aplicacion.
Supletoriamente sera de aplicacion la Ley Nacional de Procedimientos Administrativos
19.549.

ARTICULO 65. — Medidas previas al inicio del proceso sancionatorio. Mediante el
dictado del correspondiente acto administrativo, sin intervencion previa y de conformidad
al proceso que determine la Autoridad de Aplicacion, podra disponerse el cese de la presunta
actividad infracto- ra cuando existan razones de imperiosa urgencia basadas en los siguientes
supuestos:

a) Afectacion del funcionamiento de los servicios de Seguridad Nacional,
Defensa Civil y de Emergencias.

b) Exposicion a peligro de la vida humana.

c) Interferencia a otras redes o Servicios de TIC y a las que se produzcan sobre las
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frecuencias utilizadas por el Servicio de Radionavegacion Aeronautica y el Servicio Movil
Aeronautico.

Habiendo facultades concurrentes con otra autoridad competente, se dara traslado a ésta
luego de materializada la medida precautoria.

ARTICULO 66. — Medidas cautelares en el proceso sancionatorio. Mediante el dictado
del co- rrespondiente acto administrativo emanado en el ambito de la Autoridad de
Aplicacion, podran adoptarse medidas cautelares consistentes en:

a) El cese inmediato de emisiones radioeléctricas no autorizadas.

b) El cese inmediato de cualquier otra actividad presuntamente infractora que
pudiere ocasionar un dano irreparable a los usuarios finales del servicio.

c) El precintado de equipos o instalaciones afectados a la prestacion de Servicios de
TIC.

Las medidas cautelares que se hubiesen dictado cesaran en sus efectos como tales cuando se
dicte la medida que ponga fin al procedimiento sancionatorio.

ARTICULO 67. — Tipos de sanciones. El incumplimiento de las obligaciones establecidas
en la presente ley, sus reglamentaciones, las licencias, autorizaciones o permisos de uso dara
lugar a la aplicacion de las siguientes sanciones:

a) Apercibimiento.

b) Multa.

c) Suspension de la comercializacion.

d) Clausura.

e) Inhabilitacion.

f) Comiso de equipos y materiales utilizados para la prestacion de los servicios.

0) Decomiso.

h) Caducidad de la licencia, del registro o revocatoria de la autorizacion o del

permiso. ARTICULO 68. — Accesoria de inhabilitacién. La sancion de caducidad de la
licencia inhabilitara

a la titular sancionada y a los integrantes de sus o6rganos directivos por el término de cinco
()

afios para ser titulares de licencias, socios o0 administradores de licenciatarias.

ARTICULO 69. — Cardcter formal. Las infracciones tendran caracter formal y se
configuraran con independencia del dolo o culpa de los titulares de las licencias, registros o
permisos y de las personas por quienes aquéllos deban responder.

ARTICULO 70. — Graduacién de sanciones. La sancién que se imponga ante la
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verificacion de una infraccion se graduara teniendo en cuenta la gravedad de la infraccion, la
capacidad econé- mica del infractor y el grado de afectacion al interés publico.

A los efectos de la determinacion de sanciones, se consideraran como situaciones agravantes
a tener en consideracion:

a) El caracter continuado del hecho pasible de sancion.

b) La afectacion del servicio.

c) La obtencion de beneficios economicos por parte del infractor.

d) La clandestinidad.

e) La falta de homologacion o certificacion de los aparatos o equipos empleados.

ARTICULO 71. — Atenuantes. Se consideraran como situaciones atenuantes a tener en
consi- deracidn:

a) Haber reconocido en el curso del procedimiento la existencia de la infraccion.

b) Haber subsanado por iniciativa propia la situacion de infraccion y resarcido en
forma integral los dafios que pudiere haber causado.

ARTICULO 72. — Decomiso. En aquellos casos en los que se detecte la prestacion de
Servicios de TIC en infraccion a las licencias, permisos, autorizaciones, homologaciones o
habilitaciones dispuestas en la presente ley o que por cualquier medio invadan u obstruyan
las vias generales de comunicacion, se perderan en beneficio del Estado nacional los bienes,
instalaciones y equi- pos empleados en la comision de dichas infracciones.

ARTICULO 73. — Obligacién de reintegrar. La aplicacion de sanciones sera independiente
de la obligacion de reintegrar o compensar las tarifas, precios o cargos indebidamente
percibidos de los usuarios, con actualizacion e intereses, o de indemnizar los perjuicios
ocasionados a los usuarios, al Estado, o a los terceros por la infraccion.

ARTICULO 74. — Reiteracién. El acto sancionatorio firme en sede administrativa
constituira an- tecedente valido a los fines de la reiteracion de la infraccion. Se considerara
reiteracion cuando se le haya aplicado sancion en relacion con la misma obligacion dentro de
los ultimos veinticua- tro (24) meses.

ARTICULO 75. — Publicidad. La Autoridad de Aplicacion determinara los casos en los
cuales, a cargo del infractor, procedera la publicacion de las sanciones aplicadas.

ARTICULO 76. — Recursos. El acto por el cual se aplique la sancién establecida, agotara la
via administrativa a los efectos del articulo 23 de la Ley Nacional de Procedimientos
Administrativos 19.549, sin perjuicio de la procedencia del recurso de alzada por el que
pueda optar el recurren- te.

Agotada la via administrativa, procedera el recurso en sede judicial conforme al articulo 4°
de la presente. Su interposicion no tendra efecto suspensivo, salvo en el caso de la sancion
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de cadu- cidad de la licencia.

Titulo X Autoridades Capitulo |
Autoridad Federal de Tecnologias de la Informacion y las Comunicaciones
ARTICULO 77 [derogado por Dec.267/2015].
ARTICULO 78 [derogado por Dec.267/2015].

ARTICULO 79. — Continuacién. La Autoridad Federal de Tecnologias de la Informacién
y las Comunicaciones creada por la presente ley sera continuadora, a todos los fines y de
conformi- dad con lo fijado en la presente ley, de la Secretaria de Comunicaciones y de la
Comision Na- cional de Comunicaciones creada por los decretos 1142/2003 y 1185/90 y sus
posteriores modi- ficaciones.

ARTICULO 80. — Funciones. La Autoridad Federal de Tecnologias de la Informacion y
las Co- municaciones tendra como funciones la regulacion, el control, la fiscalizacion y
verificacion en materia de las TIC en general, de las telecomunicaciones en particular, del
servicio postal y to- das aquellas materias que se integren a su orbita conforme el texto de la
presente ley, la norma- tiva aplicable y las politicas fijadas por el Gobierno nacional.

ARTICULO 81. — Competencias. La Autoridad Federal de Tecnologias de la Informacion
y las Comunicaciones ejercera las siguientes competencias:

a) Regular y promover la competencia y el desarrollo eficiente de las
telecomunicaciones y los servicios digitales en el ambito de las atribuciones que le confiere
esta ley y demas disposiciones legales aplicables.

b) La regulacion, promocion y supervision del uso, aprovechamiento y explotacion
del espectro radioeléctrico, los recursos orbitales, los servicios satelitales, las redes de
telecomunicaciones y la prestacion de los servicios de telecomunicaciones y tecnologias
digitales, asi como del acceso a la infraestructura activa y pasiva y otros insumos o
facilidades esenciales, sin perjuicio de las atribuciones que corresponden a otras autoridades
en los términos de la legislacion correspon- diente.

c) Regular en materia de lineamientos técnicos relativos a la infraestructura y los
equipos que se conecten a las redes de telecomunicaciones, asi como en materia de
homologacion y evaluacion de la conformidad de dicha infraestructura y equipos.

d) Resolver sobre el otorgamiento, la prorroga, la revocacion de licencias, registros
permisos y autorizaciones, asi como la autorizacion de cesiones o cambios de control
accionario, titularidad u operacion de sociedades relacionadas con concesiones en materia
de telecomunicaciones y servicios previstos en esta ley.

e) Adoptar, en su caso, las acciones y medidas necesarias que garanticen la
continuidad en la prestacion de los servicios de telecomunicaciones y servicios de
comunicacion audiovisual cuando la autoridad le dé aviso de la existencia de causas de
terminacion poOr revocacion O res- cate de concesiones, disolucion 0 quiebra de las sociedades
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concesionarias.

f) Planear, fijar, instrumentar y conducir las politicas y programas de cobertura
universal y cober- tura social de conformidad con lo establecido en esta ley.

g) Promover y regular el acceso a las tecnologias de la informacion y comunicacion
y a los servi- cios de telecomunicaciones, incluido el de banda ancha e Internet, en
condiciones de competen- cia efectiva.

h) Expedir disposiciones administrativas de caracter general, planes técnicos
fundamentales, lineamientos, modelos de costos, procedimientos de evaluacion de la
conformidad, procedimien- tos de homologacion y certificacion y ordenamientos técnicos en
materia de telecomunicaciones y servicios de comunicacion audiovisual; asi COmo demas
disposiciones para el cumplimiento de lo dispuesto en esta ley.

i) Formular y publicar sus programas de trabajo.

) Elaborar, publicar y mantener actualizado el Cuadro Nacional de Atribucion de
Frecuencias.

k) Emitir  disposiciones, lineamientos o0 resoluciones en materia de
interoperabilidad e interco- nexion de las redes publicas de telecomunicaciones, a efecto de
asegurar la libre competencia y concurrencia en el mercado.

1) Resolver y establecer los términos y condiciones de interconexion que no hayan
podido con- venir los concesionarios respecto de sus redes publicas de telecomunicaciones
conforme a lo previsto en la presente ley.

II) Emitir lineamientos de caracter general para el acceso y, en su caso, uso compartido de
la infraestructura activa y pasiva, en los casos que establece esta ley.

m) Resolver los desacuerdos de comparticion de infraestructura entre licenciatarios
conforme a lo dispuesto en esta ley.

n) Resolver los desacuerdos que se susciten entre licenciatarios de redes de
telecomunicacio- nes.

i) Resolver las solicitudes de interrupcion parcial o total, por hechos fortuitos o causas de
fuerza mayor de las vias generales de comunicacion en materia de telecomunicaciones.

0) Resolver sobre el cambio o rescate de bandas de frecuencia.

p) Determinar la existencia de actores con poder significativo de mercado e imponer
las medidas necesarias para evitar que se afecte la competencia y la libre concurrencia en
cada uno de los mercados de esta ley.

Q) Declarar la existencia o inexistencia de condiciones de competencia efectiva en

el sector de que se trate y, en su caso, la extincion de las obligaciones impuestas a los
actores con poder significativo de mercado.
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r Determinar, autorizar, registrar y publicar las tarifas de los servicios en las
condiciones previs- tas en esta ley.

s) Requerir a los sujetos regulados por esta ley la informacion y documentacion,
incluso aquella generada por medios electronicos, opticos 0 de cualquier otra tecnologia,
necesarios para el ejercicio de sus atribuciones.

t) Coordinar acciones con las autoridades del Poder Ejecutivo, provinciales y
municipales.
u) Imponer las sanciones por infracciones a las disposiciones legales, reglamentarias

0 adminis- trativas.

v) Las demas que le confiera esta ley y otras disposiciones legales o administrativas.
ARTICULO 82 [derogado por Dec.267/2015].
ARTICULO 83 [derogado por Dec.267/2015].

ARTICULO 84 [derogado por Dec.267/2015].

Capitulo 11

Consgjo Federal de Tecnologias de las Telecomunicaciones y la Digitalizacion ARTICULO
85 [dgrogado por Dec.267/2015].
ARTICULO 86 [derogado por Dec.267/2015].

ARTICULO 87. — Transferencias. Transfiérense bajo la érbita de competencias de la
Autoridad de Aplicacion de la presente ley los siguientes organismos, empresas, programas y
proyectos:

. Secretaria de Comunicaciones (SECOM).
. Comision Nacional de Comunicaciones (CNC).
. Argentina Soluciones Satelitales S.A. (ARSAT).
. Correo Oficial de la Republica Argentina S.A. (CORASA).
. Argentina Conectada.
Capitulo 11

Comision Bicameral de Promocion y Seguimiento de la Comunicacion Audiovisual, las
Tecnolog- ias de las Telecomunicaciones y la Digitalizacion

ARTICULO 88. — Sustitayese el Capitulo 111 del Titulo Il de la ley 26.522, el que quedara
redac- tado de la siguiente forma:

Capitulo 11
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Comision Bicameral de Promocion y Seguimiento de la Comunicacion Audiovisual, las
Tecnolog- ias de las Telecomunicaciones y la Digitalizacion

Articulo 18.- Comision Bicameral. Créase en el ambito del Congreso de la Nacion, la
Comision Bicameral de Promocion y Seguimiento de la Comunicacion Audiovisual, las
Tecnologias de las Telecomunicaciones y la Digitalizacion, que tendra el caracter de
Comision Permanente.

La Comision Bicameral se integrara por ocho (8) senadores y ocho (8) diputados
nacionales, segun resolucion de cada Camara. Dictara su propio reglamento.

De entre sus miembros elegiran un (1) presidente, un (1) vicepresidente y un (1) secretario;
car- gos que seran ejercidos anualmente en forma alternada por un representante de cada
Camara.

La comision tendra las siguientes competencias:

a) Proponer al Poder Ejecutivo nacional, los candidatos para la designacion de tres
(3) miembros del directorio de la Autoridad Federal de Servicios de Comunicacion
Audiovisual, y de tres (3) miembros del directorio de Radio y Television Argentina
Sociedad del Estado y del titular de la Defensoria del Publico de Servicios de
Comunicacion Audiovisual por resolucion conjunta de ambas Camaras.

b) Proponer al Poder Ejecutivo nacional, los candidatos para la designacion de tres
(3) miembros del directorio de la Autoridad Federal de Tecnologias de la Informacion y
las Comunicaciones por resolucion conjunta de ambas Camaras.

c) Recibir y evaluar el informe presentado por el Consejo Consultivo Honorario
de los Medios Publicos e informar a sus respectivos cuerpos organicos, dando a publicidad
sus conclusiones.

d) Velar por el cumplimiento de las disposiciones referidas a Radio y Television
Argentina Socie- dad del Estado.

e) Evaluar el desempeiio de los miembros del directorio de la Autoridad Federal de
Servicios de Comunicacion Audiovisual y del Defensor del Publico.

f) Evaluar el desempefio de los miembros del directorio de la Autoridad Federal de
Tecnologias de la Informacion y las Comunicaciones.

g) Dictaminar sobre la remocion por incumplimiento o mal desempefio de su cargo
al Defensor del Publico; en un procedimiento en el que se haya garantizado en forma
amplia el derecho de defensa, debiendo la resoluciéon que se adopta al respecto estar
debidamente fundada.

Titulo XI

Clausulas transitorias y disposiciones finales

ARTICULO 89. — La ley 19.798 y sus modificatorias solo subsistira respecto de aquellas
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dispo- siciones que no se opongan a las previsiones de la presente ley.

ARTICULO 90. — Alcance. Decreto 62/90. La definicion del articulo 6° inciso c) de la
presente comprende los aspectos de la definicion establecida en el Pliego de Bases y
Condiciones para el Concurso Publico Internacional para la Privatizacion de la Prestacion del
Servicio de Telecomu- nicaciones aprobado mediante el decreto 62/90.

ARTICULO 91. — Integracién del FFSU. Establécese que en virtud de lo dispuesto por las
Clau- sulas 11.1 y 11.2 del Contrato de Fideicomiso de Administracion del Fondo Fiduciario
del Servi- cio Universal decreto 558/08, los recursos del mismo previstos en el articulo 8°
del Anexo Il del decreto 764/00 y sus modificatorios quedaran integrados al Fondo del
Servicio Universal creado por articulo 21 de la presente ley, en las condiciones que determine
la Autoridad de Aplicacion.

ARTICULO 92. — Derogacién. Derdgase el decreto 764/00 y sus modificatorios, sin
perjuicio de lo cual mantendra su vigencia en todo lo que no se oponga a la presente ley
durante el tiempo que demande a la Autoridad de Aplicacion dictar los reglamentos
concernientes al Régimen de Licencias para Servicios de TIC, al Régimen Nacional de
Interconexion, al Régimen General del Servicio Universal y al Régimen sobre la
Administracion, Gestion y Control del Espectro Radio- eléctrico.

ARTICULO 93. — Régimen de transicion. Licencias. A los actuales licenciatarios,
operadores, prestadores y autorizados bajo el régimen instituido en el decreto 764/00 y sus
modificatorios se les aplicara el régimen previsto en la presente.

Al momento de la sancion de la presente, y sin mas tramite, los titulos habilitantes
actualmente denominados ‘Licencia Unica de Servicios de Telecomunicaciones’ seran
considerados a todos los efectos ‘Licencia Unica Argentina Digital’, sin mutar en su
contenido, alcance y efectos.

La Autoridad de Aplicacion podra establecer regimenes y programas especiales tendientes a
la regularizacion de situaciones de prestacion cuyos responsables no cuenten con la licencia
co- rrespondiente, contemplando a tal efecto la situacion particular de cada actor involucrado
garan- tizando la continuidad de la prestacion de los Servicios de TIC, sin que ello implique
saneamien- to de situacion irregular alguna.

ARTICULO 94 [texto vigente a partir del Dec. 267/2015].- Los prestadores del Servicio
Basico Te- lefonico, cuya licencia ha sido concedida en los términos del Decreto N° 62/90 y
de los puntos 1 y 2 del articulo 5° del Decreto N° 264/98, asi como los del Servicio de
Telefonia Movil con licen- cia otorgada conforme el pliego de bases y condiciones aprobado
por Resolucion del entonces MINISTERIO DE ECONOMIA Y OBRAS Y SERVICIOS
PUBLICOS N° 575/93 y ratificado por Decreto N° 1461/93, solo podran prestar el servicio
de Radiodifusion por suscripcion, mediante vinculo fisico y/o mediante vinculo
radioeléctrico, transcurridos DOS (2) anos contados a partir del 1° de enero de 2016. El
ENACOM podra extender dicho plazo por UN (1) afio mas.

ARTICULO 95 [texto vigente a partir del Dec. 267/2015].- No podran ser titulares de un
registro de Radiodifusion por suscripcion mediante vinculo fisico o mediante vinculo
radioeléctrico los titulares o accionistas que posean el DIEZ POR CIENTO (10%) o mas de
las acciones o cuotas partes que conforman la voluntad social de una persona de existencia
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ideal titular o accionista de una persona de existencia ideal a quien el estado nacional,
provincial o municipal le haya otorgado la licencia, concesion 0 permiso para la prestacion de
un servicio publico.

No sera aplicable lo dispuesto en el parrafo anterior a:

(i) Las personas de existencia ideal sin fines de lucro a quien el estado nacional,
provincial o municipal le haya otorgado la licencia, concesion 0 permiso para la prestacion
de un servicio publico;

(ii) Los sujetos mencionados en el articulo 94, que sdlo podran prestar el servicio
transcurrido el plazo alli previsto.

En el caso de los incisos (i) y (ii) referidos y a los efectos de la obtencion de un registro de
Ra- diodifusion por Suscripcion, la explotacion del registro quedara sujeta a las condiciones
que se indican a continuacion y las demas que establezca la reglamentacion.

Si al momento de solicitar el registro existe otro prestador en la misma area de servicio,
el ENACOM debera, en cada caso concreto, realizar una evaluacion integral de la solicitud
que contemple el interés de la poblacion y dar publicidad de la solicitud en el BOLETIN
OFICIAL y en la pagina web del ENACOM. En caso de presentarse oposicion por parte de
otro titular de un registro de Radiodifusion por Suscripcion en la misma area de prestacion,
el ENACOM de- bera solicitar un dictamen a la autoridad de aplicacion de la Ley N° 25.156
que establezca las condiciones de prestacion del solicitante. El plazo para presentar
oposiciones es de TREINTA

(30) dias habiles desde la fecha de publicacion de la solicitud en el Boletin Oficial. Este
parrafo se aplicara solo para el caso del inciso (i) anterior.

No sera aplicable lo dispuesto en el parrafo anterior a las personas de existencia ideal sin
fines de lucro que exclusivamente presten servicio publico de TIC.

En todos los casos, las personas previstas en los apartados (i) y (ii) anteriores que obtengan el
registro de servicios de Radiodifusion por suscripcion en los términos y condiciones fijadas
en este articulo deberan cumplir con las siguientes obligaciones:

a) Conformar una unidad de negocio a los efectos de la prestacion del servicio de
comunica- cion audiovisual y llevarla en forma separada de la unidad de negocio del
servicio publico del que se trate;

b) Llevar una contabilidad separada y facturar por separado las prestaciones
correspondientes al servicio licenciado;

c) No incurrir en practicas anticompetitivas tales como las practicas atadas y los
subsidios cru- zados con fondos provenientes del servicio publico hacia el servicio licenciado;

d) Facilitar -cuando sea solicitado- a los competidores en los servicios licenciados
el acceso a su propia infraestructura de soporte, en especial postes, mastiles y ductos, en
condiciones de mercado. En los casos en que no existiera acuerdo entre las partes, se debera
pedir interven- cion al ENACOM,;
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e) No incurrir en practicas anticompetitivas en materia de derechos de exhibicion de
los conteni- dos a difundir por sus redes y facilitar un porcentaje creciente a determinar por
el ENACOM a la distribucion de contenidos de terceros independientes.

f) Respetar las incumbencias y encuadramientos profesionales de los trabajadores en
las distin- tas actividades que se presten.

ARTICULO 96 [texto vigente a partir del Dec. 267/2015]. — Las restricciones y
obligaciones es- tablecidas en los articulos 9°, 94 y 95 de la presente ley, seran también de
aplicacion a:

(i) Los titulares de cualquier participacion social directa o indirecta en los sujetos
mencionados en el articulo 94;

(ii) Cualquier persona en la que los sujetos mencionados en el articulo 94 tengan
participacion social directa o indirecta; y

(iii) Los contratos de colaboracion, de organizacion o participativo, con comunidad
de fin, que no sean sociedad, constituidos por o en los que participen los sujetos mencionados
en el articulo 94 y en los incisos (i) y (ii) precedentes, incluidos los negocios en
participacion, agrupaciones de colaboracion, uniones transitorias y consorcios de
cooperacion.

ARTICULO 97. — Vigencia. La presente ley entrard en vigencia a partir del dia de su
publicacion en el Boletin Oficial de la Republica Argentina.

ARTICULO 98. — Comuniquese al Poder Ejecutivo nacional.

DADA EN LA SALA DE SESIONES DEL CONGRESO ARGENTINO, EN BUENOS
AIRES, A LOS DIECISEIS DIAS DEL MES DE DICIEMBRE DEL ANO DOS MIL
CATORCE.

— REGISTRADA BAJO EL N°27.078 —

AMADO BOUDOU. — JULIAN A. DOMINGUEZ. — Lucas Chedrese. — Juan H. Estrada.

Texto digitalizado y revisado de acuerdo a los originales del Bolesin Oficial, por el
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3. 'epmanus

3.1. Gesetz zur Erhohung der Sicherheit informationstechnischer Systeme
(IT-Sicherheitsgesetz - ITSIG)

(http://www.buzer.de/gesetz/11682/a193756.htm)

G. v. 17.07.2015 BGBI. I S. 1324 (Nr. 31); zuletzt gedndert durch Artikel 5 Abs. 8 G. v.
18.07.2016 BGBI. I S. 1666

Geltung ab 25.07.2015, abweichend siehe Artikel 11

9 Anderungen | Drucksachen / Entwurf / Begriindung | wird in 12 Vorschriften zitiert

Artikel 1 Anderung des BSI-Gesetzes

Artikel 1 wird in 2 Vorschriften zitiert und dndert mWv. 25. Juli 2015BSIG § 1,§ 2,8 3,§
4,8 5,87, 8§ 7a (neu), § 8, § 8a (neu), § 8b (neu), § 8¢ (neu), § 8d (neu), § 10, § 13 (neu), §
14 (neu)

Das BSI-Gesetz vom 14. August 2009 (BGBI. | S. 2821), das zuletzt durch Artikel 3 Absatz 7
des Gesetzes vom7. August 2013 (BGBI. | S. 3154) geéndert worden ist, wird wie folgt
gedndert:

1. § 1 wird wie folgt gefasst:
.8 1 Bundesamt fiir Sicherheit in der Informationstechnik

Der Bund unterhilt ein Bundesamt fiir Sicherheit in der Informationstechnik (Bundesamt) als
Bundesoberbehorde. Das Bundesamt ist zustidndig fiir die Informationssicherheit auf
nationaler Ebene. Es untersteht dem Bundesministerium des Innern.”

2. Dem § 2 wird folgender Absatz 10 angefiigt:
,»(10) Kritische Infrastrukturen im Sinne dieses Gesetzes sind Einrichtungen, Anlagen oder
Teile davon, die

1. den Sektoren Energie, Informationstechnik und Telekommunikation, Transport und
Verkehr, Gesundheit, Wasser, Erndhrung sowie Finanz- und Versicherungswesen angehoren
und

2. von hoher Bedeutung fiir das Funktionieren des Gemeinwesens sind, weil durch ihren
Ausfall oder ihre Beeintrdchtigung erhebliche Versorgungsengpisse oder Gefdhrdungen fiir
die offentliche Sicherheit eintreten wiirden.

Die Kritischen Infrastrukturen im Sinne dieses Gesetzes werden durch die Rechtsverordnung
nach § 10Absatz 1 ndher bestimmt."”

3. § 3 wird wie folgt gedndert:

a) Absatz 1 Satz 2 wird wie folgt gedndert:
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aa) In Nummer 2 werden die Worter ,,zur Wahrung ihrer Sicherheitsinteressen erforderlich
ist" durch die Worter ,,erforderlich ist, sowie fiir Dritte, soweit dies zur Wahrung ihrer
Sicherheitsinteressen erforderlich ist" ersetzt.

bb) In Nummer 15 werden die Worter ,kritischen Informationsinfrastrukturen" durch die
Worter ,,Sicherheit in der Informationstechnik Kritischer Infrastrukturen™ und der Punkt am
Ende durch ein Semikolon ersetzt.

cc) Die folgenden Nummern 16 und 17 werden angefiigt:

,16. Aufgaben als zentrale Stelle im Bereich der Sicherheit in der Informationstechnik im
Hinblick auf die Zusammenarbeit mit den zustdndigen Stellen im Ausland, unbeschadet
besonderer Zustdndigkeiten anderer Stellen;

17. Aufgaben nach den §§8aund8bals zentrale Stelle fiir die Sicherheit in der
Informationstechnik Kritischer Infrastrukturen.”

b) Folgender Absatz 3 wird angefiigt:

,,(3) Das Bundesamt kann Betreiber Kritischer Infrastrukturen auf deren Ersuchen bei der
Sicherung ihrer Informationstechnik beraten und unterstiitzen oder auf qualifizierte
Sicherheitsdienstleister verweisen."

4. Die Uberschrift von § 4 wird wie folgt gefasst:

,»$ 4 Zentrale Meldestelle fiir die Sicherheit in der Informationstechnik des Bundes".

4a.

§ 5 Absatz 1 wird wie folgt geéndert:

a) Satz 4 wird wie folgt gefasst:

,»Die Bundesbehorden sind verpflichtet, das Bundesamt bei MaBBnahmen nach Satz 1 zu
unterstiitzen und hierbei den Zugang des Bundesamtes zu behordeninternen Protokolldaten
nach Satz 1 Nummer 1 sowie Schnittstellendaten nach Satz 1 Nummer 2 sicherzustellen."

b) Folgender Satz wird angefiigt:

,Protokolldaten der Bundesgerichte diirfen nur in deren Einvernehmen erhoben werden."

5.§ 7 Absatz 1 Satz 1 wird durch die folgenden Sitze ersetzt:
“Zur Erfiilllung seiner Aufgaben nach § 3 Absatz 1 Satz 2 Nummer 14 kann das Bundesamt

1. die folgenden Warnungen an die Offentlichkeit oder an die betroffenen Kreise richten:

a) Warnungen vor Sicherheitsliicken in informationstechnischen Produkten und Diensten,
b) Warnungen vor Schadprogrammen und
¢) Warnungen im Falle eines Verlustes von oder eines unerlaubten Zugriffs auf Daten;

2.SicherheitsmaBBnahmen sowie den Einsatz bestimmter Sicherheitsprodukte empfehlen.
Das Bundesamt kann zur Wahrnehmung der Aufgaben nach Satz 1 Dritte einbeziehen, wenn

dies fiir eine wirksame und rechtzeitige Warnung erforderlich ist."
6.
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Nach § 7 wird folgender § 7a eingefiigt:

,»§ 7a Untersuchung der Sicherheit in der Informationstechnik

(1) Das Bundesamt kann zur Erflillung seiner Aufgaben nach § 3 Absatz 1 Satz 2 Nummer 1,
14 und 17 auf dem Markt bereitgestellte oder zur Bereitstellung auf dem Markt vorgesehene
informationstechnische Produkte und Systeme untersuchen. Es kann sich hierbei der
Unterstiitzung Dritter bedienen, soweit berechtigte Interessen des Herstellers der betroffenen
Produkte und Systeme dem nicht entgegenstehen.

(2) Die aus den Untersuchungen gewonnenen Erkenntnisse diirfen nur zur Erfillung der
Aufgaben nach § 3 Absatz 1 Satz 2 Nummer 1, 14 und 17 genutzt werden. Das Bundesamt
darf seine Erkenntnisse weitergeben und ver6ffentlichen, soweit dies zur Erfiillung dieser
Aufgaben erforderlich ist. Zuvor ist dem Hersteller der betroffenen Produkte und Systeme
mit angemessener Frist Gelegenheit zur Stellungnahme zu geben.”

6a.

§ 8 Absatz 1 wird wie folgt gefasst:

,»(1) Das Bundesamt erarbeitet Mindeststandards fiir die Sicherheit der Informationstechnik
des Bundes. Das Bundesministerium des Innern kann im Benehmen mit dem IT-Rat diese
Mindeststandards ganz oder teilweise als allgemeine Verwaltungsvorschriften fiir alle Stellen
des Bundes erlassen. Das Bundesamt berdt die Stellen des Bundes auf Ersuchen bei der
Umsetzung und Einhaltung der Mindeststandards. Fiir die in § 2 Absatz 3 Satz 2 genannten
Gerichte und Verfassungsorgane haben die Vorschriften nach diesem Absatz empfehlenden
Charakter."

7. Nach § 8 werden die folgenden §§ 8a bis 8d eingefiigt:

,,$ 8a Sicherheit in der Informationstechnik Kritischer Infrastrukturen

(1) Betreiber Kritischer Infrastrukturen sind verpflichtet, spitestens zwei Jahre nach
Inkrafttreten der Rechtsverordnung nach § 10 Absatz 1 angemessene organisatorische und
technische Vorkehrungen zur Vermeidung von Storungen der Verfligbarkeit, Integritit,
Authentizitdt und Vertraulichkeit ihrer informationstechnischen Systeme, Komponenten oder
Prozesse zu treffen, die fiir die Funktionsfdhigkeit der von ihnen betriebenen Kritischen
Infrastrukturen mafBgeblich sind. Dabei soll der Stand der Technik eingehalten werden.
Organisatorische und technische Vorkehrungen sind angemessen, wenn der dafiir
erforderliche Aufwand nicht auBler Verhiltnis zu den Folgen eines Ausfalls oder einer
Beeintriachtigung der betroffenen Kritischen Infrastruktur steht.

(2) Betreiber Kritischer Infrastrukturen und ihre Branchenverbdnde konnen
branchenspezifische Sicherheitsstandards zur Gewéhrleistung der Anforderungen nach
Absatz 1 vorschlagen. Das Bundesamt stellt auf Antrag fest, ob diese geeignet sind, die
Anforderungen nach Absatz 1 zu gewéhrleisten. Die Feststellung erfolgt

1. im Benehmen mit dem Bundesamt fiir Bevolkerungsschutz und Katastrophenhilfe,

2. im Einvernehmen mit der zustindigen Aufsichtsbehorde des Bundes oder im Benehmen
mit der sonst zustdndigen Aufsichtsbehdrde.

(3) Die Betreiber Kritischer Infrastrukturen haben mindestens alle zwei Jahre die Erflillung
der Anforderungen nach Absatz 1 auf geeignete Weise nachzuweisen. Der Nachweis kann
durch Sicherheitsaudits, Priifungen oder Zertifizierungen erfolgen. Die Betreiber iibermitteln
dem Bundesamt eine Aufstellung der durchgefiihrten Audits, Priifungen oder Zertifizierungen
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einschlieBlich der dabei aufgedeckten Sicherheitsmidngel. Das Bundesamt kann bei
Sicherheitsmingeln verlangen:

1. die Ubermittlung der gesamten Audit-, Priifungs- oder Zertifizierungsergebnisse und

2. im Einvernehmen mit der zustdndigen Aufsichtsbehorde des Bundes oder im Benehmen
mit der sonst zustdndigen Aufsichtsbehorde die Beseitigung der Sicherheitsmingel.

(4) Das Bundesamt kann zur Ausgestaltung des Verfahrens der Sicherheitsaudits, Priifungen
und Zertifizierungen nach Absatz 3 Anforderungen an die Art und Weise der Durchfiihrung,
an die hieriiber auszustellenden Nachweise sowie fachliche und organisatorische
Anforderungen an die priifende Stelle nach Anhorung von Vertretern der betroffenen
Betreiber und der betroffenen Wirtschaftsverbande festlegen.

§ 8b Zentrale Stelle fiir die Sicherheit in der Informationstechnik Kritischer Infrastrukturen
(1) Das Bundesamt ist die zentrale Meldestelle fiir Betreiber Kritischer Infrastrukturen in
Angelegenheiten der Sicherheit in der Informationstechnik.

(2) Das Bundesamt hat zur Wahrnehmung dieser Aufgabe

1. die fiir die Abwehr von Gefahren fiir die Sicherheit in der Informationstechnik
wesentlichen Informationen zu sammeln und auszuwerten, insbesondere Informationen zu
Sicherheitsliicken, zu Schadprogrammen, zu erfolgten oder versuchten Angriffen auf die
Sicherheit in der Informationstechnik und zu der dabei beobachteten VVorgehensweise,

2. deren potentielle Auswirkungen auf die Verfiigbarkeit der Kritischen Infrastrukturen in
Zusammenarbeit mit den zustindigen Aufsichtsbehorden und dem Bundesamt fiir
Bevolkerungsschutz und Katastrophenhilfe zu analysieren,

3. das Lagebild beziiglich der Sicherheit in der Informationstechnik der Kritischen
Infrastrukturen kontinuierlich zu aktualisieren und

4. unverziiglich

a) die Betreiber Kritischer Infrastrukturen iiber sie betreffende Informationen nach den
Nummern 1 bis 3,

b) die zustindigen Aufsichtsbehorden und die sonst zustdndigen Behorden des Bundes iiber
die zur Erfiillung ihrer Aufgaben erforderlichen Informationen nach den Nummern 1 bis 3
sowie

c¢) die zustidndigen Aufsichtsbehdrden der Lander oder die zu diesem Zweck dem Bundesamt
von den Léndern als zentrale Kontaktstellen benannten Behdrden iiber die zur Erfiillung ihrer
Aufgaben erforderlichen Informationen nach den Nummern 1 bis 3

zu unterrichten.

(3) Die Betreiber Kritischer Infrastrukturen haben dem Bundesamt binnen sechs Monaten
nach Inkrafttreten der Rechtsverordnung nach § 10 Absatz 1 eine Kontaktstelle fiir die
Kommunikationsstrukturen nach § 3 Absatz 1 Satz 2 Nummer 15 zu benennen. Die Betreiber
haben sicherzustellen, dass sie hieriiber jederzeit erreichbar sind. Die Ubermittlung von
Informationen durch das Bundesamt nach Absatz 2 Nummer 4 erfolgt an diese Kontaktstelle.

(4) Betreiber Kiritischer Infrastrukturen haben erhebliche Storungen der Verfligbarkeit,
Integritdt, Authentizitdit und Vertraulichkeit ihrer informationstechnischen Systeme,
Komponenten oder Prozesse, die zu einem Ausfall oder einer Beeintrichtigung der
Funktionsféhigkeit der von ihnen betriebenen Kritischen Infrastrukturen
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1. fiihren konnen oder

2. gefiihrt haben,

iiber die Kontaktstelle unverziiglich an das Bundesamt zu melden. Die Meldung muss
Angaben zu der Storung sowie zu den technischen Rahmenbedingungen, insbesondere der
vermuteten oder tatsdchlichen Ursache, der betroffenen Informationstechnik, der Art der
betroffenen Einrichtung oder Anlage sowie zur Branche des Betreibers enthalten. Die
Nennung des Betreibers ist nur dann erforderlich, wenn die Storung tatsidchlich zu einem
Ausfall oder einer Beeintrachtigung der Funktionsfdhigkeit der Kritischen Infrastruktur
geflihrt hat.

(5) Zusitzlich zu ihrer Kontaktstelle nach Absatz3 konnen Betreiber Kritischer
Infrastrukturen, die dem gleichen Sektor angehoren, eine gemeinsame {iibergeordnete
Ansprechstelle benennen. Wurde eine solche benannt, erfolgt der Informationsaustausch
zwischen den Kontaktstellen und dem Bundesamt in der Regel {iber die gemeinsame
Ansprechstelle.

(6) Soweit erforderlich kann das Bundesamt vom Hersteller der betroffenen
informationstechnischen Produkte und Systeme die Mitwirkung an der Beseitigung oder
Vermeidung einer Storung nach Absatz 4 verlangen. Satz 1 gilt fiir Stérungen bei Betreibern
und Genehmigungsinhabern im Sinne von § 8c Absatz 3 entsprechend.

(7) Soweit im Rahmen dieser Vorschrift personenbezogene Daten erhoben, verarbeitet oder
genutzt werden, ist eine iiber die vorstehenden Absitze hinausgehende Verarbeitung und
Nutzung zu anderen Zwecken unzuldssig. § 5 Absatz 7 Satz 3 bis 8 ist entsprechend
anzuwenden. Im Ubrigen sind die Regelungen des Bundesdatenschutzgesetzes anzuwenden.

§ 8c Anwendungsbereich

(1) Die §§8aund8bsind nicht anzuwenden auf Kleinstunternehmen im Sinne der
Empfehlung 2003/361/EC der Kommission vom 6. Mai 2003 betreffend die Definition der
Kleinstunternehmen sowie der kleinen und mittleren Unternehmen (ABI. L 124 vom
20.5.2003, S. 36). Artikel 3 Absatz 4 der Empfehlung ist nicht anzuwenden.

(2) § 8a ist nicht anzuwenden auf

1. Betreiber Kritischer Infrastrukturen, soweit sie ein 6ffentliches Telekommunikationsnetz
betreiben oder 6ffentlich zugéngliche Telekommunikationsdienste erbringen,

2. Betreiber von Energieversorgungsnetzen oder Energieanlagen im  Sinne
desEnergiewirtschaftsgesetzes vom 7. Juli 2005 (BGBI. 1 S. 1970, 3621), das zuletzt durch
Artikel 3 des Gesetzes vom 17. Juli 2015 (BGBI. | S. 1324) geédndert worden ist, in der
jeweils geltenden Fassung,

3. Genehmigungsinhaber nach § 7 Absatz1 des Atomgesetzesin der Fassung der
Bekanntmachung vom15. Juli 1985 (BGBI. | S. 1565), das zuletzt durch Artikel 2 des
Gesetzes vom 17. Juli 2015 (BGBI. I S. 1324) gedndert worden ist, in der jeweils geltenden
Fassung fiir den Geltungsbereich der Genehmigung sowie

4. sonstige Betreiber Kritischer Infrastrukturen, soweit sie auf Grund von Rechtsvorschriften
Anforderungen erfiillen miissen, die mit den Anforderungen nach § 8a vergleichbar oder
weitergehend sind.

(3) § 8b Absatz 3 bis 5 ist nicht anzuwenden auf
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1. Betreiber Kritischer Infrastrukturen, soweit sie ein 6ffentliches Telekommunikationsnetz
betreiben oder offentlich zugéngliche Telekommunikationsdienste erbringen,

2. Betreiber von Energieversorgungsnetzen oder Energieanlagen im Sinne des
Energiewirtschaftsgesetzes,

3. Genehmigungsinhaber nach § 7 Absatz 1 des Atomgesetzes fiir den Geltungsbereich der
Genehmigung sowie

4. sonstige Betreiber Kritischer Infrastrukturen, die auf Grund von Rechtsvorschriften
Anforderungen erfiillen miissen, die mit den Anforderungen nach § 8b Absatz 3 bis5
vergleichbar oder weitergehend sind.

§ 8d Auskunftsverlangen

(1) Das Bundesamt kann Dritten auf Antrag Auskunft zu den im Rahmen von § 8a Absatz 2
und 3 erhaltenen Informationen sowie zu den Meldungen nach § 8b Absatz 4 nur erteilen,
wenn schutzwiirdige Interessen des betroffenen Betreibers Kritischer Infrastrukturen dem
nicht entgegenstehen und durch die Auskunft keine Beeintrachtigung wesentlicher
Sicherheitsinteressen zu erwarten ist. Zugang zu personenbezogenen Daten wird nicht
gewdhrt,

(2) Zugang zu den Akten des Bundesamtes in Angelegenheiten nach den §§ 8a und 8b wird
nur Verfahrensbeteiligten gewdhrt und dies nach Maligabe von
§ 29 des Verwaltungsverfahrensgesetzes."

8. § 10 wird wie folgt gedndert:

a) Dem Absatz 1 wird folgender Absatz 1 vorangestellt:

,»(1) Das Bundesministerium des Innern bestimmt durch Rechtsverordnung, die nicht der
Zustimmung des Bundesrates bedarf, nach Anhérung von Vertretern der Wissenschaft, der
betroffenen Betreiber und der betroffenen Wirtschaftsverbédnde im Einvernehmen mit dem
Bundesministerium fiir Wirtschaft und Energie, dem Bundesministerium der Justiz und fiir
Verbraucherschutz, dem Bundesministerium der Finanzen, dem Bundesministerium fiir
Arbeit und Soziales, dem Bundesministerium fiir Erndhrung und Landwirtschaft, dem
Bundesministerium fiir Gesundheit, dem Bundesministerium fiir Verkehr und digitale
Infrastruktur, dem Bundesministerium der Verteidigung und dem Bundesministerium fiir
Umwelt, Naturschutz, Bau und Reaktorsicherheit unter Festlegung der in den jeweiligen
Sektoren im Hinblick auf § 2 Absatz 10 Satz 1 Nummer 2 wegen ihrer Bedeutung als kritisch
anzusehenden Dienstleistungen und deren als bedeutend anzusehenden Versorgungsgrads,
welche Einrichtungen, Anlagen oder Teile davon als Kritische Infrastrukturen im Sinne
dieses Gesetzes gelten. Der nach Satz 1 als bedeutend anzusehende Versorgungsgrad ist
anhand von branchenspezifischen Schwellenwerten fiir jede wegen ihrer Bedeutung als
kritisch anzusehende Dienstleistung im jeweiligen Sektor zu bestimmen. Zugang zu Akten,
die die Erstellung oder Anderung dieser Verordnung betreffen, wird nicht gewéhrt."

b) Der bisherige Absatz 1 wird Absatz 2 und die Wérter ,,Wirtschaft und Technologie durch
Rechtsverordnung" werden durch die Worter ,,Wirtschaft und Energie durch
Rechtsverordnung, die nicht der Zustimmung des Bundesrates bedarf," ersetzt.

c) Der bisherige Absatz2 wird Absatz3 und in Satz3 werden nach dem Wort
»Rechtsverordnung" ein Komma und die Worter ,,die nicht der Zustimmung des Bundesrates
bedarf," eingefligt.

9. Die folgenden §§ 13 und 14 werden angefiigt:
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,,§ 13 Berichtspflichten
(1) Das Bundesamt unterrichtet das Bundesministerium des Innern iiber seine Tatigkeit.

(2) Die Unterrichtung nach Absatz 1 dient auch der Aufklirung der Offentlichkeit durch das
Bundesministerium des Innern iiber Gefahren fiir die Sicherheit in der Informationstechnik,
die mindestens einmal jahrlich in einem zusammenfassenden Bericht erfolgt. § 7 Absatz 1
Satz 3 und 4 ist entsprechend anzuwenden.

§ 14 Bullgeldvorschriften
(1) Ordnungswidrig handelt, wer vorsitzlich oder fahrldssig

1. entgegen §8aAbsatz1l Satz1l in Verbindung mit einer Rechtsverordnung nach
§ 10 Absatz 1 Satz 1 eine dort genannte Vorkehrung nicht, nicht richtig, nicht vollstindig
oder nicht rechtzeitig trifft,

2. einer vollziehbaren Anordnung nach § 8a Absatz 3 Satz 4

a) Nummer 1 oder

b) Nummer 2

zuwiderhandelt,

3. entgegen § 8b Absatz3 Satzl in Verbindung mit einer Rechtsverordnung nach
§ 10 Absatz 1 Satz 1 eine Kontaktstelle nicht oder nicht rechtzeitig benennt oder

4. entgegen § 8b Absatz4 Satz1l Nummer 2 eine Meldung nicht, nicht richtig, nicht
vollstdndig oder nicht rechtzeitig macht.

(2) Die Ordnungswidrigkeit kann in den Fillen des Absatzes 1 Nummer 2 Buchstabe b mit
einer GeldbuBBe bis zu hunderttausend Euro, in den iibrigen Fillen des Absatzes 1 mit einer
Geldbufle bis zu flinfzigtausend Euro geahndet werden.

(3) Verwaltungsbehérde im Sinne des § 36 Absatz1l Nummer 1 des Gesetzes iiber
Ordnungswidrigkeitenist das Bundesamt.”

Artikel 2 Anderung des Atomgesetzes

Artikel 2 wird in 2 VVorschriften zitiert und dndert mWv. 25. Juli 2015 AtG § 44b (neu)

Nach § 40 des Atomgesetzes in der Fassung der Bekanntmachung vom 15. Juli 1985
(BGBI. I S. 1565), das zuletzt durch Artikel 2 Absatz 14 des Gesetzes vom 1. April 2015
(BGBI. 1S.434) gedndert worden ist, wird folgender § 44D eingefugt:

,.§ 44b Meldewesen fiir die Sicherheit in der Informationstechnik

Genehmigungsinhaber nach  den  §§ 6, 7und 9 haben  Beeintrdchtigungen  ihrer
informationstechnischen Systeme, Komponenten oder Prozesse, die zu einer Gefdhrdung
oder Stérung der nuklearen Sicherheit der betroffenen kerntechnischen Anlage oder Tatigkeit
filhren konnen oder bereits gefiihrt haben, unverziiglich an das Bundesamt fiir Sicherheit in
der Informationstechnik als zentrale Meldestelle zu melden. § 8b Absatz 1, 2 und 7 des BSI-
Gesetzes sind entsprechend anzuwenden. Die Meldung muss Angaben zu der Stérung sowie
zu den technischen Rahmenbedingungen, insbesondere der vermuteten oder tatséchlichen
Ursache, und der betroffenen Informationstechnik enthalten. Das Bundesamt fiir Sicherheit in
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der Informationstechnik leitet diese Meldungen unverziiglich an die fiir die nukleare
Sicherheit und Sicherung zustdndigen Genehmigungs- und Aufsichtsbehorden des Bundes
und der Lander weiter."

Artikel 3 Anderung des Energiewirtschaftsgesetzes

Artikel 3 wird in 2 Vorschriften zitiert und dandert mWv. 25. Juli 2015 EnWG § 11, § 21e, §
21f, § 21i, § 59

Das Energiewirtschaftsgesetz vom 7. Juli 2005 (BGBI. I S. 1970, 3621), das zuletzt durch
Artikel 6 des Gesetzes vom 21. Juli 2014 (BGBI. | S. 1066) gedndert worden ist, wird wie
folgt gedndert:

1. § 11 wird wie folgt gedndert:

a) Absatz 1a wird wie folgt gedndert:

aa) In Satz 1 werden nach dem Wort , Datenverarbeitungssysteme," die Worter ,,die der
Netzsteuerung dienen" durch die Worter ,,die fiir einen sicheren Netzbetrieb notwendig sind"
ersetzt.

bb) Nach Satz 2 wird folgender Satz eingefiigt:

,Der Katalog der Sicherheitsanforderungen enthélt auch Regelungen zur regelmifBigen
Uberpriifung der Erfiillung der Sicherheitsanforderungen."

cc) In dem neuen Satz 4 werden die Worter ,,wird vermutet" durch die Worter ,,liegt vor"
ersetzt.

dd) Der neue Satz 6 wird wie folgt gefasst:

»Zu diesem Zwecke kann die Regulierungsbehorde néhere Bestimmungen zu Format, Inhalt
und Gestaltung der Dokumentation nach Satz 4 treffen.”

b) Nach Absatz 1a werden die folgenden Absitze 1b und 1¢ eingefiigt:

,»(1b) Betreiber von Energieanlagen, die durch Inkrafttreten der Rechtsverordnung gemaf
§ 10Absatz 1 des BSI-Gesetzes vom 14. August 2009 (BGBI. | S. 2821), das zuletzt durch
Artikel 8 des Gesetzes vom 17. Juli 2015 (BGBI. | S. 1324) geédndert worden ist, in der
jeweils geltenden Fassung als Kritische Infrastruktur bestimmt wurden und an ein
Energieversorgungsnetz angeschlossen sind, haben binnen zwei Jahren nach Inkrafttreten der
Rechtsverordnung gemidf § 10 Absatz 1 des BSI-Gesetzes einen angemessenen Schutz gegen
Bedrohungen fiir Telekommunikations- und elektronische Datenverarbeitungssysteme zu
gewihrleisten, die flir einen sicheren Anlagenbetriecb notwendig sind. Die
Regulierungsbehorde erstellt hierzu im Benehmen mit dem Bundesamt fiir Sicherheit in der
Informationstechnik einen Katalog von Sicherheitsanforderungen und verdffentlicht diesen.
Fir Telekommunikations- und elektronische Datenverarbeitungssysteme von Anlagen nach
§ 7Absatz 1 des Atomgesetzes haben Vorgaben auf Grund des Atomgesetzes Vorrang. Die
fiir die nukleare Sicherheit zustindigen Genehmigungs- und Aufsichtsbehorden des Bundes
und der Linder sind bei der Erarbeitung des Katalogs von Sicherheitsanforderungen zu
beteiligen. Der Katalog von Sicherheitsanforderungen enthdlt auch Regelungen zur
regelmiBigen Uberpriifung der Erfiillung der Sicherheitsanforderungen. Ein angemessener
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Schutz des Betriebs von Energieanlagen im Sinne von Satz 1 liegt vor, wenn dieser Katalog
eingehalten und dies vom Betreiber dokumentiert worden ist. Die Einhaltung kann von der
Bundesnetzagentur iiberpriift werden. Zu diesem Zwecke kann die Regulierungsbehorde
ndhere Bestimmungen zu Format, Inhalt und Gestaltung der Dokumentation nach Satz 6
treffen.

(1c) Betreiber von Energieversorgungsnetzen und Energieanlagen, die durch Inkrafttreten der
Rechtsverordnung gemall § 10 Absatz 1 des BSI-Gesetzes als  Kritische Infrastruktur
bestimmt wurden, haben dem Bundesamt fir Sicherheit in der Informationstechnik
unverziiglich erhebliche Stérungen der Verfiigbarkeit, Integritdt, Authentizitit und
Vertraulichkeit ihrer informationstechnischen Systeme, Komponenten oder Prozesse zu
melden, die zu einem Ausfall oder einer Beeintrichtigung der Funktionsfdhigkeit des
Energieversorgungsnetzes oder der betreffenden Energieanlage fiihren konnen oder bereits
gefiihrt haben. Die Meldung muss Angaben zu der Storung sowie zu den technischen
Rahmenbedingungen, insbesondere der vermuteten oder tatsichlichen Ursache und der
betroffenen Informationstechnik, enthalten. Die Nennung des Betreibers ist nur dann
erforderlich, wenn die Storung tatsichlich zu einem Ausfall oder einer Beeintrachtigung der
Funktionsfahigkeit der Kritischen Infrastruktur gefiihrt hat. Das Bundesamt fiir Sicherheit in
der Informationstechnik hat die Meldungen unverziiglich an die Bundesnetzagentur
weiterzuleiten. Das Bundesamt fiir Sicherheit in der Informationstechnik und die
Bundesnetzagentur haben sicherzustellen, dass die unbefugte Offenbarung der ihnen nach
Satz 1 zur Kenntnis gelangten Angaben ausgeschlossen wird. Zugang zu den Akten des
Bundesamtes fiir Sicherheit in der Informationstechnik sowie zu den Akten der
Bundesnetzagentur in Angelegenheiten nach den §§ 11a bis 11c wird nicht gewdahrt.
§ 29 desVerwaltungsverfahrensgesetzes bleibt unberiihrt. § 8d Absatz 1 des BSI-Gesetzes ist
entsprechend anzuwenden."

2. § 21e Absatz 5 wird wie folgt gedndert:

a) In Satz 1 in dem Satzteil vor Nummer 1 werden nach den Woértern ,,diirfen noch" die
Worter ,,bis zum Zeitpunkt, den eine Rechtsverordnung nach § 21i Absatz 1 Nummer 11
bestimmt, mindestens jedoch" eingefiigt und wird die Angabe ,,2014" durch die Angabe
,2015" ersetzt.

b) Satz 3 wird aufgehoben.

3. § 21f Absatz 2 wird wie folgt gedndert:

a) In Satz 1 werden nach den Wortern ,,konnen noch" die Worter ,,bis zum Zeitpunkt, den
eine Rechtsverordnung nach § 21i Absatz 1 Nummer 11 bestimmt, mindestens jedoch”
eingefligt und wird die Angabe ,,2014" durch die Angabe ,,2015" ersetzt.

b) Satz 2 wird aufgehoben.

4. In § 21i Absatz 1 Nummer 11 werden die Worter ,,und eine Verlangerung der genannten
Frist" gestrichen.

5. In §59 Absatz1 Satz2 werden nach dem Wort ,Erstellung" die Worter ,,und
Uberpriifung" eingefiigt und wird nach der Angabe ,,§ 11 Absatz 1a" die Angabe ,,Satz 2"
durch die Angabe ,,und 1b" ersetzt.

Artikel 4 Anderung des Telemediengesetzes
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Artikel 4 wird in 1 VVorschrift zitiert und dndert mWv. 25. Juli 2015 TMG § 13, § 16

Das Telemediengesetz vom 26. Februar 2007 (BGBI. 1 S. 179, 251), das zuletzt durch
Artikel 2 Absatz 16 des Gesetzes vom 1. April 2015 (BGBI. I S. 434) geéndert worden ist,
wird wie folgt gedndert:

1.

§ 13 wird wie folgt geédndert:

a)

Nach Absatz 6 wird folgender Absatz 7 eingefligt:

,(7) Diensteanbieter haben, soweit dies technisch moglich und wirtschaftlich zumutbar ist, im
Rahmen ihrer jeweiligen Verantwortlichkeit fiir geschiaftsmiBig angebotene Telemedien
durch technische und organisatorische VVorkehrungen sicherzustellen, dass

1.

kein unerlaubter Zugriff auf die fiir ithre Telemedienangebote genutzten technischen
Einrichtungen moglich ist und

2.

diese

a)

gegen Verletzungen des Schutzes personenbezogener Daten und

b)

gegen Storungen, auch soweit sie durch duBere Angriffe bedingt sind,

gesichert sind. Vorkehrungen nach Satz 1 miissen den Stand der Technik berticksichtigen.
Eine MaBinahme nach Satz 1 ist insbesondere die Anwendung eines als sicher anerkannten
Verschliisselungsverfahrens.”

b)

Der bisherige Absatz 7 wird Absatz 8.

2.

In § 16 Absatz 2 Nummer 3 werden nach den Woértern ,,§ 13 Abs. 4 Satz 1 Nr. 1 bis 4 oder 5"
die Worter ,,oder Absatz 7 Satz 1 Nummer 1 oder Nummer 2 Buchstabe a" eingefligt.

— Artikel 6
Artikel 5 Anderung des Telekommunikationsgesetzes

Artikel 5 wird in 1 Vorschrift zitiert und dndert mWv. 25. Juli 2015 TKG § 100, § 109, §
1093, § 149

Das Telekommunikationsgesetz vom 22. Juni 2004 (BGBI. I S. 1190), das zuletzt durch
Artikel 22 des Gesetzes vom 25. Juli 2014 (BGBI. | S. 1266) geéndert worden ist, wird wie
folgt gedndert:

1.
In der Inhaltsiibersicht wird die Angabe zu § 109a wie folgt gefasst:

,,§ 109a Daten- und Informationssicherheit".

2.
§ 100 Absatz 1 wird wie folgt gefasst:
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,»(1) Soweit erforderlich, darf der Diensteanbieter die Bestandsdaten und Verkehrsdaten der
Teilnehmer und Nutzer erheben und verwenden, um Stérungen oder Fehler an
Telekommunikationsanlagen zu erkennen, einzugrenzen oder zu beseitigen. Dies gilt auch fiir
Storungen, die zu einer Einschrinkung der Verfligbarkeit von Informations- und
Kommunikationsdiensten oder zu einem unerlaubten Zugriff auf Telekommunikations- und
Datenverarbeitungssysteme der Nutzer fithren konnen."

3.
§ 109 wird wie folgt gedndert:

a)
Nach Absatz 2 Satz 2 wird folgender Satz eingefiigt:

,Bel MaBBnahmen nach Satz 2 ist der Stand der Technik zu beriicksichtigen."
b)
Absatz 4 Satz 7 wird durch die folgenden Sétze ersetzt:

,Die Bundesnetzagentur iiberpriift regelméfig die Umsetzung des Sicherheitskonzepts. Die
Uberpriifung soll mindestens alle zwei Jahre erfolgen."

c)

Absatz 5 wird wie folgt gefasst:

»(5) Wer ein oOffentliches Telekommunikationsnetz betreibt oder 6ffentlich zugingliche
Telekommunikationsdienste ~ erbringt, hat der Bundesnetzagentur  unverziiglich
Beeintrichtigungen von Telekommunikationsnetzen und -diensten mitzuteilen, die

1.

zu betrichtlichen Sicherheitsverletzungen fithren oder

2.

zu betrichtlichen Sicherheitsverletzungen fithren konnen.

Dies schliefit Storungen ein, die zu einer Einschriankung der Verfiigbarkeit der iiber diese
Netze erbrachten Dienste oder einem unerlaubten Zugriff auf Telekommunikations- und
Datenverarbeitungssysteme der Nutzer fithren konnen. Die Meldung muss Angaben zu der
Storung sowie zu den technischen Rahmenbedingungen, insbesondere der vermuteten oder
tatsdchlichen Ursache und zu der betroffenen Informationstechnik enthalten. Kommt es zu
einer betrdchtlichen Sicherheitsverletzung, kann die Bundesnetzagentur einen detaillierten
Bericht iiber die Sicherheitsverletzung und die ergriffenen AbhilfemaBBnahmen verlangen.
Soweit es sich um Sicherheitsverletzungen handelt, die die Informationstechnik betreffen,
leitet die Bundesnetzagentur die eingegangenen Meldungen sowie die Informationen zu den
ergriffenen Abhilfemafnahmen unverziiglich an das Bundesamt fiir Sicherheit in der
Informationstechnik weiter. Erforderlichenfalls unterrichtet die Bundesnetzagentur die
nationalen Regulierungsbehdrden der anderen Mitgliedstaaten der Europédischen Union und
die  Europdische Agentur fiir Netz- und Informationssicherheit iiber die
Sicherheitsverletzungen. Die Bundesnetzagentur kann die Offentlichkeit unterrichten oder die
nach Satz 1 Verpflichteten zu dieser Unterrichtung auffordern, wenn sie zu dem Schluss
gelangt, dass die Bekanntgabe der Sicherheitsverletzung im offentlichen Interesse liegt.
§ 8d des BSI-Gesetzes gilt entsprechend. Die Bundesnetzagentur legt der Europdischen
Kommission, der Europdischen Agentur fiir Netz- und Informationssicherheit und dem
Bundesamt fiir Sicherheit in der Informationstechnik einmal pro Jahr einen
zusammenfassenden Bericht iiber die eingegangenen Meldungen und die ergriffenen
AbhilfemaBBnahmen vor."
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d)

In Absatz 6 Satz 1 wird das Wort ,,Benehmen" durch das Wort ,,Einvernchmen" ersetzt.

€)

Folgender Absatz 8 wird angefiigt:

»(8) Uber aufgedeckte Mingel bei der Erfiillung der Sicherheitsanforderungen in der
Informationstechnik sowie die in diesem Zusammenhang von der Bundesnetzagentur
geforderten AbhilfemaBBnahmen unterrichtet die Bundesnetzagentur unverziiglich das
Bundesamt fiir Sicherheit in der Informationstechnik."

4.
§ 109a wird wie folgt gedndert:

a)
Die Uberschrift wird wie folgt gefasst:

,,§ 109a Daten- und Informationssicherheit".

b)

Nach Absatz 3 wird folgender Absatz 4 eingefiigt:

»(4) Werden dem Diensteanbieter nach Absatz 1 Stérungen bekannt, die von
Datenverarbeitungssystemen der Nutzer ausgehen, so hat er die Nutzer, soweit ihm diese
bereits bekannt sind, unverziiglich dariiber zu benachrichtigen. Soweit technisch moglich und
zumutbar, hat er die Nutzer auf angemessene, wirksame und zugéngliche technische Mittel
hinzuweisen, mit denen sie diese Storungen erkennen und beseitigen kénnen."

c) Der bisherige Absatz 4 wird Absatz 5.
5. § 149 Nummer 21a wird wie folgt gefasst:

,»2la. entgegen § 109 Absatz 5 Satz 1 Nummer 1 eine Mitteilung nicht, nicht richtig, nicht
vollstdndig oder nicht rechtzeitig macht,".

Artikel 6 Anderung des Bundesbesoldungsgesetzes

Artikel 6 wird in 1 VVorschrift zitiert und dndert mWy. 25. Juli 2015 BBesG Anlage |, BBesO
A/B Besoldungsgruppe B 6, Besoldungsgruppe B 7

Die Anlage | des Bundesbesoldungsgesetzes in der Fassung der Bekanntmachung
vom 19. Juni 2009 (BGBI. I S. 1434), das zuletzt durch Artikel 2des Gesetzes
vom 13. Mai 2015 (BGBI. I S. 706) gedndert worden ist, wird wie folgt gedndert:

1.

In der Gliederungseinheit ,,Besoldungsgruppe B 6" wird die Angabe ,Prisident des
Bundesamtes fiir Sicherheit in der Informationstechnik" gestrichen.

2.

In der Gliederungseinheit ,,Besoldungsgruppe B 7" wird nach der Angabe ,,Prasident des
Bildungszentrums der Bundeswehr" folgende Angabe eingefiigt:

,,Prasident des Bundesamtes fiir Sicherheit in der Informationstechnik".

Artikel 7 Anderung des Bundeskriminalamtgesetzes
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Artikel 7 wird in 1 Vorschrift zitiert und dndert mWv. 25. Juli 2015 BKAG § 4

§ 4 Absatz 1 Satz 1 Nummer 5 des Bundeskriminalamtgesetzes vom 7. Juli 1997
(BGBI. 1S.1650), das zuletzt durch Artikel 3des Gesetzes vom 20. Juni 2013
(BGBI. I S. 1602) gedndert worden ist, wird wie folgt geédndert:

1.

In dem Satzteil vor Buchstabe a wird die Angabe ,,§ 303b" durch die Worter ,,den §§ 2023,
202b, 202c, 263a, 303a und 303b" ersetzt.

2.

In Buchstabe b werden vor dem Wort ,,sicherheitsempfindliche" die Worter ,,Behorden oder
Einrichtungen des Bundes oder" eingefiigt.

Artikel 8 (aufgehoben)
Artikel 8 hat 1 fruhere Fassung und wird in 3 VVorschriften zitiert

Text in der Fassung des Artikels 5 Gesetz zur Aktualisierung der Strukturreform des
Gebiihrenrechts des Bundes G. v. 18. Juli 2016 BGBI. I S. 1666 m.W.v. 23. Juli 2016

Artikel 9 Anderung des Gesetzes zur Strukturreform des Gebiihrenrechts des Bundes
Artikel 9 wird in 1 Vorschrift zitiert und dndert mWv. 25. Juli 2015 BGebGEG Artikel 3

Artikel 3 Absatz 7 des Gesetzes  zur  Strukturreform  des  Gebiihrenrechts  des
Bundes vom 7. August 2013 (BGBI. | S. 3154) wird aufgehoben.

Artikel 10 Evaluierung

Artikel 1 Nummer 2, 7 und 8 sind vier Jahre nach Inkrafttreten der Rechtsverordnung nach
Artikel 1 Nummer 8 unter Einbeziehung eines wissenschaftlichen Sachverstindigen, der im
Einvernehmen mit dem Deutschen Bundestag bestellt wird, zu evaluieren.

Artikel 11 Inkrafttreten

Artikel 11 hat 1 frithere Fassung und wird inl Vorschrift zitiert
Dieses Gesetz tritt vorbehaltlich des Satzes 2 am Tag nach der Verkiindung in Kraft.

Schlussformel

Die verfassungsméfigen Rechte des Bundesrates sind gewahrt.

Das vorstehende Gesetz wird hiermit ausgefertigt. Es ist im Bundesgesetzblatt zu verkiinden.
Der Bundesprésident

Joachim Gauck

Die Bundeskanzlerin

Dr. Angela Merkel
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Der Bundesminister des Innern

Thomas de Maiziére
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3.2. Verordnung zur Bestimmung Kritischer Infrastrukturen nach dem BSI-
Gesetz (BSI-Kritisverordnung - BSI-KritisV) vom 22. April 2016 (BGBI. I S.
958)

(https://www.gesetze-im-internet.de/bundesrecht/bsi-kritisv/gesamt.pdf)

Eingangsformel

Auf Grund des § 10 Absatz 1 des BSI-Gesetzes vom 14. August 2009 (BGBI. | S. 2821), der
zuletzt durch die Artikel 1 Nummer 8 des Gesetzes vom 17. Juli 2015 (BGBI. | S. 1324)
gedndert worden ist, verordnet das Bundesministerium des Innern im Einvernehmen mit dem
Bundesministerium fiir Wirtschaft und Energie, dem Bundesministerium der Justiz und fiir
Verbraucherschutz, dem Bundesministerium der Finanzen, dem Bundesministerium fiir
Arbeit und Soziales, dem Bundesministerium fiir Erndhrung und Landwirtschaft, dem
Bundesministerium fiir Gesundheit, dem Bundesministerium fiir Verkehr und digitale
Infrastruktur, dem Bundesministerium der Verteidigung und dem Bundesministerium fiir
Umwelt, Naturschutz, Bau und Reaktorsicherheit nach Anhérung der beteiligten Kreise:

§ 1 Begriffsbestimmungen

Im Sinne dieser Verordnung ist oder sind

1.

Anlagen

a)

Betriebsstétten und sonstige ortsfeste Einrichtungen, die fiir die Erbringung einer kritischen
Dienstleistung notwendig sind.

b)

Maschinen, Gerite und sonstige ortsverdnderliche Einrichtungen, die fiir die Erbringung einer
kritischen Dienstleistung notwendig sind.

Einer Anlage sind alle vorgesehenen Anlagenteile und Verfahrensschritte zuzurechnen, die
zum Betrieb notwendig sind, sowie Nebeneinrichtungen, die mit den Anlagenteilen und
Verfahrensschritten in einem betriebstechnischen Zusammenhang stehen und die fiir die
Erbringung einer kritischen Dienstleistung notwendig sind.

2.

Betreiber

eine natiirliche oder juristische Person, die unter Beriicksichtigung der rechtlichen,
wirtschaftlichen und tatsédchlichen Umstdnde bestimmenden Einfluss auf die Beschaffenheit
und den Betrieb einer Anlage oder Teilen davon ausiibt.

3.

Kritische Dienstleistung

eine Dienstleistung zur Versorgung der Allgemeinheit in den Sektoren nach den §§ 2 bis 5,
deren Ausfall oder Beeintrachtigung zu erheblichen Versorgungsengpédssen oder zu
Gefahrdungen der 6ffentlichen Sicherheit fithren wiirde.

4.

Versorgungsgrad

ein Wert, mittels dessen der Beitrag einer Anlage oder Teilen davon im jeweiligen Sektor zur
Versorgung der Allgemeinheit mit einer kritischen Dienstleistung bestimmt wird.

5.
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Schwellenwert
ein Wert, bei dessen Erreichen oder dessen Uberschreitung der Versorgungsgrad einer
Anlage oder Teilen davon als bedeutend im Sinne von § 10 Absatz 1 Satz 1 des BSI-Gesetzes
anzusehen ist.

§ 2 Sektor Energie

(1) Wegen ihrer besonderen Bedeutung fiir das Funktionieren des Gemeinwesens sind im
Sektor Energie kritische Dienstleistungen im Sinne des § 10 Absatz 1 Satz 1 des BSI-
Gesetzes:

1.

die Versorgung der Allgemeinheit mit Elektrizitit (Stromversorgung);

2.

die Versorgung der Allgemeinheit mit Gas (Gasversorgung);

3.

die Versorgung der Allgemeinheit mit Kraftstoff und Heizol (Kraftstoff- und
Heizolversorgung);

4.

die Versorgung der Allgemeinheit mit Fernwirme (Fernwirmeversorgung).

(2) Die Stromversorgung und Gasversorgung werden in den Bereichen Erzeugung,
Ubertragung und Verteilung von Strom sowie Foérderung, Transport und Verteilung von Gas
erbracht.

(3) Die Kraftstoff- und Heizolversorgung wird in den Bereichen Roholférderung und
Produktherstellung, Oltransport sowie Kraftstoff- und Heizolverteilung erbracht.

(4) Die Fernwirmeversorgung wird in den Bereichen Erzeugung von Fernwidrme und
Verteilung von Fernwérme erbracht.

(5) Im Sektor Energie sind Kritische Infrastrukturen solche Anlagen oder Teile davon, die

1.

den in Anhang 1 Teil 3 Spalte B genannten Kategorien zuzuordnen sind und die fiir die
Stromversorgung, Gasversorgung, Kraftstoff- und Heizolversorgung und
Fernwiarmeversorgung in den Bereichen erforderlich sind, die in den Absétzen 2 bis 4
genannt werden, und

2.

den Schwellenwert nach Anhang 1 Teil 3 Spalte D erreichen oder iiberschreiten.

§ 3 Sektor Wasser

(1) Wegen ihrer besonderen Bedeutung fiir das Funktionieren des Gemeinwesens sind im
Sektor Wasser kritische Dienstleistungen im Sinne des § 10 Absatz 1 Satz 1 des BSI-
Gesetzes:

1.

die Versorgung der Allgemeinheit mit Trinkwasser (Trinkwasserversorgung);

2.

die Beseitigung von Abwasser der Allgemeinheit (Abwasserbeseitigung).

(2) Die Trinkwasserversorgung wird in den Bereichen Gewinnung, Aufbereitung und
Verteilung von Trinkwasser erbracht.

(3) Die Abwasserbeseitigung wird in den Bereichen Siedlungsentwésserung sowie
Abwasserbehandlung und Gewéssereinleitung erbracht.

(4) Im Sektor Wasser sind Kritische Infrastrukturen solche Anlagen oder Teile davon, die

1.
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den in Anhang 2 Teil 3 Spalte B genannten Kategorien zuzuordnen sind und die fiir die
Trinkwasserversorgung und Abwasserbeseitigung in den Bereichen erforderlich sind, die in
den Absétzen 2 und 3 genannt werden, und

2.

den Schwellenwert nach Anhang 2 Teil 3 Spalte D erreichen oder tiberschreiten.

§ 4 Sektor Erndhrung

(1) Wegen ihrer besonderen Bedeutung fiir das Funktionieren des Gemeinwesens ist im
Sektor  Erndhrung die  Versorgung der  Allgemeinheit mit  Lebensmitteln
(Lebensmittelversorgung) kritische Dienstleistung im Sinne des § 10 Absatz 1 Satz 1 des
BSI-Gesetzes.

(2) Die Lebensmittelversorgung wird in den Bereichen Lebensmittelproduktion und -
verarbeitung sowie Lebensmittelhandel erbracht.

(3) Im Sektor Erndhrung sind Kritische Infrastrukturen solche Anlagen oder Teile davon, die
1.

den in Anhang 3 Teil 3 Spalte B genannten Kategorien zuzuordnen sind und die fiir die
Lebensmittelversorgung in den Bereichen erforderlich sind, die in Absatz 2 genannt werden,
und

2.

den Schwellenwert nach Anhang 3 Teil 3 Spalte D erreichen oder {iberschreiten.

§ 5 Sektor Informationstechnik und Telekommunikation

(1) Wegen ihrer besonderen Bedeutung fiir das Funktionieren des Gemeinwesens sind im
Sektor Informationstechnik und Telekommunikation kritische Dienstleistungen im Sinne des
§ 10 Absatz 1 Satz 1 des BSI-Gesetzes:

1.

Sprach- und Dateniibertragung;

2.

Datenspeicherung und -verarbeitung. )

(2) Die Sprach- und Dateniibertragung wird in den Bereichen Zugang, Ubertragung,
Vermittlung und Steuerung erbracht.

(3) Die Datenspeicherung und -verarbeitung wird in den Bereichen Housing, IT-Hosting und
Vertrauensdienste erbracht.

(4) Im Sektor Informationstechnik und Telekommunikation sind Kritische Infrastrukturen
solche Anlagen oder Teile davon, die

1.

den in Anhang 4 Teil 3 Spalte B genannten Kategorien zuzuordnen sind und die fiir die
Sprach- und Dateniibertragung sowie Datenspeicherung und -verarbeitung in den Bereichen
erforderlich sind, die in den Absétzen 2 und 3 genannt werden, und

2.

den Schwellenwert nach Anhang 4 Teil 3 Spalte D erreichen oder iiberschreiten.

§ 6 Evaluierung

Vier Jahre nach Inkrafttreten dieser Rechtsverordnung sind unter Beteiligung der in § 10
Absatz 1 Satz 1 des BSI-Gesetzes genannten Ressorts zu evaluieren

1.

die Festlegung der kritischen Dienstleistungen und Bereiche,

2.

die Festlegung der Anlagenkategorien, die fiir die Erbringung der kritischen Dienstleistungen
erforderlich sind, und
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3.
die Bestimmung der Schwellenwerte.

§ 7 Inkrafttreten
Diese Verordnung tritt am Tag nach der Verkiindung in Kraft.

Anhang l1(zu § 1 Nummer 4 und 5, § 2 Absatz 5 Nummer 1 und 2)
Anlagenkategorien und Schwellenwerte im Sektor Energie
(Fundstelle: BGBI. 1 2016,960 - 962)

Teil 1

Grundsitze und Fristen

1.

Fir die in Teil 3 Spalte B genannten Anlagenkategorien gelten vorrangig die
Begriffsbestimmungen nach § 3 des Energiewirtschaftsgesetzes und nach § 2 des Kraft-
Wirme-Kopplungsgesetzes in der jeweils geltenden Fassung.

2.

Eine Anlage, die einer in Teil 3 Spalte B genannten Anlagenkategorie zuzuordnen ist, gilt
zum 1. April des Kalenderjahres, das auf das Kalenderjahr folgt, in dem ihr Versorgungsgrad
den in Teil 3 Spalte D genannten Schwellenwert erstmals erreicht oder {iberschreitet, als
Kritische Infrastruktur. Hat der Versorgungsgrad einer Anlage den in Teil 3 Spalte D
genannten Schwellenwert im Kalenderjahr 2015 erstmals erreicht oder iiberschritten, gilt die
Anlage mit Inkrafttreten dieser Verordnung als Kritische Infrastruktur.

3.

Der Betreiber hat den Versorgungsgrad seiner Anlage fiir das zuriickliegende Kalenderjahr
bis zum 31. Mérz des Folgejahres zu ermitteln.

4.

Ist der Versorgungsgrad fiir die Anlagenkategorie des Teils 3 Nummer 4.2.1 unmittelbar
anhand der Anzahl angeschlossener Haushalte zu ermitteln, ist der Versorgungsgrad zum 30.
Juni des zuriickliegenden Kalenderjahres maf3geblich.

5.

Ist der Versorgungsgrad fiir die Anlagenkategorien des Teils 3 Nummer 1.1 anhand der
Kapazitit (installierte Netto-Nennleistung) einer Anlage zu ermitteln, ist auf den rechtlich
und tatséchlich moglichen Betriebsumfang der durch denselben Betreiber betriebenen Anlage
abzustellen.

6.

Stehen mehrere Anlagen derselben Art in einem engen rdumlichen und betrieblichen
Zusammenhang (gemeinsame Anlage) und erreichen oder iiberschreiten die in Teil 3 Spalte
D genannten Schwellenwerte zusammen, gilt die gemeinsame Anlage als Kritische
Infrastruktur. Ein enger rdumlicher und betrieblicher Zusammenhang ist gegeben, wenn die
Anlagen

a)

auf demselben Betriebsgeldnde liegen,

b)

mit gemeinsamen Betriebseinrichtungen verbunden sind,

c)

einem vergleichbaren technischen Zweck dienen und

d)

unter gemeinsamer Leitung stehen.

Teil 2
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Berechnungsformeln zur Ermittlung der Schwellenwerte

7.

Der fiir die Anlagenkategorien des Teils 3 Nummer 1.1.1 bis 1.1.5, 1.2.1 sowie 1.3.1
genannte Schwellenwert ist unter Annahme eines Durchschnittsverbrauchs von 7 375 kWh
pro versorgter Person pro Jahr und eines Regelschwellenwertes von 500 000 versorgten
Personen wie folgt berechnet:

3 700 GWh/Jahr = 7 375 kWh/Jahr x 500 000

Die durchschnittliche elektrische Arbeit zur Versorgung von 500 000 Personen im Jahr
entspricht im Falle der Nummern 1.1.1 bis 1.1.5 sowie 1.3.2 einer installierten Netto-
Nennleistung von:

3 700 GWh/Jahr

420 MW = — e hrdahr

8.

Der fiir die Anlagenkategorien des Teils 3 Nummer 2 genannte Schwellenwert ist unter
Annahme eines Durchschnittsverbrauchs von 10 380 kWh pro versorgter Person pro Jahr und
eines Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

5 190 GWh/Jahr = 10 380 kwh/Jahr x 500 000

9.

Der fiir die Anlagenkategorien des Teils 3 Nummer 3.1.2, 3.2.2 und 3.3 genannte
Schwellenwert ist unter Annahme einer durchschnittlichen Produktionsmenge von 0,84
Tonnen Kraftstoff zur VVersorgung einer Person pro Jahr und eines Regelschwellenwertes von
500 000 versorgten Personen wie folgt berechnet:

420 000 t/Jahr = 0,84 t/Jahr x 500 000

10.

Der fiir die Anlagenkategorien des Teils 3 Nummer 3.1.2 und 3.2.2 genannte Schwellenwert
ist unter Annahme einer durchschnittlichen Produktionsmenge von 1,24 Tonnen leichtem
Heizdl zur Versorgung einer Person pro Jahr und eines Regelschwellenwertes von 500 000
versorgten Personen wie folgt berechnet:

620 000 t/Jahr = 1,24 t/Jahr x 500 000

11.

Der fiir die Anlagenkategorien des Teils 3 Nummer 3.1.1, 3.2.1 und 3.2.2 benannte
Schwellenwert ist unter Annahme einer durchschnittlichen Produktionsmenge von 1,24
Tonnen leichtem Heiz6l zur Versorgung einer Person pro Jahr und damit einer
durchschnittlichen Gesamtproduktionsmenge von 620 000 Tonnen leichtem Heizol fiir
500 000 versorgte Personen sowie unter der Annahme, dass aus einer Tonne Rohdl etwa 0,14
Tonnen leichtes Heizol hergestellt werden, wie folgt berechnet:

G20 000 t/Jahr

4 400 000 t/dahr = 014

12.

Der fiir die Anlagenkategorien des Teils 3 Nummer 4.1.1 und 4.1.2 genannte Schwellenwert
ist unter Annahme eines Durchschnittsverbrauchs einer Person pro Jahr von 4,528 MWh und
eines Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

2 300 GWh/Jahr = 4,528 MWh/Jahr x 500 000
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Teil 3

Anlagenkategorien und Schwellenwerte

Spalte
A Spalte B Spalte C Spalte D
Nr. Anlagenkategorie Bemessungskriterium Schwellenwert
1. Stromversorgung
11 Stromerzeugung
1.1.1 |Erzeugungsanlage installierte Netto-Nennleistung (elektrisch) in MW 420
1.1.2. |Erzeugungsanlage mit Warmeauskopplung (KWK-Anlage) |installierte Netto-Nennleistung (direkt mit|420
Wirmeauskopplung verbundene elektrische Wirkleistung
bei Warmenennleistung ohne Kondensationsanteil) in MW
1.1.3 |Dezentrale Energieerzeugungsanlage installierte Netto-Nennleistung (elektrisch) in MW 420
1.1.4 |Speicheranlage installierte Netto-Nennleistung (elektrisch) in MW 420
1.1.5 |Anlage oder System zur Steuerung/Biindelung elektrischer | installierte Netto-Nennleistung (elektrisch) in MW 420
Leistung
1.2 Stromiibertragung
1.2.1 |Ubertragungsnetz Durch Letztverbraucher und Weiterverteiler entnommene |3 700
Jahresarbeit in GWh/Jahr
1.2.2 |Zentrale Anlage und System fiir den Stromhandel, soweit|Handelsvolumen an der Borse in TWh/Jahr 200
diese den physischen kurzfristigen Spothandel und das
deutsche Marktgebiet betreffen
1.3 Stromverteilung
1.3.1 |Verteilernetz Durch Letztverbraucher und Weiterverteiler enthnommene |3 700
Jahresarbeit in GWh/Jahr
1.3.2 |Messstelle Leistung der angeschlossenen Verbrauchsstelle {420

beziehungsweise Einspeisung in MW
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Spalte

Spalte B

Spalte C

Spalte D

Nr. Anlagenkategorie Bemessungskriterium Schwellenwert

2. Gasversorgung

2.1 Gasforderung

2.1.1 |Gasforderanlage Energie des geforderten Gases in GWh/Jahr 5190

2.1.2 |Gasspeicher Entnommene Arbeit in GWh/Jahr 5190

2.2 Gastransport

2.2.1 |Fernleitungsnetz Durch Letztverbraucher und Weiterverteiler entnommene |5 190
Jahresarbeit in GWh/Jahr

2.3 Gasverteilung

2.3.1 |Gasverteilernetz Entnommene Arbeit in GWh/Jahr 5190

3. Kraftstoff- und Heizélversorgung

3.1 Roholférderung und Rohdlproduktenherstellung

3.1.1 |Olfdrderanlage Gefordertes Rohdl in Tonnen/Jahr 4,4 Millionen

3.1.2 |Raffinerie Erzeugter Kraftstoff in Tonnen/Jahr oder 420 000*
Erzeugtes Heizol in Tonnen/Jahr 620 000

3.2 Oltransport

3.2.1 |Mineraldlfernleitung Transportierte Roholmenge oder Produktenmenge in|4,4 Millionen
Tonnen/Jahr

3.2.2 |Ol- und Produktenlager Umgeschlagene Roholmenge in Tonnen/Jahr oder 4,4 Millionen
Umgeschlagene Menge Kraftstoff in Tonnen/Jahr oder 420 000*
Umgeschlagene Menge Heizol in Tonnen/Jahr 620 000
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Spalte
A

Spalte B

Spalte C

Spalte D

Nr. Anlagenkategorie Bemessungskriterium Schwellenwert

3.3 Kraftstoff- und Heizdlverteilung

3.3.1 |Anlage und System von Aggregatoren zum Vertrieb von |Verteilte Menge Kraftstoff in Tonnen/Jahr 420 000!
Kraftstoff

3.3.2 |Tankstellennetz Verteilte Menge Kraftstoff in Tonnen/Jahr 420 000!

4, Fernwirmeversorgung

4.1 Erzeugung von Fernwirme

4.1.1 |Heizwerk Ausgeleitete Warmeenergie in GWh/Jahr 2 300

4.1.2 |Heizkraftwerk Ausgeleitete Warmeenergie in GWh/Jahr 2 300

4.2 Verteilung von Fernwérme

4.2.1 |Fernwirmenetz Angeschlossene Haushalte 250 000

1

~ 420 Millionen Liter
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Anhang 2(zu § 1 Nummer 4 und 5, § 3 Absatz 4 Nummer 1 und 2)
Anlagenkategorien und Schwellenwerte im Sektor Wasser
(Fundstelle: BGBI. 1 2016,963 - 964)

Teil 1

Grundsitze und Fristen

1.

Fiir die in Teil 3 Spalte B Nummer 1 genannten Anlagenkategorien gelten vorrangig die
Begriffsbestimmungen nach den technischen Regeln der Deutschen Vereinigung fiir
Wasserwirtschaft, Abwasser und Abfall e. V. (DIN EN 16323) in der jeweils geltenden
Fassung. Fiir die in Teil 3 Spalte B Nummer 2 genannten Anlagenkategorien gelten vorrangig
die Begriffsbestimmungen nach den technischen Regeln der Deutschen Vereinigung des Gas-
und Wasserfachs e. V. (DIN 4046) in der jeweils geltenden Fassung.

2.

Eine Anlage, die einer in Teil 3 Spalte B genannten Anlagenkategorie zuzuordnen ist, gilt
zum 1. April des Kalenderjahres, das auf das Kalenderjahr folgt, in dem ihr Versorgungsgrad
den in Teil 3 Spalte D genannten Schwellenwert erstmals erreicht oder tiberschreitet, als
Kritische Infrastruktur. Hat der Versorgungsgrad einer Anlage den in Teil 3 Spalte D
genannten Schwellenwert im Kalenderjahr 2015 erstmals erreicht oder iiberschritten, gilt die
Anlage mit Inkrafttreten dieser Verordnung als Kritische Infrastruktur,

3.

Der Betreiber hat den Versorgungsgrad seiner Anlage fiir das zuriickliegende Kalenderjahr
bis zum 31. Mirz des Folgejahres zu ermitteln.

4.

Ist der Versorgungsgrad fiir die Anlagenkategorien des Teils 3 Nummer 1.1.1 bis 1.2.2
unmittelbar anhand der Anzahl versorgter Personen zu ermitteln, ist der Versorgungsgrad
zum 30. Juni des zuriickliegenden Kalenderjahres maB3geblich.

5.

Stehen mehrere Anlagen derselben Art in einem engen rdumlichen und betrieblichen
Zusammenhang (gemeinsame Anlage) und erreichen oder iiberschreiten die in Teil 3 Spalte
D genannten Schwellenwerte zusammen, gilt die gemeinsame Anlage als Kritische
Infrastruktur. Ein enger rdumlicher und betrieblicher Zusammenhang ist gegeben, wenn die
Anlagen

a)

auf demselben Betriebsgelidnde liegen,

b)

mit gemeinsamen Betriebseinrichtungen verbunden sind,

c)

einem vergleichbaren technischen Zweck dienen und

d)

unter gemeinsamer Leitung stehen.

Teil 2
Berechnungsformeln zur Ermittlung der Schwellenwerte
6.

Der fiir die Anlagenkategorien des Teils 3 Nummer 2.1.1 bis 2.3.2 genannte Schwellenwert
ist unter Annahme eines Durchschnittsverbrauchs von 44 m2 pro versorgter Person pro Jahr
und eines Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

22 Millionen m3/Jahr = 44 m®/Jahr x 500 000
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Teil 3

Anlagenkategorien und Schwellenwerte

Spalte
A Spalte B Spalte C Spalte D
Nr. Anlagenkategorie Bemessungskriterium Schwellenwert
1. Abwasserbeseitigung
1.1 Siedlungsentwisserung
1.1.1 |Kanalisation Angeschlossene Einwohner 500 000
1.2 Abwasserbehandlung

und

Gewissereinleitung
1.2.1 |Kldranlage Ausbaugrofie in Einwohnerwerten 500 000
1.2.2 |Leitzentrale AusbaugroBien der gesteuerten/iiberwachten Anlagen in Einwohnerwerten 500 000
2. Trinkwasserversorgung
2.1 Gewinnung
2.1.1 |Gewinnungsanlage Gewonnene Wassermenge in 22

Millionen m3/Jahr
2.1.2 |Wasserwerk Wasseraufkommen in Millionen m3/Jahr 22
2.2 Aufbereitung
2.2.1 |Aufbereitungsanlage Aufbereitete Trinkwassermenge in 22
Millionen m3/Jahr

2.2.2 |Wasserwerk Wasseraufkommen in Millionen m*/Jahr 22
2.3 Verteilung
2.3.1 |Wasserverteilungssystem |Verteilte Wassermenge in Millionen m*/Jahr 22
2.3.2 |Leitzentrale Von den gesteuerten/iiberwachten Anlagen gewonnene, transportierte oder aufbereitete 22
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Spalte

Spalte B

Spalte C

Spalte D

Nr.

Anlagenkategorie

Bemessungskriterium

Schwellenwert

Menge Wasser in Millionen m3/Jahr
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Anhang 3(zu § 1 Nummer 4 und 5, § 4 Absatz 3 Nummer 1 und 2)
Anlagenkategorien und Schwellenwerte im Sektor Ernéihrung
(Fundstelle: BGBI. 1 2016,965 - 966)

Teil 1

Grundsitze und Fristen

1.

Eine Anlage, die einer in Teil 3 Spalte B genannten Anlagenkategorie zuzuordnen ist, gilt
zum 1. April des Kalenderjahres, das auf das Kalenderjahr folgt, in dem ihr Versorgungsgrad
den in Teil 3 Spalte D genannten Schwellenwert erstmalig erreicht oder iiberschreitet, als
Kritische Infrastruktur. Hat der Versorgungsgrad einer Anlage den in Teil 3 Spalte D
genannten Schwellenwert im Kalenderjahr 2015 erreicht oder iiberschritten, gilt die Anlage
mit Inkrafttreten dieser Verordnung als Kritische Infrastruktur.

2.

Der Betreiber hat den Versorgungsgrad seiner Anlage fiir das zuriickliegende Kalenderjahr
bis zum 31. Mérz des Folgejahres zu ermitteln.

3.

Stehen mehrere Anlagen derselben Art in einem engen rdumlichen und betrieblichen
Zusammenhang (gemeinsame Anlage) und erreichen oder iiberschreiten die in Teil 3 Spalte
D genannten Schwellenwerte zusammen, gilt die gemeinsame Anlage als Kritische
Infrastruktur. Ein enger rdumlicher und betrieblicher Zusammenhang ist gegeben, wenn die
Anlagen

a)

auf demselben Betriebsgelidnde liegen,

b)

mit gemeinsamen Betriebseinrichtungen verbunden sind,

c)

einem vergleichbaren technischen Zweck dienen und

d)

unter gemeinsamer Leitung stehen.

4.

Die Ermittlung des Versorgungsgrads kann mittels einer pauschalierten Umrechnung der in
Teil 3 Spalte D genannten Schwellenwerte auf den in einem Kalenderjahr erzielten
Bruttoumsatz in einem Verhiltnis von 3,90 Euro pro kg oder | erfolgen.

Teil 2

Berechnungsformeln zur Ermittlung der Schwellenwerte

5.

Der fiir die Anlagenkategorien des Teils 3 genannte Schwellenwert (Speisen) ist unter
Annahme einer durchschnittlichen Produktionsmenge zur Versorgung einer Person mit
Lebensmitteln (Speisen) aller Produktgruppen von 0,869 Tonnen/Jahr sowie eines
Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

434 500 t/Jahr = 0,869 t/Jahr x 500 000

6.

Der fiir die Anlagenkategorien des Teils 3 genannte Schwellenwert (Getrinke) ist unter
Annahme eines Durchschnittsverbrauchs von 700 1/Jahr von nichtalkoholischen Getrdnken
sowie eines Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

350 Millionen 1/Jahr = 700 1/Jahr x 500 000
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Teil 3

Anlagenkategorien und Schwellenwerte

Spalte A Spalte B Spalte C Spalte D
Nr. Anlagenkategorie Bemessungskriterium Schwellenwert
1. Lebensmittelversorgung
1.1 Lebensmittelproduktion und -verarbeitung
111 Anlage zur Produktion von Lebensmitteln Menge der gewonnenen Lebensmittel Speisen:
in t/Jahr oder 1/Jahr 434 500t
oder
Getrinke:
350 Millionen |
1.1.2 Anlage zur Bearbeitung und Verarbeitung Menge der bearbeiteten, verarbeiteten oder produzierten Lebensmittel Speisen:
von Lebensmitteln oder Zwischenprodukte in t/Jahr oder I/Jahr 434 500t
oder
Getranke:
350 Millionen |
1.1.3 Anlage zur Lagerung von Menge der umgeschlagenen Lebensmittel Speisen:
Lebensmitteln in t/Jahr oder 1/Jahr 434 500 t
oder
Getrinke:
350 Millionen |
114 Anlage zur Distribution von Menge der umgeschlagenen Lebensmittel Speisen:
Lebensmitteln in t/Jahr oder 1/Jahr 434 500 t
oder
Getrinke:
350 Millionen |
1.2. Lebensmittelhandel
1.2.1 Anlage zur Lagerung von | Menge der umgeschlagenen Lebensmittel Speisen:
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Spalte A

Spalte B

Spalte C

Spalte D

Nr.

Anlagenkategorie

Bemessungskriterium

Schwellenwert

Lebensmitteln

in t/Jahr oder I/Jahr

434 500t

oder

Getranke:

350 Millionen |

1.2.2

Anlage zur Distribution
Lebensmitteln

von

Menge der umgeschlagenen Lebensmittel
in t/Jahr oder 1/Jahr

Speisen:

434 500t

oder

Getranke:

350 Millionen |

1.2.3

Anlage zur Bestellung
Lebensmitteln

von

Menge der bestellten Lebensmittel
in t/Jahr oder 1/Jahr

Speisen:
434500t

oder

Getrinke:

350 Millionen |

1.2.4

Anlage zum Verkauf
Lebensmitteln

von

Menge der verkauften Lebensmittel
in t/Jahr oder 1/Jahr

Speisen:
434500t

oder

Getrinke:

350 Millionen |
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Anhang 4(zu § 1 Nummer 4 und 5, § 5 Absatz 4 Nummer 1 und 2)
Anlagenkategorien und Schwellenwerte im Sektor Informationstechnik und
Telekommunikation

(Fundstelle: BGBI. 1 2016,967 - 969)

Teil 1

Grundsitze und Fristen

1.

Fir die in Teil 3 Spalte B genannten Anlagenkategorien gelten vorrangig die
Begriffsbestimmungen nach § 3 des Telekommunikationsgesetzes in der jeweils geltenden
Fassung.

2.

Eine Anlage, die einer in Teil 3 Spalte B genannten Anlagenkategorie zuzuordnen ist, gilt
zum 1. April des Kalenderjahres, das auf das Kalenderjahr folgt, in dem ihr Versorgungsgrad
den in Teil 3 Spalte D genannten Schwellenwert erstmals erreicht oder iiberschreitet, als
Kritische Infrastruktur. Hat der Versorgungsgrad einer Anlage den in Teil 3 Spalte D
genannten Schwellenwert im Kalenderjahr 2015 erreicht oder iiberschritten, gilt die Anlage
mit Inkrafttreten dieser Verordnung als Kritische Infrastruktur.

3.

Der Betreiber hat den Versorgungsgrad seiner Anlage fiir das zuriickliegende Kalenderjahr
bis zum 31. Mérz des Folgejahres zu ermitteln.

4.

Ist der Versorgungsgrad fiir die Anlagenkategorien des Teils 3 Nummer 1.1.1 bis 1.2.1
unmittelbar anhand der Anzahl versorgter Personen zu ermitteln, ist der Versorgungsgrad
zum 30. Juni des zuriickliegenden Kalenderjahres maB3geblich.

5.

Ist der Versorgungsgrad der genannten Anlagenkategorie anhand der Kapazitit (installierte
Leistung) einer Anlage zu ermitteln, ist auf den rechtlich und tatsichlich moglichen
Betriebsumfang der durch denselben Betreiber betriebenen Anlage abzustellen.

6.

Stehen mehrere Anlagen derselben Art in einem engen betrieblichen Zusammenhang
(gemeinsame Anlage) und erreichen oder iiberschreiten die in Teil 3 Spalte D genannten
Schwellenwerte zusammen, gilt die gemeinsame Anlage als Kritische Infrastruktur. Ein enger
betrieblicher Zusammenhang ist unabhdngig von der rdumlichen Distanz der Anlagen
gegeben, wenn die Anlagen

a)

auf demselben Betriebsgeldnde liegen,

b)

mit gemeinsamen Betriebseinrichtungen oder untereinander verbunden sind,

c)

einem vergleichbaren technischen Zweck dienen und

d)

unter gemeinsamer Leitung oder Steuerung stehen.

Teil 2

Berechnungsformeln zur Ermittlung der Schwellenwerte

1.

Der fiir die Anlagenkategorien des Teils 3 Nummer 1.1 bis 1.2 genannte Schwellenwert
ergibt sich aus § 1 Absatz 1 Nummer 2 des Post- und
Telekommunikationssicherstellungsgesetzes vom 24. Mirz 2011 (BGBI. I S. 506, 941) in der
jeweils geltenden Fassung.
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8.

Der fiir die Anlagenkategorie des Teils 3 Nummer 1.3.1 genannte Schwellenwert ist unter
Annahme einer Anzahl von 50 000 Autonomen Systemen aus allen Netzen und einer
Bedarfsabdeckung von 500 000 versorgten Personen bei einer Gesamtbevolkerung von 80
Millionen Personen wie folgt berechnet:

500 000

9.

Der fiir die Anlagenkategorie des Teils 3 Nummer 1.4.1 genannte Schwellenwert ist unter
Annahme der Benutzung von 5 IP-Endgerdten durch eine Person und eines
Regelschwellenwertes von 500 000 versorgten Personen wie folgt berechnet:

2 500 000 =5 x 500 000

10.

Der fiir die Anlagenkategorie des Teils 3 Nummer 1.4.2 genannte Schwellenwert ist unter
Annahme von 40 Millionen in der Bundesrepublik Deutschland verwalteten Domains und
einer Bedarfsabdeckung von 500 000 versorgten Personen bei einer Gesamtbevilkerung von
80 Millionen Personen wie folgt berechnet:

500 000

11.

Der fiir die Anlagenkategorie des Teils 3 Nummer 2.2.1 genannte Schwellenwert ist unter
Annahme von 4 Millionen in der Bundesrepublik Deutschland verwalteten Servern und einer
Bedarfsabdeckung von 500 000 versorgten Personen bei einer Gesamtbevilkerung von 80
Millionen Personen wie folgt berechnet:

500000
25000 :mxd 000 000

12.

Der fiir die Anlagenkategorie des Teils 3 Nummer 2.2.2 genannte Schwellenwert ist unter
Annahme eines Transportvolumens von 11826000 Terabyte/Jahr und einer
Bedarfsabdeckung von 500 000 versorgten Personen bei 80 Millionen Personen
Gesamtbevolkerung wie folgt berechnet:

500000

%11 826 000 TByte/Jahr
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Teil 3

Anlagenkategorien und Schwellenwerte

Spalte

A Spalte B Spalte C Spalte D

Nr. Anlagenkategorie Bemessungskriterium Schwellenwert

1. Sprach- und Dateniibertragung

1.1 Zugang

1.1.1 |Ortsgebundene Zugangsnetze, iiber die Zugang zu einem | Teilnehmeranschliisse des Zugangsnetzes 100 000
offentlichen (§ 3 Nummer 21 TKG in der jeweils (§ 1 Absatz 1 Nummer 2
Telefondienst, zu einem offentlichen geltenden Fassung) PTSG in der jeweils
Dateniibermittlungsdienst oder geltenden
Internetzugangsdienst erfolgt Fassung)

1.2. Ubertragung

1.2.1 |Ubertragungsnetze fiir ffentlich Teilnehmer des jeweiligen Dienstes 100 000
zugangliche Telefondienste und (§ 1 Absatz 1
Dateniibermittlungsdienste oder Internetzugangsdienste Nummer 2 PTSG in der
(ohne Nummer 1.1.1) jeweils

geltenden
Fassung)

1.3 Vermittlung

1.3.1 |IXP fur offentlich zugéngliche Telefondienste, Anzahl angeschlossener autonomer 300
Dateniibermittlungsdienste oder Internetzugangsdienste |Systeme (Jahresdurchschnitt)

14. Steuerung

1.4.1 |DNS-Resolver, die zur Nutzung Anzahl der abfragenden IP-Adressen pro Tag 2 500 000

offentlich zugénglicher Telefondienste,
Datentibermittlungsdienste oder
Internetzugangsdienste angeboten werden

(Jahresdurchschnitt)
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Spalte

offentlich zugénglicher Server
(Serverzertifikate, z. B. fiir Webserver,
E-Mailserver, Cloudserver (z. B. TLS/SSL-
Zertifikate))

A Spalte B Spalte C Spalte D
Nr. Anlagenkategorie Bemessungskriterium Schwellenwert
1.4.2 |Autoritative DNS-Server, die zur Anzahl der Domains, fiir die der Server 250 000
Nutzung 6ffentlich zugénglicher autoritativ ist oder die aus der Zone delegiert
Telefondienste, Dateniibermittlungsdienste oder werden
Internetzugangsdienste angeboten werden
2. Datenspeicherung und -verarbeitung
2.1 Housing
2.1.1 |Rechenzentrum vertraglich vereinbarte Leistung in MW 5
(am 30. Juni eines Kalenderjahres)
2.2. IT-Hosting
2.2.1 |Serverfarm Anzahl der laufenden Instanzen 25000
(Jahresdurchschnitt)
2.2.2 |Content Delivery Netzwerk ausgeliefertes Datenvolumen (in TByte/Jahr) 75 000
2.3. Vertrauensdienste
2.3.1 |Anlage zur Erbringung von Vertrauensdiensten Anzahl der ausgegebenen qualifizierten 500 000
Zertifikate oder
Anzahl von Zertifikaten zur Authentifizierung 10 000
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4. KHP

Mgk (ERRENR) £ JRFES: KP/AER: PEAX
P 20165054048 (Cybersecurity Law (Draft) (Second Reading Draft))

[HeopuUHMAIBLHBINH IEPEBOA HA AHTIMHCKUID
(http://chinalawtranslate.com/cybersecurity2/?lang=en# Toc455489576)

People's Republic of China Cybersecurity Law (draft)
(Second Deliberation Draft)
Chapter I: General Provisions

Article 1: This law is formulated so as to ensure network security, to preserve cyberspace
sovereignty, national security and the societal public interest, to protect the lawful rights and
interests of citizens, legal persons and other organizations, and to promote the healthy
development of economic and social informatization.

Article 2: This law applies with respect to the construction, operation, maintenance and
usage of networks, as well as network security supervision and management within the
mainland territory of the People's Republic of China.

Article 3: The State persists in equally stressing network security and informatization
development, and abides by the directives of active use, scientific development, management
in accordance with law, and ensuring security; and advances the construction of network
infrastructure, encouraging innovation and application of network technology, establishing
and completing systems to safeguard network security, and raising the capacity to protect
network security.

Article 4: The State formulates and continuously improves a network security strategy,
clarifies the fundamental requirements and primary goals of network security, and puts
forward network security policies, work tasks, and procedures for key fields.

Article 5: The State takes measures for monitoring, preventing, and handling network
security risks and threats arising both within and without the mainland territory of the
People's Republic of China, protects critical information infrastructure against attacks,
intrusions, interference and destruction; and punishes unlawful and criminal network
activities in accordance with law, preserving cyberspace security and order.

Article 6: The State advocates sincere, honest, healthy and civilized network conduct;
promoting dissemination of the core socialist values, adopting measures to raise the entire
society's awareness and level of network security, and forming a good environment for the
entire society to jointly participate in advancing network security.

Article 7: The State actively carries out international exchange and cooperation in the areas
of cyberspace governance, research and development of network technologies, formulation of
standards, attacking cybercrime and illegality, and other such areas; promoting the
construction of a peaceful, secure, open and cooperative cyberspace; and establishing a
network governance system that is multilateral, democratic and transparent.

Article 8: The State network information departments are responsible for comprehensively
planning and coordinating network security efforts and related supervision and management
efforts. The State Council Departments for telecommunications, public security, and other
relevant organs, are responsible for network security protection, supervision and management
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efforts within the scope of their responsibilities, in accordance with the provisions of this
Law, relevant laws and administrative regulations.

Network security protection, supervision and management duties for relevant departments in
people's governments at the county level or above will be determined by relevant national
regulations.

Article 9: Network operators carrying out business and service activities must follow the
laws and administrative regulations, follow social mores and commercial ethics, be honest
and credible, perform obligations to protect network security, accept supervision from the
government and public, and bear social responsibility.

Article 10: The construction and operation of networks, or the provision of services through
networks, shall be in accordance with the provisions of laws and administrative regulations,
and with the mandatory requirements of State standards; adopting technical measures and
other necessary measures to safeguard network security and operational stability, effectively
responding to network security incidents, preventing cybercrimes, and unlawful activity, and
preserving the integrity, secrecy and usability of online data.

Article 11: Relevant network industry organizations are to, according to their Articles of
Association, strengthen industry self-discipline, formulate behavioral network security
norms, guide their members in strengthening network security protection according to the
law, raise the protection levels of network security, and stimulate the healthy development of
the industry.

Article 12: The State protects the rights of citizens, legal persons, and other organizations to
use networks in accordance with law; it promotes widespread network access, raises the level
of network services, it provides secure and convenient network services to society, and
guarantees the lawful, orderly and free circulation of network information.

Any person and organization using networks shall abide by the Constitution and laws,
observe public order and respect social morality; they must not endanger network security,
and must not use the network to engage in activities endangering national security, inciting
subversion of national sovereignty and the overturn of the socialist system, advocating
terrorism and extremism, inciting ethnic hatred and ethnic discrimination, disseminating
violent, obscene or sexual information, creating or disseminating false information to disrupt
the economic or social order, as well as infringing on the reputation, privacy, intellectual
property or other lawful rights and interests of others, and other such acts.

Article 13: All individuals and organizations have the right to report conduct endangering
network security to departments such as for network information, telecommunications and
public security. Departments receiving reports shall promptly process them in accordance
with law; where these do not fall within the responsibilities of that department, they shall
promptly transfer the matters to the department empowered to handle them.

Chapter I1: Support And Advancement Of Network Security

Article 14: The State establishes and improves a system of network security standards. The
State Council administrative department for standardization and other relevant State Council
departments, on the basis of their individual responsibilities, organize the formulation and
timely revision of relevant national and industry standards for network security management
as well as for the security of network products, services and operations.

The State supports enterprises, network-related industry organizations, and so forth to
participate in the formulation of national and industry standards for network security, and
encourages enterprises to formulate enterprise standards that are stricter than the national or
industry standards.

Article 15: The State Council and people's governments of provinces, autonomous regions
and directly-governed municipalities shall make comprehensively plans; expand their input;
support key network security technology industries and programs; support network security
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technology research and development, application and popularization; spread safe and
trustworthy network products and services; protect the intellectual property rights for network
technologies; and support research and development institutions, higher education
institutions, and so forth to participate in State network security technology innovation
programs.

Article 16: The State advances the establishment of socialized service systems for network
security, encouraging relevant enterprises and institutions to carry out network security
certifications, testing, risk assessment and other such security services.

Article 17: The State encourages the development of network data security protections and
utilization technologies, advancing the opening of public data resources, and promoting
technological innovation, and economic and social development.

The State supports innovative methods of network security management, utilizing new
network technologies to enhance the level of network security protections.

Article 18: All levels' of people's governments and their relevant departments shall organize
and carry out regular network security publicity and education, and guide and stimulate
relevant units in doing network security publicity and education work well.

The mass media shall conduct targeted network security publicity and education aimed at the
public.

Article 19: The State supports enterprises, and education or training institutions such as
higher learning institutions and vocational schools, in carrying out network security-related
education and training, and employs multiple methods to cultivate talent in network security,
and promote interaction of network security professionals.

Chapter I11: Network Operations Security

Section 1: General Provisions

Article 20: The State implements a tiered network security protection system. Network
operators shall perform the following security protection duties according to the requirements
of the tiered network security protection system to ensure the network avoids interference,
damage or unauthorized visits, and to prevent network data leaks, theft or falsification:

(1) Formulate internal security management systems and operating rules, determine persons
responsible for network security, and implement network security protection responsibility;
(2) Adopt technological measures to prevent computer viruses, network attacks, network
intrusions and other actions endangering network security;

(3) Adopt technological measures for monitoring and recording network operational statuses
and network security incidents, and store network logs for at least six months;

(4) Adopt measures such as data classification, back-up of important data, and encryption;

(5) Other obligations provided by law or administrative regulations.

Article 21: Network products and services shall comply with the relevant national and
mandatory requirements. Providers of network products and services must not install
malicious programs; when discovering that their products and services have security flaws or
vulnerabilities, they shall promptly inform users, adopt remedial measures, and follow
provisions to report to the competent departments.

Providers of network products and services shall provide security maintenance for their
products and services; and must not terminate providing security maintenance during the set
time period or period agreed on with clients.

Where network products or services have functions collecting user information, their
providers shall express this to users and obtain their consent; where citizens' personal
information is collected, they shall obey the provisions of this law and other relevant laws
and administrative regulations on protection of citizens' personal information.
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Article 22: Critical network equipment and specialized network security products shall
follow the national standards and mandatory requirements, and be safety certified by a
qualified establishment or meet the requirements of a safety inspection, before being
sold. The state network information departments, together with the relevant departments of
the State Council, formulate and release a catalog of critical network equipment and
specialized network security products, and promote reciprocal recognition of safety
certifications and security inspection results to avoid duplicative certifications and
inspections.

Article 23: Network operators handling network access and domain registration services for
users, handling stationary or mobile phone network access, or providing users with
information publication or instant messaging services, shall require users to provide real
identity information when signing agreements with users or confirming provision of
services. Where users do not provide real identity information, network operators must not
provide them with relevant services.

The State implements a network identity credibility strategy, and supports research and
development of secure and convenient electronic identity confirmation technologies,
promoting reciprocal acceptance among different electronic identity confirmations.

Article 24: Network operators shall formulate emergency response plans for network
security incidents, promptly addressing system vulnerabilities, computer viruses,network
attacks, network incursions, and other such network security risks; and when network
security incidents occur, immediately initiate the emergency response plan, adopt
corresponding remedial measures, and report to the relevant competent departments in
accordance with relevant provisions.

Article 25: Those carrying out network security certification, testing, risk assessment or other
such activities, and publicly publishing network security information such as system
vulnerabilities, computer viruses, network attacks, or network incursions, shall comply with
relevant national provisions.

Article 26: Individuals and organizations must not engage in illegal entry of others'
networks, disruption of the normal function of others' networks, theft of network data or other
activities endangering network security; must not provide programs, or tools specially used in
network incursions, disrupting normal network functions and protection measures, stealing
network data or other acts endangering network security; and where clearly knowing that
others will engage in actions endangering network security, must not provide them with help
such as technological support, advertisements and promotion, or paying expenses.

Article 27: Network operators shall provide technical support and assistance to public
security organs' and state security organs; lawful activities preserving national security and
investigating crimes.

Article 28: The State supports cooperation between network operators in areas such as
gathering, analyzing, reporting and responding to network security information, increasing
the security safeguard capacity of network operators.

Relevant industry organizations are to establish and complete mechanisms for regulation and
coordination of network security for their industry, strengthen their analysis and assessment
of network security, and periodically conduct risk warnings for members, and shall support
and coordinate members' responses to network security risks.

Section 2: Operations Security For Critical Information Infrastructure

Article 29: The State implements key protection of critical information infrastructure that if
destroyed, losing function or leaking data might seriously endanger national security, national
welfare and the people's livelihood, or the public interest, on the basis of their tiered
protection system. The State Council will formulate the specific scope and security protection
measures for critical information infrastructure.
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The State encourages operators of networks outside the critical information infrastructure to
voluntarily participate in the critical information infrastructure protection system.

Article 30: In accordance with the duties and division of labor provided by the State Council,
departments responsible for security protection work of critical information infrastructure, are
to separately compile and organize implementation of security plans for that industry or
field's critical information infrastructure, and guide and supervise security protection efforts
for the critical information infrastructure operations.

Article 31:Construction of critical information infrastructure shall ensure that it has
properties for supporting business stability and sustaining operations, and ensures that
technical security measures are planned, established and used concurrently.

Avrticle 32: Except as provided in article 20 of this Law, critical information infrastructure
operators shall also perform the following security protection duties:

(1) Set up specialized security management bodies and persons responsible for security
management, and conduct security background checks on those responsible persons and
personnel in critical positions;

(2) Periodically conduct network security education, technical training and skills evaluations
for employees;

(3) Conduct disaster recovery backups of important systems and databases;

(4) Formulate emergency response plans for network security incidents, and periodically
organize drills;

(5) Other obligations provided by law or administrative regulations.

Avrticle 33: Critical information infrastructure information infrastructure operators purchasing
network products and services that might impact national security shall go through a national
security review organized by the State network information departments and relevant
departments of the State Council.

Article 34: Critical information infrastructure operators purchasing network products and
services shall sign a security and confidentiality agreement with the provider, clarifying
duties and responsibilities for security and confidentiality.

Article 35: Citizens' personal information and other important business data gathered or
produced by critical information infrastructure operators during operations within the
mainland territory of the People's Republic of China, shall store it within mainland
China. Where due to business requirements it is truly necessary to provide it outside the
mainland, they shall follow the measures jointly formulated by the State network information
departments and the relevant departments of the State Council to conduct a security
assessment; but where laws and administrative regulations provide otherwise, follow those
provisions.

Article 36:At least once a year, critical information infrastructure operators shall conduct an
inspection and assessment of their networks security and risks that might exists either
personally, or through retaining a network security services establishment; and submit a
network security report on the circumstances of the inspection and assessment as well as
improvement measures, to be sent to the relevant department responsible for critical
information infrastructure security protection efforts.

Article 37: State network information departments shall coordinate relevant departments in
employing the following measures for critical information infrastructure security protection:
(1) Conduct spot testing of critical information infrastructure security risks, put forward
improvement measures, and when necessary may retain a network security service
establishment to conduct testing and assessment of network security risks;

(2) Periodically organize critical information infrastructure operators to conduct emergency
network security response drills, increasing the level, coordination, and capacity of responses
to network security incidents.
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(3) Advance network security information sharing among relevant departments, critical
information infrastructure operators, and also research institutions, network security services
establishments.

(4) Provide technical support and assistance for network security emergency management
and recovery and so forth.

Article 38: Information obtained by State network information departments and relevant
departments during critical information infrastructure protection can only be used as
necessary for the protection of network security, and must not be used in other ways.

Chapter IV: Network Information Security

Article 39:Network operators shall establish and complete user information protection
systems, and must strictly protect user information they collect.

Article 40:Network operators collecting and using citizens' personal information shall abide
by the principles of legality, propriety and necessity; explicitly stating the purposes, means,
and scope for collecting or using information, and obtaining the consent of the person whose
data is gathered.

Network operators must not gather citizens' personal information unrelated to the services
they provide; must not violate the provisions of laws, administrative regulations or
agreements between the parties to gather or use citizens' personal information; and shall
follow the provisions of laws, administrative regulations or agreements with users to process
citizens' personal information they have stored.

Network operators collecting or using citizens' personal information shall disclose their rules
for its collection and use.

Article 41:Network operators must not disclose, tamper with, or destroy citizens' personal
information they gather; and, absent the consent of the person whose information was
collected, must not provide citizens' personal information to others. Except, however, where
it has been processed so that the specific individual is unidentifiable and cannot be recovered.
Network operators shall adopt technological measures and other necessary measures to
ensure the security of citizens' personal information, and prevent citizens' personal
information it gathers from leaking, being destroyed or lost. When the leak, destruction or
loss of citizens' personal information occur, or might occur, remedial measures shall be
immediately taken, users who might be affected shall be informed, and reports shall be made
to the competent departments in accordance with regulations.

Article 42:Where citizens discover that network operators have violated the provisions of
laws, administrative regulations or agreements between the parties to gather or use their
personal information, they have the right to request the network operators delete their
personal information; where discovering that personal information gathered or stored by
network operators has errors, they have the right to request the network operators make
corrections.

Article 43:Individuals or organizations must not steal or use other illegal methods to acquire
citizens' personal information, and must not unlawfully sell or unlawfully provide others with
citizens' personal information.

Article 44:Departments lawfully having network security supervision and management
duties, and their staffs, must keep citizens' personal information, private information and
commercial secrets, which they learn of in performing their duties, strictly confidential, and
must not leak, sell, or unlawfully provide it to others.

Article 45:Network operators shall strengthen management of information published by
users, and upon discovering information that the law or administrative regulations prohibits
the publication or transmission of, they shall immediately stop transmission of that
information, employ handling measures such as deleting it, to prevent the information from
spreading, save relevant records, and report it to the relevant competent departments.
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Avrticle 46:Electronic information sent, or application software provided, by any individual or
organization must not install malicious programs, and must not contain information that laws
and administrative regulations prohibit the publication or transmission of.

Electronic information distribution service providers, and application software download
service providers, shall perform security management duties; and where discovering that their
users have conduct provided for in the preceding paragraph, shall stop providing services and
employ measures such as removal, store relevant records and report to the relevant competent
departments.

Article 47:Network operators shall establish network information security complaint and
reporting systems, publicly disclose information such as the methods for making complaints
or reports, and promptly accept and handle complaints and reports relevant to network
information security.

Network operators shall cooperate with network information departments and relevant
departments lawful implementation of supervision and inspections.

Article 48:The State network information departments and relevant departments perform
network information security supervision and management responsibilities in accordance
with law; and where discovering information the release or transmission of which is
prohibited by laws or administrative regulations, shall request the network operators stop
transmission, employ disposition measures such as deletion, and store relevant records; for
information described above that comes from outside mainland People's Republic of China,
they shall notify the relevant organization to adopt technological measures and other
necessary measures to block transmission.

Chapter V: Monitoring, Early Warnings, And Emergency Responses

Article 49: The State establishes systems for network security monitoring, early warnings
and information bulletins. The State network information departments shall do overall
coordination of relevant departments to strengthen collection, analysis and reporting efforts
for network security information, and follow regulations for the unified release of network
security monitoring and early warning information.

Article 50:Departments responsible for critical information infrastructure security protection
efforts shall establish and complete that industry or that field's network security monitoring,
early warning and information reporting systems, and report network security monitoring and
early warning information in accordance with regulations.

Article 51:The State network information departments coordinates relevant departments’
establishment and completion of mechanisms for network security risk assessment and
emergency response efforts, formulates network security incident emergency response plans,
and periodically organizes drills.

Departments responsible for critical information infrastructure security protection efforts
shall formulate that industry or that field's network security incident emergency response
plans, and periodically organize drills.

Network security incident emergency response plans shall rank network security incidents on
the basis of factors such as the degree of threat after the incident occurs and the scope of
impact, and provide corresponding emergency response handling measures.

Article 52:When the risk of network security incidents increases, the relevant departments of
people's governments at the provincial level and above shall follow the scope of authority and
procedures provided, and employ the following measures on the basis of the network security
risk’s characteristics and the harms it might cause:

(1) Require that relevant departments, institutions and personnel promptly gather and report
relevant information, and strengthen monitoring of the occurrence of network security risks;
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(2) Organize relevant departments, institutions and specialist personnel to conduct analysis
and assessment of information on the network security risk, and predict the likelihood of an
incident's occurrence, the scope of its impact and its level of harm;

(3) Publish network security risk warnings to the public, and publish measures for avoiding
or reducing harms.

Article 53:0n occurrence of a network security incident, the network security incident
emergency response plan shall be immediately initiated, an evaluation and assessment of the
network security incident shall be conducted, network operators shall be requested to adopt
technological and other necessary measures, potential security risks shall be removed, the
threat shall be prevented from growing, and warnings relevant to the public shall be promptly
published.

Article 54:Where, while performing network security supervision and management duties,
relevant departments of people's governments at the provincial level or above discover that
networks have a relatively large security risk or the occurrence of a security incident, they
may call in the legal representative or responsible party for the operator of that network for a
talking to, in accordance with the scope of authority and procedures provided. Network
operators shall follow requirements to employ procedures, make corrections, and eliminate
hidden dangers.

Article 55:Where sudden emergencies or production safety accidents occur as a result of
network security incidents, they shall be handled in accordance with the provisions the
"Emergency Response Law of the People's Republic of China" , the "Production Safety Law
of the People's Republic of China", and other relevant laws and administrative regulations.
Article 56:To fulfill the need to protect national security and social public order, and respond
to major social security incidents, the State Council, or the governments of provinces,
autonomous regions and municipalities with approval by the State Council, may take
temporary measures regarding network communications in certain regions, such as restricting
it.

Chapter VI: Legal Responsibility

Article 57:Where network operators do not perform network security protection duties
provided for in articles 20 and 24 of this law, the competent departments will order
corrections and give warnings; where corrections are refused or it leads to endangerment of
network security or other such consequences, a fine of between RMB 10,000 and 100,000 is
given; and the directly responsible management personnel are fined between RMB 5,000 and
50,000.

Where critical information infrastructure operators do not perform network security
protection duties provided for in articles 31-34 and 36 of this law, the competent departments
will order corrections and give warnings; where corrections are refused or it leads to
endangerment of network security or other such consequences, a fine of between RMB
100,000 and 1,000,000 is give; and the directly responsible management personnel is fined
between RMB 10,000 and 100,000.

Article 58:Where paragraphs 1 or 2 of article 21, or paragraph 1 of article 46 of this law are
violated by any of the following conduct, the relevant competent departments order
corrections and give warnings; where corrections are refused or it causes endangerment of
network security or other consequences, a fine of between RMB 50,000 and 500,000 is given;
and the persons who are directly in charge are fined between RMB 10,000 and 100,000.

(1) Installing malicious programs;

(2) Failure to promptly inform users and to take remedial measures for security flaws or
vulnerabilities that exist in products or services, or not reporting this to the competent
departments in accordance with provisions;
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(3) Unauthorized ending of the provision of security maintenance for their products or
Services.

Article 59:Network operators violating paragraph 1 of articles 23 of this law in failing to
require users to provide truthful identity information or providing relevant services to users
who do not provide truthful identity information, are ordered to make corrections by the
relevant competent department; where corrections are refused or the circumstances are
serious, a fine of between RMB 50,000 and 500,000 is given, and the relevant competent
department may order a temporary suspension of operations, a suspension of business for
corrections, closing down of websites, cancellation of relevant operations permits, or
cancellation of business licenses; persons who are directly in charge and other directly
responsible personnel are fined between RMB 10,000 and 100,000.

Article 60:Where Article 25 of this law is violated in carrying out network security
certifications, testing or risk assessments, or publishing network security information such as
system vulnerabilities, computer viruses, network attacks, or network incursions, corrections
are to be ordered and a warning given; where corrections are refused or the circumstances are
serious, a fine of between RMB 10,000 and 100,000 is given, and the relevant competent
department may order a temporary suspension of operations, a suspension of business for
corrections, closing down of websites, cancellation of relevant operations permits, or
cancellation of business licenses; persons who are directly in charge and other directly
responsible personnel are fined between RMB 5,000 and 50,000.

Article 61:Where Article 26 of this law is violated in engaging in activities endangering
national security, or by providing specialized software or tools used in engaging in activities
endangering national security, or by providing others engaging in activities endangering
network security with assistance such as technical support, advertising and promotions or
payment of expenses; and a crime is no constituted, the public security organs are to
confiscate unlawful gains and impose up to 5 days detention, and may give a fine of between
10,000 and 15,000 RMB; and where circumstances are serious, impose between 5 and 15
days detention, and may give a fine of between 50,000 and 500,000 RMB.

Where units exhibit the conduct provided for in the preceding paragraph, the public security
organs confiscate unlawful gains, and impose a fine of between 100,000 and 500,000 RMB,
and the directly responsible managers and other responsible personnel are punished in
accordance with the preceding paragraph.

Where Article 26 of this law is violated, persons who receive public security administrative
sanctions or criminal punishments must not take on work in key network security
management and network operations positions for their lifetimes.

Article 62:Network operators, and network product or service providers, violating paragraph
3 of article 21 and Articles 40-42 of this Law by infringing on citizens' personal information
that are protected in accordance with law, are ordered to make corrections by the relevant
competent department and may, either independently or concurrently, be given warnings,
confiscation of unlawful gains, and/or fined between 1 to 10 times the amount of unlawful
gains, and where there are no unlawful gains, fined up to RMB 500,000; where the
circumstances are serious, a fine of between RMB 50,000 and 500,000 is given, and the
relevant competent department may order a temporary suspension of operations, a suspension
of business for corrections, closing down of websites, cancellation of relevant operations
permits, or cancellation of business licenses; persons who are directly in charge and other
directly responsible personnel are fined between RMB 10,000 and 100,000.

Where violations of this law in stealing or using other illegal means to obtain, sell of illegally
provide others with citizens' personal information do not constitute a crime, the public
security organs confiscate unlawful gains and give a fine of between 1 and 10 times the
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amount of unlawful gains, and where there are no unlawful gains, give a fine of up to RMB
500,000.

Article 63:Where critical information infrastructure operators violate article 33 of this Law
by using network products or services that have not had safety inspections or did not pass
safety inspections, the relevant competent departments order the usage to stop, and give a fine
in the amount of 1 to 10 times the purchase price; the persons who are directly in charge and
other directly responsible personnel are fined between RMB 10,000 and 100,000.

Article 64:Where critical information infrastructure operators violate this law by storing
network data outside the mainland territory, or provide network data to individuals or
organizations outside of the mainland territory without going through a security assessment,
the relevant competent department orders corrections, gives warnings, confiscates unlawful
gains, gives fines between RMB 50,000 and 500,000, and may order a temporary suspension
of operations, a suspension of business for corrections, closing down of websites, revocation
of relevant operations permits, or cancellation of business licenses; persons who are directly
in charge and other directly responsible personnel are fined between RMB 10,000 and
100,000.

Article 65: Where network operators violate Article 45 of this Law by failing to stop the
transmission of information that laws of administrative regulations prohibit the publication or
transmission of, failing to employ disposition measures such as deletion or failure to preserve
relevant records, the relevant competent department orders corrections, gives warnings, and
confiscates unlawful gains; where corrections are refused or circumstances are serious, fines
between RMB 50,000 and 500,000 are given, and a temporary suspension of operations, a
suspension of business for corrections, closing down of websites, cancellation of relevant
operations permits, or cancellation of business licenses may be ordered; persons who are
directly in charge and other directly responsible personnel are fined between RMB 10,000
and 100,000.

Where electronic information service providers and application software download service
providers, have not performed their security management duties provided for in paragraph 2
of Article 46 of this Law, punishment is in accordance with the provisions of the preceding
paragraph.

Article 66:Network operators violating the provisions of this law, who exhibit any of the
following conduct, will be ordered to make corrections by the relevant competent
departments; where corrections are refused or the circumstances are serious, a fine of
between 50,000 and RMB 500,000 is given; directly responsible management personnel and
other directly responsible personnel are to be fined between RMB 10,000 and RMB 100,000:

(1) Failure to report network security risks or network security incidents to the relevant
competent departments;

(2) Not following the requirements of relevant departments to adopt disposition measures
such as stopping dissemination or deleting information that laws or administrative regulations
prohibit the public or dissemination of;

(3) Refusal or obstruction of the relevant departments in their lawful conduct of supervision
and inspections;

(4) Refusing to provide technical support and assistance to public security organs' and state
security organs.

Article 67:Publication or transmission of information that paragraph 2 of Article 12 of this
Law or other laws or administrative regulations prohibit the publication or transmission of, is
punished in accordance with the provisions of the relevant laws and administrative
regulations.

Article 68:Where there is conduct violating the provisions of this law, record it in the credit
archives and make it public in accordance with relevant laws and administrative regulations.
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Article 69:Where state organ government affairs network operators do not perform network
security protection duties as provided by this law, the organ at the level above or relevant
department will order corrections; sanctions are given to the directly responsible managers
and other directly responsible personnel.

Article 70:Where personnel of departments bearing network safety supervision and
management duties in accordance with law, neglect their duties, abuse their authority, or
distort the law for personal gain, and it does not constitute a crime, sanctions are given in
accordance with law.

Article 71:Where violations of the provisions of this law cause harm to others, civil liability
is borne in accordance with law.

Where provisions of this Law are violated, constituting a violation of public security
management, public security administrative sanctions are given in accordance with law;
where a crime is constituted, criminal responsibility is pursued in accordance with law.
Chapter VII: Supplementary Provisions

Article 72:For this law, the following terms have these meanings:

(1) "Networks" refers to systems comprised of computers or other information terminals and
related equipment that follow certain rules and procedures for information gathering, storage,
transmission, exchange and processing.

(2) "Network security" refers to taking necessary measures to prevent network attacks,
incursions, interference, destruction and their unlawful use, as well as unexpected accidents;
to put the networks in a state of stable and reliable operation, as well as ensuring the capacity
for network data to be complete, confidential and usable.

(3) "Network operators” refers to network owners, managersm and network service
providers.

(4) "Network data" refers to all kinds of electronic data collected, stored, transmitted,
processed, and produced through networks.

(5) "Citizens' personal information™ refers to all kinds of information, recorded electronically
or through other means, that taken alone or together with other information, is sufficient to
identify a citizen's identity, including, but not limited to, citizens' full names, birth dates,
identification numbers, personal biometric information, addresses, telephone numbers, and so
forth.

Article 73:Operations security protections for storing and processing networks involving
state secret information, shall follow this Law and shall also uphold laws and administrative
regulations on secrecy.

Article 74:Security protections for military network are formulated by the Central Military
Commission.

Article 75:This law shall take effect on XXXXX.
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5. PD

DenepaibHblii 3aK0H «O 0€30MACHOCTH KPUTHYECKOH HH(OPMALMOHHOM
uHppacTpykrypsl  Poccuiickoit  ®Degepauum»  (MPOEKT). MMacomopt
3aKOHOIIPOEKTA

(https://regulation.gov.ru/projects?type=ListView#npa=597)

IIpoexr
O3 Ne

POCCHUMCKASI ®EJEPALIUS
®EJEPAJIBHBINA 3AKOH

O BE3OIIACHOCTH KPHTHqECKQﬁ I/IHud)OPMAHI/IOHHOfI
HHOPACTPYKTYPbI POCCUMCKON ®EJEPALIUU

T'masa 1. O01ue moJ10KeHu st

Cratps 1. Cdepa neiictBus Hacrosimero denepaibHOTo 3aK0HA

Hacrosamuii ®@enepalbHbIil 3aKOH YCTAHABIMBAET OPraHU3allMOHHBIE U IIPABOBBIE OCHOBBI
oOecrnieueHns 0€30MacHOCTH KPUTHUECKON HH(OpMalMOHHONW HHPpacTpyKTypbl Poccuiickoii
®denepanyy B LEIAX NPEAOTBPAIIECHNS KOMIIBIOTEPHBIX MHIMIEHTOB, OCHOBHBIE IPUHIIMIIBI U
METO/]Ibl TOCYJJaPCTBEHHOTO PETYJIMPOBAHUS B yKa3aHHOU cdepe, MOpsAIOK B3aMMOAEHCTBUS
CyOBEKTOB KpUTHUECKOM HHpopMannoHHON uHpacTpykTypsl Poccuiickoit deneparyu c
roCy/1lapCTBEHHOW CHCTEMOI OOHApy>KeHUSs, MPEAYNPEXACHUS U JUKBUIALUU TOCIEICTBUN
KOMIIBIOTEPHBIX aTak Ha MHQpOpMaluoHHble pecypcesl Poccuiickoit denepanyu, onpenenser
ITIOJITHOMOYMSI OPraHOB TOCyAapcTBeHHOW Biactu Poccuiickoit denepanuu, a Takxke mpasa,
0053aHHOCTM U OTBETCTBEHHOCTh  CYOBEKTOB  KPUTHYECKOM  HMH(OPMAIMOHHOMN
uHppactpykTypsl Poccuiickoit denepanuu.

Cratps 2. OcHOBHBIE IOHATHS, UCTIOIB3yEMbIE B HacTosAuleM DenepaabHOM 3aKOHE
ABTOMaTH3UpPOBAaHHAs CUCTEMa YIPaBJICHUS TMPOU3BOJACTBEHHBIMU M TEXHOJIOTUYECKUMU
nporeccaMi KpUTHUYECKH Ba)XKHOTO o0bekTa MH(ppacTpykTypsl Poccuiickoit denepanun —
KOMIUIEKC amnmapaTHBIX M TPOrpaMMHBIX CpPEICTB, HHGOPMAIMOHHBIX CHCTEM U
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIX CeTel, MpeJHa3HAuYCHHBIX JUIS peIIeHUs 3ajad
OTIEPaTHUBHOTO YIpPABICHUS U KOHTPOJIA 3a PA3JIMYHBIMU TPOIECCAMU U TEXHUYECKHUMHU
00BbEKTaMU B paMKax OpraHM3allid TPOU3BOJACTBA MM TEXHOJOTHYECKOro Impolecca
KPUTHYECKH Ba)KHOTO O0BEKTa;

aKKpenuTanusa — opuraIbHOe Npu3HaHue (eepalbHbIM OPraHOM UCIOJHUTEIBHOM BIIACTH,
YIOJHOMOYEHHBIM B oOjactu oOecrniedeHuss Oe30macHOCTH, (enepaqbHbIM OpraHOM
WCTIOJHUTENIHOM BIIACTH, YMOJHOMOYEHHBIM B o0OslacTH obecredeHus: 0e30MacHOCTH
nHpopMallud B KJIIOYEBBIX  CHUCTeMaX  MHQOPMAIMOHHOM  MHQPACTPYKTYpHI,
MPOTHBOJCHCTBUS TEXHUUYECKUM pa3BeIKaM M TEXHHUYECKOW 3alUThl HHpopManuu (Janee —
YIIOJIHOMOYEHHbIE  (pefiepalibHble OpraHbl HCIOJHUTEIbHOM BJIACTH) KOMIIETEHTHOCTH
OpraHU3allMM BBIIOTHATH pPAa0OTBI B OOJACTH OLEHKHM 3alUIIEHHOCTH KPUTHUYECKOU
nHpopManmoHHo HHPPacTpyKTypsl Poccutickoit denepanmu;

0€30MacHOCTh KPUTHYECKOH MH(pOopMarmonHol uHppacTpykTypsl Poccuiickoit deneparym —
COCTOSIHME OOBEKTOB KPUTHYECKOW WHGOPMAIMOHHOW WHPPACTPYKTyphl Poccuiickoit
denepanuy ¥ KpUTHYECKON HH(pOpMAIMOHHON HH(ppacTpyKTypsl Poccuiickoit @enepanuu B
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LIEJIOM, IIPM KOTOPOM BO3HMKHOBEHHE HAa HUX KOMIIBIOTEPHBIX MHIIMJEHTOB HE IPUBEIET K
MOTEPE YMPaBICHUS YKOHOMUKON W/Mii obecriedyeHruss 000pOHOCTIOCOOHOCTH, O€30IaCHOCTH
u mnpaBomnopsgka Poccmiickoii ®Denmeparuu, cyowsekra Poccuiickort ®epepanuu  wim
aJIMUHUCTPAaTUBHO-TEPPUTOPUATIBHON  €IMHMIBL, €€  HeoOpaTUMOMY  HEraTHUBHOMY
W3MEHEHHMIO  (paspylleHuto) JmOO  CyHIECTBEHHOMY  CHIDKCHHMIO  0€30MacHOCTH
KU3HEICIATEIIbHOCTH HACEIICHUS;

rOCYJapCTBEHHAsl CHCTEMa OOHApYKEHUs, MPERyNPEeKICHUS U JUKBUIAIUU TOCIEIACTBUN
KOMIIBIOTEPHBIX aTak Ha MHQpOpMaLuoHHbIE pecypcbl Poccuiickoit denepanyu — enuHast
LEHTPAJIM30BaHHAsA, TEPPUTOPUAIBHO pACIpPENCICHHAas CHCTEMa, BKJIIOYAIOLIAs CUJIbl U
cpeAcTBa OOHApYKEHUs U MPeNyNpeKACHNs KOMIbIOTEPHBIX MHIMIEHTOB, a TAKKE OpraHbl
rOCYJapCTBEHHOH BJAaCTH, B IOJHOMOYHMS KOTOPBIX BXOAMUT obOecmeueHne 0e30macHOCTU
00BEKTOB KpUTHYECKOH HH(OpMaIMoHHON HH(pacTpykTypsl Poccuiickoit @enepanuy;
nHpopManMoHHble pecypchl Poccuiickoit ®depepanmn — HHOOPMAIMOHHBIE CHCTEMBI H
MH(OPMAaLMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH, HaXoAsIecs Ha Teppuropun Poccuiickoii
@enepaui U B JUIUIOMAaTHUYECKUX IPEJICTABUTENILCTBAX M KOHCYJIBCKUX YUPEKICHUSIX
Poccuiickoit @eneparuu 3a pydexom;

KOMIIBIOTEpHAsT aTaka — IIeJICHAIIPAaBICHHOE BO3JCHCTBHE HA WH(POPMAIMOHHBIE PECYpPCHI
IIPOrPaMMHO-TEXHUYECKMMH  CPEACTBAMHM, OCYLIECTBIIIEMOE B  LEISIX  HapyLIECHUs
0e30macHOCTH HH(POPMALIUU B 3TUX pecypcax;

KOMIIBIOTEPHBI MHUUAECHT — (akT HapylleHus (WiIM IpekpalleHus) (QyHKIMOHHPOBAHUS
00BEKTa KPUTUIECKOI MH(pOpMAMOHHON HHPPacTpyKTYpsl Poccuiickoit @enepanuu, B TOM
YKCJIE BBI3BAHHBIM KOMIIBIOTEPHON aTaKoM;

KPUTHYECKH BAXKHBIM 00BEKT — 00BEKT, HapyIlIEHWE WIN IpeKpalieHre (yHKIUOHUPOBAHUS
KOTOPOr0 MOKET IPHUBECTU K IIOTEPE YIpaBlIEeHHs d>KOHOMUKON Poccuiickon ®enepauuy,
cyobekta Poccuiickoit @enepanuu UM agMUHUCTPATUBHO-TEPPUTOPUATILHON €IWHULIBI, €€
HEOOpaTUMOMY HETaTMBHOMY M3MEHEHHUIO (pa3pylIeHUI0) MO0 CYIECTBEHHOMY CHUKEHUIO
0€30MaCHOCTH KU3HECATEIbHOCTH HACEIECHNUS;

KpuTHYecKasi nH(popMalMoHHas nHppacTpykrypa Poccuiickoit denepaniuu — COBOKYIHOCTb
aBTOMATHU3HPOBAHHBIX CHCTEM YIPABJIEHUS MPOU3BOJCTBEHHBIMH W TEXHOJOTMYECKUMHU
nporeccaMil KPUTHUYECKH BaXKHBIX OOBEKTOB M 00ECHEeuMBAIOIIMX HX B3auMoJieiicTBHE
MH(OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH, a Takke HWH(OPMAIIMOHHBIX CHUCTEM U
CeTe CBsI3M, NPEJHA3HAUYECHHBIX JUIsl PELICHMs 3aJad TOCYJapCTBEHHOIO YIIPaBJICHMS,
oOecrnieueHnss 000POHOCIIOCOOHOCTH, O€30MacHOCTH M IpaBomopsiaka (Janee — OOBEKThI
KpUTHYeCKOi MH(POpMaIMoHHONW HHPpacTpyKTyphl Poccuiickoit denepanun);

HapylieHne (QyHKUMOHUPOBAHUS KPUTHUECKOH HMH(POPMAIMOHHON HMHQPPACTPYKTYphI
Poccuiickoit denepanuu — OTpHLATENbHBIE MOCIEICTBUS IleJEHANPABIEHHOTO W/WIN
CIIy4aiflHOTO BO3JEUCTBUS HA OOBEKTHl KPUTHYECKOW MHGOPMAIMOHHON HH(PACTPYKTYpHI
Poccuiickoit denepannu, npuBeaIINE K yTEUKE, XUILEHUIO, yTpaTe, MOAJEIKE, UICKAKEHHUIO U
HECaHKLIMOHUPOBAHHOMY JOCTyNy K HHpopManuu, a TaKKe K OTKJIOHEHUID OT
YCTAQHOBJICHHBIX 3KCIUTyaTallUOHHBIX TNPEAETIOB M YCIOBUH (DYHKIIMOHUPOBAHUS OOBEKTOB
KpUTHYeCKON nHPOpMamoHHON HHPpacTpyKTypbl Poccuiickoit @enepannu;

CyOBEKThl KpPUTHYECKOH HH(pOpManmoHHOW HH(ppacTpykTypsl Poccuiickoit denepanuu —
IOpUANYECKHE JINIIA, BIAJICIONINE Ha MpaBe COOCTBEHHOCTH WJIM MHOM 3aKOHHOM OCHOBAaHUU
0o0beKTaMu KpUTHYECKOH uH(popmarmonHo uHPpacTpykTypbl Poccuiickoit deneparyu,
OIlEpaTophl CBS3U, A TAaKXKE OINEpaTopbl T'OCYJAPCTBEHHBIX HH()POPMALMOHHBIX CUCTEM,
obecnieunBaome (QYHKIMOHUPOBAHHWE U  B3aMMOJCHCTBHE OOBEKTOB KPHTUYECKOU
nHpopMannoHHo HHGpacTpyKTYypsl Poccutickoii deneparuu.

Cratpst 3. 3akoHOIATENBCTBO O OE30MACHOCTH  KPUTHYECKOM  HMH(POpPMAIMOHHON
uHppacTpykTypbl Poccuiickoit @eaepamnmu
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1. 3akonomarenbctBo Poccuiickoit ®enepaumu 0  0€30MacCHOCTH  KPUTHUYECKOU
nHpopManmoHHO  MHPpPAcTpyKTypbl  Poccuiickoii ~ dexepaniuu  OCHOBBIBACTCS  Ha
Koncrurynun Poccuiickonn ®@enepanuu U COCTOMT U3 Hacroswmero denepanbHOro 3aKoHa,
npyrux ¢enepaibHbIX 3aKOHOB M IPUHUMAEMbIX B COOTBETCTBUM C HUMH HHBIX
HOPMAaTHUBHBIX IIPAaBOBBIX akTOB Poccuiickon denepanum.

2. Eciim MexxayHapoaHsiM goroBopom Poccuiickoit denepaiiin ycTaHOBICHBI HHBIE MTPABUIIA,
yeM Te€ IIpaBWiIa, KOTOpbIe IIpeaycMOTpeHbl HactosmuMm dDenepaabHbM — 3aKOHOM,
MIPUMEHAIOTCS ITpaBUiia MEKIyHapoJHOTo Aorosopa Pocculickoit denepanuu.

Cratpst 4. OGecrieuenne 06€30MaCHOCTH KPUTUYECKONH HH(POPMALMOHHONW MHQPPACTPYKTYpPbI
Poccuiickoit deneparuu

1. OGecrieyenne  0€30MACHOCTH  KPUTHYECKOH  WMHGPOPMALMOHHON  MHQPPACTPYKTYpPHI
Poccuiickoit ®enepanyy BKIOYAET KOMIUIEKC MEp IPaBOBOrO, OPraHU3alMOHHOTO H
TEXHUYECKOI'0 XapakTepa IO CO3JaHUI0 M IKCIUTyaTalliM CHUCTEM 0€30IacHOCTH OOBEKTOB
KpuTuueckod uHbopManmoHHol wuH(pacTpykTypbl Poccuiickoii ®exepanuu U UX
B3aUMOJICICTBUIO C TOCYAapCTBEHHOM CHCTEMOM OOHapyKeHUus, NPEayNpexIeHUs U
JUKBUJIALIUU TIOCTIEICTBUN KOMITBIOTEPHBIX aTak Ha MHGOPMAIMOHHBIE pecypchl Poccuiickoit
@denepanyy B LENAX HEIONMYIIESHUS HApPYIICHWS WM HpeKpamieHus (yHKIMOHUPOBAHUS
KpuTH4ecKkoi nHbopManmoHHON HHPpacTpyKTypsl Poccuiickoit @enepariuu.

2. OCHOBHBIMHU HallpaBJICHUSMHA oOecrnieyeHus 0e30MmacHOCTH KPUTHYECKOU
uHpopmanoHHoN UHGPacTpyKTypbl Poccuiickoit denepannu SBIsSIOTCS:

1) HopMaTHUBHOE MPABOBOE PETyIMPOBAHHE ICATEILHOCTH MO 00ECICUYCHHIO 0E30MacHOCTH
KpuTHieckor nHhopMannoHHon uHbpacTpykTypsl Poccuiickoii @enepariui;

2) ompenieNieHHe  YIOJHOMOYEHHBIX (pefiepaibHbIX OPraHOB HCIIOJHHUTEIBHON BIIACTH,
OCYLIECTBISIONIMX ~ MEPOIpHUATUS 1O  OOecledeHuto  Oe30MacHOCTH  KPUTUYECKOH
nHpopmannoHHON uHGpacTpykTypsl Poccuiickoit denepanny;

3) pa3paboTka u peanusanus GpeaepaabHbIX LENEBBIX IPOrpaMM oOecredeH s 0e30IacHOCTH
KpUTHYECKON MH(POpMaIMOHHON HHPpacTpyKTypbl Poccuiickoit @enepanny;

4) yctaHOBICHUE O0sI3aTeNbHBIX TPeOOBaHMN MO OOecTeueHH0 0e30MacHOCTH OOBEKTOB
KpUTHYeCKOW  MHpOpManuMoHHONM  uH@pacTpykTypel  Poccuiickoit ~ ®enepauuu, ux
TEXHUYECKOM 3alMILEHHOCTH, B TOM 4HCJE IMPU CO3JAHHUH, BBOAE B OKCILUIyaTalUIO,
SKCIUTyaTalliy U MOJEPHU3aLMK (Ha BCEX 3Tarax *KU3HEHHOTO 1IUKIIA);

5) kateropupoBaHre  OOBEKTOB  KPHUTHYSCKOW  HMH(POPMALMOHHOW  HMH(PPACTPYKTYpBHI
Poccuiickoit denepanuu;

6) olleHKa 3alIMIIEHHOCTH OOBEKTOB KPHUTHUECKOH HWH(POPMAIIMOHHOW WH(PACTPYKTYPHI
Poccuiickoit deneparnuu;

7) co3nanue u obecrieyeHrne (HyHKIMOHUPOBAHUS TOCYIAPCTBEHHOW CUCTEMBI OOHApYKEHUS,
MPEeNyNpPexaACHNUS U JUKBUIAINH TOCIEACTBUN KOMIBIOTEPHBIX aTak Ha MH(OPMalMOHHbIE
pecypcerl Poccuiickoin ®@enepannu;

8) rocymapCTBEHHBI KOHTpPOJb (HamA30p) B oOjMacTu OE30MAaCHOCTH KPUTHYECKOU
nHpopMalMoHHOH nHppacTpykTypsl Poccuiickoit deneparuu;

9) uHbOPMaAIMOHHO-aHAIUTUYECKOE, MaTepUAIbHO-TEXHUYECKOE W HAyYHO-TEXHHUYECKOe
obecrieyeHre 0€30MacHOCTH KpUTHUYECKOH MH(OpMaMoHHONH HH(pacTpyKTypsl Poccuiickoit
denepanuu;

10) BbIsBIEHHE YIpo3 OE30MACHOCTH KPUTHUECKOW WH(POPMAIMOHHON HHEGPACTPYKTYpHI
Poccuiickoit denepanuu;

11) oOHapykeHHe, TPeAYNPEKACHIE U JIMKBUAALUS MOCIEACTBUI KOMIIBIOTEPHBIX aTaK Ha
nH(popManmoHHsIie pecypcebl Poccuiickoit deneparmm.

3. Pazpaborka wmepompusiThii 1m0  oOecre4eHHr0 ~ O€30MaCHOCTH  KPHUTUYECKOU
nHpopmanmonHot  mHppacTpykTypel  Poccuiickoit =~ ®exepanmmui  OCYIIECTBISETCS
YIIOJIHOMOYEHHBIMU (heZiepalibHBIMA  OpraHaMU HUCIIOJIHUTENILHOW BIACTH U CyOBEKTaMu
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KpUTHYEeCKOH HH(pOpMAIMOHHON HuH(pacTpykTypbl Poccuiickoit denepanuu Ha OCHOBE
IIPOBEEHHOTO KaTeropupoBaHUs 00BEKTOB KPUTHUYECKOU UH(POPMALMOHHOM
uHpacTpykTypsl Poccuiickoii denepanun B COOTBETCTBUU C TPEOOBAHMSIMU HACTOSIIETO
@denepallbHOTO 3aKOHA M NPUHATBIMA B COOTBETCTBUU C HMM HOPMATHBHBIMHU IIPaBOBBIMU
aKTaMH.

4. YnonHoMOYeHHble (enepaiabHble OpraHbl MCIOJHUTENbHOM BIacTH B IIpelesiax CBOEH
KOMIIETEHIIMM TNPHUHUMAIOT y4YacTHe B MEXIYHApOIHOM COTPYAHHYECTBE B 00JacTu
obecrieueHrst 6€30MaCHOCTH KPUTHYECKOW MH(MOpMaImoHHOW nHMpacTpykTyphl Poccuiickoit
denepanyy, y4acTBYIOT B paboTe MEXIYyHApPOAHBIX OpraHM3alWi, COBEIAHWH U
KOH(epeHIMi 1Mo BompocaM oOecreueHHs: 0e30MaCHOCTH KPUTHUYECKOM MH(OpMalmOHHON
uHpacTpykTypsl Poccuiickoit dexepannu, a Takke B COOTBETCTBUU C MEKIyHAPOIHBIMU
JIOTOBOPAaMH  OCYILECTBIISIIOT OOMeH HH(popMmalMell Ha B3aUMHOW OCHOBE C OpraHamu
MHOCTPAHHBIX TOCYJAapCTB M MEKAYHAPOAHBIMM OpPraHMU3alUsIMU O BO3MOXHBIX Yrpo3ax
0€30I1aCHOCTH U BBISBJICHHBIX KOMIIBIOTEPHBIX HHLIUACHTAX.

I'maBa 2. TocymapcrBeHHass mnoJuTHKa B cdepe oOecneyeHusi 0€30MaACHOCTH
KpuTH4eckoi nHGopManuoHHOH HHpacTpyKTYyphI Poccuiickoii Penepannu

Cratps 5. Llenp v npuHIUObl odecriedeHus: 0€30MacHOCTH KPUTUYECKOW MHPOPMAIIMOHHOM
uHopacTpykTypsl Poccuiickoit deneparyu
1. Ilenpto  oOecrmeueHus: 0E30MACHOCTH  KPUTHYECKOW  MH(DOPMAIIMOHHOU
uHdpacTpykTypbl Poccuiickoit denepauun sBiseTcs ee ycToduMBoe U Oe30IacHOe
(GyHKIIMOHMpOBaHHUE, 00ECIEeUHBAIOIIEe 3ALUTY MHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyaapcTBa B HH(OpMAIMOHHOM cdepe.
2. OCHOBHBIMU ~ NpUHIUIAMHU  oOecredyeHus Oe30MacHOCTH  KPUTHYECKOMN
UH(POPMaLMOHHOM HHppacTpyKTypsl Poccuiickoit denepannu sBIsSIOTCS:
1) 3aKOHHOCT®;
2) cobmoeHne 6anaHca UHTEPECOB JIMYHOCTH, OOIECTBA U TOCYAapCTBA;
3) B3auMHasi OTBETCTBEHHOCTh JINYHOCTH, OOIIECTBA U FOCYAApCTBA B 00JaCTH 00€cIedeH s
0e30macHOCTH KpUTHYecKoi HH(popMarmonHol HHPpacTpykTypsl Poccuiickoit denepannu;
4) HeTIPEPhIBHOCTh M KOMIUICKCHOCTh ~ OOECIieueHHsT  OC30MacHOCTH  KPUTHYECKOU
uHpopMalMoHHOH nHppacTpykTypsl Poccuiickoit deneparuu;
5) addexTrBHOE B3aUMO/ICHiCTBHE YIOJIHOMOYEHHBIX benepanbHbIX OpraHoB
WCTIOJHUTENIHOW BJIACTH M CYOBEKTOB KPUTHUYECKOH HMH(OPMAIMOHHON WHQPPACTPYKTYpPHI
Poccuiickoit deneparnuu;
6) mpHoOpUTET  TPEAYNPESKACHUS  KOMIBIOTEPHBIX  WHIMICHTOB B  KPUTHYECKOH
nHpopmanronHoi uHppactpykrype Poccuiickoit denepanun.
Cratbst 6. IlomHoMouMsi OpraHoB TOCYIapCTBEHHOW BIAacTH B cdepe obecreueHus
0€30MMacHOCTH KpUTHYEeCKOH nH(pOopMallnOHHON HHGpacTpyKTypbl Poccuiickoit @enepanuu
1. IIpesunent Poccuiickoit denepanuu:
1) ompenensieT OCHOBHBIE HAINpaBIIEHUs TOCYIAPCTBEHHON TMOJUTHKU B chepe obecreueHus
0e30macHOCTH KpUTHYecKoi HH(popMarmonHoi nHPpacTpykTypsl Poccuiickoit denepannu;
2) ompezenseT MOPSAOK CO3AAHMSI U MPUHLUIBI MOCTPOEHHUS TOCYJApPCTBEHHOM CHCTEMBI
OOHapYyKEHMs, TPEAYNPEXKJAECHUS M JHUKBUAALMHN TIOCIEACTBUN KOMITBIOTEPHBIX aTak Ha
nH(popManmoHHblie pecypcbl Poccuiickoit deaepanuu;
3) ompenenser ciydyad UCIOJNb30BaHUS TOCYAAPCTBEHHOM CHUCTEMbl OOHapyXeHHS,
NPESYNPEXACHUS U JUKBUAALUN MOCIEICTBUA KOMIBIOTEPHBIX aTak Ha MH(MOpPMAllMOHHbIE
pecypcsl Poccuiickoit Denepanuu Ui pelICHUs 3a/lad, HE CBS3aHHBIX C OOecTeueHUEM
0e30macHOCTH 00BEKTOB KpUTHUECKOU HH(PpacTpyKTyphl Poccuiickoit deaepanum.
2. IlpaButensctBo Poccuiickoit denepanuun
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opranusyer obecrieueHue QenepaabHbBIX OPraHOB HMCIOJHHUTEIHHON BIACTU CPEACTBAMU U
pecypcamu, HEOOXOIMMBIMU UIs BBIITOJHEHU 3334 B 00s1acTH o0ecrnieyeHust 6e301acHOCTH
KpUTHYeCKOH MHPOpMAaMOHHOM HHPpacTpyKTyphl Poccuiickoit denepanmu.

3. @enepanbHBIi  OpraH MCIOJHHUTEIBHONW BJIACTH, YIOJHOMOYCHHBIM B 001acTH
obecrieueHUs: 6€30MaCHOCTH:

1) ocyiuecTBisieT peanu3alMi0 TOCYJApCTBEHHOW TOJUTUKU B 00JacTH oOecHedYeHUs
0e30macHOCTH KpUTHYecKoi nH(popMarmonHol nHPpacTpykTypsl Poccuiickoii denepannu;
2) OCYLIECTBIISIET HayYHO-UCCIICAOBATEIbCKYIO JCATEIBHOCTH B 00JIACTH OOECIIeUeHHUs
0€30MacHOCTH KpUTHYECKOW MH(POpMamoHHONW HHPpacTpyKTypbl Poccuiickoit dexepannu;
3) KOOpAMHHUPYET JIESATEIIBHOCTD CyOBEKTOB KPUTHYECKON MHGOPMALIMOHHON
uHopacTpykTypsl Poccuiickoit denepanyu B o0nacTu OOHApYXKEHUS, MPEIYHNPEKACHUS U
JIMKBUJIALIMU KOMIIBIOTEPHBIX UHIIUICHTOB;

4) o coriacoBaHuio ¢ (eaepaabHBIM OPraHOM MCIIOJHHUTEIIBHON BIACTH, YIIOJTHOMOYCHHBIM
B obOmactu obecriedeHus Oe3omacHOocTH HMHGOpMAIMM B KIIOYEBBIX  CHCTEMax
MHPOPMAIIMOHHON HMH(PACTPYKTYphl, MPOTHUBOJACHCTBUS TEXHUYECKUM pa3BeiKaM U
TEXHUYECKOM 3aIluThl HHGOpPMALUM BHOCUT NPEJIOKEHHs O COBEPLICHCTBOBAHUU
HOPMAaTUMBHOTO IIPAaBOBOIO pEryJHpoBaHMs B 00OjgacTH obecrnedyeHuss O€30IacHOCTU
KpUTHYeCKOl HH(popManMOHHON HHPpacTpykTypbl Poccuiickoit ®enepauuun Ilpesunenty
Poccuiickoit ®enepanuu u B [IpaBurensctBo Poccuiickon @enepannu;

5) TOpOBOOUT OLEHKY 3allMIIEHHOCTH OOBEKTOB KPUTHYECKOM HMH(OpMaIMOHHON
uHpacTpykTypsl Poccuiickoit @exepannu a1 00bEKTOB KPUTHUECKONW HH(POPMAITMOHHON
uHbpacTpykTypsl Poccuiickoit denepanyy BEICOKOH KaTeropuu ONacHOCTH;

6) MPOBOAWT TIPOBEPKY HA JIOCTOBEPHOCTh M TPABWIHHOCTH OTHECEHHS] OOBEKTOB
KpUTHYECKOH HH(POPMALMOHHOM HH(ppacTpykTypsl Poccuiickoii ®enepanuu K BBICOKON
KaTeropuu OMacHOCTH;

7) BeneT peecTp 0OBEKTOB KpUTHUYECKOH MH(OpMaAMOHHON HH(ppacTpyKTypsl Poccuiickoit
@denepali BBICOKOW KaTErOpUHU OINMACHOCTH, YTBEp:XkJaeT (opMy YKa3aHHOIO peecTpa U
IIpaBWJIa €r0 BEACHMUS,

8) MpPOBOAWUT AKKPEOUTALMIO OpPraHu3alui JJI1 OCYIIECTBIECHUS UMM JIE€ATEIbHOCTH IO
OLIEHKE 3aIMIIEHHOCTH OOBEKTOB KPUTHUECKOW HH(POPMALMOHHON WHPPACTPYKTYpPbI
Poccuiickoit deneparium BHICOKOM KaTerOpUu ONAaCHOCTH;

9) ocymiecTBIseT TOCYIAapCTBEHHBIH KOHTPOJIb (HAA30p) B o00dacTH oOecrneueHus
0€30MacHOCTH OOBEKTOB KPUTHUECKOH HHQOpMaMOHHOW HHppacTpykTypsl Poccuiickoii
@denepan  BBICOKOM KaTErOpUM OMNACHOCTH, a TaKK€ YCTAHABIMBAET IIOPSAAOK €ro
OCYULIECTBIICHUS;

10) coBMecTHO ¢ (enepalbHBIM OPraHOM HCIIOJHUTEIBHON BIIACTH, YIOJIHOMOYEHHBIM B
obnmactu  obecriedenust  Oe3omacHocTH — MHGOpMauMUM B KIIIOYEBBIX  CHCTEMax
MH(POPMAIIMOHHON HMH(PACTPYKTYphl, MPOTHUBOJACHCTBUS TEXHHYECKUM pa3BelKaM U
TEXHUYECKOHN 3allluThl MHPOpMAINH, pa3padaTbiBaeT U yTBEP)KIAeT MOKa3aTeNIu KPUTEPUEB
KaTeropupoBaHusi 00BEKTOB KpUTHUECKOW MH(POpMamoHHOW HHPpacTpykTypsl Poccuiickoit
denepanuu;

11) ycraHaBIMBaeT MO COTVIACOBAHHIO C (peJiepalibHBIM OPraHOM HCIIOJHHUTEIFHON BIIACTH,
YIOJTHOMOYEHHBIM B o0iactu oOecriedeHuss 0e30macHOCTH MHGOpMaluu B KIHOYEBBIX
cucreMax MHPOPMALMOHHON MHPPACTPYKTYPHI, IPOTUBOJICHCTBUA TEXHUYECKUM Pa3BeIKaM
Y TEXHUYECKOH 3alUThl HHPOpMaIuu, TpeOOBaHUS K 00ecreueHn0 0€30macHOCTH 00BEKTOB
KpUTHYECKOH HH(MOpMAIIMOHHON uHpacTpykTypbl Poccuiickoit denepaiyu  BBICOKON
KAaTE€rOpUM ONAaCHOCTH;

12) ocyliecTBAsSET HHBIE NPEIYCMOTPEHHbIE HacTOSIIUM DenepanbHbIM — 3aKOHOM
MTOJIHOMOYHSL.
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4. ®enepanbHbplii OpraH HCIHOJHUTENIBHOM BJIACTH, YIOJIHOMOYEHHBIH B oOmacTu
oOecnieuenus Oe3omacHOCTH HH(OpPMANMM B KIIIOYEBBIX CHUCTEMaX HMHQPOPMAIIMOHHOM
UHPPACTPYKTYPHI, MPOTUBOACHCTBHUS TEXHHUYECKHUM pa3BeIKaM M TEXHUYECKOW 3alluThl
nHpoOpMauu:

1) ocymiecTBiIsIeT pealM3allii0  TOCYJapCTBEHHONW IOJUTHKK B 00JacTH  0OecredeHUs
0€30IacCHOCTH KPUTHYECKON MHpOpMaIMoHHON nHppacTpykTypsl Poccuiickoit denepanuu;
2) OCYILECTBIISIET HAYYHO-HCCIICIOBATEIBCKYIO JCATEIBHOCTh B 00JacTH OOECIeYCHUs
0€30IaCHOCTH KPUTHYECKON MHGOpMaIIMOHHON HHPpacTpyKkTyphl Poccuiickoit Deaepannm;
3) 1o coriacoBaHuio ¢ (eaepatbHbIM OPraHOM MCIOJHUTEIBHOM BIIACTH, YITOJTHOMOYECHHBIM
B oOmactu obecriedyeHus: 0€30MaCHOCTH, BHOCUT MPEJIOKEHHS O COBEPIICHCTBOBAHUU
HOPMATHBHOTO TPaBOBOTO pEryJlMpoOBaHUs B obOiacTu obecredyeHUs 0e30HMacHOCTH
KpuTH4eckod HHPOpManMoOHHOW HHpacTpykTypbl Poccuiickoit @enepaunu IlpesuneHty
Poccuiickoit ®enepanuu u B [IpaBurensctBo Poccuiickon @enepannu;

4) TpPOBOAUT OLEHKY 3allUIICHHOCTH OOBEKTOB KPUTUYECKOM WH(MOPMAaIMOHHON
uHpacTpykTypsl Poccuiickoit denepanuu 11si 0OBEKTOB KPUTHUECKOW MH(POPMAIMOHHON
unppactpykTypsl Poccuiickoit denepanuu cpeHeil 1 HU3KOW KaTeropuii ONacHOCTH;

5) OpoBOAMT TMPOBEPKY Ha JIOCTOBEPHOCTh U IPABWIBHOCTb OTHECEHHS OOBEKTOB
KpUTHYECKOH HH(pOpMAIMOHHON uHGpacTpykTypsl Poccuiickoit denepanuu k cpeanein u
HU3KOW KaTeropusiM OMacHOCTH;

6) BemeT peectp OOBEKTOB KPUTUYECKOW WMH(MOpMaMOHHON HMH(pacTpyKTypbl Poccuiickoii
@enepaunu cpegHEll M HM3KOM KaTeropuil ONMacHOCTH, YTBEpPXKAAaeT (opMy yKa3aHHOTO
peecTpa U MpaBuiia €ro BeICHHUS;

7) TPOBOAMT AKKpEIUTAIMI0 OpPraHM3alMi Ui OCYLIECTBJIEHHMS UMM JESATEIbHOCTH I10
OLIEHKE 3aIlMIIEHHOCTH OOBEKTOB KPUTHUECKOW HH(POPMALMOHHON WHPPACTPYKTYpPbI
Poccuiickoit deneparuu cpeHel 1 HU3KOW KaTeropuil ONacHOCTH;

8) ocymecTBIsET TOCYJapCTBEHHBI KOHTPONb (HAA30p) B 00IacTd olecredeHus
0€30MacHOCTH OOBEKTOB KPUTHUECKOM HH(POpPMAIMOHHON HHppacTpykTypsl Poccuiickoii
denepanyy cpeaHEN U HU3KOM KaTeTOpUi ONACHOCTH, a TAK)KE YCTaHABIUBAET MOPSAJIOK €T0
OCYILIECTBIICHMUS;

7) coBMecTHO ¢ (enepanbHbBIM OPraHOM HCHOJHHUTENbHOM BIIACTH, YHOJIHOMOYEHHBIM B
oOnactu obecrieyeHus1 6€30MaCHOCTH pa3padaThIBaeT M yTBEP)KIaeT MOKa3aTelu KpUTEPUEB
KaTeropupoBaHusi 00BEKTOB KPUTHUECKON MHPOpMalmoHHOW HH(pacTpykTypsl Poccuiickoit
®denepanuu;

8) ycTaHaBIMBAeT MO COIVIACOBAHMIO C (pelepajbHBIM OPraHOM HCIIOJHUTEIbHON BIIACTH,
YIOJHOMOYEHHBIM B O0acTu obecreueHus: 0e30MacHOCTH, TpeOoBaHHUS K OOECIeueHUIo
0e30macHOCTH OOBEKTOB KPUTHYECKOM HHGpOpMaMOHHON HHpacTpykTypbl Poccuiickoit
denepan HU3KOM U CpeHEN KaTErOpUH OMMACHOCTH;

9) ocymecTBisieT UWHBIE TPEIyCMOTPEHHbIE HacTosAmMM DeaepanbHbIM — 3aKOHOM
MTOJIHOMOYHSI.

Cratbst 7. OUHAHCHUPOBAHHWE MEPONPUATHI MO olecreyeHnto 0e30MacHOCTH KPUTHUYECKOU
nHpopmanoHHoN uHGpacTpykTypsl Poccuiickoit denepannu

1. ®uHaHCcHpOBaHHE MEPONPHUIATUH MO oOOecreYeHn0 0e30MacHOCTH  KPUTHUYECKOU
nHpopmanoHHoH HHMpacTpykTypsl Poccuiickoit @enepaiiii OCyIIECTBISETCS 3a CYET
CpeACTB CYOBEKTOB, KOTOPHIM OOBEKTHl KPUTHUECKON MH(POPMALMOHHON MHPPACTPYKTYpPbI
Poccuiickoit ®denepanuu mpuHAAIEKAT HA TpaBe COOCTBEHHOCTH WM WHOM 3aKOHHOM
OCHOBAHMHU, a TAaKXKE CPEIACTB (enepaabHOro OIOKETa, BBIIEICHHBIX YIOJIHOMOYEHHBIM
(benepanbHBIM OpraHaM UCIOJHUTENBHOMN BIACTH Ha OCYIECTBICHUE TAKUX MEPOTPUATHH.

2. duHaHCHpPOBAaHWE OpraHM3aUUU U (DPYHKIMOHUPOBAHHMS TOCYAAPCTBEHHOM CHCTEMBI
oOHapyKeHHUsI, IPEAYNPEKICHHUS U JTUKBUJIAIUHN TOCIEICTBUNA KOMIBIOTEPHBIX MHLUJIECHTOB
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Ha uH(pOpMaIMOHHBIE pecypchl Poccuiickoit denepanuu OCYIIECTBISIETCS 32 CYET CPEICTB
(dbenepabHOTO OrOKETA.

3. ®uHAHCHPOBAHKUE MEPOIPHUATHIA MO 00ECIICUYCHUIO 0€30MaCHOCTH O0BEKTOB KPUTUUYECKOM
nHpopManmonHo uHPpacTpykTypbl Poccuiickoit denepanuu 3a cUeT WHBIX HCTOYHUKOB
CPEACTB OCYLIECTBIIAECTCS B COOTBETCTBUH C 3aKOHOIATENILCTBOM Poccuiickoit @enepanuu.

I'maBa 3. OOecneyeHne 0e30MaCHOCTH O0OBEKTOB KpUTHYeCKOH HWHGOPMAIMOHHOMI
uHpacTpykrypsl Poccuiickoii @exepanun

Crarps 8. KareropupoBanue 0OBEKTOB KPUTHUYECKON HHGOPMAIMOHHONW HHQGPACTPYKTYPHI
Poccuiickoit denepanun

1. lns ycraHoBienus AuQQepeHUNPOBAHHBIX TpeOOBaHUN obOecreueHus Oe30MacHOCTH
O00BEKTOB KPUTHYECKOW HWH(POPMALMOHHOW HH(pacTpykTypbl Poccuiickoit Denepamuu c
Y4ETOM BO3MOXKHBIX MOCJIEICTBUM HapylIEHUS WU NpeKpaleHus uX (QyHKIMOHUPOBAHUS
MIPOBOAUTCST KaTeropupoBaHHe OOBEKTOB HA OCHOBE KPUTEPUEB, YCTAHOBJIEHHBIX YacTbIO 2
HACTOALLEHN CTAaThU.

2. KateropupoBanue  OOBEKTOB  KPUTHYECKOW  WH(POPMALMOHHON  HHPPACTPYKTYPHI
Poccuiickoit @enepanuy OCyIECTBISIETCS HCXOS U3 CIEAYIOIIUX KPUTEPUEB:

KPUTEpUI SKOHOMUYECKON 3HAYUMOCTH;

KPUTEPUNA YKOJIOTHYECKON 3HAYUMOCTH;

KpUTEpUN 3HAUUMOCTH IS 00eCTIEYeHUsT 000pPOHOCTIOCOOHOCTH;

KPUTEPHUI 3HAYMMOCTH JJIsl HALIMOHAJIBHOM 0€30MacHOCTH;

KpUTEpUI COLMAIIBHON 3HAYUMOCTH;

KPUTEpUl  BaXHOCTM OOBEKTa KPUTUYECKOH MH(MOPMAIMOHHOM  HMHOPACTPYKTYpHI
Poccuiickoit @enepanuu B 4acTH peanu3aliil yIpaBlieH4ecKol QyHKINHY;

KPUTEpUl  BaXHOCTM OOBEKTa KPUTUYECKOH MHMOPMAIMOHHOM  HMHOPACTPYKTYpHI
Poccuiickoi Qenepaud B YACTHM  MPEIOCTABICHUS  3HAYUTEIHHOTO o0BeMa
MH(POPMALMOHHBIX YCIIYT.

3.C yderoM YyKa3aHHBIX B YacTH 2 HACTOSIIEH CTaTbU KPUTEPUEB YCTAHABIMBAIOTCS
CIIEYIOIIME KaTeropuu OOBEKTOB KPUTUYECKOH HH(POPMALMOHHOW WHPPACTPYKTYpPbI
Poccuiickoit @enepanuu:

1) oObekThl KpHTHUYECKOW HH(MDOpPMAIMOHHON HH(pacTpykTyphl Poccuiickoit deneparin
BBICOKOM KaT€TOPHUH ONACHOCTH;

2) OOBEKTBl KPUTHYECKOH HH(POPMAMOHHOW WHPpacTpykTyphl Poccuiickoit ®denepanuu
CpeHEeW KaTeropuu OMacHOCTH;

3) OOBEKTBI KPUTHYECKOH HH(POpPMAMOHHOW WHPpacTpykTypbl Poccuiickoit ®denepanuu
HU3KON KaT€rOpUH ONACHOCTH.

4. CyObexTsl KpuTHUeCcKor nHpopMalnoHHON nHppacTpykTypsl Poccuiickoit denepannu Ha
OCHOBAHMM YCTAHOBJIEHHBIX YaCThIO 2 HACTOSIIEW CTaTbW KPUTEPHEB M B COOTBETCTBHM C
YTBEPKICHHBIMUA  IIOKA3aTEJIIMH  3THUX  KPUTEpPUEB,  OCYIIECTBISIOT  OTHECEHHE
MPUHAJISKANMX UM Ha IpaBe COOCTBEHHOCTH WJIM MHOM 3aKOHHOM OCHOBaHMHM OOBEKTOB
KpuTHYecKod  uHpopManMOHHOM  uH(ppacTpykTypel  Poccuiickoit ~ ®denepamuu K
YCTaHOBJIEHHBIM KaTErOPHUSIM.

5.CBeneHuss 0 pe3ylbTaTax IPOBEIACHHOTO KaTerOPUPOBAHUSA CYOBEKTHI KPHUTHUYECKOMN
nHpopMannoHHON HHPPAcTpyKTYpsl Poccutickoit denepanuiy HapaBJIsOT:

-B OTHOIIEHUH OOBEKTOB BBICOKOM KaTErOpMH OMACHOCTH — B (heAepalbHbId OpraH
WCTIOTHUTEIPHONW BJIACTH, YIOJTHOMOYEHHBIM B 00OJacTH oOecmedeHus O€30MacHOCTH, IO
YTBEP)KICHHOI UM (opme;

- B OTHOIIIEHUU OOBEKTOB CPEHEN W HU3KOW KATETOPUHU OMACHOCTH - B (hellepalIbHBINA OpTaH
WCTIOJTHUTEIHOM BJIACTH, YIOJHOMOYEHHBIH B o0OsacT oOecrneyeHus Oe30IacHOCTH
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uHbopManuu B KJIIOYEBBIX  cHCTeMax  MHGOPMAIMOHHOW  MH(PACTPYKTYPHI,
IIPOTUBOJECHCTBUS TEXHUYECKUM pa3BeIKaM M TEXHUUYECKOW 3aluThl HMHGpOpMaLUHU, IO
YTBEP)KICHHOHN UM (opMme.

6. IlonydyeHHble cBeleHUs O pe3yibTaTaX IPOBEIEHHOIO KaTerOpUpPOBAHUS IIOJJIEXKAT
MPOBEpPKE Ha JOCTOBEPHOCTh M TPABWIBHOCTH OTHECEHHS OOBEKTa KPUTHUECKOH
nHpopMannoHHON HHPPACTpYKTYyphl Poccutickoii denepanuu K onpe1eIeHHON KaTeropuu.

7. 1llpu HECOOTBETCTBUM IIPEAOCTABICHHBIX CBEICHUU YTBEPKICHHBIM I10KA3aTelsIM
KpUTEpUEB JMOO TMpH HEcOOMoAeHUH (OpMBI  IPENOCTABICHUS OSTUX  CBEICHUHN
YIIOJTHOMOYCHHBIN (eiepaibHbIii OpraH UCHOJHUTEILHOW BJIACTH, BO3BpAIIaeT CYOBEKTY
KPUTHYECKOU nH(OpMaITMOHHON HHOPACTPYKTYPHI Poccuiickoit denepanuu
MPEJOCTaBIECHHBIE MM JIOKYMEHTHl Ha J0pabOTKy C MOTHBHPOBAHHBIM OOOCHOBaHHEM
IIPUYMH BO3BpaTa.

8. Ilpu cOOTBETCTBUM MPEJOCTABICHHBIX CBEICHUH yTBEP)KACHHBIM IOKA3aTEIsIM KPUTEPHUEB
u (opMe mpenocTaBIEHUS STHX CBEACHUNH OOBEKThl KPUTHYECKOM HH(POPMALMOHHON
uHpacTpykTypsl Poccuiickoli @enepanui BBICOKOH KaTETOPUH OMACHOCTH BKIFOYAIOTCS
¢benepambHBIM  OpPraHOM  HCHOJHMTENbHOM  BJIACTH, YIOJHOMOYEHHBIM B  001acTH
oOecriedeHrss 0E30MAaCHOCTH B peecTp OOBEKTOB KPUTUYECKOH HH(DOpPMAIMOHHOU
uHpacTpykTypbl Poccuiickoit ®denepanuu BBICOKOH KaTErOpHM ONACHOCTH, a OOBEKTHI
KpUTHYECKOH WH(pOpMaMOHHONH WH(pacTpykTypbl Poccuiickoii ®enepaunu cpegHei u
HU3KOM KaTeropuu ONACHOCTU BKIIIOYAIOTCS (peepalbHbIM OPraHOM HCIHOJIHUTEIbHOM
BJIACTH, YIIOJHOMOYEHHBIM B oOmacTu obecriedeHus Oe3zomacHOCTH HH(pOpManuu B
KJIIOYEBBIX CUCTeMaxX MH(POPMALMOHHON MH(PACTPYKTYphl, IPOTUBOACHCTBHS TEXHUYECKUM
pa3BeKkaM M TEXHUYECKOM 3amuThl HH(OpPMALUU, B peecTp OOBEKTOB KPUTHUECKOH
nHpopMalMoHHON HHPpacTpykTypbl Poccuiickoit @enepannu cpeHei 1 HU3KOW KaTeropuu
OMAaCHOCTH.

9. IlepecmoTp KaTeropuu OOBEKTa KPUTHYECKOH WHGOPMALMOHHON WHPPACTPYKTYpPbI
Poccuiickoit  @enepanuu  MOXKET NPOU3BOAUTHCA B IOPSAKE  KaTErOPUPOBAHMS,
PEeJyCMOTPEHHOM NyHKTamMM 4 — 6 HacTosmedl cTaTbu, O HWHHULIMATHBE CyObeKTa
KpUTH4YeCcKOH WHGOpMalMOHHON HH(pacTpykTypbl Poccuiickoit ®enepauuu wiv 1o
00OCHOBAaHHOMY PELICHUIO YIOJIHOMOYEHHOrO (e/lepalbHOr0 OpraHa HCIOJIHUTENbHON
BJIACTH, B TOM YHUCJIE IO PE3yJIbTaTaM MPOBEACHHOMN OLIEHKH 3alllMIIIEHHOCTH 3TOT0 0OBEKTA.

Cratbst 9. OueHka 3alIMIIEHHOCTH KPUTHYECKOM HH(OPMAIMOHHONW WHPPACTPYKTYpPbI
Poccuiickoit ®enepanun

1. OueHka 3alMIIEHHOCTH KPUTHYECKOM MHGOPMALMOHHON MHOpacTpyKTypbl Poccuiickoit
®denepany MPOBOJAUTCS HA OCHOBE OLEHKU 3alIUIIEHHOCTH €€ 00BbEKTOB, aHAJIN3a JaHHbIX,
MIOJIyYa€MbIX TP HCIOJB30BAHUM TEXHUYECKHUX CPEICTB TOCYAAPCTBEHHOM CHCTEMBI
oOHapyXeHHMsI, MPEeAYNPEeKACHUs] U JUKBHIALUUU TOCIEICTBUNA KOMIIBIOTEPHBIX aTak Ha
uHpopMalMoHHbIe pecypchl Poccuiickoit  ®enepauuu, uHbopManmuM O TpHU3HAKaX
KOMITBIOTEPHBIX aTaK B CETSIX 3JEKTPOCBA3M, a TakKe MHOM MHQOpMaIMH, MOJydaeMoil B
COOTBETCTBHHU C 3aKOHOAATENbCTBOM Poccuiickoit denepanun.

2. B mensx peanmuzanuu 9actu 1 HacTosmied ctaThi (efepaibHBId OpraH UCIOJHUTEILHOM
BJIACTH, YIOJHOMOUYEHHBIH B 00jacTu obecnieueHus: 6€30MaCHOCTH, YCTAHABIMBAET B CETIX
JJIEKTPOCBSI3M  TEXHMYECKHE CPENCTBA, MPEIHA3HAYEHHBbIE I TIOMCKa IPU3HAKOB
KOMIIBIOTEPHBIX aTaK B COOOIEHUIX HIIEKTPOCBSI3H.

3. TexHuueckue yciIoBHs, MOPSAAOK YCTAaHOBKM M OKCIULyaTalluM TEXHUYECKHX CPEACTB,
yKa3aHHBIX B 4acTAX | W 2 HACTOsIIEH CTaThbu, OMPEICNSAIOTCS (enepaabHbIM OpraHoOM
VCIIOJTHUTEJIBHON BIIACTH, YIIOJTHOMOYEHHBIM B 00/1aCTH oOecrieueHus: 0€30MacHOCTH.

4. OneHka 3alllMIIEHHOCTH OOBEKTOB KPUTUYECKOH HH(POPMALMOHHOM HHEOPACTPYKTYPHI
Poccuiickoit denepaiiuy NpoBOAUTCA B LEIAX ONPEACIICHUS COCTOSIHUS UX 3alMIIEHHOCTH,
COOTBETCTBYIOILIEH ONpeneaEHHON KaTeropun OOBEKTOB KPUTHUYECKOW HH(POPMAIMOHHON
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uHpacTpykTypsl Poccuiickoii denepanuu, OT MOTCHUUMAIBHBIX YIPO3 BO3HUKHOBEHHS
KOMIIBIOTEPHBIX MHIIUJEHTOB.

5. Ilopsnok npoBeaeHUsI OLIEHKH 3aiuileHHocTH Pocecniickoit @enepaliii yCTaHaBINBAETCA:
- B OTHOIICHUH OOBEKTOB KPUTHYECKON WH(MOPMAIIMOHHOW HHPPACTPYKTYyphl Poccuiickoit
denepaniii BHICOKOH KaTETOPUHM ONACHOCTH — (pelepajbHBIM OPraHOM HCIIOJIHUTEIBHON
BJIACTH, YIIOJTHOMOYEHHBIM B 001acTH obecrieueHus: 0e301acHOCTH;

- B OTHOIICHUU OOBEKTOB KPUTHUECKOW WH(POPMAIMOHHON WHGPACTPYKTYyphl Poccuiickoit
@enepanuu  cpeAHe M HHU3KOM KaTeropusiM ONAacHOCTH — (elepalibHbIM OpraHoM
WCTIOJHUTEIBHOW BIIACTH, YMOJHOMOYEHHBIM B oOyiacTH obecredyeHus: 0e30macHOCTH
uHbopManMu B KJIKOYEBBIX  cUCTeMax  HMH(GOPMAIMOHHOM  MH(PACTPYKTYpHI,
MPOTUBOJICHCTBUS TEXHUYECKUM Pa3BeIKaM M TEXHHUECKOM 3alUThI HH(OPMAIIHH.

7. Ilpu mpoBeneHMM OLEHKHM 3aIIMIIEHHOCTH OOBEKTOB KPUTHUYECKOW HH(OPMAIMOHHON
uHpacTpykTypsl Poccuiickoit deneparyyu MOTyT IPUBJIEKATHCS aKKPEIUTOBAHHBIE JUTSI THX
L[eJIe B yCTAaHOBJICHHOM IOPSIIKE OpraHU3aluHy.

8. Ha ocHOBe mpOBENEHHOW OLIEHKM 3aIIMIIEHHOCTH OOBEKTOB  KPUTUYECKOU
uHpopMalMOHHON  uHOpacTpykTypsl  Poccuiickoit ~ denepanuu  yrnoJHOMOYEHHBIM
(benepanbHBIM OpPraHOM HCIIOJIHUTENIFHOW BJIACTH COCTaBISIETCS aKT, KOTOPBIA COHEPIKUT
pe3yabTaThl MPOBEICHHON OLIEHKU 3allUIEHHOCTH, a TaKXKe, B HEOOXOIUMBIX CllyyasX,
Npeanrcanue CyObeKTy KPHUTHYECKOH WH(POPMAaNMOHHON HHQpacTpykTypsl Poccuiickoi
denepanyy B OTHOLIEHUN Mep, KOTOPbIE HEOOXOIUMO JIOMOJHUTEIBHO BKIIOYUTh B CUCTEMY
0e30macHOCTH O0BEKTa KPUTHUECKOW HWH(POPMAIMOHHOW WHQPACTpyKTypbl Poccuiickoit
®enepanuu.

9. CBeneHusl, TONMyYeHHBIE B XOJI€ TPOBEICHHS OIICHKH 3alIMIICHHOCTH, PACKPHIBAIOIINE
yA3BUMOCTh OOBEKTa KPUTHYECKOM uH(pOpMalMOHHON HHppacTpykTypsl Poccuiickoi
®enepanyu, OTHOCATCS K HHGOpPMaUU OrpaHMYEHHOro Joctymna. Ecnu QenepanbHbIM
3aKOHOM TaKHE€ CBEICHHS OTHECEHBI K CBEJICHUAM, COCTABIIAIOIIUM IOCYJapCTBEHHYIO TalHY,
OHM IIOJUIEKAT 3alUTE B COOTBETCTBUM C 3aKOHOJATenbCTBOM Poccuiickon denepanum o
roCyJ1apCTBEHHOM TalHE.

Cratps 10. Akkpeaurtanus opraHu3zanuii JUisl OCYIIECTBIECHUS MU JIEATEIbHOCTH O OLIEHKE
3aLIUIIEHHOCTH OOBEKTOB KPUTHYECKOH MH(POPMALMOHHON HMH(pacTpykTypbl Poccuiickoit
®denepanun

1. Axkpenuranus OpraHM3allMid I OCYLIECTBICHHMS HMHU JEATEIBHOCTH IO OLIEHKE
3alUIIEHHOCTH OOBEKTOB KPUTHUYECKOW HHPOpMAMOHHON MHpacTpyKTypsl Poccuiickoit
denepani  MPOBOJUTCS Ha JOOPOBOJIBHOM OCHOBE. AKKpEAMTAIlUsl OpraHu3alui
MPOBOAMUTCST HAa CPOK ISITh JIET, e€ciau Ooyiee KOPOTKHM CpOK HE YKa3aH B 3asBICHUU
OpraHM3alHH.

2. AxkpenuTanys OpraHU3alMi MPOBOJUTCS INMPH YCIOBUU BBIOJIHEHUS WMH CIECTYOLINX
TpeOoBaHMil:

- HaJM4Yue JUIEH3WU Ha MpOBEACHHE padoT, CBSI3aHHBIX C HCIOJIb30BAaHHUEM CBEICHHIA,
COCTaBJISIOLINX FOCYIapCTBEHHYIO TaliHY;

- HaJM4Yue CPEJCTB, MPEeIHA3HAUEHHBIX JJIS1 OLUEHKH 3alUIIEHHOCTH 00BEKTOB KPUTHYECKOU
uHpopMalMoHHOM  uH(ppacTpykTypel  Poccuiickoit ~ @enepanu M MOJTYYHMBLIMX
MOATBEPK/IEHNE COOTBETCTBUSI TPEOOBAHUSAM, YCTAaHOBJIEHHBIM B COOTBETCTBUU C YaCTbIO [
ctatbt 13 HacTosero denepalbHOTO 3aKOHA;

- HagMuuMe B INTaTe€ OPraHM3ALMM HE MEHee TpeX pPaOOTHUKOB, HENOCPEICTBEHHO
OCYILIECTBISIONIMX JAEATENIFHOCTh IO OLIEHKE 3aIMIICHHOCTH OOBEKTOB KPHUTUYECKOMH
nHpopManmoHHO HMHPpPACTpYyKTYypbl Poccuiickoii ®Denepanuu, HWMEIOIMMUX BHICIICE
npodeccronansHOe 00pazoBaHue B 001acTH HHGOPMAITMOHHON 06€3011aCHOCTH.

3. ATTecTar axkKpeOMTAlMM BBINAETCS HA OCHOBAaHWUU IPEACTABICHHBIX 3aSBUTEIEM
3asIBJICHUS O MPEJOCTaBICHUM aTTeCTaTa aKKPEAWTALUU U JTOKYMEHTOB, MOATBEPKAAIOIINX

84



COOTBETCTBHUE 3asiBUTENSI TPeOOBaHMAM aKKpeAWTalMH. VcuepnpIBaromuii nepedeHb TaKhxX
JOKYMEHTOB CONEPKHUTCA B IOPSAKE IPOBEACHUS aKKpPEIUTalUH, YCTaHOBJIECHHOM
YIIOJIHOMOYEHHBIM (he/iepabHBIM OPTaHOM HCTIOJIHUTEIIBHON BIACTH.

4. OcHOBaHHMEM OTKa3a B IIPEIOCTABICHUN aTTECTAaTa aKKPEAUTALIUN SBIIAETCS:

- HAIMYKWE B MPEICTABICHHBIX 3asBUTEJEM 3asBJICHUM O MPEIOCTaBICHUM aTTecTaTa
aKKpeIuTaluy U (WIK) IpUIaraéMbiX K HEeMy JOKYMEHTaxX HeOCTOBEPHOW MJIM MCKa)KEHHOMN
uH(pOpMAIINH;

- YCTaHOBJICHHOE INIPU NPOBEACHUU JOKYMEHTAPHOW IPOBEPKHM HECOOTBETCTBUE 3asBUTEIIS
TpeOOBaHUSAM AKKPEIUTALIMH.

5. OCHOBaHHAMH JUI JOCPOYHOI'O AHHYJIMPOBAHMS aTTECTATa AKKPEIUTALUH SIBIISIFOTCS:

- oOpaleHre OpraHu3alMd O MPEKPAIIeHUH JICATEIbHOCTH IO OICHKE 3aIlUIICHHOCTH
00BEKTOB KpUTHYECKOH HH(OpMaIMoHHON HH(pacTpykTypsl Poccuiickoit @enepanuy;

- IpeKpallleHue JEeHUCTBUS JIMLEH3MM Ha  OCYLIECTBIEHHE pabdoT, CBSA3aHHBIX C
UCIIOJIb30BAHUEM  CBEJEHUH, COCTaBISAIONIMX TIOCYAAPCTBEHHYIO TailHy, BBIJIAHHON
OpraHu3alMH.

6. Kpurtepun akkpeJuTaluy U IOpAI0K €€ IPOBEACHHS YCTaHABIUBAIOTCS:

- B OTHOIIEHWU OpraHU3alUil s OCYIIECTBJIECHUS HMHU JESITEIbHOCTU I10 OLIEHKE
3alIUIIEHHOCTH OOBEKTOB KPUTHYECKOM HMH(POpMALMOHHON MH(pacTpykTypsl Poccuiickoit
@denepalli BHICOKOW KaTErOpUM ONACHOCTH, — (eAepalbHBIM OPraHOM HCIIOJIHUTEIbHON
BJIACTH, YIIOJTHOMOYEHHBIM B 00;1acTH obecrieueHus: 0e301acHOCTH;

- B OTHOIIEHWU OpraHU3alUil s OCYIIECTBJIECHUS HMHU JEATEIBHOCTH 10 OLICHKE
3aLIUIIEHHOCTH OOBEKTOB KPUTHYECKOM HMH(OpPMALMOHHON MH(pacTpykTypbl Poccuiickoi
@enepau  cpeAHEW U HU3KOM KaTeropuil OMACHOCTH, — (erepaJbHbIM OpraHoM
UCTIOJHUTENIBHOM BJIACTH, YHOJIHOMOYEHHbIM B oO0jacTu oOecreuyeHus Oe30MacHOCTH
uHpopMallud B KJIIOYEBBIX  CUCTEeMaX  MHQOPMAIMOHHOM  MHQPACTPYKTYpHI,
MIPOTUBOJICHCTBUS TEXHUUECKUM Pa3BeIKaM U TEXHUUYECKON 3allIUThl HHPOPMALIUH.

Cratess 11. TpeOoBanuss mno obecrneyeHUI0 O€30MacHOCTH OOBEKTa KPUTUYECKOU
nHpopMalMOHHOM HHppacTpykTypsl Poccuiickoit deneparyu

1. TpeGoBanusi mo obecnedyeHH0 0€30MacCHOCTH O0BEKTa KPUTUYECKOM HH(POPMAIIMOHHOM
uHOpacTpykTypsbl Poccuiickoit denepanuy BKIIOYAIOT:

OpraHMU3alOHHbIE BOIIPOCHI 0€30MaCHOCTH;

TpeOOBaHUS K TEpPCOHANly, HEMOCPEACTBEHHO obecredynBamomemMy (GyHKIMOHMPOBAHUE U
0€30MacHOCTh OOBEKTOB KpUTHYECKOW HMH(OpMannoHHOW HHpacTpykTypsl Poccuiickoit
denepauny;

TpeOOBaHUs K 3alllUTe OT BPEIOHOCHOTO MPOTPaAaMMHOI0 00ECIEYeHHsI U OT KOMITbIOTEPHBIX
aTak;

TpeOoBaHuUs O€30MACHOCTH MPHU B3aUMOJIEHCTBUU C CETSMU CBSI3U OOIIET0 MOJIb30BaHUS;
TpeOoBaHUS K oOecredeHno 0e30MacHOCTH HH(OPMAIMOHHBIX TEXHOJIOTMH B XOA€
AKCIUTyaTaluy HHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.

2. @enepanbHble OpraHbl HCIOJHUTENBHONW BJIACTH, OCYIIECTBISIOMME (YHKUIUU TI0
BBIpa0OTKE TOCYJapCTBEHHON MOJIMTUKKM M HOPMAaTUBHO-TIPABOBOMY PETYIHPOBAHHUIO B
YCTAHOBJICHHOH cdepe AeATeNbHOCTH, MOTYT YCTAHABJIMBATh JONOJIHUTENbHbBIE TPeOOBaHMUS
nmo  obecrieyeHUI0  OE30MACHOCTH  OOBEKTOB  KPUTHUECKOH  MHGPOPMAIMOHHOMN
uHpacTpykTypsl Poccuiickoit ®denepanmu, ucxoAs HU3 cHeMPUKH ITUX OOBEKTOB, MO
COIJIACOBAaHUIO C (elepaJbHBIM OPraHOM HCIOJIHUTENBHOM BIACTH, YIMOJIHOMOYEHHBIM B
obmact oOecriedyeHuss O€30MaCHOCTH, — B OTHOIICHUH OOBEKTOB KPUTHUECKOU
nHpopManmoHHo WHGpacTpyKkTypel Poccuiickoit ®enepariii  BBICOKOH  KaTETOPHH
OMacCHOCTH WK ¢ (peepasbHBIM OPraHOM HCIHOJIHHUTEIBHOM BIIACTH, YHOJHOMOYEHHBIM B
obmactu  obOecrmedueHust  Oe30macHOCTH  WHGOpPMAIMM B KJIIOYEBBIX  CHCTEMax
MH(POPMAIIMOHHON HMH(PACTPYKTYphl, MPOTHUBOJACHCTBUS TEXHHYECKUM pa3BeiKaM U
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TEXHUYECKOM 3amuThl MHPOpPMALMU, — B OTHOIIECHHMH OOBEKTOB KPUTHUYECKOU
nHpopManmonHoi nHppacTpykTypsl Poccuiickoit deneparnuu cpeHeld 1 HU3KON KaTeropuu
OIIACHOCTH.

Crarpss 12. IlpaBa u 00s3aHHOCTH CYOBEKTOB KPUTHYECKOW HWH(OPMAIMOHHOM
uHpacTpykTypsl Poccuiickoit deneparyn

1. CyObekThl kputHueckoi uHbopMarmoHHo uHOpacTpykTypsl Poccuiickoit denepanun
HMEIOT IIPaBo:

1) B yCTaHOBJIEHHOM IOpSAKE MOIy4aThb OT YIOJHOMOYEHHBIX (hefepalbHbIX OpPraHoB
WCTIOJTHUTENIbHOM BJIACTH HH(POPMAIUIO, Kacaloulytocs: o0ecriedeHns: 6e30MacHOCTH 00BEKTOB
KPUTHYECKOU nH(pOpMaITMOHHOM HHOPACTPYKTYPHI Poccuiickoii ®denepanuu,
MPUHAAICKAIIMX UM Ha MpaBe COOCTBEHHOCTH WJIM UHOM 3aKOHHOM OCHOBaHHH;

2) caMOCTOATENIBHO pa3padaThiBaTh MEPONPUATHS 110 00ECIIEUEHNI0 0€30MacHOCTH 00bEKTa
KpuTHueckord — mH(popManmonHol — mHppacTpykTypel  Poccuiickoirt  ®Depepanmu, He
npoTuBOopevamue TpeboBaHusM Hactosmero @denepasbHOr0 3akOoHa U IMPUHATHIX B
COOTBETCTBUM C HUM HOPMAaTUBHBIX MPAaBOBbIX aKTOB.

2. CyObekTbl KpUTHYecKOH HH(pOpManMOHHON HMH(pacTpykTypbl Poccuiickoit denepannu
00s13aHBI:

1) obecneunBaTh 3amUTy, B TOM uucie (UINYECKYIO, OOBEKTOB KPUTHUYECKOMH
nHbopMaMOHHON HH(pacTpykTypel Poccuiickoit ®enepanuu, NpUHAUISKANUX WM Ha
IIpaBe COOCTBEHHOCTH MJIM MHOM 3aKOHHOM OCHOBAHUU;

2) HampaBJISITh CBEJICHUS O BBINOJIHEHUU MEPOIPHUATHH, COAEpKAIUXCS B IPEIIUCAHUU 10
pe3yiabTaTaM  MPOBEJEHHONM  OLIEHKHM  3alIMIIEHHOCTH  OOBEKTOB  KPUTHUECKOU
nHpopmanoHHo uHOpacTpykTypsl Poccuiickoit ®enepauuu B yHOJTHOMOYEHHBIN
benepanbHBIi OpraH MCIOJHUTENBLHON BJIACTH, ONpEJeNeHHbI uacTbio 7 cTatbu 9
HacTosuero denepaabHOro 3aK0Ha;

3) He3aMeAIUTEIbHO MH(OPMUPOBATh B MOPSAIKE, YCTAHOBICHHOM (eepabHbIM OpPraHOM
WCIIOJIHUTEJIBHON BJIACTH, YIOJHOMOYEHHBIM B 00JacTH oOecrieueHusi Oe30MacHOCTH, O
KOMIIBIOTEPHBIX MHIUAECHTAaX, IPOU30LIEIIINX HAa 00BEKTaX KPUTHUECKOH HH(POPMAIIMOHHON
uHppactpykTypsl Poccuiickoii denepannu, NpuHaAISKalUX UM Ha MpaBe COOCTBEHHOCTH
WM UHOM 3aKOHHOM OCHOBaHUU;

4) BBITIOJNIHATh ~ TPEINUCAHKS, MPEACTABICHHUS JODKHOCTHBIX JIUI[  YIIOJIHOMOYCHHBIX
(benepanbHBIX OPraHOB UCIIOJIHUTENILHON BIacTH 00 YCTpaHEHUH HapylleHUi TpeOoBaHUN 1O
o0OecrnieyeHn0 0e30MacHOCTH 00BeKTa KPUTUYECKOM HHGOPMAIMOHHON HH(QPaCTPYKTypHI
Poccuiickoit ®eneparun U 00 YCTpaHEHWHM NPUYMH M YCIOBMH, CHOCOOCTBYIOLIMX
peanuzanuu yrpo3 6ezonacHoctu Poccuiickoit denepanun;

5) oOecneunBaTh OECHPENSATCTBEHHBIH JOCTYH JOJDKHOCTHBIX JIMII YIIOJHOMOYEHHBIX
(benepanbHBIX OPraHOB MCIIOJHUTEIBHON BIACTH K OOBEKTY KPUTHUYECKOW MHPOPMAIIIOHHOM
uHppacTpykTypsl Poccuiickoit ®@enepanuu, npu  peanu3alMM MMM TOJHOMOYHIA,
MIPeyCMOTPEHHBIX HacTosIUM DesiepabHbIM 3aKOHOM;

6) oka3pIBaTh COJCHCTBHE JODKHOCTHBIM JIMIAM (PeIepalbHOTO OpraHa HCIOJTHUTEIBHOM
BJIACTH, YIOJHOMOYEHHOrO B o0Osiactu oOecriedeHusi O€30MacHOCTH, B BBISBICHUH,
MPENYNPEXKACHUN U NPECEUEHUN KOMIIBIOTEPHBIX MHIIMJEHTOB, a TAK)K€ B JIMKBHUJALUU HUX
MOCJIEACTBHM, YCTAaHOBJICHUH MTPUYMH U YCIOBUM UX COBEPILIECHUS.

7) obecrieyrBaTh BBITOJHEHUE TEXHUYECKUX YCIOBUH, MOPSIKA YCTAHOBKH M 3KCILTyaTallHH,
a TaKXKe COXPAaHHOCTh TEXHMUYECKHX CPEJICTB TI'OCYJapCTBEHHON CUCTEMBbI OOHApYyXEHHS,
NPEIYNPEXKACHUS U JTUKBUAALUN TOCIECICTBHI KOMIBIOTEPHBIX aTak Ha MH(POPMALMOHHBIE
pecypcesl Poccuiickoi @enepanum.

8) oOecrieunBaTh BBITOJHEHUE TEXHUYECKUX YCIOBUH, MOPSIKA YCTAHOBKH M 3KCILTyaTallHH,
a TaKKe COXPAaHHOCTh TEXHUYECKUX CPEICTB, NPEIHA3HAYCHHBIX U1 IOMCKAa INPU3HAKOB
KOMIIBIOTEPHBIX aTaK B COOOIEHUIX HIIEKTPOCBSI3H.
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Cratpst 13. T'ocynmapcTBeHHass cucrteMa OOHApYKEHUS, MPEAYNpPEXICHUS U JIMKBUIAIUU
NOCJIE/ICTBUM KOMIIBIOTEPHBIX aTaK Ha MH(GOpMaLMOHHbIE pecypchl Poccuiickoil Penepanun
1. T'ocynapcTBeHHasi cucteMa OOHapy)KEeHUs1, IPEAYNPEKACHUS U JIMKBUIAIIMH TTOCIEICTBUNA
KOMIIBIOTEPHBIX ~ aTaKk Ha uHpopManMOHHble pecypchl  Poccuiickoit  denepanyu
o0ecrieynBaeT:
- OpraHu3alMIo0 3allUThl HTHPOPMALMOHHBIX pecypcoB Poccuiickoit denepanuu
OT KOMITBIOTEPHBIX aTaK;
- BBISIBICHHE TPU3HAKOB IPOBEAECHUS KOMIIBIOTEPHBIX aTakK, ONpPEACICHHE HX
HCTOYHHKOB, METOJIOB OCYIIIECTBIICHHUS M HAIIPABJICHHOCTH;
- OpraHu3alMi0 W OCYIIECTBICHHWE B3aUMOACHUCTBUS HA HAIMOHAIBHOM MU
MEXTOCYTapCTBEHHOM YPOBHSX B 00JacTH OOHApYXEHHS KOMIBIOTEPHBIX aTak M
YCTAHOBJICHUSI UX UCTOYHUKOB;
- Hay4YHBIE HCCIEJOBAaHMs B O00JAacCTH CO3JaHHUS CpPEACTB M METOJOB
OoOHapy KeHUsI, IPEAYIPEXKACHUS U JTUKBUAALUY [TOCIEICTBUI KOMIBIOTEPHBIX aTakK;
- coop ® aHanM3 WHPOPMALMKM O KOMIBIOTEPHBIX HHIUACHTaX B
uHpopMaLMOHHOM  npocTpaHcTBe  Poccuiickoit  @Denepanun, a Takke O
KOMITBIOTEPHBIX MHIUACHTaX B MH()OPMAIMOHHOM IMPOCTPAHCTBE APYIHX CTpaH, B
KOTOpbIE BOBJI€UEHbI HH(OpMaIMOHHbIe pecypcbl Poccuiickoit denepanuu;
- OCYIIIECTBIICHHE MEPONPHUATHI 1O ONEpPaTUBHOMY pEarupoBaHHUIO Ha
KOMIIbIOTEPHbIE MHIIUACHTHI;
- OpTaHU3aIMIO U OCYIECTBICHUE B3aMMO/ICHCTBHS C CYyObEKTaMU KPUTHIECKOM
UH(POPMALIMOHHOM UHOPACTPYKTYPHI Poccuiickoii Denepanuy,
NIPaBOOXPAHUTEIHHBIMI OpraHaMU W JAPYTUMH 3aWHTEPECOBAHHBIMU OpTraHAMH M
OpraHu3alUsIMU 10 BOIPOCAM pearupoBaHus Ha KOMIIbIOTEPHbBIE HHIUICHTHI;
- cOOp W aHaNmM3 CBENCHHWHA O BBISBISIEMBIX YSA3BHUMOCTSX MPOTPAMMHOTO
olecrieyeHUss M OOOpYAOBaHMs, a TaKXKe CpEACTBAX M CIOCO0AaX MpPOBEIECHUS
KOMITHIOTEPHBIX aTaK;
- OpraHU3alMI0 U OCYLIECTBICHHE MEXIYHapoJHOro oOMeHa MH(popmanuei o
BBISIBIICHHBIX YTPO3ax, OOMEHE JIyYIIMMH TPaKTUKAMH BBISABICHHS W yCTPAHEHUS
ySI3BUMOCTEH U pearnpoBaHusi Ha KOMIbIOTEPHbIE MHLIUACHTHI;
- OLIEHKY pEAJbHOTO YPOBHS 3aIIMIIEHHOCTH WH(POPMAIMOHHBIX CHCTEM W
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEHl;
- MOWCK W BBISIBJICHHE KOMIIBIOTEPHBIX aTakK, a TAaKXKe JIMKBUIAIHS TTOCIIEACTBUI
KOMITbIOTEPHBIX MHIIUJCHTOB.
4. B pamkax rocynapcTBEHHOW CHUCTEMBbI OOHapY)XCHUs, TPEAYNPEKIACHUS U JMKBUIAINN
MOCJIe/ICTBUIM KOMIBIOTEPHBIX aTak Ha MH(popMalnoHHbIe pecypchl Poccuiickoit deneparyu
¢byaknuonupyer  HammoHambHBIA  KOOPJAMHAMOHHBIA  IIEHTP 10  KOMIBIOTEPHBIM
MHIMJIEHTaM, OOecrieyeHHne JesSTeNbHOCTH KOTOPOTO OCYILIECTBISECT (enepajabHblii oprax
WCIIOJIHUTENIBHOM BJIACTH, YIIOJTHOMOYEHHBIN B 001acTu o0ecnedeHnst 0€301acHOCTH.
5. IpencraBnenne wuHQoOpMamuu B  TOCYAApCTBEHHYIO CHCTEMY  OOHapyXeHMH,
MPEIYNPEXKACHUS U JTHUKBUIAIMN TIOCIEICTBHI KOMIBIOTEPHBIX aTaKk Ha WH(POPMAIMOHHBIC
pecypceel Poccuiickoi @enepanny OCyIECTBIISIOT:
CyOBEeKThI KpUTHUYECKON NH(OpMallMOHHON HHpacTpyKTyphl Poccuiickoit @enepanuu;
YIIOJIHOMOYEHHBIE (pefiepalibHble OpraHbl MCIOJHUTENBHOH BJIAcTH, B TOM YHCIE C
UCIOJb30BAHUEM TEXHHYECKHX CPEICTB TIOCYIapCTBEHHOW CHCTEMBbl OOHapyKCHMs,
NPEIYNPEXKACHUS U JTUKBUAALUN TOCIECICTBHI KOMIBIOTEPHBIX aTak Ha MH(POPMALMOHHBIE
pecypcenl Poccuiickoin @enepanuu;
WHBIE OpraHbl TOCYAAPCTBEHHOM BIIACTH;
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AKKPEIUTOBAHHBIC  OpraHU3ald,  OCYIUECTBILIIOIIUE  JCATENbHOCTh [0  OLIEHKE
3aIUIIEHHOCTH OOBEKTOB KPUTHYECKOW HMH(OpMarmoHHOW HH}pacTpykTyphsl Poccuiickoii
®denepauuu;

Ilepeuenp cBeneHu#, NOUICKAUIMX IPEACTABICHUI0 B TOCYJAapCTBEHHYK) CHCTEMY
OOHapyKEHHS, TPEAYIPEKACHUS U JTUKBUIAINN TOCIEICTBUNA KOMIBIOTEPHBIX WHIIMICHTOB
Ha UHpOpMaLnOHHbIE pecypchl Poccuiickoit @enepannu, U NOPSIOK UX MPEIOCTABICHUS
yCTaHaBJIMBaeT (eepaabHbIid OpraH HCIOJHUTEIHHON BIACTH, YIIOJHOMOUYEHHBIN B 00JIacTH
oOecrniedyeHus: 6€30MacCHOCTH.

6. CBezenusi, cofepKaluecst B TOCYAapCTBEHHOM crcTeMe 0OHapyKEeHUSs, PEIypeKACHUS
U JIMKBUJALMM IOCIEACTBUI KOMIIBIOTEPHBIX aTak Ha HWH(QOPMALMOHHBIE PECYPCHI
Poccuiickoit ®Denepanuu, OTHOCATCS K WHGOPMAIMU OTPaHUYCHHOTO JOCTyma. Ecmm
¢denepanbHbIM 3aKOHOM TaKHW€ CBEACHUS OTHECEHbl K CBEICHMSIM, COCTaBISIOIIUM
rOCyJapCTBEHHYIO TaliHy, OHM IIOJJIEXKAT 3allUTEe B COOTBETCTBUM C 3aKOHOAATEIHCTBOM
Poccuiickoit denepaiuu o rocyJapcTBEHHOM TaiiHe.

[lopsnox nocryma Kk uHGOpMaluu, CoOJAEpXKalleiicss B TOCYJapCTBEHHOM cucTeMe
OOHapy>KeHMsl, NPEAYNPEXKAECHUS M JHMKBUAALMU TOCIEACTBUNA KOMIBIOTEPHBIX aTaK Ha
nHpopManMoHHbIe pecypcebl Poccriickoit deneparyn, onpenensercs: ¢peaepaabHbIM OPraHOM
UCIIOJHUTEJIbHON BIACTH, YIIOJHOMOYEHHBIM B 001acTH obecrieueHus: 0€30MacHOCTH.

7. TpeboBaHus K TEXHHUYECKUM CpeACTBaM, OOECHeUYMBAIOIIUM B3aUMOJAECUCTBUE C
rOCYJJapCTBEHHOIN CUCTEMOM OOHapyKeHMs, MPEAYNPEKICHUS U JIUKBUIALMH TOCIEICTBUNA
KOMIIBIOTEPHBIX aTak Ha HMH(poOpMaluoHHbIE pecypcbl Poccuiickoit denepannu, a Takxke K
TEXHUYECKUM CpPEACTBaM, NPeJHA3HAYEHHBIM I [IOMCKA IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B
COOOIIIEHUSAX DIJIEKTPOCBSI3U YCTAHABIMBAIOTCA (elepaIbHBIM OpPraHOM HCIIOJIHUTEIbHON
BJIACTH, YIOJIHOMOYEHHbIM B o0OnacT obecriedeHus Oe3omacHOCTH HH(oOpManuu B
KJIFOUEBBIX CUCTEMaX MH(POPMAIMOHHON MHPPACTPYKTYpPHI, MPOTUBOAEHCTBUS TEXHUUECKUM
pa3BeKaM M TEXHMYECKOW 3aluThl MHPOpPMALMU, MO COTJIACOBAHUIO € (eaepaabHbIM
OpPraHOM HCHOJHHUTEIBbHOM BIACTH B 00J1acTH oOecrieueHus: 6e30MacHOCTH.

8. CyObekTaMi KpUTHUECKOM MH(POPMAaLMOHHON HHpacTpyKTypbl Poccuiickoit denepanuu
B HE3aMEUIMTEIIBHOM MOPSAAKE IPUHUMAKOTCA MEphl MO JIMKBUIALUU ITOCIEICTBHUU
KOMITBIOTEPHBIX MHIMJIEHTOB. [lopsiiok pearnpoBaHMs Ha KOMIIBIOTEPHBIE MHLUICHTHI U
JUKBUJAIMM WX  TOCIEACTBUH HAa  O0OBEKTaX  KPUTHUYECKOM  HMH(POPMAIMOHHOMN
uHpacTpykTypsl Poccuiickoit  ®enepauuu onpeznensiercs  ¢eaepalbHbIM - OpraHOM
HCIIOJIHUTEJILHOM BJIACTH, YIOJHOMOYEHHBIM B 001acTu oOecredeHnst 0€301acHOCTH.

9. 'ocynapcTBeHHast cucreMa OOHapyKEeHUs!, TPEAYIPEXKICHUS U JTUKBUALIUN TTOCIEACTBUI
KOMITBIOTEPHBIX aTak Ha WHGOpMalmoHHbIE pecypchl Poccuiickoit ®exepanuu MOXKET
WCIOJb30BAThCS JJIsl pEIIeHUs 3a/]ad, He CBSI3aHHBIX € o0ecreyeHueM O0e30MacHOCTU
00BEKTOB  KpuUTHYeCKOM HHPpacTpykTypsl Poccuiickoit ®enepaunu, B ciyyasx,
OIIPEICIIEHHBIX B COOTBETCTBMM C 4YacThIO NEpBOM craThu 6 Hactosuiero denepaabHOro
3aKOHa.

Cratess 14. OOecneueHue 0€30MacCHOCTH OO0BEKTa KPUTUYECKOM HHPOpPMAIIMOHHON
uHpacTpykTypsl Poccuiickoit deneparyn
1. B mensx obOecmedeHuss  0€30MaCHOCTH  OOBEKTOB KPUTHYECKOU
uHpopmanmonHoit  umHppacTpykTypbl  Poccmiickoit  demeparuu CyOBEKTHI
KPUTHYECKOH MHPOPMALMOHHOM HHPpacTpyKTypsl Poccuiickoii @enepanuu co3natoT
Ha HUX CHUCTEMBbI 0€301TaCHOCTH M 00€CIeYnBaIOT NX (DYHKIIMOHHPOBAHUE.

2. Cucrema  Oe3omacHOCTH  O0OBEKTa  KPUTHYECKOH  MH(MOpMAIMOHHOMN
nHppacTpykTyphl Poccuiickoit deaepannn 10pKHA 00€CTICUNBATh:

1) IpeJOTBpAIlCHHUE HEMPaBOMEPHOTO JIOCTYTIA, YHUYTOXKCHHUS,
MOIU(HUIMPOBAHUS, OJ0KMpOBaHUS, KOIIMPOBAHMUS, IpeOCTaBICHHUS,

88



pacmpocTpaHeHUsT WHPOPMAIMK, a TaKXKe COBEPIICHUS HWHBIX MPOTHUBOIPABHBIX
JNEHCTBUII MO OTHOWIEHWIO K uH(oOpManuu, oOecrevyuBaroiel yIpaBleHUE U
KOHTPOJIb 32 TEXHOJIOTMYECKUMU MPOIIECCAaMU KPUTHUECKU BAXKHBIX OOBEKTOB;

2) HEJOMYIIeHne BO3ICHCTBUS HAa TEXHHYECKHE CpelacTBa  o0paboTKu
uH(pOpMaIlMK, B Pe3yabTaTe KOTOPOTO MOXKET OBITh HApYIICHO WM MPEKPaIIeHO
(GYHKIIMOHUPOBAHUE KPUTHUIECKON MHGMOpMaIMOHHONW HHDpacTpyKTyphl Poccuiickoit

®denepaunu;
3) p€arupoBaHuC Ha KOMIIBIOTCPHBIC MHIIUACHTHI;
4) BO3MOXXHOCTh ~ HE3aMEIUIMTENILHOTO  BOCCTAHOBJEHHMS MH(POpMaluu U

(YyHKIMOHUPOBAHUS OOBEKTa KPUTHUECKOW HWH(POPMAIMOHHON HH(PPACTPYKTYpHI
Poccuiickoit denepaiuu;

5) CO3JIaHME M XpaHEHHE PE3epPBHBIX KOMHUH WH(POpPMALUHU, 00ECIIeUHBAIOIICH
yIpaBjI€HUE U KOHTPOJIb 3a TEXHOJOTMYECKUMHU IPOLECCAMH KPUTUYECKU BaXKHBIX
00BEKTOB;

6) HENPEpPhIBHOE B3aUMOJAECHCTBUE C TOCYJapCTBEHHON CHUCTEMOI OOHapyKeHHUs,
OPENyNpeXACHUss M JIMKBUJALMM  TIOCIHEACTBMM  KOMIIBIOTEPHBIX aTak Ha
uH(popMaLnoHHbIe pecypchl Poccuiickoit denepanun.
3. OGOecneyeHue (u3MuecKod 3alIUTBl OOBEKTAa KPUTHUECKOW MH(OPMAIMOHHON
uHppacTpykTypsel  Poccmiickoit  ®emepanMu  OCYHIECTBISIETCS B COOTBETCTBUH  C
3akoHoJaTesbcTBOM Poccuiickoit denepaium.

I'maBa 4. Konrpoas 3a codonenuem tpedoBanmnii HacTosmero dexepajbHOro 3aKkoHa
1 OTBETCTBEHHOCTH 32 HApPYLIeHHe ero TpeOoBaHU

Cratess 15. T'ocynmapcTBeHHBI KOHTpoJib (Haa30p) 3a coOmroieHHeM TpeOoBaHMM
HacTosAuero PeneparbHOrO 3aKOHA

1. TocymapcTBeHHBIH KOHTpOJIb (HaA30p) B oOmactTu 0€30MacHOCTH KPUTHYECKOM
nHpopMaMoOHHON HHOpacTpykTypbl Poccuiickoit ®denepanuu OCyliecTBIsETCS B LEIIX
pean3alnyy MPUHIMIIOB, YCTAaHOBJIEHHBIX HacTosAMM denepaabHbIM 3aKOHOM.

2. OcHOBaHHUEM JUIs IPOBEACHHUS IIJIAHOBOM MPOBEPKU SIBIISIETCSA NCTEYEHNE TPEX JIET CO JTHA:
1) xareropupoBaHusi OOBEKTAa KPUTHUECKOH HMHPOPMAIMOHHOM HHQPACTPYKTYypHI
Poccuiickoit deneparnuu;

2) OKOHYaHUs IPOBEAEHUS MOCIIEIHEN TUIAHOBOU ITPOBEPKH.

3. OcHOBaHMEM IS TPOBEACHUS BHEIIJIAHOBOM IIPOBEPKH SIBIISETCS:

1) wucteyeHMe CpoKa HUCHOJHEHUS CYOBEKTOM  KPUTHYECKOH  HMH(POPMALMOHHON
uHppactpykTypsl Poccuiickoit ®denepanuu BBIJAHHOTO YHOJHOMOYEHHBIM (eepaibHbIM
OpPraHOM HCIOJHHUTEIBHOM BJIACTH MpEANUCaHHs 00 YCTPAaHEHMM BBISIBICHHOTO HapyIIEHUS
TpeOoBaHUN TO  OOECHEYEeHHI0  OE30MacCHOCTH  KPUTHYECKOW  MH(POPMAIIMOHHON
uHpacTpykTypsl Poccuiickoit deneparyu;

2) TOCTyIUIEHWE B YIOJIHOMOYEHHBIE OpraHbl HCIIOJIHUTEIbHOM BIIACTH OOpalieHuilt u
3asBJICHUN  TpaKIOaH, WHIMBHUAYaJIbHBIX MpPEANPUHUMATENEH, FOPUIANYECKUX  JIUL,
nH(pOpMallUd OT OPraHoOB TOCYJAapCTBEHHOM BJacTU (B TOM YHCJE JIOJDKHOCTHBIX JIUI]
YIIOJTHOMOYEHHBIX OPraHOB UCIOJHUTENIBHOM BJIACTH), OPTAaHOB MECTHOI'O CaMOYIIPaBIIEHUS,
U3 CPEJCTB MAacCOBOM MH(OPMAIMK U ONIEPATUBHBIX UCTOUHUKOB 00 yrpo3ax BOZHUKHOBEHHUS
KOMIIBIOTEPHBIX ~ HMHIUJCHTOB  Ha  OOBEKTaX  KPUTHYECKOW  HMH(OPMAIIMOHHOU
nHppacTpykTypsl Poccuiickoit Denepanuu;

3) BO3HUKHOBEHHE KOMITBIOTEPHOTO MHIIMJCHTA HA 00BEKTE KPUTHUECKOH MH(OPMAIIIOHHON
nHppactpykTypbl Poccuiickoit ®enepanuu, MOBJICKIIETO 3a CO0OW HapyIIEHHWE WIH
npeKpaiieHue GyHKIMOHUPOBAHUS ITOTO 00BEKTA;
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4) nanuyuMe mpHKaza (PacrlopsHKeHHs) PYKOBOIMTENS YIOJIHOMOYEHHOTO (enepaabHOro
opraHa HCIIOJHUTEIbHOW BJIACTH, W3AHHOTO B COOTBETCTBUM C nopydeHusmu [Ipesunenra
Poccuiickoit ®Penepauuu, IlpaBurenbctBa Poccuiickonn ®enepaur M Ha OCHOBaHHH
TpeOoBaHUsI MPOKypopa O IMPOBEIECHUWU BHEIUIAHOBOM NPOBEPKHM B paMKax HaJa3opa 3a
HCIIOJIHEHUEM 3aKOHOB I10 IIOCTYNHMBIIMM B OpraHbl MPOKypaTypbl MarepuagaM |
oOpaInieHusIM.

Cratba 16. OTBETCTBEHHOCTb 32 HapylieHHe HacTosmero denepaibHOro 3aKkoHa

3a HapylleHHe 3aKOHOJATEeNbCTBA O O€30MaCHOCTH KPUTUYECKOH HH(POPMALMOHHON
nHppactpykrypbl Poccuiickoii denepariuu BHHOBHBIE JIMIIAa HECYT JUCHUILUIMHAPHYIO,
PAKJAHCKO-TIPABOBYIO,  QJIMUHUCTPATUBHYIO WM  YIOJOBHYIO OTBETCTBEHHOCTh B
COOTBETCTBHUH C 3aKOHOJIaTeNLCTBOM Poccuiickoit denepanuu.

I'naBa 5. 3ak/0unTe/bHbIE H TIEPEXOIHbIE MOJI0KEHUS

Cratbs 17. Berynienue B cuity Hactosiiero denepaibHOro 3aKkoHa

Hacrosamuit ®enepanpHblii 3aKoH BeTynaet B cuity ¢ 1 ssuBapst 2015 rona.

IIpe3naent

Poccuiickoit denepanun

Mockaa, Kpemin
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6. SAnonus

YA N—tFa )T EFREZ (BRI

The Basic Act on Cybersecurity (Tentative translation)

[HeopuIHANLHBII TEepeBO HA AHTJIMICKHIA]
(http://www.japaneselawtranslation.go.jp/law/detail/?ft=1&re=02&dn=1&Xx=0&y=0&c0
=01&ia=03&Kky=%E3%82%BB%E3%82% AD%E3%83%A5%E3%83%AA%E3%83
%86%E3%82%A3&page=1)

ER—+ARE+—A+AEEFaNE
Act No. 104 of November 12, 2014

F—E Al

Chapter | General Provisions

(B#)
(Purpose)

B—% COERE. 102 —3y FEOMOFERFHRBERERY LT -0 DEHER
WIFHBERMOERDERICH > THRAMBETEL TS FA /N \—tF2 T
A IZHT ZBERDRZEZ DHDORANDEFEZDEICHL, FHROBHGTREE
HERLDD, $4N\—tF21 )T DHERERDENRBEDREL L >TLHK
RICEH. HBEDOHAN—tEF2 ) T4ICHATHRRICEAL. EXEZZED.
ERU#AAKFAKROEFEEZHASMNL, BWITHA/N—tEFa ) T 1 BKEBDEK
EZDMFAN—tF2)TAICHTIRRDERLELBLIFHEZEDDE LI,
BAN—tEX1) T HBBERABERET S EFITLY, aEBREESRY T —
DHEMEERZE (FR+ZEEFERAN+TES) EHELT, ¥4/ —EF2
TAICET AMRERENMNADOMRMICHEL, Lo TRFAZOFADRALEDV
FRRMERTUVICERARETRLOLTELEAHEDERRZRS L LI, BR
HEOFEMEUVREDEARLEVICELIEOREREICHFETH_EEZBHNET S,

Article 1 Facing domestic and foreign changes such as the intensification of threats against

cybersecurity on a worldwide scale, and with the establishment
of the Internet andother advanced information and telecommunications
networks and the utilization of information and telecommunications

technologies, and given the situation that it isan urgent issue to ensure the free flow of
information and protect cybersecurity simultaneously, the purpose of this Act is
to comprehensively and effectively promote cybersecurity policy by: stipulating basic
principles of national cybersecurity policy; clarifying the responsibilities of the Government

of Japan (hereinafter referred to as the"Government"),
local governments, and other concerned public parties;  stipulating essential matters  for
cybersecurity-related policies such as cybersecurity

strategyformulation; and establishing the Cybersecurity Strategic Headquarters and so forth,
together with the Basic Act on the Formation of an Advanced Information and
Telecommunications Network Society (Act. No. 144 of 2000), and as a result, attempting to
enhance economic and social vitality, sustainable development and realizing socialconditions
where citizens can live with a sense of safety and security, and contributing to the protection
of international peace and security as well as national security.
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(E&)
(Definitions)
FIE COERBIIBEVWT YA NnN—tEFaTq] &IF EFHARK, KA
KEZDMADMBIZE > TIFHRBHITAZENTELRULARX (UTIDERIZEWWT T
BHAMAR] £LV5, ) ITKYRHESIN, REFRESHh, mEIh. BHLLIFRE
SNHBFHMDRTAL ., BENXIIHREDOHLEZOMDEZXFROLEEED-HIZ W
BEGHEBELAVICERVATLRVBEREERY FT—0 OREUERTEELEOHER
DE=HICHERGEE (BHRBERY M-V XIEBHHIAXTHEON-REERIZERS
RERER (LT TEHMEHEER] &5, ) ZRLEEFHERIIHI HIFER
TR XOWEDHLD-OIHREGREZEL, ) NEL oI, TOREIEY
[CHFEEIATWLWLSI EZLVS,
Article 2 For the purposes of this Act, the term "Cybersecurity"
means that necessary measures are taken: to safely manage information, such as prevent
against the leakage, disappearance, or damage of information which is stored, sent, in
transmission, or received by electronic, magnetic, or other means unrecognizable by natural
perceptive  function (hereinafter in this sectionreferred to as “electro-magnetic
means"); and to guarantee the safety and reliability of
information systems and information andtelecommunications networks (including necessary
preventive measures against malicious activities toward electronic computers through
information network or storage media for information created by electro-magnetic means
[hereinafter referred to as "electro-magnetic storage media™]), and that those states are
appropriately maintained.

(EFRER
(Basic Principles)
FEE HAN—tXa1)TAICEATLHRDEEL. 1202 —Ry FZDOHMDE
EFEREREFERY N7 —7 OEHFERVERBERTOERICLSEROBBLTRED
HREN, ChZBELE-REOBRDER. 41/ R—23a VORIH. BFHEDFEN
DRLEZFICESTEETHACLITHA, A N\—tEFa ) T4 IIHT HERITH
LT, E. AR HLERK, EEHSEREZEE ERLEFERVERTBOERTH
2T, EOHENMELEL, RIFETLEGSICEREEXITEFEDSKRGEE
ERETEENAET DLDICETEIERETI>EZL S, UTRL, ) F0&HKk
BEARDEHEICEY ., BBHIZHE TSI EEZEELT, ThhlkFhEGE o4
Article 3 (1) Given that ensuring the free flow of information through the maintenance of
advanced information and telecommunications
networks such as the Internet andthe utilization of information and telecommunications
technologies is critical ~ to  enjoying benefits ~ from the freedom  of  expression,
enabling the creation of  innovation, improving economic and social vitality, and so
on, the promotion of cybersecurity policy shall be required to be carried out with intent to
produce active responses to threats against cybersecurity through coordination among
multiple stakeholders, including the Government, local governments, and critical information
infrastructure  (CIl)  operators  (here and hereinafter  referring to operators of
businesses that provide infrastructure which is the basis of citizen's
living conditions and economic activities and the functional failure or deterioration of which
would risk enormous impacts to them; hereinafter referred to as "CII operators™).

2 HYAN—tFa)T4ICHETLERDEET. BR—A—ADHAM/N\—tF
DT 41T 5BHZ RO, BREMICHIET A ExRT ELBIT, 41—t F
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AVTAITRHTHBRICLDWEEZHE, HhD. BHENSERICEIBTE H558E (
CA) GIhREIZEET S-OOREZRIBHICHET S LEELE LT, Thni
(FHIE%E 50N,

(2) The promotion of cybersecurity policy shall be required to be carried out with intent to
raise awareness of each citizen about cybersecurity and invite each citizen's voluntary actions
to prevent anydamage caused by threats against cybersecurity, and to positively
promote actions to  establish  resilient systems  which can  quickly  recover
from damage or failure.

3 YAN—tFXaTIHETIEERDHEEE. 13—y FEDMDEEE
HBERY FT—VDBHERVFREGERNOERICEIEFNHIEEFHEZRE
T5-ODOMMEEBUICHET S EEFEELT, ThnEFNIEGESLEL,

(3) The promotion of cybersecurity policy shall be required to be carried out with intent to

positively implement the maintenance of the Internet and other advanced
information and telecommunications networks and actions toward the establishment of a vital
economy and society through the utilization of information andtelecommunications

technologies.
4 HBAN—tFa)T4ICETIHEROHELT. YA\ —EF2)T4IIXT D
EBEANDHIELERFRHRICE>THREDOREETHY .. M2, ELVEDOEFHENE
BRHARERGHEREFERROPTEEFNA TSI LICHEA. YA\ —tFXa T+
LY AEBRHGHRFOERERUVREROE-OICEENLGRENZESILEEELT
. ERABROTICThbG ThIEE 573,
(4) Given that combatting threats ~ against ~ cybersecurityisa ~ common  concern
of the international community, and with recognition that Japan's ~ economic and social
activities are characterized by close international interdependence, the promotion of
cybersecurity policy shall be required to be carried out with intent to play a leading role in an
internationally-coordinated effort for the creation and development of an international
normative framework for cybersecurity.
5 HAN—tFa)T4ICEHTIERDHEEE. SEBBREErY FT—I#=
MHREREOEREBZICEE L TiThh G ITIE RS %L,
(5) The promotion of cybersecurity policy shall be required to be carried out in
consideration of the basic principles of the Basic Act on the Formation of an Advanced
Information and Telecommunications Network Society.
6 YAN—tFXaTICETIBEDHEICE->TIE. ERDEFZTHIC
RELGVESICBELGTAEGE LG,
(6) The promotion of the cybersecurity policy shall be required to be carried out
with intent to be careful not to wrongfully impinge upon citizens' rights.

(BDER)
(Responsibility of the Government)
FmE EiE, fIEOERERZ (LT IEXRER] £V0V5, ) [2D2&Y, AN
— X1 TAICETEIRENTRRZREL. RUERRT SEHZEHT 5,
Article 4 In accordance with the basic principles prescribed under the preceding article,
(hereinafter referred to as the "basic
principles"), the Government shall bear theresponsibility to formulate and implement
comprehensive cybersecurity policies.

(A A KFARDET)
(Responsibility of Local Governments)
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FhE MALNHEEARKGE, EXEZICO-LY. BLEOBEYLGERESTBEZEFZT
CHAN—EF 2 TAICEATSEEMNERREREL. RUEKRT I2EHBEET
Do

Article 5 In accordance with the basic principles,
local governments shall bear the responsibility to formulate and implement proactive
cybersecurity  policies in  consideration of the appropriate  division of  roles
with the Government.

(EEHSEBREREOEH)
(Responsibility of CIl Operators)
EARE BEENSERBEREL EXEIIIO- LY. TOY—EREREHMND
BYICRET 50, SA4N\—tXF2 )T+ DEEHICAT B EEBREZRD,
BEMMNDEBHICH A N—tFa ) T4 DERICEDHLEEDIC, EXIEHARD
HEARNERT 2V AN—tXa )T ICEATIRRICHNTEELE585H51DE
ERSR
Acrticle 6 In accordance with the basic principles and for the purpose of
stable and appropriate provision of their services, CIl operators shall make an effort to:
deepen their awareness and understanding of the critical value of cybersecurity; assure
cybersecurity voluntarily and proactively; and cooperate with the measures on cybersecurity
taken by the Government or local governments.

(A N—EEEXELDMDEEZEDETR)

(Responsibility of Cyberspace-related Business Entities and Other Business Entities)
FtEx YAN—HESBEXSE (V23— y FEDOMMOEERBRHREERY F7—2
DR, BHRBERMOFAXIEIHAN—tX 1T AIZBETEIEEETIEZL
2, UFREIL, ) TDMDEEEIL, ERERZICO-EY ., TOEXEFBICEL.
BEMNDBBHICH A N—tEF2 ) T DERIZEDHL EELIC, BXEHAL
HEARNERT DA N—tXa )T ICEATIRERICHNTEELESB5HL1DE

ERL

Article 7 In accordance with the basic principles, cyberspace-related business entities
(here and hereinafter, referring to those engaged
in business regarding the maintenanceof the Internet and other advanced

information and telecommunications networks, the utilization of
information and telecommunications  technologies, or involved  in businessrelated  to
cybersecurity) and other business entities shall make an effort to assure

cybersecurity voluntarily and proactively in their businesses and to cooperate
with themeasures on cybersecurity taken by the Government or local governments.

(BEMEHKEDETR)
(Responsibility of Educational and Research Organizations)
FN\E RZEZOMOBEAREEAIL, EXERZICO-EY ., BEMHI DFEBRIIC
YAN—tX2 T4 DER. Y4NN—tEF2) TAIZRIAMOERILLIZY A
N—tFXx2)TAICATIARRVZTOBREDERIZEDHDELHIZ. BXIEHA
AHEELERT 2 AN—tF 2T ICEATEIERICHNTEAEI8BHHELD
E9 %,
Avrticle 8 In accordance with the basic principles,
universities and other educational and research organizations shall make an effort to assure
cybersecurity voluntarily andproactively, develop  human resources specialized for
cybersecurity, disseminate research and the results of research on
cybersecurity, and cooperate with measures taken by the Government or local governments.
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(BRDEAH)
(Citizens' Efforts)
g BERE. EREZICD-EY, Y4 N\—tXa )T+ DEEMEICET HE
DEBRBEFRD., YA N— X2 T DERIBEGTIEZI DL SEDHEHLD
£ %,
Article 9 In accordance with the basic principles, citizens shall make an effort to deepen
their awareness and understanding of the critical value of cybersecurity and pay necessary
attention to assuring cybersecurity.

GEH EDIEES)

(Legislative and Other Measures)

E+E BFE. YAN—tFa ) T4 ICETIMRERERET 5 -OBELES L
. MBEXEHRFLOEEZOMDIBEZE LG IThIEE 5L,

Article 10 The Governmentshall be required to take necessary measures

for the implementation of cybersecurity policies including
legislative, financial, or taxation measures.
(TBHER D ZHEF)

(Development of Administrative Organizations, and so forth)

F+—5 EHE. Y4\ —tFa)T(ICEATHHEREZET HICOF, TEHEBO
BERVITHREEDREIZZHEIDET S,

Article 11 In providing cybersecurity policies, the Government shall make an effort to
develop administrative organizations and to improve administrative management.

EoB YA N—tF1YT (B

Chapter Il The Cybersecurity Strategy

T+ BFE. YA4N\—tEFXa2 )T (ICETLEROBEMD DI RMGHE
L=, YAN—tF2 )T ICETHERNGEE (UT M4 \—tFa
T A8BE £S5, ) ZEDHEITNIELE SR,

Article 12 (1) The Governmentshall be required to establish a basic plan for
cybersecurity (hereinafter referred to as the "Cybersecurity Strategy")
with the aim of thecomprehensive and effective promotion of cybersecurity policy.

2 HAN—tFa)TEBEE. RIHBFLIFEICODVTEDHDLDET S,

(2) The Cybersecurity Strategy shall address the following:

— HAN—tFa)TAICEATIBERICOVTOERNL T

(i) Basic objectives of cybersecurity policies;

— EoTBHEFIIETSYAN—tFXa ) T DERIZET H5FIA

(i) Matters  regarding  cybersecurity  assurance  within national administrative
organs and other related organs;

= EEMSEREIEZIRVZOAB T IERKREVICHALAKEK (LT IEE4#
REBEXEF) LUVS5, ) ITBFE3HAMN\—tEFa) T4 DERORELICET S
E 31

(i) Matters regarding the promotion of cybersecurity assurance at CII operators, their
professional associations, and local governments  (hereinafter referred to as "Cll
operators and other related entities");

N BIZSICBIFR2EDODEN, YA N—tF 1) T4 ICHATIHEREBRENMND
RICHET S-OICRELREIA

(iv) In addition to the matters listed in the preceding three items, other matters required
for the comprehensive and effective promotion of cybersecurity policies.
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3 HEKREXEEX, Y1/N\—tX 1) T BROEICOEEABODREZ RO
nIEE5HEL,

(3) The Prime Minister shall be required to request a cabinet decision on the proposed
Cybersecurity Strategy.

4 BRFIE, YA4N\—tF1 )T BBZRELEESE, EFLE, ThzESR
[CHETDEELIC. 123 —2y FOFIRZTOMBY L HFEICEYRARLEGEITA
[(E7% 570N,

(4) When establishing the Cybersecurity  Strategy, the Government shall be  required
to report it to the Diet without delay and to announce it publicly by
using the Internet andother appropriate means.

5 HIZIEOREE. YA4N\—tF21 T BEBROLEIZDVTERT S,

(5) The provisions prescribed under the preceding two paragraphs shall apply in the case of
amendments to the Cybersecurity Strategy.

6 BFIE, YA N—tFXa)TAEBRBICONT, EOEKICETIBREEICEALL
BELREEOHERZRS-O. BFE. EOMBOFIHEBENT, ChEFRICFL
TEOETOARLBREIVELGIHEZET 5L 58OLITNELE S,

(6) With the aim of assuring necessary funds regarding the expenses to
enable the implementation of the Cybersecurity Strategy, the Government shall be required to
make an effort to provide necessary measures
for the smooth implementation of the Cybersecurity Strategy, such as

appropriating the necessary funds in its budget every fiscal year, to the extent permitted
within national fiscal limitations.

E=ZF HEXWEXR

Chapter 111 Basic Policy

(EBDITBHREBZEICES T4 /N\—tF2 )T 1 DFER)

(Assurance of Cybersecurity at National Administrative Organs and Related Organs)
F+=% B, EOTHHEE. MITBUEA (RIITBGEANEHE (FER+—%F
EEER=S) EFE-HICHEE T ARIATBUEAZL S, UTRL. ) RU%
HEAN GRBICEYERICHRISNEARITHEHIOERICK YRRDORIITAZT
LOTHRISNEZEATH T, BBEFEE (FRT—FEZEELT—F) £X
FETRESORATEDERZZITH212DE LS, UTRL, ) FIZHEITAYAM /13—t
Fa)T4ICEL. BOTBEERUVHIITBEEANZE TS /N—tFX2 )T«
BT SM—MGEEDRE. BDTEHEEICHETLHFEHRATLOKRIE., 1FHR
BIERY FT—I RISEHAREEARZ R C-EOTBREEBADBERY XA TLICHT
SAELFHOERRUSHT. BEOITBEEIZE TS5 A4 /N\—tFa ) T4 IZET
HEBRVIIRILECCERN OB R & DEERVERRABIZE Y1/ —tF
AT AT EBEADORIE. EOTEME. MITBUEARVEGREANFOM
[CEFEHAN—EF 2 TAICEHTHEBROLEELZOMOMBELHERZET S
DET B,

Article 13 With regard to cybersecurity at national administrative organs, incorporated
administrative agencies (here and hereinafter referring to incorporated administrative
agencies  prescribed under Article 2, paragraph (1) ofthe Act on General Rules for
Incorporated Administrative Agencies [Act No. 103 of 1999]), special corporations
(hereand hereinafter referring to juridical persons directly incorporated
by acts or juridical persons incorporated by a special act pursuant
to a special incorporation procedure andsubject to the provision of Article 4 (xv) of the Act
for Establishment of the Ministry of Internal Affairs and Communications [Act No. 91
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of 1999]), and so forth, theGovernment shall provide necessary measures
including: the formulation of common standards of cybersecurity measures

for national administrative organs and incorporated administrative
agencies; the collaborative use of interoperable information systems
among national administrative organs; monitoring and analysis of malicious activities against
information systems of national administrative organs through

information and communications networks or electro-magnetic storage media; cybersecurity
exercisesand training at national administrative organs; responses to cybersecurity threats in
cooperation, communication and coordination with relevant domestic and foreign
parties;the sharing of information about cybersecurity among national administrative organs,
incorporated administrative agencies, special corporations, and so forth.
(EEHRERBEXBZFICETS Y4\ —tXa ) T 1 DHERDRE)
(Assurance of Cybersecurity at CIl Operators and Other Related Entities)
Ft+mE BE. EEHSERERXZZICET A YA /N\—tEFa T qICEL. &
EDERE. BERVIIE. FHROZXFZOMOEETHNLGREDREZTDMDLEL
BRZEETDIDET D,
Article 14 With regard to cybersecurity at CIl  operators and other related
entities, the Government shall provide necessary measures, including the formulation of
standards, exercises and training, the promotion of information sharing and other voluntary
activities.
(REIEFRERVEERREEFOBFENTIREDORE)
(Facilitation of Voluntary Activities of Private Enterprises, Educational, Research, and Other
Organizations)
F+REZ EHE. PIEEETOMORBEEZEERVRZZTOMOEEATEEL
BT HHMAMEICEAT S2BEBRNAELSPEDCERRENDORILIZES-TEETHS &
[CHEAH. CNHDEBNBRMICITS VA /N\—tEFa) ToIIxdT I RES N
2L YA N—tFxF1 )T+ DEEHRICEATLIELEEREDIZELE, 4/ —tF
)T 4ICEATAMERICIEL, BEGERORBRUBMEZTI L TOMOBE
BHEREZETHLDET B,
Article 15 (1) Given that information on intellectual property owned by
private enterprises such as small and medium-sized enterprises and educational and research
organizations such as universities is critical for the enhancement of Japan's international
competitiveness, and in  order to  promote  their  voluntary  activities  for

cybersecurity,the Government shall provide necessary measures, including increasing
awareness and understanding about the critical value of
cybersecurity, offering consultation on cybersecurity, and providing necessary

information and advice.

2 EHiF. BR—A—ADPBEENICHAN—EX21) T DERIZCBDHZENE
BETHAHAC LA, BEEFBICETD2EFARRIEIA 02—y FEDOE
EFEHRAERY FT—VOFAICEL TEYGESRRXEY—EXREBIRT S L%
DDEHEIZDWNT, A N\—tF a1 T CEATHIHERICKH L. BELGFRODIR
HREUBMEZTIETDMOMELGHEREHET H3DET S,

(2) Giventhatitisimportant for each citizento make an effort to voluntarily assure
cybersecurity, the Government shall provide necessary measures,

including offeringconsultation on cybersecurity and providing necessary
information and advice on actions such as, appropriate choices about products and services
in the daily use of electronic computers or the Internet and other advanced

information and telecommunications networks.

97



(BRI ERDEESF)
(Coordination with Multiple Stakeholders, and so forth)
F+ARE EE. BEFEEEFAOEEDREZHS LIS, B, tALNHKEIR
 EEHSERERE, YA N\—BHESEEFOSHRLIANHEECEELTHA
N—tF21)ToICEATIRRICMYBOZENTELLSDELERZET DD
DET B,
Article 16 The Government shall aim at the enhancement of coordination
among relevant ministries and shall provide necessary measures  to  enable  multiple
stakeholders,such as the Government, local governments, CII operators, and cyberspace-
related business entities, to work on cybersecurity policies in mutual coordination.
(LRDEHE Y R UHEDIERDALL)
(Crackdown on Cybercrime and Prevention of Damage)
Ft+tsE BE. YA4N\—tFa2)T4ICETLHLEOMEEY RUZDHEEDILK
DIELEDE=OICBELGHEREZETH2LDET S,
Article 17 The Government shall provide necessary measures to crackdown on
cybercrime and prevent the spread of damage.
(EAEDRZICEXRLGEELZRBTEENDHEL5BEE~ADOXRE)
(Action for Matters Which May Critically Affect the Country's Safety)
FHN\E BE. YA4N\—tXx2 T 4ICETEIBRDI LEINEORLEICEXRL
HEERBFTEEINLHDIEDADORBIZDONT, BEREBICH T HAHDFTER
el I BRI E O EERIE R VREI D EDRELZR S -DICHELERZ
EBIHLDET D,
Article 18 The Government shall provide necessary measures  with the intention  to:
improve and strengthen systems to respond cybersecurity concerns at relevant bodies;
strengthen the mutual coordination among relevant bodies; and clarify the division of roles
among relevant bodies, as actions to address threats which may critically
affect thecountry's safety with respect to cybersecurity-related incidents.
(EXOIRER VEREHRSF HDRIE)
(Enhancement of Industrial Development and International Competitiveness)
Ft+hgE BE. YA4N\—tXa2 )T DEREZBIANICITIRENZHIENLET
HENEEMICEHAS. YAN—tFXa) T4 ICEETIEENERKEZRIET
HBENTELIRRERLLGDHELD., HLBEXDRBEVICERXRDORLLGHRER
VEEHRENDBRILEZERS-O. Y4/ —tX 21 )T oIZEL. L£inaEHZEERR
DHE, BEfTOEEL. AMOBERRVER, BEEGEOEHFEFICLHIEEERD
BIERUFT-LGEEZORA. RTOTLERVEERICRIABREOEREELR
VZDHERZOBREANDSEHETDMDLELEEREZRETS2LDET S,
Article 19 Giventhatitis critical for Japanto have self-reliant capabilities to assure
cybersecurity, and in order to create new business opportunities, develop businesses thatare
sound, and improve international competitiveness, and so as to make the cybersecurity sector
a "growth industry” which is able to
create employment opportunities, theGovernment shall provide necessary measures related to
cybersecurity, including the promotion of advanced research and development,
technological advancements, thedevelopment and recruitment of
human resources, the strengthening of the market environment and the development of new
businesses through the improvement of competitive conditions, and the internationalization
of technological safety and reliability  standards and the participation in such frameworks
on the basis of mutualrecognition.
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(IRBRAFEDHES)
(Promotion of Research and Development, and so forth)
FZ+5E BE. BPEICEVWTHAN—tFXa ) T ICEATSEMANZBIMIC
RETHZLOEERICEA. YA —tX2 ) T a4 ICEATI2ARABERUEME
DEMDEENRRICZEDORREDEREZRHL=D. Y4 N\—tFa)T1ICBEL. B
RARFDER., BHOREMRMEEMICET 2ERARER VAR OMER
ROHEE, BRERUBEMTEOER. EBOGBRMATHEE. X¥E. RHEDEEDR
b, ARERFEO-ODOERH L EZEZDMOLELGHEREET S5LDET S,
Article 20 Giventhatitiscritical forJapanto maintain self-reliant technological
cybersecurity capabilities, in order to promote research and development for cybersecurity as
well  as the technological and other relevant demonstrations ~ of  cybersecurity, and to
expand the distribution of relevant cybersecurity
outcomes, the Government shall providenecessary measures  related to  cybersecurity
for: the improvement of the environment of cybersecurity research; the promotion of basic

research on technological safetyand reliability  as well as the promotion of
research and development for core technologies; the development of skilled
researchers and engineers; the strengthening  of  coordination  among national research
institutes, universities, the private sector, and other relevant parties; and international
coordination for research and development.

(AN DHERSE)

(Development of Human Resources, and so forth)
B4+ —% EHEF. XZ, oFEMER. ZEFR. RHAFEEF L RELESD
HEEYLGHNL, YA N—tF 1) T IZZRE2EBITRET 5B OBBERUVEIFIR
BENEDEERICAESHOLVBAHLILDLELEDE S, HHRBEOEVZLEDHER
[CHELGHERZETHLDET D,
Article 21 (1) In close coordination and cooperation with universities, colleges
of technology, specialized training colleges,
private enterprises, and other relevant entities, theGovernment shall provide necessary measu
res to  assure  appropriate  assignments and employment conditions or treatment
of the workforce in the field of cybersecurity, thereby enabling their
functions and work environments to become attractive enough to meet their
professional values.
2 BEF. X2, 5FEMAER. EBER. REEXREFLRBCEELRNZHY
BRS, YA N—EF2 U TAIZRIAMOHER. ERRVEEDR LD, &
BEEDER. BEERNEOEREOMDOLELGHEKREET HILDET S,
(2) In close coordination and cooperation with universities, colleges
of technology, specialized training colleges, private enterprises, and other relevant entities,
for the purposes of the recruitment, development, and quality improvement of cybersecurity-
related human resources, the Government shall provide necessary measures,
including theutilization of a qualification scheme and training of young technical experts.
(BERUVZEDORE, TREFEF)
(Promotion of Education and Learning, Public Awareness Raising, and so forth)
FI+ZE HIE. ERPLESHAN—tF2) T ICETIELELEEREZEDD
EI. HAN—tEF 1) TAICEHTHLEERVZEDRE, BREUVMBOERE
DMDLEGHEREZHET HLDET S,
Article 22 (1) For the purpose of extensive public awareness raising and understanding
about cybersecurity among the citizens, the Government shall provide necessarymeasures
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including the promotion of education and learning, public awareness

activities, and the dissemination of knowledge in the field of cybersecurity.

2 BEIE, fiEOKERDOEEICET DL, YAN\—tFa ) TAICEHTIERER
VHIBDERZRS-ODTEDOER. ERMNIOMEMIH A N\—tFa ) T+
[T 2R ZHET H-ODHEDIEEL DOV ELGHRZET HALDET S

(2) In order to promote the measures
prescribed under the preceding paragraph, the Government shall provide necessary measures,
including the implementation of  events  forpublic awareness and the dissemination  of
information on cybersecurity and the designation of a specific, focused campaign period to
effectively promote cybersecurity activities.

(B3 D DHEAEE)
(Promotion of International Cooperation, and so forth)
F+=% EHEF. Y14N\—tFXa1UT1CEATERFITENT. BAEOERET
RITHBITHRENZBBUICR-T L EEC. BBEARICEIT2EAEDOREZEE
T510. Y4 N\—tFa1T4CEAL. EBRNGREBORENDTAWGESHE,
EREICHE T EEBAROBERVEFROXFOHE., FARELHMBEOY A /\—+
Fa )T 4ICET 2RISR DEBEDEB G IEZ DO ERM G, 1L
FOmMEY TDMOERBHZHET HLEHIT. BPBROYA N—tFa2Tq
[Zx T HFHNEDEBEFDLI-OIMELGHEREETDIIDET S,
Article 23 In the field of cybersecurity, to actively carry out Japan's role in the international
community and to promote Japan's interests in the community, the Governmentshall promote:
active participation in international norm setting; confidence building and the promotion of
information sharing with foreign countries; international technical cooperation such as active
support  for  cybersecurity capacity building in  developing countries; international
cooperation such as crackdowns on cybercrime; and shallprovide necessary measures to
deepen other countries’ understanding of Japan's cybersecurity.
BEOE HA/N\—tFa )T AR
Chapter IV Cybersecurity Strategic Headquarters

(X&)
(Establishment)
EZHmE YA N—tFXa ) TAICEHTIBRERENNOURMICHET L1
. AR, HA4N\—tX 21T BBEEAE (LT IR &0V, ) ZEL,
Article 24 For the purpose of effectively and comprehensively promoting cybersecurity
policies, the Cybersecurity Strategic Headquarters (hereinafter referred to asthe™
Headquarters™) shall be established under the Cabinet.

(FFESEHFH)
(Functions under Jurisdiction of the Headquarters)
FEHEE AEIE. RICEBITFH2EHEEONEES,
Article 25 (1) The Headquarters shall perform functions as follows:
— YAN—tX1)TAHBEBOEDERRUVEHRDOHEIZRET S L,
(i) Preparing the Cybersecurity Strategy and promoting its implementation.
— EoTBHEERVOBITBIENCEFEHANN—tXa ) TAIZET H56EKD
BEEDERRUVEZREEICEDEROFE (BEEZET, ) TOMDUKREEIC
EOCEROERDHELEICEHAT S &,
(if) Establishing the standards  of  cybersecurity measures  for national administrative
organs and incorporated administrative
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agencies, and promoting the implementation of theevaluation (including audit)
of measures based on the said standards and other measures taken pursuant to the said
standards.
= EHOITBBETEEL-YAN—tX 2 ) TAICETIEXRGERICHT HIE
RKOFH (FERAD-ODREZEL. ) ITATEH &,
(iii)  Evaluating the countermeasures against  critical —cybersecurity-related incidents
involving national administrative ~ organs  (including  fact-finding  activities  to
determine thecause or causes of the incident).
N BIZBICBIFREDODEL,, A N—EF 1) TAICHATIHEETEELLD
DOEEICEAYT HAEEE. MEEMNGETE., BRITEHEAODEEDRRY DX
BEUHBEROEREIZRET 258 OERLE NICHERDO M Z DD LRERDEHEDH
EHDICHRERRICET S &,
(iv) In addition to the functions listed in the preceding three items, with respect to major
cybersecurity policies: engaging in research and deliberation on program proposals;
establishing cross-governmental plans, budget plans and guidelines of relevant administrative
organs, and the basic principles of program implementation as well as
promotingthe implementation of policy evaluation and other relevant policies; and carrying
out overall coordination.
2 AEIE, YAN—tEX2) T BBOEZERLLSIETEHEEZIE, Honl
O, BERRABERY TV HRHEEBRBRARRUVERRE2REZBOER ZIE
VA (A ST A A
(2) In preparing the draft Cybersecurity Strategy, the Headquarters shall be required to
consult with the Strategic Headquarters for the Promotion of an Advanced Information
Telecommunications Network Society, and the National Security Council in advance.
3 AXBME, YA N—tEFX 1) TAICEHTHIEEFHICOVT, SEFHRERERY
-V HEHEBRBRAREDREGEEZHILDLET S,
(3) The Headquarters shall work in close coordination with the Strategic Headquarters
for the Promotion of an Advanced Information Telecommunications Network Society with
regard to critical issues concerning cybersecurity.
4 AKEIE. BLAEORELEREIZZLI VA N—tFa) T4ICETEHIEESEICD
WT. ERZEREREBLORELGEEZRLILDET S,
(4) The Headquarters shall work in close coordination with the National Security Council
with regard to critical issues concerning cybersecurity in the context of nationalsecurity.
(#E#80)
(Organization)
FEZHARE AEIE YA N\—tX 1) T EBEBARBR., YA\ —tEFa )T 18
BEIABERUVYANN—tXa) T BBARBEZ L > THET 5,
Article 26 The Headquarters shall consist of the Chief, the Deputy Chief, and the members
of the Headquarters.
(A NR—tF2) T4 BRAHE)
(The Chief of the Cybersecurity Strategic Headquarters)
EZ+tE FABORIF. Y14 N\—tFa ) T HEBAEBE (LUT IFHE] &0
J.,) &L, AEEBREZH2TRTH,
Article 27 (1) The Chief Cabinet Secretary shall serve as the Chief of the Headquarters
(hereinafter referred to as the "Chief")
2 FEREF. XEBOEHZHRIEL., OB EZHEEREEI 5.
(2) The Chief shall engage in the overall management of the Headquarters'
functions and the oversight of the personnel at the Headquarters.
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3 AERE. FE+HREFFEFEHE_SHoFEOSFETICHAE T AFFMRIFE=
FELIFIE=ZA—FORATICIYRBENL-EH, BHREFICEDE, RELIHD
ERHBEEF, BRITBEEBORICHL, BITTHENTES,

(3) The Chief may, where necessary, make recommendations to the heads of relevant
administrative organs, based on the evaluations
prescribed under Article 25, paragraph(1), item (ii) to (iv), or the documents,
information or other materials provided pursuant to the provisions under Articles 30 or 31.

4 FHEIT, MEORECS YEFRTREEORISH LEIE Lo 13, 43E
RATHMEDEICR L., ZOBEICESNTE > HIEEIC DN THEERDHB &
NTE %,

(4) After making the recommendations as
prescribed under the preceding paragraph, the Chief may request a report from the heads
of the relevant administrative organs regarding the measures taken based

on the recommendations.

5 AMEE. FZHEORATEICLYHSLE-FEICEHALEFICRENHLLRBHE L
E(E. ARKREXREIC L. BFZFEICODVTHEE BN+ F53FER1S)
EREFOREICLDEENEONDEIERZERI L ENTE S,
(5) The Chief may, where particularly necessary in relation to the recommendations made
in accordance with paragraph (3) of this article, present opinions for the Prime Minister to
take an action for the said matter, as prescribed under Article 6 of the Cabinet Law (Act No. 5
of 1947).

(A N—tXaY) T 1 BEBRIRHE)
(The Deputy Chief of the Cybersecurity Strategic Headquarters)
EZHN\E REIZ, YA N\—tF2 ) T HEBAEIRESEE (UT IBIXHE] &0
2, ) TEE. BFKREZL - TRTS,
Article 28 (1) A Minster of Stateshall be designated asthe Deputy Chief
of the Cybersecurity Strategic Headquarters (hereinafter referred to as the "Deputy Chief")

2 BIXRERIE. XBEROBBET S,
(2) The Deputy Chief shall assist the Chief's missions.

(A Nn—txa) T4 BEBAHRE)
(Members of the Cybersecurity Strategic Headquarters)
EZ+HAE AREIZ, YA NN—tF2 ) T HBEBARHE CREICSNT KA
EWS,. ) TES,
Article 29 (1) The Headquarters shall establish the members  of the Cybersecurity
Strategic Headquarters (referred to in the succeeding paragraph as the "members").

2 AEEEF. RIZEBITEGE (F—SIhoERSETITHBIFSEICH-TIL, BIRX
HRICKEToNEDDZERS, ) 23 2THRTS.
(2) Those listed below shall be  designated as the members (exceptin a case where
someone listed in item (i) to (v) is designated as the Deputy Chief).
— ERAREZEERZEER
(1) The Chairperson of the National Public Safety Commission;
— BBXRE
(i)  The Minister for Internal Affairs and Communications;

= SNBXRE
(iii)  The Minister for Foreign Affairs;

N BEEXRAE
(iv) The Minister of Economy, Trade and Industry;
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i BhEXKE
(v) The Minister of Defense;
N HISEEICHITFLEDEN. XBRERVEIABERUNDEFTKEDSI ML, K
HMOMERBEXITI AOITHICBRENH S LEOHLHE L L THREREXRENE
Y 5E
(vi) Inaddition to those listed above, any Minister of State, except the Chief and the Deputy
Chief, who is designated by the Prime Minister as indispensable for the functions
of the Headquarters; and
t AN —tXa2VTAICEALEBN-BRZEITLIEDS> A L. REKREXE
NEay &
(vii) Among experts with exceptional knowledge and experiences on cybersecurity, those
designated by the Prime Minister.

(BHHIRHSH)
(Submission of Materials, and so forth)
F=1+5 BRITBEEEBAORIE. AHOEDHDIEIAIZEKY . REIIHL, a4
—tX 1T AICATEIEHXEIERTH>T. ABOMEFHOXITICET DD
D%, BEICRE LG TNIEGE S,
Article 30 (1) As set by the Headquarters, the heads of the relevant administrative
organs shall have a duty to furnish the Headquarters timely with materials and/orinformation
regarding cybersecurity that are beneficial in fulfilling its functions.
2 HIREICESHDLODIEN,., BRITEHEADRE. REBROKRDIZIE LT, K&
[Tt L. RNEBDFRAEBFOERTICBELGYAN—tF21) T4 ICETHEHRIIIE
HMORMRVGAZTDMBELGH A ZTHOETNIEGE ST,
2 In addition to the provision under the preceding paragraph, when requested
by the Chief, the heads of the relevant administrative organs shall have a duty to cooperate
withthe Headquarters for the fulfillment of its functions, by
providing materials and/or information regarding cybersecurity,
explanation and other necessary cooperation.

(BHDIREZ DD H)

(Submission of Materials and Other Cooperation)

FE=+—5% AHIEX. TOMESFHEXRITI A -OBENHLHLBOHDHEEE, #h
AOEFARRVHIITBEEADR., BIZXRFEN (EZAZENE (FRTEEE
#FEET-S) EEXE-HICHET AEILRFZEAZLD, ) DFR, XFHE
FRAKREZEAN (RAFEZBEICRET S2RFERFAEEZEIAZND, ) OEER.
BARRZEXEL VS — (REEEXEE (FRTAEEEEETES) F+H=%IC
RETHARBEIEL 2 —Z0V 5, ) OEER, BHREARVEREAN (B3
DFERBICEYRIISN, DD, TORIAIFICEHALITHREFTDRAZET HEAZL
5. ) THOTAEAEET DLDORKRBLELICH A N—tF2)T4IZET S
EZNRELSRICE T SERNOBERE & DEBRBZITOBAREEBORERE
[Zx LT, EHDRE. EROFRE. SRATOMBELRHGNEROLZENTED

Article 31 (1) The Headquarters may, where necessary for the fulfillment of its
functions, request the submission of materials, the presentation of opinion,

explanation andany other necessary cooperation from: the heads of
local governments and incorporated administrative agencies; the deans of national university
corporations (referring tonational university corporations

prescribed under Article 2, paragraph (1) of the National University Corporation Act [Act
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No0.112 of 2003]); the heads of inter-universityresearch institute corporations (referring to
inter-university research  institute corporations  prescribed under Article 2, paragraph (3)
of the said Act); the President of theJapan Legal Support Center (referring to the Japan Legal
Support Center prescribed under Article 13 of the Comprehensive Legal Support Act [Act
No. 74 of 2004]); therepresentatives of special corporations and authorized corporations
(referring to juridical persons incorporated by a special act and where the approval of a
governmental entity is required for their incorporation and associated matters) designated
by the Headquarters; and the representative of the relevant entity facilitating cybersecurity-
relatedcommunication and coordination with domestic and foreign parties concerned.

2 AEIEX. TOREBHBEERTTH5-OFIWENHDLRH B EE(F. FIEIC
RETHELNDEICHLTYH, BDELGHAZEKET LS EANTES,

(2) In addition, the Headquarters may, where particularly necessary for the fulfillment of its
functions, request necessary cooperation from a party other than the parties prescribed
in the preceding paragraph.

(5 A HEARA~DF )

(Cooperation for Local Governments)

FE=1+25% tAXHEARE, FRAFKICHAET ARROREXTEED-HITHE
#&é&wwé&%ﬁ AERICx L. BHRORBZEDMDBNERDEEMNTE

S

Article 32 (1) Local governments may, where necessary
for the establishment and implementation of the policies

prescribed under Article 5, request the provision of information and other cooperation

from the Headquarters.

2 AKREIF. AEORTEICLSMAOEROoNZLEZIE, TORDICEL DKL ST
HHELDET S,

(2) When the cooperation is requested pursuant

to the preceding paragraph, the Headquarters shall make an effort to meet the request.

(£7)

(Functions)

E=1+=% AWICEATLEHBE. REERICEVLVTLREL, fZzZ T TAEER
BIREGNEET D,

Article 33 The functions of the Headquarters shall be  performed by the Cabinet
Secretariat and managed by a designated Assistant Chief Cabinet Secretary.

(EEDOKE)

(Chief Minister)

F=ZFTHE ABITHRABEITONTIE. REZEICWS TEOXKEG. REKEX

BEET D,
Article 34 For matters pertaining to the Headquarters, the Prime
Minister shall be the chief minister as prescribed in the Cabinet Act.

(BE~DFEE)

(Delegation to Cabinet Orders)
F=ZTHEE COEXERBICEDDILODEN. AFICEHLBELGFIAE., B TED
Do
Article 35 In addition to the provisions of this Act, necessary matters pertaining
to the Headquarters shall be prescribed by a Cabinet Order.
B 8l
Supplementary Provisions
(FefTH#AR)
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(Effective Date)
F—5% COERBE. AMOBMSHETT S, L. FEZERVENEDOREIL
UCICHMEIENEDOREIL. 2MOBEMORBELT—EZBALGVEERNICE L TH
STEOHSIENLHEITT S,
Article 1 This Act shall come into effect as from the date of promulgation.
However, the provisions of Chapters Il and IV as well as Article 4 of the Supplementary
Provisions shall come into effect from a day specified by a Cabinet Order within a period not
exceeding one year from the date of promulgation.

(AT H2FEBONEZEYICAEAERICITOE 5 -OICRELEFOERSF
)
(Development of the Legal System Necessary to Enable the Cabinet Secretariat to
Appropriately Perform the Headquarters-related Functions, and so forth)
FIE BE. ABICETAEHBONEZEYICARERICTHOEA-OITBE
TEFIDREE (NEREXREOREICEIYANBRERICEMBSEREX1L YT+t
VA—DEFEEET, ) TOMDBEEZETHIDET S,
Article 2 (1) The Government shall take necessary measures, such as the development of
a legal system (including the legislation of the National Information Security Center,
which is part of the Cabinet Secretariat, as determined by the Prime Minister) necessary to
enable the Cabinet Secretariat to appropriately fulfill Headquarters-related functions.

2 BUFIE. AIIEDBEZHET SICE-->TIEk. BEMMNEEZE T 5EZNEER
[CEVWTHEHZEO THEXIMREL LTEAT S L. BEHREERY FT—2
RIFEHHEFEAZE L -EDOITRHEDERV AT LAICHT SR ERTEBDOE
BRUSHAERIZH A N—tF2) T4 IZETEHIERICET SERNN OB RMBE L
DERRARBIDHELGEM R UTANARFOBEBEEO-OICBHELEH ERUVBHBRED
BEZICOVWTREZMA, TOHRERICEODVTRELGEEZET LI LDET S,
2 In taking the measures
prescribed under the preceding paragraph, the Government shall examine
legislative and financial measures necessary for: the fixed-termappointments of specialists as
staff members or researchers  in the Cabinet  Secretariat; the monitoring and analysis  of
malicious activities against the information systems of national governmental organs through
information and telecommunications networks or electro-magnetic storage
media; and the development of equipment andpersonnel systems required
for communication and coordination with relevant domestic and foreign organizations on
cybersecurity issues, and so forth, and shall take necessary measures based on the result of
these examinations.

(185
(Examination)
FEE BFE. EORESFERZFICSEHTAENEOFMEMIAEVICERVERD
ZEDHERICET FEE (FRTAFEEEETAS) E+OEFE-HICRET
ZRBFRERICHEETEIHAN—tXa ) TAICEHTLFZRTOMDBERERERY
7—0 RISTEHMEHREARZ B CLEFHERICH I HIFELGLEFDN G, BRER
BRURKIBOEBTH T, TORENELL., RIFETLEGEEICERAEEX
FREFEFBNCERLGEEZRIZTEINDET L5LDFLZHET SEHD—EDiE
LZEE5=-HDREIZDOVNT, BEVBERNOREFETILDET S,
Article 3 Regarding cybersecurity incidents equivalent to the emergencies
prescribed under Article 24, paragraph 1of the Law on the Peace and Independence
of Japanand Maintenance of the Nation and the People's Security in Armed Attack Situations
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etc. (Law No.79 of 2003), and other malicious activities against electronic computers through
information and communications networks or electro-magnetic storage
media, the Government shall examine, from a broad point of view, measures aimed at further
strengthening the capability of the defense of infrastructure, which is the basis of citizen's
living conditions and economic activities and the functional failure ordeterioration of which
would risk enormous impacts to them.

(BEFEHRBERY T — U HEMRERED—ERRIE)
(Partial Revision of the Basic Act on the Formation of an Advanced Information and
Telecommunications Network Society)
FOE SEBHREERY FT—JHESWHEREZD—HZEZROLSITHET 5,
FEZHAEKE-EP [FH] OFIC T (A N\—tEFa )T EKRKE (FRZ+TK
FEREANS) F-+AFE-BIHBITS3EHDOS>6YM/N\—tFa )T«
TEORRTEELGLODERDEEICEET S DZERL<,. ) 1| ZMA 5,
Article 4 TheBasic Act on the Formation of an Advanced Information and
Telecommunications Network Society shall be partially revised by inserting the following
afterthe "work™ in Article 26, paragraph 1:  "(excluding  those  functions related

to the promotion of the implementation of important cybersecurity-related measures
for thefunctions listed in Article 25, paragraph 1 of the Basic Acton Cybersecurity [Act
No.104 of 2014])”.
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7.EC

2013/0027 (COD) LEX 1683 PE-CONS 26/16 TELECOM 122
DATAPROTECT 64 CYBER 71 MI 460 CSC 189 CODEC 904,
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL CONCERNING MEASURES FOR A HIGH COMMON
LEVEL OF SECURITY OF NETWORK AND INFORMATION
SYSTEMS ACROSS THE UNION, Strasbourg, 6 July 2016

(http://data.consilium.europa.eu/doc/document/PE-26-2016-IN1T/en/pdf)

EUROPEAN UNION

THE EUROPEAN PARLIAMENT

THE COUNCIL

Strasbourg, 6 July
2016 (OR. en)

2013/0027 (COD) LEX 1683
PE-CONS 26/16

TELECOM 122
DATAPROTECT 64
CYBER 71

M1 460

CSC 189

CODEC 904

DIRECTIVE

OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL CONCERNING MEASURES
FOR A HIGH COMMON LEVEL OF
SECURITY OF NETWORK AND
INFORMATION SYSTEMS ACROSS
THE UNION

Directive (EU) 2016/... of the European Parliament and of the
Council of 6 July 2016

concerning measures for a high common level of security of
network and information systems across the Union
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THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular
Article 114 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committeel,

Acting in accordance with the ordinary legislative procedurez,

1 03¢ 271,19.9.2013, p. 133.

2 Position of the European Parliament of 13 March 2014 (not yet published in the

Official Journal) and position of the Council at first reading of 17 May 2016 (not yet
published in the Official Journal). Position of the European Parliament of 6 July
2016 (not yet published in the Official Journal).

Whereas:

(1) Network and information systems and services play a vital role in society. Their
reliability and security are essential to economic and societal activities, and in
particular to the functioning of the internal market.

(2) The magnitude, frequency and impact of security incidents are increasing, and
represent a major threat to the functioning of network and information systems.
Those systems may also become a target for deliberate harmful actions intended
to damage or interrupt the operation of the systems. Such incidents can impede
the pursuit of economic activities, generate substantial financial losses,
undermine user confidence and cause major damage to the economy of the
Union.

(3) Network and information systems, and primarily the internet, play an essential
role in facilitating the cross—border movement of goods, services and people.
Owing to that transnational nature, substantial disruptions of those systems,
whether intentional or unintentional and regardless of where they occur, can
affect individual Member States and the Union as a whole. The security of
network and information systems is therefore essential for the smooth functioning
of the internal market.

4) Building upon the significant progress within the European Forum of Member

States in fostering discussions and exchanges on good policy practices, including
the development of principles for European cyber-crisis cooperation, a
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(6)

(7)

Cooperation Group, composed of representatives of Member States, the
Commission, and the European Union Agency for Network and Information
Security (‘ENISA”), should be established to support and facilitate strategic
cooperation between the Member States regarding the security of network and
information systems. For that group to be effective and inclusive, it is essential
that all Member States have minimum capabilities and a strategy ensuring a high
level of security of network and information systems in their territory. In addition,
security and notification requirements should apply to operators of essential
services and to digital service providers to promote a culture of risk management
and ensure that the most serious incidents are reported.

The existing capabilities are not sufficient to ensure a high level of security of
network and information systems within the Union. Member States have very
different levels of preparedness, which has led to fragmented approaches across
the Union. This results in an unequal level of protection of consumers and
businesses, and undermines the overall level of security of network and
information systems within the Union. Lack of common requirements on
operators of essential services and digital service providers in turn makes it
impossible to set up a global and effective mechanism for cooperation at Union
level. Universities and research centres have a decisive role to play in spurring
research, development and innovation in those areas.

Responding effectively to the challenges of the security of network and
information systems therefore requires a global approach at Union level
covering common minimum capacity building and planning requirements,
exchange of information, cooperation and common security requirements for
operators of essential services and digital service providers. However, operators
of essential services and digital service providers are not precluded from
implementing security measures that are stricter than those provided for under
this Directive.

To cover all relevant incidents and risks, this Directive should apply to both
operators of essential services and digital service providers. However, the
obligations on operators of essential services and digital service providers should
not apply to undertakings providing public communication networks or publicly
available electronic communication services within the meaning of Directive

2002/21/EC of the European Parliament and of the Councill, which are subject to
the specific security and integrity requirements laid down in that Directive, nor
should they apply to trust service providers within the meaning of Regulation

(EU) No 910/2014 of the European Parliament and of the Councilz, which are
subject to the security requirements laid down in that Regulation.

Directive 2002/21/EC of the European Parliament and of the Council of 7 March
2002 on a common regulatory framework for electronic communications networks
and services (Framework Directive) (OJ L 108, 24.4.2002, p. 33).

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23
July 2014 on electronic identification and trust services for electronic transactions
in the internal market and repealing Directive 1999/93/EC (OJ L 257, 28.8.2014, p.
73).

109



(8)

©)

This Directive should be without prejudice to the possibility for each Member
State to take the necessary measures to ensure the protection of the essential
interests of its security, to safeguard public policy and public security, and to
allow for the investigation, detection and prosecution of criminal offences. In
accordance with Article 346 of the Treaty on the Functioning of the European
Union (TFEU), no Member State is to be obliged to supply information the
disclosure of which it considers to be contrary to the essential interests of

its security. In this context, Council Decision 2013/488/EU1 and non—
disclosure

agreements, or informal non—disclosure agreements such as the Traffic Light
Protocol, are of relevance.

Certain sectors of the economy are already regulated or may be regulated in the
future by sector—specific Union legal acts that include rules related to the security
of network and information systems. Whenever those Union legal acts contain
provisions imposing requirements concerning the security of network and
information systems or notifications of incidents, those provisions should apply if
they contain requirements which are at least equivalent in effect to the obligations
contained in this Directive. Member States should then apply the provisions of
such sector—specific Union legal acts, including those relating to jurisdiction, and
should not carry out the identification process for operators of essential services
as defined by this Directive. In this context, Member States should provide
information to the Commission on the application of such lex specialis provisions.
In determining whether the requirements on the security of network and
information systems and the notification of incidents contained in sector—specific
Union legal acts are equivalent to those contained in this Directive, regard should
only be had to the provisions of relevant Union legal acts and their application in
the Member States.

(10)

(11)

(12)

Council Decision 2013/488/EU of 23 September 2013 on the security rules for
protecting EU classified information (OJ L 274, 15.10.2013, p. 1).

In the water transport sector, security requirements for companies, ships, port
facilities, ports and vessel traffic services under Union legal acts cover all
operations, including radio and telecommunication systems, computer systems and
networks. Part of the mandatory procedures to be followed includes the reporting
of all incidents and should therefore be considered as lex specialis, in so far as
those requirements are at least equivalent to the corresponding provisions of this
Directive.

When identifying operators in the water transport sector, Member States should
take into account existing and future international codes and guidelines
developed in particular by the International Maritime Organisation, with a view
to providing individual maritime operators with a coherent approach.

Regulation and supervision in the sectors of banking and financial market
infrastructures is highly harmonised at Union level, through the use of primary
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(13)

(14)

and secondary Union law and standards developed together with the European
supervisory authorities. Within the banking union, the application and the
supervision of those requirements are ensured by the single supervisory
mechanism. For Member States that are not part of the banking union, this is
ensured by the relevant banking regulators of Member States. In other areas of
financial sector regulation, the European System of Financial Supervision also
ensures a high degree of commonality and convergence in supervisory practices.
The European Securities Markets Authority also plays a direct supervision role for
certain entities, namely credit-rating agencies and trade repositories.

Operational risk is a crucial part of prudential regulation and supervision in the
sectors of banking and financial market infrastructures. It covers all operations
including the security, integrity and resilience of network and information systems.
The requirements in respect of those systems, which often exceed the requirements
provided for under this Directive, are set out in a number of Union legal acts,
including: rules on access to the activity of credit institutions and the prudential
supervision of credit institutions and investment firms, and rules on prudential
requirements for credit institutions and investment firms, which include
requirements concerning operational risk; rules on markets in financial
instruments, which include requirements concerning risk assessment for
investment firms and for regulated markets; rules on OTC derivatives, central
counterparties and trade repositories, which include requirements concerning
operational risk for central counterparties and trade repositories; and rules on
improving securities settlement in the Union and on central securities depositories,
which include requirements concerning operational risk. Furthermore,
requirements for notification of incidents are part of normal supervisory practice in
the financial sector and are often included in supervisory manuals.
Member States should consider those rules and requirements in their
application of lex specialis.

As noted by the European Central Bank in its opinion of 25 July 20141, this
Directive does not affect the regime under Union law for the Eurosystem’s
oversight of payment and settlement systems. It would be appropriate for the
authorities responsible for such oversight to exchange experiences on matters
concerning security of network and information systems with the competent
authorities under this Directive. The same consideration applies to non—euro area
members of the European System of Central Banks exercising such oversight of
payment and settlement systems on the basis of national laws and regulations.

1 aic 352, 7.10.2014, p. 4.

(15)

An online marketplace allows consumers and traders to conclude online sales or
service contracts with traders, and is the final destination for the conclusion of
those contracts. It should not cover online services that serve only as an
intermediary to third—party services through which a contract can ultimately be
concluded. It should therefore not cover online services that compare the price of
particular products or services from different traders, and then redirect the user to
the preferred trader to purchase the product. Computing services provided by the
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(17)

(18)

(19)

online marketplace may include processing of transactions, aggregations of data
or profiling of users. Application stores, which operate as online stores enabling
the digital distribution of applications or software programmes from third parties,
are to be understood as being a type of online marketplace.

An online search engine allows the user to perform searches of, in principle, all
websites on the basis of a query on any subject. It may alternatively be focused on
websites in a particular language. The definition of an online search engine
provided in this Directive should not cover search functions that are limited to the
content of a specific website, irrespective of whether the search function is
provided by an external search engine. Neither should it cover online services that
compare the price of particular products or services from different traders, and
then redirect the user to the preferred trader to purchase the product.

Cloud computing services span a wide range of activities that can be delivered
according to different models. For the purposes of this Directive, the term ‘cloud
computing services’ covers services that allow access to a scalable and elastic pool
of shareable computing resources. Those computing resources include resources
such as networks, servers or other infrastructure, storage, applications and services.
The term ‘scalable’ refers to computing resources that are flexibly allocated by the
cloud service provider, irrespective of the geographical location of the resources,
in order to handle fluctuations in demand. The term ‘elastic pool’ is used to
describe those computing resources that are provisioned and released according to
demand in order to rapidly increase and decrease resources available depending on
workload. The term ‘shareable’ is used to describe those computing resources that
are provided to multiple users who share a common access to the service, but
where the processing is carried out separately for each user, although the service is
provided from the same electronic equipment.

The function of an internet exchange point (IXP) is to interconnect networks. An
IXP does not provide network access or act as a transit provider or carrier. Nor
does an IXP provide other services unrelated to interconnection, although this does
not preclude an IXP operator from providing unrelated services. An IXP exists to
interconnect networks that are technically and organisationally separate. The term
‘autonomous system’ is used to describe a technically stand—alone network.

Member States should be responsible for determining which entities meet the
criteria of the definition of operator of essential services. In order to ensure a
consistent approach, the definition of operator of essential services should be
coherently applied by all
Member States. To that end, this Directive provides for the assessment of the
entities active in specific sectors and subsectors, the establishment of a list of
essential services, the consideration of a common list of cross—sectoral
factors to determine whether a potential incident would have a significant
disruptive effect, a consultation process involving relevant Member States in
the case of entities providing services in more than one

Member State, and the support of the Cooperation Group in the identification
process. In order to ensure that possible changes in the market are accurately
reflected, the list of identified operators should be reviewed regularly by
Member States and updated when necessary. Finally, Member States should
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submit to the Commission the information necessary to assess the extent to
which this common methodology has allowed a consistent application of the
definition by Member States.

In the process of identification of operators of essential services, Member States
should assess, at least for each subsector referred to in this Directive, which
services have to be considered as essential for the maintenance of critical societal
and economic activities, and whether the entities listed in the sectors and
subsectors referred to in this Directive and providing those services meet the
criteria for the identification of operators. When assessing whether an entity
provides a service which is essential for the maintenance of critical societal or
economic activities, it is sufficient to examine whether that entity provides a
service that is included in the list of essential services. Furthermore, it should be
demonstrated that provision of the essential service is dependent on network and
information systems. Finally, when assessing whether an incident would have a
significant disruptive effect on the provision of the service, Member States should
take into account a number of cross—sectoral factors, as well as, where appropriate,
sector—specific factors.

For the purposes of identifying operators of essential services,
establishment in a Member State implies the effective and real exercise of
activity through stable arrangements. The legal form of such arrangements,
whether through a branch or a subsidiary possessing legal personality, is
not the determining factor in this respect.

It is possible that entities operating in the sectors and subsectors referred to in this
Directive provide both essential and non—essential services. For example, in the
air transport sector, airports provide services which might be considered by a
Member State to be essential, such as the management of the runways, but also a
number of services which might be considered as non—essential, such as the
provision of shopping areas. Operators of essential services should be subject to
the specific security requirements only with respect to those services which are
deemed to be essential. For the purpose of identifying operators, Member States
should therefore establish a list of the services which are considered as essential.

The list of services should contain all services provided in the territory of a
given Member State that fulfil the requirements under this Directive. Member
States should be able to supplement the existing list by including new services.
The list of services should serve as a reference point for Member States,
allowing for identification of operators of essential services. Its purpose is to
identify the types of essential services in any given sector referred to in this
Directive, thus distinguishing them from non—essential activities for which an
entity active in any given sector might be responsible. The list of services
established by each Member State would serve as further input in the
assessment of the regulatory practice of each Member State with a view to
ensuring the overall level of consistency of the identification process amongst
Member States.

For the purposes of the identification process, where an entity provides an
essential service in two or more Member States, those Member States should
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engage in bilateral or multilateral discussions with each other. This consultation
process is intended to help them to assess the critical nature of the operator in
terms of cross—border impact, thereby allowing each Member State involved to
present its views regarding the risks associated with the services provided. The
Member States concerned should take into account each other’s views in this
process, and should be able to request the assistance of the Cooperation Group in
this regard.

As a result of the identification process, Member States should adopt national
measures to determine which entities are subject to obligations regarding the
security of network and information systems. This result could be achieved by
adopting a list enumerating all operators of essential services or by adopting
national measures including objective quantifiable criteria, such as the output of
the operator or the number of users, which make it possible to determine which
entities are subject to obligations regarding the security of network and
information systems. The national measures, whether already existing or adopted
in the context of this Directive, should include all legal measures, administrative
measures and policies allowing for the identification of operators of essential
services under this Directive.

In order to give an indication of the importance, in relation to the sector
concerned, of the identified operators of essential services, Member States
should take into account the number and the size of those operators, for example
in terms of market share or of the quantity produced or carried, without being
obliged to divulge information which would reveal which operators have been
identified.

In order to determine whether an incident would have a significant disruptive
effect on the provision of an essential service, Member States should take into
account a number of different factors, such as the number of users relying on that
service for private or professional purposes. The use of that service can be direct,
indirect or by intermediation. When assessing the impact that an incident could
have, in terms of its degree and duration, on economic and societal activities or
public safety, Member States should also assess the time likely to elapse before
the discontinuity would start to have a negative impact.

In addition to the cross—sectoral factors, sector—specific factors should also be
considered in order to determine whether an incident would have a significant
disruptive effect on the provision of an essential service. With regard to energy
suppliers, such factors could include the volume or proportion of national power
generated; for oil suppliers, the volume per day; for air transport, including
airports and air carriers, rail transport and maritime ports, the proportion of
national traffic volume and the number of passengers or cargo operations per year;
for banking or financial market infrastructures, their systemic importance based on
total assets or the ratio of those total assets to GDP; for the health sector, the
number of patients under the provider’s care per year; for water production,
processing and supply, the volume and number and types of users supplied,
including, for example, hospitals, public service organisations, or individuals, and
the existence of alternative sources of water to cover the same geographical area.
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To achieve and maintain a high level of security of network and information
systems, each Member State should have a national strategy on the security of
network and information systems defining the strategic objectives and concrete
policy actions to be implemented.

In view of the differences in national governance structures and in order to
safeguard already existing sectoral arrangements or Union supervisory and
regulatory bodies, and to avoid duplication, Member States should be able to
designate more than one national competent authority responsible for fulfilling the
tasks linked to the security of the network and information systems of operators of
essential services and digital service providers under this Directive.

In order to facilitate cross—border cooperation and communication and to enable
this Directive to be implemented effectively, it is necessary for each Member
State, without prejudice to sectoral regulatory arrangements, to designate a
national single point of contact responsible for coordinating issues related to the
security of network and information systems and cross—border cooperation at
Union level. Competent authorities and single points of contact should have the
adequate technical, financial and human resources to ensure that they can carry out
the tasks assigned to them in an effective and efficient manner and thus achieve
the objectives of this Directive. As this Directive aims to improve the functioning
of the internal market by creating trust and confidence,

Member State bodies need to be able to cooperate effectively with economic

actors and to be structured accordingly.

Competent authorities or the computer security incident response teams
(‘CSIRTs’) should receive notifications of incidents. The single points of contact
should not receive directly any notifications of incidents unless they also act as a
competent authority or a CSIRT. A competent authority or a CSIRT should
however be able to task the single point of contact with forwarding incident
notifications to the single points of contact of other affected Member States.

To ensure the effective provision of information to the Member States and to the
Commission, a summary report should be submitted by the single point of
contact to the Cooperation Group, and should be anonymised in order to
preserve the confidentiality of the notifications and the identity of operators of
essential services and digital service providers, as information on the identity of
the notifying entities is not required for the exchange of best practice in the
Cooperation Group. The summary report should include information on the
number of notifications received, as well as an indication of the nature of the
notified incidents, such as the types of security breaches, their seriousness or
their duration.

Member States should be adequately equipped, in terms of both technical and
organisational capabilities, to prevent, detect, respond to and mitigate network and
information system incidents and risks. Member States should therefore ensure
that they have well-functioning CSIRTSs, also known as computer emergency
response teams (‘CERTSs’), complying with essential requirements to guarantee
effective and compatible capabilities to deal with incidents and risks and ensure
efficient cooperation at Union level. In order for all types of operators of essential
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services and digital service providers to benefit from such capabilities and
cooperation, Member States should ensure that all types are covered by a
designated CSIRT. Given the importance of international cooperation on
cybersecurity, CSIRTs should be able to participate in international cooperation
networks in addition to the CSIRTs network established by this Directive.

As most network and information systems are privately operated, cooperation
between the public and private sectors is essential. Operators of essential services
and digital service providers should be encouraged to pursue their own informal
cooperation mechanisms to ensure the security of network and information
systems. The Cooperation Group should be able to invite relevant stakeholders to
the discussions where appropriate. To encourage effectively the sharing of
information and of best practice, it is essential to ensure that operators of essential
services and digital service providers who participate in such exchanges are not
disadvantaged as a result of their cooperation.

ENISA should assist the Member States and the Commission by providing
expertise and advice and by facilitating the exchange of best practice. In
particular, in the application of this Directive, the Commission should, and
Member States should be able to, consult ENISA. To build capacity and
knowledge among Member States, the Cooperation Group should also serve as an
instrument for the exchange of best practice, discussion of capabilities and
preparedness of the Member States and, on a voluntary basis, to assist its
members in evaluating national strategies on the security of network and
information systems, building capacity and evaluating exercises relating to the
security of network and information systems.

Where appropriate, Member States should be able to use or adapt existing
organisational structures or strategies when applying this Directive.

The respective tasks of the Cooperation Group and of ENISA are interdependent
and complementary. In general, ENISA should assist the Cooperation Group in the
execution of its tasks, in line with the objective of ENISA set out in Regulation

(EU) No 526/2013 of the European Parliament and the Councill, namely to assist
the Union institutions, bodies, offices and agencies and the Member States in
implementing the policies necessary to meet the legal and regulatory requirements
of network and information system security under existing and future legal acts of
the Union. In particular, ENISA should provide assistance
in those areas that correspond to its own tasks, as set out in Regulation (EU) No
526/2013, namely analysing network and information system security
strategies, supporting the organisation and running of Union exercises
relating to the security of network and information systems, and exchanging
information and best practice on awareness—raising and training. ENISA
should also be involved in the development of guidelines for
sector-specific criteria for determining the significance of the impact of an
incident.

In order to promote advanced security of network and information systems, the
Cooperation Group should, where appropriate, cooperate with relevant Union
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institutions, bodies, offices and agencies, to exchange know-how and best
practice, and to provide advice on security aspects of network and information
systems that might have an impact on their work, while respecting existing
arrangements for the exchange of restricted information. In cooperating with law
enforcement authorities regarding the security aspects of network and information
systems that might have an impact on their work, the Cooperation Group should
respect existing channels of information and established networks.

(40)

(41)

(42)

(43)

Regulation (EU) No 526/2013 of the European Parliament and the Council of 21
May 2013 concerning the European Union Agency for Network and Information
Security (ENISA) and repealing Regulation (EC) No 460/2004 (OJ L 165,
18.6.2013, p. 41).

Information about incidents is increasingly valuable to the general public and
businesses, particularly small and medium-sized enterprises. In some cases, such
information is already provided via websites at the national level, in the language
of a specific country and focusing mainly on incidents and occurrences with a
national dimension. Given that businesses increasingly operate across borders and
citizens use online services, information on incidents should be provided in an
aggregated form at Union level. The secretariat of the CSIRTs network is
encouraged to maintain a website or to host a dedicated page on an existing
website, where general information on major incidents that have occurred across
the Union is made available to the general public, with a specific focus on the
interests and needs of businesses. CSIRTSs participating in the CSIRTs network are
encouraged to provide on a voluntary basis the information to be published on that
website, without including confidential or sensitive information.

Where information is considered to be confidential in accordance with Union and
national rules on business confidentiality, such confidentiality should be ensured
when carrying out the activities and fulfilling the objectives set by this Directive.

Exercises which simulate real-time incident scenarios are essential for

testing Member States’ preparedness and cooperation regarding the security

of network and

information systems. The CyberEurope cycle of exercises coordinated by ENISA

with the participation of the Member States is a useful tool for testing and
drawing up recommendations on how incident-handling at Union level should
improve over time. Considering that the Member States are not currently
under any obligation to either plan or participate in exercises, the creation of
the CSIRTs network under this Directive should enable Member States to
participate in exercises on the basis of accurate planning and strategic
choices. The Cooperation Group set up under this Directive should discuss
the strategic decisions regarding exercises, in particular but not exclusively as
regards the regularity of the exercises and the design of the scenarios. ENISA
should, in accordance with its mandate, support the organisation and running
of Union—-wide exercises by providing its expertise and advice to the
Cooperation Group and the CSIRTs network.

Given the global nature of security problems affecting network and information
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systems, there is a need for closer international cooperation to improve security
standards and information exchange, and to promote a common global approach
to security issues.

Responsibilities in ensuring the security of network and information systems lie,
to a great extent, with operators of essential services and digital service providers.
A culture of risk management, involving risk assessment and the implementation
of security measures appropriate to the risks faced, should be promoted and
developed through appropriate regulatory requirements and voluntary industry
practices. Establishing a trustworthy level playing—field is also essential to the
effective functioning of the Cooperation Group and the CSIRTs network, to
ensure effective cooperation from all Member States.

This Directive applies only to those public administrations which are
identified as operators of essential services. Therefore, it is the
responsibility of Member States to ensure the security of network and
information systems of public administrations not falling within the scope of
this Directive.

Risk—management measures include measures to identify any risks of incidents, to
prevent, detect and handle incidents and to mitigate their impact. The security of
network and information systems comprises the security of stored, transmitted and
processed data.

Competent authorities should retain the ability to adopt national guidelines
concerning the circumstances in which operators of essential services are
required to notify incidents.

Many businesses in the Union rely on digital service providers for the provision of
their services. As some digital services could be an important resource for their
users, including operators of essential services, and as such users might not always
have alternatives available, this Directive should also apply to providers of such
services. The security, continuity and reliability of the type of digital services
referred to in this Directive are of the essence for the smooth functioning of many
businesses. A disruption of such a digital service could prevent the provision of
other services which rely on it and could thus have an impact on key economic
and societal activities in the Union. Such digital services might therefore be of
crucial importance for the smooth functioning of businesses that depend on them
and, moreover, for the participation of such businesses in the internal market and
cross—border trade across the Union. Those digital service providers that are
subject to this Directive are those that are considered to offer digital services on
which many businesses in the Union increasingly rely.

Digital service providers should ensure a level of security commensurate with the
degree of risk posed to the security of the digital services they provide, given the
importance of their services to the operations of other businesses within the Union.
In practice, the degree of risk for operators of essential services, which are often
essential for the maintenance of critical societal and economic activities, is higher
than for digital service providers. Therefore, the security requirements for digital
service providers should be lighter. Digital service providers should remain free to
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take measures they consider appropriate to manage the risks posed to the security
of their network and information systems. Because of their cross—border nature,
digital service providers should be subject to a more harmonised approach at
Union level. Implementing acts should facilitate the specification and
implementation of such measures.

While hardware manufacturers and software developers are not operators of
essential services, nor are they digital service providers, their products enhance
the security of network and information systems. Therefore, they play an
important role in enabling operators of essential services and digital service
providers to secure their network and information systems. Such hardware and
software products are already subject to existing rules on product liability.

Technical and organisational measures imposed on operators of essential
services and digital service providers should not require a particular
commercial information and communications technology product to be
designed, developed or manufactured in a particular manner.

Operators of essential services and digital service providers should ensure the
security of the network and information systems which they use. These are
primarily private network and information systems managed by their internal 1T
staff or the security of which has been outsourced. The security and notification
requirements should apply to the relevant operators of essential services and
digital service providers regardless of whether they perform the maintenance of
their network and information systems internally or outsource it.

To avoid imposing a disproportionate financial and administrative burden on
operators of essential services and digital service providers, the requirements
should be proportionate to the risk presented by the network and information
system concerned, taking into account the state of the art of such measures. In the
case of digital service providers, those requirements should not apply to micro—
and small enterprises.

Where public administrations in Member States use services offered by
digital service providers, in particular cloud computing services, they might
wish to require from the providers of such services additional security
measures beyond what digital service providers would normally offer in
compliance with the requirements of this Directive. They should be able to do
so by means of contractual obligations.

The definitions of online marketplaces, online search engines and cloud
computing services in this Directive are for the specific purpose of this
Directive, and without prejudice to any other instruments.

This Directive should not preclude Member States from adopting national
measures requiring public—sector bodies to ensure specific security requirements
when they contract cloud computing services. Any such national measures should
apply to the public—sector body concerned and not to the cloud computing service
provider.
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Given the fundamental differences between operators of essential services, in
particular their direct link with physical infrastructure, and digital service
providers, in particular their cross—border nature, this Directive should take a
differentiated approach with respect to the level of harmonisation in relation to
those two groups of entities. For operators of essential services, Member States
should be able to identify the relevant operators and impose stricter requirements
than those laid down in this Directive. Member States should not identify digital
service providers, as this Directive should apply to all digital service providers
within its scope. In addition, this Directive and the implementing acts adopted
under it should ensure a high level of harmonisation for digital service providers
with respect to security and notification requirements. This should enable digital
service providers to be treated in a uniform way across the Union, in a manner
proportionate to their nature and the degree of risk which they might face.

This Directive should not preclude Member States from imposing security and
notification requirements on entities that are not digital service providers within
the scope of this Directive, without prejudice to Member States’ obligations under
Union law.

Competent authorities should pay due attention to preserving informal and trusted
channels of information—sharing. Publicity of incidents reported to the competent
authorities should duly balance the interest of the public in being informed about
threats against possible reputational and commercial damage for the operators of
essential services and digital service providers reporting incidents. In the
implementation of the notification obligations, competent authorities and the
CSIRTs should pay particular attention to the need to keep information about
product vulnerabilities strictly confidential, prior to the release of appropriate
security fixes.

Digital service providers should be subject to light-touch and reactive ex post
supervisory activities justified by the nature of their services and operations. The
competent authority concerned should therefore only take action when provided
with evidence, for example by the digital service provider itself, by another
competent authority, including a competent authority of another Member State, or
by a user of the service, that a digital service provider is not complying with the
requirements of this Directive, in particular following the occurrence of an
incident. The competent authority should therefore have no general obligation to
supervise digital service providers.

Competent authorities should have the necessary means to perform their duties,
including powers to obtain sufficient information in order to assess the level of
security of network and information systems.

Incidents may be the result of criminal activities the prevention, investigation
and prosecution of which is supported by coordination and cooperation between
operators of essential services, digital service providers, competent authorities
and law enforcement authorities. Where it is suspected that an incident is related
to serious criminal activities under Union or national law, Member States
should encourage operators of essential services and digital service providers to
report incidents of a suspected serious criminal nature to the relevant law
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enforcement authorities. Where appropriate, it is desirable that coordination
between competent authorities and law enforcement authorities of different
Member States be facilitated by the European Cybercrime Centre (EC3) and
ENISA.

Personal data are in many cases compromised as a result of incidents. In this
context, competent authorities and data protection authorities should
cooperate and exchange information on all relevant matters to tackle any
personal data breaches resulting from incidents.

Jurisdiction in respect of digital service providers should be attributed to the
Member State in which the digital service provider concerned has its main
establishment in the Union, which in principle corresponds to the place where the
provider has its head office in the Union. Establishment implies the effective and
real exercise of activity through stable arrangements. The legal form of such
arrangements, whether through a branch or a subsidiary with a legal personality, is
not the determining factor in this respect. This criterion should not depend on
whether the network and information systems are physically located in a given
place; the presence and use of such systems do not, in themselves, constitute such
main establishment and are therefore not criteria for determining the main
establishment.

Where a digital service provider not established in the Union offers services within
the Union, it should designate a representative. In order to determine whether such
a digital service provider is offering services within the Union, it should be
ascertained whether it is apparent that the digital service provider is planning to
offer services to persons in one or more Member States. The mere accessibility in
the Union of the digital service provider’s or an intermediary’s website or of an
email address and of other contact details, or the use of a language generally used
in the third country where the digital service provider is established, is insufficient
to ascertain such an intention. However, factors such as the use of a language or a
currency generally used in one or more Member States with the possibility of
ordering services in that other language, or the mentioning of customers or users
who are in the Union, may make it apparent that the digital service provider is
planning to offer services within the Union. The representative should act on
behalf of the digital service provider and it should be possible for competent
authorities or the CSIRTS to contact the representative. The representative should
be explicitly designated by a written mandate of the digital service provider to act
on the latter’s behalf with regard to the latter’s obligations under this Directive,
including incident reporting.

Standardisation of security requirements is a market—driven process. To ensure a
convergent application of security standards, Member States should encourage
compliance or conformity with specified standards so as to ensure a high level of
security of network and information systems at Union level. ENISA should assist
Member States through advice and guidelines. To this end, it might be helpful to
draft harmonised standards, which should be done in accordance with Regulation
(EU) No 1025/2012 of the

European Parliament and of the Council®.
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Entities falling outside the scope of this Directive may experience incidents
having a significant impact on the services they provide. Where those entities
consider that it is in the public interest to notify the occurrence of such incidents,
they should be able to do so on a voluntary basis. Such notifications should be
processed by the competent authority or the CSIRT where such processing does
not constitute a disproportionate or undue burden on the Member States
concerned.

1 Regulation (EU) No 1025/2012 of the European Parliament and of the Council of
25 October 2012 on European standardisation, amending Council Directives

(68)

(69)

89/686/EEC and 93/15/EEC and Directives 94/9/EC, 94/25/EC, 95/16/EC,
97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and 2009/105/EC of
the European Parliament and of the Council and repealing Council Decision
87/95/EEC and Decision No 1673/2006/EC of the European Parliament and of the
Council (OJ L 316, 14.11.2012, p. 12).

In order to ensure uniform conditions for the implementation of this Directive,
implementing powers should be conferred on the Commission to lay down the
procedural arrangements necessary for the functioning of the Cooperation Group
and the security and notification requirements applicable to digital service
providers. Those powers should be exercised in accordance with Regulation (EU)
No 182/2011 of the European Parliament

and of the Councill. When adopting implementing acts related to the
procedural

arrangements necessary for the functioning of the Cooperation Group, the
Commission should take the utmost account of the opinion of ENISA.

When adopting implementing acts on the security requirements for digital service
providers, the Commission should take the utmost account of the opinion of
ENISA and should consult interested stakeholders. Moreover, the Commission is
encouraged to take into account the following examples: as regards security of
systems and facilities: physical and environmental security, security of supplies,
access control to network and information systems and integrity of network and
information systems; as regards incident handling: incident-handling procedures,
incident detection capability, incident reporting and communication; as regards
business continuity management: service continuity strategy and contingency
plans, disaster recovery capabilities; and as regards monitoring, auditing and
testing: monitoring and logging policies, exercise contingency plans, network and
information systems testing, security assessments and compliance monitoring.
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1 Regulation (EU) No 182/2011 of the European Parliament and of the Council of
16 February 2011 laying down the rules and general principles concerning
mechanisms for control by Member States of the Commission’s exercise of
implementing powers (OJ L 55, 28.2.2011, p. 13).

(70) In the implementation of this Directive, the Commission should liaise as
appropriate with relevant sectoral committees and relevant bodies set up at Union
level in the fields covered by this Directive.

(71) The Commission should periodically review this Directive, in consultation with
interested stakeholders, in particular with a view to determining the need for
modification in the light of changes to societal, political, technological or market
conditions.

(72) The sharing of information on risks and incidents within the Cooperation Group
and the CSIRTs network and the compliance with the requirements to notify
incidents to the national competent authorities or the CSIRTs might require
processing of personal data. Such processing should comply with Directive

95/46/EC of the European Parliament and the Council1 and Regulation (EC) No

45/2001 of the European Parliament and of the Councilz. In the application of
this Directive, Regulation (EC) No 1049/2001 of the European Parliament and

of the Council3 should apply as appropriate.

(73) The European Data Protection Supervisor was consulted in accordance with
Article 28(2) of Regulation (EC) No 45/2001 and delivered an opinion on 14
June 2013,

! Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (OJ L 281, 23.11.1995, p. 31).
2 Regulation (EC) No 45/2001 of the European Parliament and of the Council of
18 December 2000 on the protection of individuals with regard to the processing of
personal data by the Community institutions and bodies and on the free movement of
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such data
(OJ L8, 12.1.2001, p. 1).
3 Regulation (EC) No 1049/2001 of the European Parliament and of the Council
of 30 May 2001 regarding public access to European Parliament, Council and
Commission documents (OJ L 145, 31.5.2001, p. 43).

4 0JC 32,4.2.2014, p. 19.

(74) Since the objective of this Directive, namely to achieve a high common level of
security of network and information systems in the Union, cannot be sufficiently
achieved by the Member States but can rather, by reason of the effects of the
action, be better achieved at Union level, the Union may adopt measures, in
accordance with the principle of subsidiarity as set out in Article 5 of the Treaty on
European Union. In accordance with the principle of proportionality as set out in
that Article, this Directive does not go beyond what is necessary in order to
achieve that objective.

(75) This Directive respects the fundamental rights, and observes the principles,
recognised by the Charter of Fundamental Rights of the European Union, in
particular the right to respect for private life and communications, the protection of
personal data, the freedom to conduct a business, the right to property, the right to
an effective remedy before a court and the right to be heard. This Directive should
be implemented in accordance with those rights and principles,

HAVE ADOPTED THIS DIRECTIVE:
CHAPTER | GENERAL PROVISIONS
Article 1

Subject matter and scope

1. This Directive lays down measures with a view to achieving a high
common level of security of network and information systems within the
Union so as to improve the functioning of the internal market.

2. To that end, this Directive:

(@ lays down obligations for all Member States to adopt a national
strategy on the security of network and information systems;

(b) creates a Cooperation Group in order to support and facilitate strategic
cooperation and the exchange of information among Member States and
to develop trust and confidence amongst them;

(c) creates a computer security incident response teams network (‘CSIRTs
network”) in order to contribute to the development of trust and confidence
between

Member States and to promote swift and effective operational cooperation;
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(d) establishes security and notification requirements for operators of essential
services and for digital service providers;

(e) lays down obligations for Member States to designate national competent
authorities, single points of contact and CSIRTs with tasks related to the
security of network and information systems.

The security and notification requirements provided for in this Directive shall not
apply to undertakings which are subject to the requirements of Articles 13a and
13b of
Directive 2002/21/EC, or to trust service providers which are subject to the
requirements of Article 19 of Regulation (EU) No 910/2014.

This Directive applies without prejudice to Council Directive 2008/114/EC? and

Directives 2011/93/EU2 and 2013/4O/EU3 of the European Parliament and of
the Council.

Without prejudice to Article 346 TFEU, information that is confidential pursuant
to Union and national rules, such as rules on business confidentiality, shall be
exchanged with the Commission and other relevant authorities only where such
exchange is necessary for the application of this Directive. The information
exchanged shall be limited to that which is relevant and proportionate to the
purpose of such exchange. Such exchange of information shall preserve the
confidentiality of that information and protect the security and commercial
interests of operators of essential services and digital service providers.

Council Directive 2008/114/EC of 8 December 2008 on the identification and
designation of European critical infrastructures and the assessment of the need to
improve their protection (OJ L 345, 23.12.2008, p. 75).

Directive 2011/93/EU of the European Parliament and of the Council of 13

December 2011 on combating the sexual abuse and sexual exploitation of children

and child pornography, and replacing Council Framework Decision 2004/68/JHA

(OJ L335,17.12.2011, p. 1).

Directive 2013/40/EU of the European Parliament and of the Council of 12 August

2013 on attacks against information systems and replacing Council Framework

Decision 2005/222/JHA (OJ L 218, 14.8.2013, p. 8).

This Directive is without prejudice to the actions taken by Member States to
safeguard their essential State functions, in particular to safeguard national
security, including actions protecting information the disclosure of which Member
States consider contrary to the essential interests of their security, and to maintain
law and order, in particular to allow for the investigation, detection and
prosecution of criminal offences.

Where a sector—specific Union legal act requires operators of essential services or
digital service providers either to ensure the security of their network and
information systems or to notify incidents, provided that such requirements are at
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least equivalent in effect to the obligations laid down in this Directive, those
provisions of that sector—specific Union legal act shall apply.

Article 2 Processing of personal data

1.

Processing of personal data pursuant to this Directive shall be carried out in
accordance with Directive 95/46/EC.

Processing of personal data by Union institutions and bodies pursuant to this
Directive shall be carried out in accordance with Regulation (EC) No
45/2001.

Article 3 Minimum harmonisation

Without prejudice to Article 16(10) and to their obligations under Union law, Member States
may adopt or maintain provisions with a view to achieving a higher level of security of
network and information systems.

Article 4. Defnitions

For the purposes of this Directive, the following definitions apply:

(1)

@)

(3)

(4)

()

‘network and information system’ means:

(@ an electronic communications network within the meaning of point (a) of
Article 2 of Directive 2002/21/EC,;

(b) any device or group of inter—connected or related devices, one or more
of which, pursuant to a program, perform automatic processing of
digital data; or

(c) digital data stored, processed, retrieved or transmitted by elements
covered under points (a) and (b) for the purposes of their operation, use,
protection and maintenance;

‘security of network and information systems’ means the ability of network and
information systems to resist, at a given level of confidence, any action that
compromises the availability, authenticity, integrity or confidentiality of stored
or transmitted or processed data or the related services offered by, or accessible
via, those network and information systems;

‘national strategy on the security of network and information systems’ means a
framework providing strategic objectives and priorities on the security of network
and information systems at national level,

‘operator of essential services’ means a public or private entity of a type
referred to in Annex Il, which meets the criteria laid down in Article 5(2);

‘digital service’ means a service within the meaning of point (b) of Article 1(1)
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of Directive (EU) 2015/1535 of the European Parliament and of the Councill
which is of a type listed in Annex IlI;

(6) ‘digital service provider’ means any legal person that provides a digital service;
(7) ‘incident” means any event having an actual adverse effect on the security of
network and information systems;

(8) ‘incident handling’ means all procedures supporting the detection,
analysis and containment of an incident and the response thereto;

Directive (EU) 2015/1535 of the European Parliament and of the Council of
9 September 2015 laying down a procedure for the provision of information in the
field of technical regulations and of rules on Information Society services (OJ L
241, 17.9.2015, p. 1).

9) ‘risk” means any reasonably identifiable circumstance or event having a potential
adverse effect on the security of network and information systems;

(10) ‘representative’ means any natural or legal person established in the Union
explicitly designated to act on behalf of a digital service provider not established
in the Union, which may be addressed by a national competent authority or a
CSIRT instead of the digital service provider with regard to the obligations of that
digital service provider under this Directive;

(11) ‘standard’ means a standard within the meaning of point (1) of Article 2 of
Regulation (EU) No 1025/2012;

(12) ‘specification” means a technical specification within the meaning of point (4) of
Article 2 of Regulation (EU) No 1025/2012;

(13) ‘internet exchange point (IXP)’ means a network facility which enables the
interconnection of more than two independent autonomous systems, primarily for
the purpose of facilitating the exchange of internet traffic; an IXP provides
interconnection only for autonomous systems; an IXP does not require the internet
traffic passing between any pair of participating autonomous systems to pass
through any third autonomous system, nor does it alter or otherwise interfere with
such traffic;

(14) ‘domain name system (DNS)’ means a hierarchical distributed naming system in a
network which refers queries for domain names;

(15) ‘DNS service provider’ means an entity which provides DNS services on the
internet;

(16) ‘top—level domain name registry’ means an entity which administers and
operates the registration of internet domain names under a specific top—level
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domain (TLD);

17 ‘online marketplace’ means a digital service that allows consumers and/or traders
as respectively defined in point (a) and in point (b) of Article 4(1) of Directive

2013/11/EU of the European Parliament and of the Council® to conclude online
sales or service contracts with traders either on the online marketplace’s website or
on a trader’s website that uses computing services provided by the online
marketplace;

(18) ‘online search engine’ means a digital service that allows users to perform
searches of, in principle, all websites or websites in a particular language on the
basis of a query on any subject in the form of a keyword, phrase or other input,
and returns links in which information related to the requested content can be
found;

(19) ‘cloud computing service’ means a digital service that enables access to a
scalable and elastic pool of shareable computing resources.

Article 5
Identification of operators of essential services

1. By ... [27 months after the date of entry into force of this Directive], for each
sector and subsector referred to in Annex Il, Member States shall identify the
operators of essential services with an establishment on their territory.

1 Directive 2013/11/EU of the European Parliament and of the Council of 21 May
2013 on alternative dispute resolution for consumer disputes and amending
Regulation (EC)

No 2006/2004 and Directive 2009/22/EC (Directive on consumer ADR) (OJ L 165,
18.6.2013, p. 63).
2. The criteria for the identification of the operators of essential services, as

referred to in point (4) of Article 4, shall be as follows:

(@) anentity provides a service which is essential for the maintenance of critical
societal and/or economic activities;

(b) the provision of that service depends on network and information systems;
and

(¢) an incident would have significant disruptive effects on the provision of that
service.

3. For the purposes of paragraph 1, each Member State shall establish a list of the

services referred to in point (a) of paragraph 2.
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For the purposes of paragraph 1, where an entity provides a service as referred to in
point

(a) of paragraph 2 in two or more Member States, those Member States shall
engage in consultation with each other. That consultation shall take place
before a decision on identification is taken.

Member States shall, on a regular basis, and at least every two years after ... [21
months after the entry into force of this Directive], review and, where
appropriate, update the list of identified operators of essential services.

The role of the Cooperation Group shall be, in accordance with the tasks
referred to in Article 11, to support Member States in taking a consistent
approach in the process of identification of operators of essential services.

For the purpose of the review referred to in Article 23 and by ... [27 months after
the date of entry into force of this Directive], and every two years thereafter,
Member States shall submit to the Commission the information necessary to
enable the Commission to assess the implementation of this Directive, in
particular the consistency of Member States’ approaches to the identification of
operators of essential services. That information shall include at least:

(@ national measures allowing for the identification of operators of essential
services;

(b) the list of services referred to in paragraph 3;

(c) the number of operators of essential services identified for each sector
referred to in Annex Il and an indication of their importance in relation to
that sector;

(d) thresholds, where they exist, to determine the relevant supply level by
reference to the number of users relying on that service as referred to in
point (a) of Article 6(1) or to the importance of that particular operator of
essential services as referred to in point (f) of Article 6(1).

In order to contribute to the provision of comparable information, the
Commission, taking the utmost account of the opinion of ENISA, may
adopt appropriate technical guidelines on parameters for the information
referred to in this paragraph.

Article 6 Significant disruptive effect

1.

When determining the significance of a disruptive effect as referred to in point
(c) of Article 5(2), Member States shall take into account at least the following
cross—sectoral factors:

(@) the number of users relying on the service provided by the entity concerned,;
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(b)

(©)

(d)

(€)

(f)

the dependency of other sectors referred to in Annex Il on the service
provided by that entity;

the impact that incidents could have, in terms of degree and duration, on
economic and societal activities or public safety;

the market share of that entity;

the geographic spread with regard to the area that could be affected by an
incident;

the importance of the entity for maintaining a sufficient level of the
service, taking into account the availability of alternative means for the
provision of that service.

2. In order to determine whether an incident would have a significant disruptive
effect, Member States shall also, where appropriate, take into account sector—
specific factors.

CHAPTER 11

NATIONAL FRAMEWORKS ON THE SECURITY OF NETWORK AND
INFORMATION SYSTEMS

Article 7

National strategy on the security of network and information systems

1. Each Member State shall adopt a national strategy on the security of network and
information systems defining the strategic objectives and appropriate policy and
regulatory measures with a view to achieving and maintaining a high level of
security of network and information systems and covering at least the sectors
referred to in Annex Il and the services referred to in Annex Ill. The national
strategy on the security of network and information systems shall address, in
particular, the following issues:

(@)

(b)

(©)

the objectives and priorities of the national strategy on the security of
network and information systems;

a governance framework to achieve the objectives and priorities of the
national strategy on the security of network and information systems,
including roles and responsibilities of the government bodies and the
other relevant actors;

the identification of measures relating to preparedness, response and
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recovery, including cooperation between the public and private
sectors;

(d) anindication of the education, awareness—raising and training programmes
relating to the national strategy on the security of network and information
systems;

(e) anindication of the research and development plans relating to the national
strategy on the security of network and information systems;

(f) arisk assessment plan to identify risks;

(g) a list of the various actors involved in the implementation of the national
strategy on the security of network and information systems.

2. Member States may request the assistance of ENISA in developing national
strategies on the security of network and information systems.

3. Member States shall communicate their national strategies on the security of
network and information systems to the Commission within three months from
their adoption. In so doing, Member States may exclude elements of the strategy
which relate to national security.

Article 8
National competent authorities and single point of contact

1. Each Member State shall designate one or more national competent authorities on
the security of network and information systems (‘competent authority’),
covering at least the sectors referred to in Annex Il and the services referred to in

Annex Ill. Member States may assign this role to an existing authority or
authorities.

2. The competent authorities shall monitor the application of this Directive at national
level.

3. Each Member State shall designate a national single point of contact on the

security of network and information systems (‘single point of contact’).
Member States may assign this role to an existing authority. Where a Member
State designates only one competent authority, that competent authority shall
also be the single point of contact.

4. The single point of contact shall exercise a liaison function to ensure cross—
border cooperation of Member State authorities and with the relevant authorities
in other Member States and with the Cooperation Group referred to in Article 11
and the CSIRTSs network referred to in Article 12.

5. Member States shall ensure that the competent authorities and the single points of
contact have adequate resources to carry out, in an effective and efficient manner,
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the tasks assigned to them and thereby to fulfil the objectives of this Directive.
Member States shall ensure effective, efficient and secure cooperation of the
designated representatives in the Cooperation Group.

The competent authorities and single point of contact shall, whenever
appropriate and in accordance with national law, consult and cooperate with the
relevant national law enforcement authorities and national data protection
authorities.

Each Member State shall notify to the Commission without delay the
designation of the competent authority and single point of contact, their tasks,
and any subsequent change thereto. Each Member State shall make public its
designation of the competent authority and single point of contact. The
Commission shall publish the list of designated single points of contacts.

Artiicle 9. Computer security incident response teams (CSIRTS)

Each Member State shall designate one or more CSIRTs which shall comply with
the requirements set out in point (1) of Annex I, covering at least the sectors
referred to in Annex Il and the services referred to in Annex Ill, responsible for
risk and incident handling in accordance with a well-defined process. A CSIRT
may be established within a competent authority.

Member States shall ensure that the CSIRTs have adequate resources to
effectively carry out their tasks as set out in point (2) of Annex I.

Member States shall ensure the effective, efficient and secure cooperation of
their CSIRTSs in the CSIRTSs network referred to in Article 12.

Member States shall ensure that their CSIRTs have access to an appropriate,
secure, and resilient communication and information infrastructure at national
level.

Member States shall inform the Commission about the remit, as well as the main
elements of the incident-handling process, of their CSIRTS.

Member States may request the assistance of ENISA in developing national
CSIRTSs.

Article 10. Cooperation at national level

1.

Where they are separate, the competent authority, the single point of contact
and the CSIRT of the same Member State shall cooperate with regard to the
fulfilment of the obligations laid down in this Directive.

Member States shall ensure that either the competent authorities or the CSIRTS
receive incident notifications submitted pursuant to this Directive. Where a
Member State decides that CSIRTs shall not receive notifications, the CSIRTs
shall, to the extent necessary to fulfil their tasks, be granted access to data on
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incidents notified by operators of essential services, pursuant to Article 14(3) and
(5), or by digital service providers, pursuant to Article 16(3) and (6).

3. Member States shall ensure that the competent authorities or the CSIRTs inform
the single points of contact about incident notifications submitted pursuant to this
Directive.

By ... [24 months after the date of entry into force of this Directive], and every
year thereafter, the single point of contact shall submit a summary report to
the Cooperation Group on the notifications received, including the number
of notifications and the nature of notified incidents, and the actions taken in
accordance with Article 14(3) and (5) and Article 16(3) and (6).

CHAPTER 11l COOPERATION

Article 11 Cooperation Group

1. In order to support and facilitate strategic cooperation and the exchange of
information among Member States and to develop trust and confidence, and with
a view to achieving a high common level of security of network and information
systems in the Union, a Cooperation Group is hereby established.

The Cooperation Group shall carry out its tasks on the basis of biennial work
programmes as referred to in the second subparagraph of paragraph 3.

2. The Cooperation Group shall be composed of representatives of the Member
States, the Commission and ENISA.

Where appropriate, the Cooperation Group may invite representatives of the
relevant stakeholders to participate in its work.

The Commission shall provide the secretariat.
3. The Cooperation Group shall have the following tasks:

(@) providing strategic guidance for the activities of the CSIRTs network
established under Article 12;

(b) exchanging best practice on the exchange of information related to
incident notification as referred to in Article 14(3) and (5) and
Article 16(3) and (6);

(c) exchanging best practice between Member States and, in collaboration with
ENISA, assisting Member States in building capacity to ensure the security

of network and information systems;

(d) discussing capabilities and preparedness of the Member States, and, on a
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(€)

(f)

(9)

(h)

(i)

@)

(k)

(1

(m)

By

voluntary basis, evaluating national strategies on the security of network
and information systems and the effectiveness of CSIRTs, and identifying
best practice;

exchanging information and best practice on awareness-raising and training;

exchanging information and best practice on research and development
relating to the security of network and information systems;

where relevant, exchanging experiences on matters concerning the
security of network and information systems with relevant Union
institutions, bodies, offices and agencies;

discussing the standards and specifications referred to in Article
19 with representatives from the relevant European
standardisation organisations;

collecting best practice information on risks and incidents;

examining, on an annual basis, the summary reports referred to in
the second subparagraph of Article 10(3);

discussing the work undertaken with regard to exercises relating to the
security of network and information systems, education programmes and
training, including the work done by ENISA;

with ENISA’s assistance, exchanging best practice with regard to the
identification of operators of essential services by the Member States,
including in relation to cross—border dependencies, regarding risks and
incidents;

discussing modalities for reporting notifications of incidents as
referred to in Articles 14 and 16.

... [18 months after entry into force of this Directive] and every two years
thereafter, the Cooperation Group shall establish a work programme in
respect of actions to be undertaken to implement its objectives and tasks,
which shall be consistent with the objectives of this Directive.

For the purpose of the review referred to in Article 23 and by ... [24 months after
the date of entry into force of this Directive], and every year and a half thereafter,
the Cooperation Group shall prepare a report assessing the experience gained with
the strategic cooperation pursued under this Article.

The Commission shall adopt implementing acts laying down procedural
arrangements necessary for the functioning of the Cooperation Group. Those
implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 22(2).
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For the purposes of the first subparagraph, the Commission shall submit the first

draft implementing act to the committee referred to in Article 22(1) by ... [6
months after entry into force of this Directive].

Article 12 CSIRTs network

1. In order to contribute to the development of confidence and trust between the

Member States and to promote swift and effective operational cooperation, a

network of the national CSIRTSs is hereby established.

2. The CSIRTSs network shall be composed of representatives of the Member States’
CSIRTs and CERT-EU. The Commission shall participate in the CSIRTSs
network as an observer. ENISA shall provide the secretariat and shall actively
support the cooperation among the CSIRTS.

3. The CSIRTSs network shall have the following tasks:

(@)

(b)

exchanging information on CSIRTs’ services, operations and
cooperation capabilities;

at the request of a representative of a CSIRT from a Member State
potentially affected by an incident, exchanging and discussing non—
commercially sensitive information related to that incident and
associated risks; however, any

Member State’s CSIRT may refuse to contribute to that discussion if there is a

(©)

(d)

(€)

(f)

risk of prejudice to the investigation of the incident;

exchanging and making available on a voluntary basis non—confidential
information concerning individual incidents;

at the request of a representative of a Member State’s CSIRT, discussing
and, where possible, identifying a coordinated response to an incident that
has been identified within the jurisdiction of that same Member State;

providing Member States with support in addressing cross—border
incidents on the basis of their voluntary mutual assistance;

discussing, exploring and identifying further forms of operational
cooperation, including in relation to:

(i) categories of risks and incidents;

(it)  early warnings;

(iif) mutual assistance;
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(iv) principles and modalities for coordination, when Member States
respond to cross—border risks and incidents;

(g) informing the Cooperation Group of its activities and of the further forms
of operational cooperation discussed pursuant to point (f), and requesting
guidance in that regard;

(h) discussing lessons learnt from exercises relating to the security of
network and information systems, including from those organised by
ENISA;

(i) at the request of an individual CSIRT, discussing the capabilities and
preparedness of that CSIRT;

() issuing guidelines in order to facilitate the convergence of operational
practices with regard to the application of the provisions of this Article
concerning operational cooperation.

4. For the purpose of the review referred to in Article 23 and by ... [24 months after
the date of entry into force of this Directive], and every year and a half thereafter,
the CSIRTSs network shall produce a report assessing the experience gained with
the operational cooperation, including conclusions and recommendations, pursued
under this Article. That report shall also be submitted to the Cooperation Group.

5. The CSIRTSs network shall lay down its own rules of procedure.
Article 13 International cooperation

The Union may conclude international agreements, in accordance with Article 218 TFEU,
with third countries or international organisations, allowing and organising their
participation in some activities of the Cooperation Group. Such agreements shall take into
account the need to ensure adequate protection of data.

CHAPTER IV SECURITY OF THE NETWORK AND INFORMATION SYSTEMS
OF OPERATORS OF ESSENTIAL SERVICES

Article 14. Security requirements and incident
notification

1. Member States shall ensure that operators of essential services take appropriate
and proportionate technical and organisational measures to manage the risks
posed to the security of network and information systems which they use in their
operations. Having regard to the state of the art, those measures shall ensure a
level of security of network and information systems appropriate to the risk
posed.
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Member States shall ensure that operators of essential services take appropriate
measures to prevent and minimise the impact of incidents affecting the security
of the network and information systems used for the provision of such essential
services, with a view to ensuring the continuity of those services.

Member States shall ensure that operators of essential services notify, without
undue delay, the competent authority or the CSIRT of incidents having a
significant impact on the continuity of the essential services they provide.
Notifications shall include information enabling the competent authority or the
CSIRT to determine any cross—border impact of the incident. Notification shall
not make the notifying party subject to increased liability.

In order to determine the significance of the impact of an incident, the
following parameters in particular shall be taken into account:

(@ the number of users affected by the disruption of the essential service;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident.

On the basis of the information provided in the notification by the operator of

essential services, the competent authority or the CSIRT shall inform the other

affected Member State(s) if the incident has a significant impact on the

continuity of essential

services in that Member State. In so doing, the competent authority or the

CSIRT shall, in accordance with Union law or national legislation that
complies with Union law, preserve the security and commercial interests of
the operator of essential services, as well as the confidentiality of the
information provided in its notification.

Where the circumstances allow, the competent authority or the CSIRT shall
provide the notifying operator of essential services with relevant
information regarding the follow—up of its notification, such as information
that could support the effective incident handling.

At the request of the competent authority or the CSIRT, the single point of
contact shall forward notifications as referred to in the first subparagraph to
single points of contact of other affected Member States.

After consulting the notifying operator of essential services, the competent
authority or the CSIRT may inform the public about individual incidents, where
public awareness is necessary in order to prevent an incident or to deal with an
ongoing incident.

Competent authorities acting together within the Cooperation Group may develop
and adopt guidelines concerning the circumstances in which operators of
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essential services are required to notify incidents, including on the parameters to
determine the significance of the impact of an incident as referred to in paragraph
4,

Article 15 Implementation and enforcement

1.

Member States shall ensure that the competent authorities have the necessary
powers and means to assess the compliance of operators of essential services
with their obligations under Article 14 and the effects thereof on the security of
network and information systems.

Member States shall ensure that the competent authorities have the powers and
means to require operators of essential services to provide:

(@ the information necessary to assess the security of their network and
information systems, including documented security policies;

(b) evidence of the effective implementation of security policies, such as the
results of a security audit carried out by the competent authority or a
qualified auditor and, in the latter case, to make the results thereof, including
the underlying evidence, available to the competent authority.

When requesting such information or evidence, the competent authority shall
state the purpose of the request and specify what information is required.

Following the assessment of information or results of security audits referred
to in paragraph 2, the competent authority may issue binding instructions to
the operators of essential services to remedy the deficiencies identified.

The competent authority shall work in close cooperation with data protection
authorities when addressing incidents resulting in personal data breaches.

CHAPTER V SECURITY OF THE NETWORK AND INFORMATION SYSTEMS

OF DIGITAL SERVICE PROVIDERS

Article 16

Security requirements and incident notification

1.

Member States shall ensure that digital service providers identify and take
appropriate and proportionate technical and organisational measures to manage
the risks posed to the security of network and information systems which they use
in the context of offering services referred to in Annex Il within the Union.
Having regard to the state of the art, those measures shall ensure a level of
security of network and information systems appropriate to the risk posed, and
shall take into account the following elements:

(@) the security of systems and facilities;
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(b) incident handling;

(c) business continuity management;

(d) monitoring, auditing and testing;

(e) compliance with international standards.

Member States shall ensure that digital service providers take measures to
prevent and minimise the impact of incidents affecting the security of their
network and information systems on the services referred to in Annex Il that
are offered within the Union, with a view to ensuring the continuity of those
services.

Member States shall ensure that digital service providers notify the competent
authority or the CSIRT without undue delay of any incident having a substantial
impact on the provision of a service as referred to in Annex Il that they offer
within the Union. Notifications shall include information to enable the competent
authority or the CSIRT to determine the significance of any cross—border impact.
Notification shall not make the notifying party subject to increased liability.

In order to determine whether the impact of an incident is substantial, the
following parameters in particular shall be taken into account:

(@) the number of users affected by the incident, in particular users relying on
the service for the provision of their own services;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident;
(d) the extent of the disruption of the functioning of the service;

(e) the extent of the impact on economic and societal activities.

The obligation to notify an incident shall only apply where the digital service
provider has access to the information needed to assess the impact of an
incident against the parameters referred to in the first subparagraph.

Where an operator of essential services relies on a third—party digital service
provider for the provision of a service which is essential for the maintenance of
critical societal and economic activities, any significant impact on the continuity of

the essential services due to an incident affecting the digital service provider shall
be notified by that operator.
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10.

11.

Where appropriate, and in particular if the incident referred to in paragraph 3
concerns two or more Member States, the competent authority or the CSIRT shall
inform the other affected Member States. In so doing, the competent authorities,
CSIRTs and single points of contact shall, in accordance with Union law, or
national legislation that complies with Union law, preserve the digital service
provider’s security and commercial interests as well as the confidentiality of the
information provided.

After consulting the digital service provider concerned, the competent authority or
the CSIRT and, where appropriate, the authorities or the CSIRTs of other Member
States concerned may inform the public about individual incidents or require the
digital service provider to do so, where public awareness is necessary in order to
prevent an incident or to deal with an ongoing incident, or where disclosure of the
incident is otherwise in the public interest.

The Commission shall adopt implementing acts in order to specify further the
elements referred to in paragraph 1 and the parameters listed in paragraph 4 of
this Article. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 22(2) by ... [1 year after entry into
force of this Directive].

The Commission may adopt implementing acts laying down the formats and
procedures applicable to notification requirements. Those implementing acts
shall be adopted in accordance with the examination procedure referred to in
Article 22(2).

Without prejudice to Article 1(6), Member States shall not impose any further
security or notification requirements on digital service providers.

Chapter V shall not apply to micro— and small enterprises as defined in
Commission Recommendation 2003/361/EC.

Article 17 Implementation and enforcement

1.

Member States shall ensure that the competent authorities take action, if necessary,
through ex post supervisory measures, when provided with evidence that a digital
service provider does not meet the requirements laid down in Article 16. Such
evidence may be submitted by a competent authority of another Member State
where the service is provided.

Commission Recommendation 2003/361/EC of 6 May 2003 concerning the
definition of micro, small and medium-sized enterprises (OJ L 124, 20.5.2003,
p. 36).

For the purposes of paragraph 1, the competent authorities shall have the
necessary powers and means to require digital service providers to:

(@) provide the information necessary to assess the security of their
network and information systems, including documented security
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3.

policies;

(b) remedy any failure to meet the requirements laid down in Article 16.

If a digital service provider has its main establishment or a representative in a

Member State, but its network and information systems are located in one or
more other Member States, the competent authority of the Member State of
the main establishment or of the representative and the competent
authorities of those other Member States shall cooperate and assist each
other as necessary. Such assistance and cooperation may cover information
exchanges between the competent authorities concerned and requests to take
the supervisory measures referred to in paragraph 2.

Article 18 Jurisdiction and territoriality

1.

For the purposes of this Directive, a digital service provider shall be deemed to be
under the jurisdiction of the Member State in which it has its main establishment.
A digital service provider shall be deemed to have its main establishment in a
Member State when it has its head office in that Member State.

A digital service provider that is not established in the Union, but offers services
referred to in Annex Il within the Union, shall designate a representative in the
Union. The representative shall be established in one of those Member States
where the services are offered. The digital service provider shall be deemed to
be under the jurisdiction of the Member State where the representative is
established.

The designation of a representative by the digital service provider shall be without
prejudice to legal actions which could be initiated against the digital service
provider itself.

CHAPTER VI
STANDARDISATION AND VOLUNTARY NOTIFICATION

Article 19 Standardisation

1.

In order to promote convergent implementation of Article 14(1) and (2) and
Article 16(1) and (2), Member States shall, without imposing or discriminating in
favour of the use of a particular type of technology, encourage the use of
European or internationally accepted standards and specifications relevant to the
security of network and information systems.

ENISA, in collaboration with Member States, shall draw up advice and
guidelines regarding the technical areas to be considered in relation to paragraph
1 as well as regarding already existing standards, including Member States’
national standards, which would allow for those areas to be covered.
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Article 20 Voluntary notification

1. Without prejudice to Article 3, entities which have not been identified as
operators of essential services and are not digital service providers may notify, on
a voluntary basis, incidents having a significant impact on the continuity of the
services which they provide.

2. When processing notifications, Member States shall act in accordance with the
procedure set out in Article 14. Member States may prioritise the processing of
mandatory notifications over voluntary notifications. Voluntary notifications
shall only be processed where such processing does not constitute a
disproportionate or undue burden on Member States concerned.

Voluntary notification shall not result in the imposition upon the notifying
entity of any obligations to which it would not have been subject had it not
given that notification.

CHAPTER VII FINAL PROVISIONS

Article 21 Penalties

Member States shall lay down the rules on penalties applicable to infringements of national
provisions adopted pursuant to this Directive and shall take all measures necessary to
ensure that they are implemented. The penalties provided for shall be effective,
proportionate and dissuasive. Member States shall, by ... [21 months after the date of entry
into force of this Directive], notify the Commission of those rules and of those measures
and shall notify it, without delay, of any subsequent amendment affecting them.

Article 22 Committee procedure

1. The Commission shall be assisted by the Network and Information Systems
Security Committee. That committee shall be a committee within the meaning of
Regulation (EU) No 182/2011.

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No
182/2011 shall apply.

Article 23 Review

1. By ... [33 months after the date of entry into force of this Directive], the
Commission shall submit a report to the European Parliament and to Council,
assessing the consistency of the approach taken by Member States in the
identification of the operators of essential services.

2. The Commission shall periodically review the functioning of this Directive and
report to the European Parliament and to the Council. For this purpose and with a
view to further advancing the strategic and operational cooperation, the
Commission shall take into account the reports of the Cooperation Group and the
CSIRTs network on the experience gained at a strategic and operational level. In
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its review, the Commission shall also assess the lists contained in Annexes Il and
I11, and the consistency in the identification of operators of essential services and
services in the sectors referred to in Annex Il. The first report shall be submitted
by... [57 months after the date of entry into force of this Directive].

Article 24 Transitional measures

1. Without prejudice to Article 25 and with a view to providing Member States
with additional possibilities for appropriate cooperation during the period of
transposition, the Cooperation Group and the CSIRTs network shall begin to
perform the tasks set out in Articles 11(3) and 12(3) respectively by ... [6
months after the date of entry into force of this Directive].

2. For the period from ... [6 months after the date of entry into force of this
Directive] to ... [27 months after the date of entry into force of this Directive],
and for the purposes of supporting Member States in taking a consistent
approach in the process of identification of operators of essential services, the
Cooperation Group shall discuss the process, substance and type of national
measures allowing for the identification of operators of essential services within
a specific sector in accordance with the criteria set out in Articles 5 and 6. The
Cooperation Group shall also discuss, at the request of a

Member State, specific draft national measures of that Member State, allowing
for the identification of operators of essential services within a specific sector
in accordance with the criteria set out in Articles 5 and 6.

3. By ... [6 months after the date of entry into force of this Directive] and for the
purposes of this Article, Member States shall ensure appropriate representation in
the Cooperation Group and the CSIRTSs network.

Article 25 Transposition

1. Member States shall adopt and publish, by ... [21 months after the date of entry
into force of this Directive], the laws, regulations and administrative provisions
necessary to comply with this Directive. They shall immediately inform the
Commission thereof.

They shall apply those measures from ... [one day after the date referred to in
the first subparagraph].

When Member States adopt those measures, they shall contain a reference to this
Directive or shall be accompanied by such a reference on the occasion of
their official publication. The methods of making such reference shall be laid
down by Member States.

2. Member States shall communicate to the Commission the text of the main
provisions of national law which they adopt in the field covered by this
Directive.

Article 26 Entry into force
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This Directive shall enter into force on the twentieth day following that of its publication in the

Official Journal of the European Union.

Article 27 Addressees
This Directive is addressed to the Member
States. Done at Strasbourg,
For the European Parliament For the Council
The President The President

ANNEX |

Requirements and tasks of computer security incident response teams (CSIRTS)

The requirements and tasks of CSIRTs shall be adequately and clearly defined and supported by
national policy and/or regulation. They shall include the following:

(1) Requirements for CSIRTS:

(@ CSIRTs shall ensure a high level of availability of their communications
services by avoiding single points of failure, and shall have several means
for being contacted and for contacting others at all times. Furthermore, the
communication channels shall be clearly specified and well known to the

constituency and cooperative partners.

(b) CSIRTs’ premises and the supporting information systems shall be
located in secure sites.

(c) Business continuity:
(i) CSIRTs shall be equipped with an appropriate system for
managing and routing requests, in order to facilitate handovers.
(i)  CSIRTs shall be adequately staffed to ensure availability at all times.
(iii) CSIRTs shall rely on an infrastructure the continuity of which is
ensured. To that end, redundant systems and backup working space

shall be available.

(d) CSIRTs shall have the possibility to participate, where they wish to

144



do so, in international cooperation networks.

(2) CSIRTSs’ tasks:
(@) CSIRTSs’ tasks shall include at least the following:
()  monitoring incidents at a national level;
(i) providing early warning, alerts, announcements and
dissemination of information to relevant stakeholders about
risks and incidents;
(iii) responding to incidents;
(iv) providing dynamic risk and incident analysis and situational awareness;
(v) participating in the CSIRTs network.
(b) CSIRTs shall establish cooperation relationships with the private sector.
(c) To facilitate cooperation, CSIRTs shall promote the adoption and use of
common or standardised practices for:
(i) incident and risk-handling procedures;
(i) incident, risk and information classification schemes.
ANNEX 11
Types of entities for the purposes of point (4) of Article 4
Sector Subsector Type of entity
1.  Energy (@)  Electricity —  Electricity undertakings as defined in point

(35) of Article 2 of Directive 2009/72/EC of

the European Parliament and of the Councill,
which carry out the function of ‘supply’ as
defined in point (19) of Article 2 of that
Directive




Distribution system operators as defined in
point (6) of Article 2 of Directive 2009/72/EC

Transmission system operators as defined in
point (4) of Article 2 of Directive 2009/72/EC

(b)

Oil

Operators of oil transmission pipelines

Operators of oil production, refining and
treatment facilities, storage and transmission

1 Directive 2009/72/EC of the European Parliament and of the Council of 13
July 2009 concerning common rules for the internal market in electricity
and repealing Directive 2003/54/EC (OJ L 211, 14.8.2009, p. 55).
Sector Subsector Type of entity
(c) Gas —  Supply undertakings as defined in point (8) of
Article 2 of Directive 2009/73/EC of the
European Parliament and of the Councilt
— Distribution system operators as defined in
point (6) of Article 2 of Directive 2009/73/EC
— Transmission system operators as defined in
point (4) of Article 2 of Directive 2009/73/EC
—  Storage system operators as defined in point
(10) of Article 2 of Directive 2009/73/EC
— LNG system operators as defined in point (12)
of Article 2 of Directive 2009/73/EC
— Natural gas undertakings as defined in point
(1) of Article 2 of Directive 2009/73/EC
—  Operators of natural gas refining and treatment
facilities
1 Directive 2009/73/EC of the European Parliament and of the Council of 13
July 2009 concerning common rules for the internal market in natural gas
and repealing Directive 2003/55/EC (OJ L 211, 14.8.2009, p. 94).
Sector Subsector Type of entity
2. Transport (@  Airtransport — Air carriers as defined in point (4) of Article 3

of Regulation (EC) No 300/2008 of the
European Parliament and of the Councilt
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Airport managing bodies as defined in point
(2) of Article 2 of Directive 2009/12/EC of the

European Parliament and of the Councilz,
airports as defined in point (1) of Article 2 of
that Directive, including the core airports
listed in Section 2 of Annex Il to Regulation
(EU) No 1315/2013 of the

European Parliament and of the Council3,

and entities operating ancillary installations
cantained within airnarte

Traffic  management  control  operators
providing air traffic control (ATC) services as
defined in point (1) of Article 2 of Regulation
(EC) No 549/2004 of the European Parliament

and of the Council4

Regulation (EC) No 300/2008 of the European Parliament and of the Council of
11 March 2008 on common rules in the field of civil aviation security and
repealing Regulation (EC) No 2320/2002 (OJ L 97, 9.4.2008, p. 72).
Directive 2009/12/EC of the European Parliament and of the Council of 11
March 2009 on airport charges (OJ L 70, 14.3.2009, p. 11).
Regulation (EU) No 1315/2013 of the European Parliament and of the Council of
11 December 2013 on Union guidelines for the development of the trans—European
transport network and repealing Decision No 661/2010/EU (OJ L 348, 20.12.2013,

p. 1).

Regulation (EC) No 549/2004 of the European Parliament and of the Council of
10 March 2004 laying down the framework for the creation of the single European
sky (the framework Regulation) (OJ L 96, 31.3.2004, p. 1).

Sector

Subsector

Type of entity

(b)

Rail transport

Infrastructure managers as defined in point (2)
of Article 3 of Directive 2012/34/EU of the

European Parliament and of the Council1

Railway undertakings as defined in point (1) of
Article 3 of Directive 2012/34/EU, including
operators of service facilities as defined in
point (12) of Article 3 of

Directive 2012/34/EU

(©)

Water transport

Inland, sea and coastal passenger and freight
water transport companies, as defined for
maritime transport in Annex | to Regulation
(EC) No 725/2004 of the European Parliament

and of the Councilz, not including the
individual ~ vessels operated by those
companies
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— Managing bodies of ports as defined in point
(1) of Article 3 of Directive 2005/65/EC of the

European Parliament and of the Council3,
including their port facilities as defined in
point (11) of Article 2 of Regulation (EC)

No 725/2004, and entities operating works and
equipment contained within ports

! Directive 2012/34/EU of the European Parliament and of the Council of 21
November 2012 establishing a single European railway area (OJ L 343,
14.12.2012, p. 32).

2 Regulation (EC) No 725/2004 of the European Parliament and of the Council of

31 March 2004 on enhancing ship and port facility security (OJ L 129, 29.4.2004, p. 6).

3 Directive 2005/65/EC of the European Parliament and of the Council of 26

October 2005 on enhancing port security (OJ L 310, 25.11.2005, p. 28).

Sector Subsector Type of entity

—  Operators of vessel traffic services as defined
in point (o) of Article 3 of
Directive 2002/59/EC of the

European Parliament and of the Council?
(d) Roadtransport | — Road authorities as defined in point (12) of
Article 2 of Commission Delegated Regulation

(EV) 2015/9622 responsible for traffic
management control

—  Operators of Intelligent Transport Systems as
defined in point (1) of Article 4 of
Directive 2010/40/EU of the

European Parliament and of the Council®

3. Banking Credit institutions as defined in point (1) of
Article 4 of Regulation (EU) No 575/2013 of the

European Parliament and of the Council4

! Directive 2002/59/EC of the European Parliament and of the Council of 27
June 2002 establishing a Community vessel traffic monitoring and information
system and repealing Council Directive 93/75/EEC (OJ L 208, 5.8.2002, p.

10).

2 Commission Delegated Regulation (EU) 2015/962 of 18 December 2014
supplementing Directive 2010/40/EU of the European Parliament and of the
Council with regard to the provision of EU-wide real-time traffic information
services (OJ L 157, 23.6.2015, p. 21).

3 Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010
on the

framework for the deployment of Intelligent Transport Systems in the field of road
transport and for interfaces with other modes of transport (OJ L 207, 6.8.2010, p. 1).
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~

Regulation (EU) No 575/2013 of the European Parliament and of the Council of
26 June 2013 on prudential requirements for credit institutions and investment firms
and amending Regulation (EU) No 648/2012 (OJ L 176, 27.6.2013, p. 1).

Sector Subsector Type of entity
4.  Financial — Operators of trading venues as defined in point
market (24) of Article 4 of Directive 2014/65/EU of
infrastructures

the European Parliament and of the Councill

—  Central counterparties (CCPs) as defined in
point (1) of Article 2 of Regulation (EU)
No 648/2012 of the European Parliament and

of the Council2

5. Health sector | Health care settings Healthcare providers as defined in point (g) of
(including hospitals Article 3 of Directive 2011/24/EU of the

and private clinics) | g, -onean Parliament and of the Council®

6.  Drinking Suppliers and distributors of water intended for
water supply human consumption as defined in point (1)(a) of
af‘d. . Article 2 of Council Directive 98/83/EC* but
distribution

excluding distributors for whom distribution of
water for human consumption is only part of their
general activity of distributing other commaodities
and goods which are not considered essential
services

7.  Digital — IXPs

Infrastructure —  DNS service providers

—  TLD name registries

! Directive 2014/65/EU of the European Parliament and of the Council of 15
May 2014 on markets in financial instruments and amending Directive
2002/92/EC and Directive 2011/61/EU (OJ L 173, 12.6.2014, p. 349).

2 Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4
July 2012 on OTC derivatives, central counterparties and trade repositories (OJ L
201, 27.7.2012,

p. 1).

3 Directive 2011/24/EU of the European Parliament and of the Council of 9
March 2011 on the application of patients’ rights in cross—border healthcare
(OJ L 88, 4.4.2011, p. 45).

4 Council Directive 98/83/EC of 3 November 1998 on the quality of water intended
for human consumption (OJ L 330, 5.12.1998, p. 32).

ANNEX 111

Types of digital services for the purposes of point (5) of Article 4
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1. Online marketplace.

2. Online search engine.

3. Cloud computing service.

PE-CONS 26/16
ANNEX [11
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8. CIIA

8.1. Executive Order -- Improving Critical Infrastructure Cybersecurity,
February 12, 2013

(https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-
critical-infrastructure-cybersecurity)

The White House

Office of the Press Secretary

For Immediate Release

February 12, 2013

Executive Order -- Improving Critical Infrastructure Cybersecurity
EXECUTIVE ORDER

IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY

By the authority vested in me as President by the Constitution and the laws of the United
States of America, it is hereby ordered as follows:

Section 1. Policy. Repeated cyber intrusions into critical infrastructure demonstrate the need
for improved cybersecurity. The cyber threat to critical infrastructure continues to grow and
represents one of the most serious national security challenges we must confront. The
national and economic security of the United States depends on the reliable functioning of the
Nation's critical infrastructure in the face of such threats. It is the policy of the United States
to enhance the security and resilience of the Nation's critical infrastructure and to maintain a
cyber environment that encourages efficiency, innovation, and economic prosperity while
promoting safety, security, business confidentiality, privacy, and civil liberties. We can
achieve these goals through a partnership with the owners and operators of critical
infrastructure to improve cybersecurity information sharing and collaboratively develop and
implement risk-based standards.

Sec. 2. Critical Infrastructure. As used in this order, the term critical infrastructure means
systems and assets, whether physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of
those matters.

Sec. 3. Policy Coordination. Policy coordination, guidance, dispute resolution, and periodic
in-progress reviews for the functions and programs described and assigned herein shall be
provided through the interagency process established in Presidential Policy Directive-1 of
February 13, 2009 (Organization of the National Security Council System), or any successor.
Sec. 4. Cybersecurity Information Sharing. (a) It is the policy of the United States
Government to increase the volume, timeliness, and quality of cyber threat information
shared with U.S. private sector entities so that these entities may better protect and defend
themselves against cyber threats. Within 120 days of the date of this order, the Attorney
General, the Secretary of Homeland Security (the "Secretary™), and the Director of National
Intelligence shall each issue instructions consistent with their authorities and with the
requirements of section 12(c) of this order to ensure the timely production of unclassified
reports of cyber threats to the U.S. homeland that identify a specific targeted entity. The
instructions shall address the need to protect intelligence and law enforcement sources,
methods, operations, and investigations.
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(b) The Secretary and the Attorney General, in coordination with the Director of National
Intelligence, shall establish a process that rapidly disseminates the reports produced pursuant
to section 4(a) of this order to the targeted entity. Such process shall also, consistent with the
need to protect national security information, include the dissemination of classified reports
to critical infrastructure entities authorized to receive them. The Secretary and the Attorney
General, in coordination with the Director of National Intelligence, shall establish a system
for tracking the production, dissemination, and disposition of these reports.

(c) To assist the owners and operators of critical infrastructure in protecting their systems
from unauthorized access, exploitation, or harm, the Secretary, consistent with 6 U.S.C. 143
and in collaboration with the Secretary of Defense, shall, within 120 days of the date of this
order, establish procedures to expand the Enhanced Cybersecurity Services program to all
critical infrastructure sectors. This voluntary information sharing program will provide
classified cyber threat and technical information from the Government to eligible critical
infrastructure companies or commercial service providers that offer security services to
critical infrastructure.

(d) The Secretary, as the Executive Agent for the Classified National Security Information
Program created under Executive Order 13549 of August 18, 2010 (Classified National
Security Information Program for State, Local, Tribal, and Private Sector Entities), shall
expedite the processing of security clearances to appropriate personnel employed by critical
infrastructure owners and operators, prioritizing the critical infrastructure identified in section
9 of this order.

(e) In order to maximize the utility of cyber threat information sharing with the private sector,
the Secretary shall expand the use of programs that bring private sector subject-matter experts
into Federal service on a temporary basis. These subject matter experts should provide advice
regarding the content, structure, and types of information most useful to critical infrastructure
owners and operators in reducing and mitigating cyber risks.

Sec. 5. Privacy and Civil Liberties Protections. (a) Agencies shall coordinate their activities
under this order with their senior agency officials for privacy and civil liberties and ensure
that privacy and civil liberties protections are incorporated into such activities. Such
protections shall be based upon the Fair Information Practice Principles and other privacy and
civil liberties policies, principles, and frameworks as they apply to each agency's activities.
(b) The Chief Privacy Officer and the Officer for Civil Rights and Civil Liberties of the
Department of Homeland Security (DHS) shall assess the privacy and civil liberties risks of
the functions and programs undertaken by DHS as called for in this order and shall
recommend to the Secretary ways to minimize or mitigate such risks, in a publicly available
report, to be released within 1 year of the date of this order. Senior agency privacy and civil
liberties officials for other agencies engaged in activities under this order shall conduct
assessments of their agency activities and provide those assessments to DHS for
consideration and inclusion in the report. The report shall be reviewed on an annual basis and
revised as necessary. The report may contain a classified annex if necessary. Assessments
shall include evaluation of activities against the Fair Information Practice Principles and other
applicable privacy and civil liberties policies, principles, and frameworks. Agencies shall
consider the assessments and recommendations of the report in implementing privacy and
civil liberties protections for agency activities.

(c) In producing the report required under subsection (b) of this section, the Chief Privacy
Officer and the Officer for Civil Rights and Civil Liberties of DHS shall consult with the
Privacy and Civil Liberties Oversight Board and coordinate with the Office of Management
and Budget (OMB).

(d) Information submitted voluntarily in accordance with 6 U.S.C. 133 by private entities
under this order shall be protected from disclosure to the fullest extent permitted by law.
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Sec. 6. Consultative Process. The Secretary shall establish a consultative process to
coordinate improvements to the cybersecurity of critical infrastructure. As part of the
consultative process, the Secretary shall engage and consider the advice, on matters set forth
in this order, of the Critical Infrastructure Partnership Advisory Council; Sector Coordinating
Councils; critical infrastructure owners and operators; Sector-Specific Agencies; other
relevant agencies; independent regulatory agencies; State, local, territorial, and tribal
governments; universities; and outside experts.

Sec. 7. Baseline Framework to Reduce Cyber Risk to Critical Infrastructure. (a) The
Secretary of Commerce shall direct the Director of the National Institute of Standards and
Technology (the "Director™) to lead the development of a framework to reduce cyber risks to
critical infrastructure (the "Cybersecurity Framework™). The Cybersecurity Framework shall
include a set of standards, methodologies, procedures, and processes that align policy,
business, and technological approaches to address cyber risks. The Cybersecurity Framework
shall incorporate voluntary consensus standards and industry best practices to the fullest
extent possible. The Cybersecurity Framework shall be consistent with voluntary
international standards when such international standards will advance the objectives of this
order, and shall meet the requirements of the National Institute of Standards and Technology
Act, as amended (15 U.S.C. 271 et seq.), the National Technology Transfer and
Advancement Act of 1995 (Public Law 104-113), and OMB Circular A-119, as revised.

(b) The Cybersecurity Framework shall provide a prioritized, flexible, repeatable,
performance-based, and cost-effective approach, including information security measures and
controls, to help owners and operators of critical infrastructure identify, assess, and manage
cyber risk. The Cybersecurity Framework shall focus on identifying cross-sector security
standards and guidelines applicable to critical infrastructure. The Cybersecurity Framework
will also identify areas for improvement that should be addressed through future
collaboration with particular sectors and standards-developing organizations. To enable
technical innovation and account for organizational differences, the Cybersecurity
Framework will provide guidance that is technology neutral and that enables critical
infrastructure sectors to benefit from a competitive market for products and services that meet
the standards, methodologies, procedures, and processes developed to address cyber risks.
The Cybersecurity Framework shall include guidance for measuring the performance of an
entity in implementing the Cybersecurity Framework.

(c) The Cybersecurity Framework shall include methodologies to identify and mitigate
impacts of the Cybersecurity Framework and associated information security measures or
controls on business confidentiality, and to protect individual privacy and civil liberties.

(d) In developing the Cybersecurity Framework, the Director shall engage in an open public
review and comment process. The Director shall also consult with the Secretary, the National
Security Agency, Sector-Specific Agencies and other interested agencies including OMB,
owners and operators of critical infrastructure, and other stakeholders through the
consultative process established in section 6 of this order. The Secretary, the Director of
National Intelligence, and the heads of other relevant agencies shall provide threat and
vulnerability information and technical expertise to inform the development of the
Cybersecurity Framework. The Secretary shall provide performance goals for the
Cybersecurity Framework informed by work under section 9 of this order.

(e) Within 240 days of the date of this order, the Director shall publish a preliminary version
of the Cybersecurity Framework (the "preliminary Framework™). Within 1 year of the date of
this order, and after coordination with the Secretary to ensure suitability under section 8 of
this order, the Director shall publish a final version of the Cybersecurity Framework (the
"final Framework™).
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(F) Consistent with statutory responsibilities, the Director will ensure the Cybersecurity
Framework and related guidance is reviewed and updated as necessary, taking into
consideration technological changes, changes in cyber risks, operational feedback from
owners and operators of critical infrastructure, experience from the implementation of section
8 of this order, and any other relevant factors.

Sec. 8. Voluntary Critical Infrastructure Cybersecurity Program. (a) The Secretary, in
coordination with Sector-Specific Agencies, shall establish a voluntary program to support
the adoption of the Cybersecurity Framework by owners and operators of critical
infrastructure and any other interested entities (the "Program™).

(b) Sector-Specific Agencies, in consultation with the Secretary and other interested agencies,
shall coordinate with the Sector Coordinating Councils to review the Cybersecurity
Framework and, if necessary, develop implementation guidance or supplemental materials to
address sector-specific risks and operating environments.

(c) Sector-Specific Agencies shall report annually to the President, through the Secretary, on
the extent to which owners and operators notified under section 9 of this order are
participating in the Program.

(d) The Secretary shall coordinate establishment of a set of incentives designed to promote
participation in the Program. Within 120 days of the date of this order, the Secretary and the
Secretaries of the Treasury and Commerce each shall make recommendations separately to
the President, through the Assistant to the President for Homeland Security and
Counterterrorism and the Assistant to the President for Economic Affairs, that shall include
analysis of the benefits and relative effectiveness of such incentives, and whether the
incentives would require legislation or can be provided under existing law and authorities to
participants in the Program.

(e) Within 120 days of the date of this order, the Secretary of Defense and the Administrator
of General Services, in consultation with the Secretary and the Federal Acquisition
Regulatory Council, shall make recommendations to the President, through the Assistant to
the President for Homeland Security and Counterterrorism and the Assistant to the President
for Economic Affairs, on the feasibility, security benefits, and relative merits of incorporating
security standards into acquisition planning and contract administration. The report shall
address what steps can be taken to harmonize and make consistent existing procurement
requirements related to cybersecurity.

Sec. 9. Identification of Critical Infrastructure at Greatest Risk. (a) Within 150 days of the
date of this order, the Secretary shall use a risk-based approach to identify critical
infrastructure where a cybersecurity incident could reasonably result in catastrophic regional
or national effects on public health or safety, economic security, or national security. In
identifying critical infrastructure for this purpose, the Secretary shall use the consultative
process established in section 6 of this order and draw upon the expertise of Sector-Specific
Agencies. The Secretary shall apply consistent, objective criteria in identifying such critical
infrastructure. The Secretary shall not identify any commercial information technology
products or consumer information technology services under this section. The Secretary shall
review and update the list of identified critical infrastructure under this section on an annual
basis, and provide such list to the President, through the Assistant to the President for
Homeland Security and Counterterrorism and the Assistant to the President for Economic
Affairs.

(b) Heads of Sector-Specific Agencies and other relevant agencies shall provide the Secretary
with information necessary to carry out the responsibilities under this section. The Secretary
shall develop a process for other relevant stakeholders to submit information to assist in
making the identifications required in subsection (a) of this section.
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(c) The Secretary, in coordination with Sector-Specific Agencies, shall confidentially notify
owners and operators of critical infrastructure identified under subsection (a) of this section
that they have been so identified, and ensure identified owners and operators are provided the
basis for the determination. The Secretary shall establish a process through which owners and
operators of critical infrastructure may submit relevant information and request
reconsideration of identifications under subsection (a) of this section.

Sec. 10. Adoption of Framework. (a) Agencies with responsibility for regulating the security
of critical infrastructure shall engage in a consultative process with DHS, OMB, and the
National Security Staff to review the preliminary Cybersecurity Framework and determine if
current cybersecurity regulatory requirements are sufficient given current and projected risks.
In making such determination, these agencies shall consider the identification of critical
infrastructure required under section 9 of this order. Within 90 days of the publication of the
preliminary Framework, these agencies shall submit a report to the President, through the
Assistant to the President for Homeland Security and Counterterrorism, the Director of OMB,
and the Assistant to the President for Economic Affairs, that states whether or not the agency
has clear authority to establish requirements based upon the Cybersecurity Framework to
sufficiently address current and projected cyber risks to critical infrastructure, the existing
authorities identified, and any additional authority required.

(b) If current regulatory requirements are deemed to be insufficient, within 90 days of
publication of the final Framework, agencies identified in subsection (a) of this section shall
propose prioritized, risk-based, efficient, and coordinated actions, consistent with Executive
Order 12866 of September 30, 1993 (Regulatory Planning and Review), Executive Order
13563 of January 18, 2011 (Improving Regulation and Regulatory Review), and Executive
Order 13609 of May 1, 2012 (Promoting International Regulatory Cooperation), to mitigate
cyber risk.

(c) Within 2 years after publication of the final Framework, consistent with Executive Order
13563 and Executive Order 13610 of May 10, 2012 (ldentifying and Reducing Regulatory
Burdens), agencies identified in subsection (a) of this section shall, in consultation with
owners and operators of critical infrastructure, report to OMB on any critical infrastructure
subject to ineffective, conflicting, or excessively burdensome cybersecurity requirements.
This report shall describe efforts made by agencies, and make recommendations for further
actions, to minimize or eliminate such requirements.

(d) The Secretary shall coordinate the provision of technical assistance to agencies identified
in subsection (a) of this section on the development of their cybersecurity workforce and
programs.

(e) Independent regulatory agencies with responsibility for regulating the security of critical
infrastructure are encouraged to engage in a consultative process with the Secretary, relevant
Sector-Specific Agencies, and other affected parties to consider prioritized actions to mitigate
cyber risks for critical infrastructure consistent with their authorities.

Sec. 11. Definitions. (a) "Agency" means any authority of the United States that is an
"agency" under 44 U.S.C. 3502(1), other than those considered to be independent regulatory
agencies, as defined in 44 U.S.C. 3502(5).

(b) "Critical Infrastructure Partnership Advisory Council™ means the council established by
DHS under 6 U.S.C. 451 to facilitate effective interaction and coordination of critical
infrastructure protection activities among the Federal Government; the private sector; and
State, local, territorial, and tribal governments.

(c) "Fair Information Practice Principles” means the eight principles set forth in Appendix A
of the National Strategy for Trusted Identities in Cyberspace.

(d) "Independent regulatory agency™ has the meaning given the term in 44 U.S.C. 3502(5).
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(e) "Sector Coordinating Council" means a private sector coordinating council composed of
representatives of owners and operators within a particular sector of critical infrastructure
established by the National Infrastructure Protection Plan or any successor.

(F) "Sector-Specific Agency" has the meaning given the term in Presidential Policy Directive-
21 of February 12, 2013 (Critical Infrastructure Security and Resilience), or any successor.
Sec. 12. General Provisions. (a) This order shall be implemented consistent with applicable
law and subject to the availability of appropriations. Nothing in this order shall be construed
to provide an agency with authority for regulating the security of critical infrastructure in
addition to or to a greater extent than the authority the agency has under existing law.
Nothing in this order shall be construed to alter or limit any authority or responsibility of an
agency under existing law.

(b) Nothing in this order shall be construed to impair or otherwise affect the functions of the
Director of OMB relating to budgetary, administrative, or legislative proposals.

(c) All actions taken pursuant to this order shall be consistent with requirements and
authorities to protect intelligence and law enforcement sources and methods. Nothing in this
order shall be interpreted to supersede measures established under authority of law to protect
the security and integrity of specific activities and associations that are in direct support of
intelligence and law enforcement operations.

(d) This order shall be implemented consistent with U.S. international obligations.

(e) This order is not intended to, and does not, create any right or benefit, substantive or
procedural, enforceable at law or in equity by any party against the United States, its
departments, agencies, or entities, its officers, employees, or agents, or any other person.

BARACK OBAMA
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8.2. Presidential Policy Directive -- Critical Infrastructure Security and
Resilience, February 12, 2013

(https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-
critical-infrastructure-security-and-resil)

Presidential Policy Directive -- Critical Infrastructure Security and Resilience
PRESIDENTIAL POLICY DIRECTIVE/PPD-21

SUBJECT: Critical Infrastructure Security and Resilience

The Presidential Policy Directive (PPD) on Critical Infrastructure Security and Resilience
advances a national unity of effort to strengthen and maintain secure, functioning, and
resilient critical infrastructure.

Introduction

The Nation's critical infrastructure provides the essential services that underpin American
society. Proactive and coordinated efforts are necessary to strengthen and maintain secure,
functioning, and resilient critical infrastructure — including assets, networks, and systems —
that are vital to public confidence and the Nation's safety, prosperity, and well-being.

The Nation's critical infrastructure is diverse and complex. It includes distributed networks,
varied organizational structures and operating models (including multinational ownership),
interdependent functions and systems in both the physical space and cyberspace, and
governance constructs that involve multi-level authorities, responsibilities, and regulations.
Critical infrastructure owners and operators are uniquely positioned to manage risks to their
individual operations and assets, and to determine effective strategies to make them more
secure and resilient.

Critical infrastructure must be secure and able to withstand and rapidly recover from all
hazards. Achieving this will require integration with the national preparedness system across
prevention, protection, mitigation, response, and recovery.

This directive establishes national policy on critical infrastructure security and resilience.
This endeavor is a shared responsibility among the Federal, state, local, tribal, and territorial
(SLTT) entities, and public and private owners and operators of critical infrastructure (herein
referred to as “critical infrastructure owners and operators™). This directive also refines and
clarifies the critical infrastructure-related functions, roles, and responsibilities across the
Federal Government, as well as enhances overall coordination and collaboration. The Federal
Government also has a responsibility to strengthen the security and resilience of its own
critical infrastructure, for the continuity of national essential functions, and to organize itself
to partner effectively with and add value to the security and resilience efforts of critical
infrastructure owners and operators.

Policy

It is the policy of the United States to strengthen the security and resilience of its critical
infrastructure against both physical and cyber threats. The Federal Government shall work
with critical infrastructure owners and operators and SLTT entities to take proactive steps to
manage risk and strengthen the security and resilience of the Nation's critical infrastructure,
considering all hazards that could have a debilitating impact on national security, economic
stability, public health and safety, or any combination thereof. These efforts shall seek to
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reduce vulnerabilities, minimize consequences, identify and disrupt threats, and hasten
response and recovery efforts related to critical infrastructure.

The Federal Government shall also engage with international partners to strengthen the
security and resilience of domestic critical infrastructure and critical infrastructure located
outside of the United States on which the Nation depends.

U.S. efforts shall address the security and resilience of critical infrastructure in an integrated,
holistic manner to reflect this infrastructure's interconnectedness and interdependency. This
directive also identifies energy and communications systems as uniquely critical due to the
enabling functions they provide across all critical infrastructure sectors.

Three strategic imperatives shall drive the Federal approach to strengthen critical
infrastructure security and resilience:

1) Refine and clarify functional relationships across the Federal Government to advance the
national unity of effort to strengthen critical infrastructure security and resilience;

2) Enable effective information exchange by identifying baseline data and systems
requirements for the Federal Government; and

3) Implement an integration and analysis function to inform planning and operations
decisions regarding critical infrastructure.

All Federal department and agency heads are responsible for the identification, prioritization,
assessment, remediation, and security of their respective internal critical infrastructure that
supports primary mission essential functions. Such infrastructure shall be addressed in the
plans and execution of the requirements in the National Continuity Policy.

Federal departments and agencies shall implement this directive in a manner consistent with
applicable law, Presidential directives, and Federal regulations, including those protecting
privacy, civil rights, and civil liberties. In addition, Federal departments and agencies shall
protect all information associated with carrying out this directive consistent with applicable
legal authorities and policies.

Roles and Responsibilities

Effective implementation of this directive requires a national unity of effort pursuant to
strategic guidance from the Secretary of Homeland Security. That national effort must
include expertise and day-to-day engagement from the Sector-Specific Agencies (SSAS) as
well as the specialized or support capabilities from other Federal departments and agencies,
and strong collaboration with critical infrastructure owners and operators and SLTT entities.
Although the roles and responsibilities identified in this directive are directed at Federal
departments and agencies, effective partnerships with critical infrastructure owners and
operators and SLTT entities are imperative to strengthen the security and resilience of the
Nation's critical infrastructure.

Secretary of Homeland Security

The Secretary of Homeland Security shall provide strategic guidance, promote a national
unity of effort, and coordinate the overall Federal effort to promote the security and resilience
of the Nation's critical infrastructure. In carrying out the responsibilities assigned in the
Homeland Security Act of 2002, as amended, the Secretary of Homeland Security evaluates
national capabilities, opportunities, and challenges in protecting critical infrastructure;
analyzes threats to, vulnerabilities of, and potential consequences from all hazards on critical
infrastructure; identifies security and resilience functions that are necessary for effective
public-private engagement with all critical infrastructure sectors; develops a national plan and
metrics, in coordination with SSAs and other critical infrastructure partners; integrates and
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coordinates Federal cross-sector security and resilience activities; identifies and analyzes key
interdependencies among critical infrastructure sectors; and reports on the effectiveness of
national efforts to strengthen the Nation's security and resilience posture for critical
infrastructure.

Additional roles and responsibilities for the Secretary of Homeland Security include:

1) ldentify and prioritize critical infrastructure, considering physical and cyber threats,
vulnerabilities, and consequences, in coordination with SSAs and other Federal departments
and agencies;

2) Maintain national critical infrastructure centers that shall provide a situational awareness
capability that includes integrated, actionable information about emerging trends, imminent
threats, and the status of incidents that may impact critical infrastructure;

3) In coordination with SSAs and other Federal departments and agencies, provide analysis,
expertise, and other technical assistance to critical infrastructure owners and operators and
facilitate access to and exchange of information and intelligence necessary to strengthen the
security and resilience of critical infrastructure;

4) Conduct comprehensive assessments of the vulnerabilities of the Nation's critical
infrastructure in coordination with the SSAs and in collaboration with SLTT entities and
critical infrastructure owners and operators;

5) Coordinate Federal Government responses to significant cyber or physical incidents
affecting critical infrastructure consistent with statutory authorities;

6) Support the Attorney General and law enforcement agencies with their responsibilities to
investigate and prosecute threats to and attacks against critical infrastructure;

7) Coordinate with and utilize the expertise of SSAs and other appropriate Federal
departments and agencies to map geospatially, image, analyze, and sort critical infrastructure
by employing commercial satellite and airborne systems, as well as existing capabilities
within other departments and agencies; and

8) Report annually on the status of national critical infrastructure efforts as required by
statute.

Sector-Specific Agencies

Each critical infrastructure sector has unique characteristics, operating models, and risk
profiles that benefit from an identified Sector-Specific Agency that has institutional
knowledge and specialized expertise about the sector. Recognizing existing statutory or
regulatory authorities of specific Federal departments and agencies, and leveraging existing
sector familiarity and relationships, SSAs shall carry out the following roles and
responsibilities for their respective sectors:

1) As part of the broader national effort to strengthen the security and resilience of critical
infrastructure, coordinate with the Department of Homeland Security (DHS) and other
relevant Federal departments and agencies and collaborate with critical infrastructure owners
and operators, where appropriate with independent regulatory agencies, and with SLTT
entities, as appropriate, to implement this directive;

2) Serve as a day-to-day Federal interface for the dynamic prioritization and coordination of
sector-specific activities;

3) Carry out incident management responsibilities consistent with statutory authority and
other appropriate policies, directives, or regulations;

4) Provide, support, or facilitate technical assistance and consultations for that sector to
identify vulnerabilities and help mitigate incidents, as appropriate; and

5) Support the Secretary of Homeland Security's statutorily required reporting requirements
by providing on an annual basis sector-specific critical infrastructure information.
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Additional Federal Responsibilities

The following departments and agencies have specialized or support functions related to
critical infrastructure security and resilience that shall be carried out by, or along with, other
Federal departments and agencies and independent regulatory agencies, as appropriate.

1) The Department of State, in coordination with DHS, SSAs, and other Federal departments
and agencies, shall engage foreign governments and international organizations to strengthen
the security and resilience of critical infrastructure located outside the United States and to
facilitate the overall exchange of best practices and lessons learned for promoting the security
and resilience of critical infrastructure on which the Nation depends.

2) The Department of Justice (DQOJ), including the Federal Bureau of Investigation (FBI),
shall lead counterterrorism and counterintelligence investigations and related law
enforcement activities across the critical infrastructure sectors. DOJ shall investigate, disrupt,
prosecute, and otherwise reduce foreign intelligence, terrorist, and other threats to, and actual
or attempted attacks on, or sabotage of, the Nation's critical infrastructure. The FBI also
conducts domestic collection, analysis, and dissemination of cyber threat information, and
shall be responsible for the operation of the National Cyber Investigative Joint Task Force
(NCIJTF). The NCHTF serves as a multi-agency national focal point for coordinating,
integrating, and sharing pertinent information related to cyber threat investigations, with
representation from DHS, the Intelligence Community (IC), the Department of Defense
(DOD), and other agencies as appropriate. The Attorney General and the Secretary of
Homeland Security shall collaborate to carry out their respective critical infrastructure
missions.

3) The Department of the Interior, in collaboration with the SSA for the Government
Facilities Sector, shall identify, prioritize, and coordinate the security and resilience efforts
for national monuments and icons and incorporate measures to reduce risk to these critical
assets, while also promoting their use and enjoyment.

4) The Department of Commerce (DOC), in collaboration with DHS and other relevant
Federal departments and agencies, shall engage private sector, research, academic, and
government organizations to improve security for technology and tools related to cyber-based
systems, and promote the development of other efforts related to critical infrastructure to
enable the timely availability of industrial products, materials, and services to meet homeland
security requirements.

5) The IC, led by the Director of National Intelligence (DNI), shall use applicable authorities
and coordination mechanisms to provide, as appropriate, intelligence assessments regarding
threats to critical infrastructure and coordinate on intelligence and other sensitive or
proprietary information related to critical infrastructure. In addition, information security
policies, directives, standards, and guidelines for safeguarding national security systems shall
be overseen as directed by the President, applicable law, and in accordance with that
direction, carried out under the authority of the heads of agencies that operate or exercise
authority over such national security systems.

6) The General Services Administration, in consultation with DOD, DHS, and other
departments and agencies as appropriate, shall provide or support government-wide contracts
for critical infrastructure systems and ensure that such contracts include audit rights for the
security and resilience of critical infrastructure.

7) The Nuclear Regulatory Commission (NRC) is to oversee its licensees' protection of
commercial nuclear power reactors and non-power nuclear reactors used for research, testing,
and training; nuclear materials in medical, industrial, and academic settings, and facilities that
fabricate nuclear fuel; and the transportation, storage, and disposal of nuclear materials and

160



waste. The NRC is to collaborate, to the extent possible, with DHS, DOJ, the Department of
Energy, the Environmental Protection Agency, and other Federal departments and agencies,
as appropriate, on strengthening critical infrastructure security and resilience.

8) The Federal Communications Commission, to the extent permitted by law, is to exercise
its authority and expertise to partner with DHS and the Department of State, as well as other
Federal departments and agencies and SSAs as appropriate, on: (1) identifying and
prioritizing communications infrastructure; (2) identifying communications sector
vulnerabilities and working with industry and other stakeholders to address those
vulnerabilities; and (3) working with stakeholders, including industry, and engaging foreign
governments and international organizations to increase the security and resilience of critical
infrastructure within the communications sector and facilitating the development and
implementation of best practices promoting the security and resilience of critical
communications infrastructure on which the Nation depends.

9) Federal departments and agencies shall provide timely information to the Secretary of
Homeland Security and the national critical infrastructure centers necessary to support cross-
sector analysis and inform the situational awareness capability for critical infrastructure.

Three Strategic Imperatives

1) Refine and Clarify Functional Relationships across the Federal Government to Advance
the National Unity of Effort to Strengthen Critical Infrastructure Security and Resilience

An effective national effort to strengthen critical infrastructure security and resilience must be
guided by a national plan that identifies roles and responsibilities and is informed by the
expertise, experience, capabilities, and responsibilities of the SSAs, other Federal
departments and agencies with critical infrastructure roles, SLTT entities, and critical
infrastructure owners and operators.

During the past decade, new programs and initiatives have been established to address
specific infrastructure issues, and priorities have shifted and expanded. As a result, Federal
functions related to critical infrastructure security and resilience shall be clarified and refined
to establish baseline capabilities that will reflect this evolution of knowledge, to define
relevant Federal program functions, and to facilitate collaboration and information exchange
between and among the Federal Government, critical infrastructure owners and operators,
and SLTT entities.

As part of this refined structure, there shall be two national critical infrastructure centers
operated by DHS — one for physical infrastructure and another for cyber infrastructure. They
shall function in an integrated manner and serve as focal points for critical infrastructure
partners to obtain situational awareness and integrated, actionable information to protect the
physical and cyber aspects of critical infrastructure. Just as the physical and cyber elements
of critical infrastructure are inextricably linked, so are the vulnerabilities. Accordingly, an
integration and analysis function (further developed in Strategic Imperative 3) shall be
implemented between these two national centers.

The success of these national centers, including the integration and analysis function, is
dependent on the quality and timeliness of the information and intelligence they receive from
the SSAs and other Federal departments and agencies, as well as from critical infrastructure
owners and operators and SLTT entities.

These national centers shall not impede the ability of the heads of Federal departments and
agencies to carry out or perform their responsibilities for national defense, criminal,
counterintelligence, counterterrorism, or investigative activities.
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2) Enable Efficient Information Exchange by Identifying Baseline Data and Systems
Requirements for the Federal Government

A secure, functioning, and resilient critical infrastructure requires the efficient exchange of
information, including intelligence, between all levels of governments and critical
infrastructure owners and operators. This must facilitate the timely exchange of threat and
vulnerability information as well as information that allows for the development of a
situational awareness capability during incidents. The goal is to enable efficient information
exchange through the identification of requirements for data and information formats and
accessibility, system interoperability, and redundant systems and alternate capabilities should
there be a disruption in the primary systems.

Greater information sharing within the government and with the private sector can and must
be done while respecting privacy and civil liberties. Federal departments and agencies shall
ensure that all existing privacy principles, policies, and procedures are implemented
consistent with applicable law and policy and shall include senior agency officials for privacy
in their efforts to govern and oversee information sharing properly.

3) Implement an Integration and Analysis Function to Inform Planning and Operational
Decisions Regarding Critical Infrastructure

The third strategic imperative builds on the first two and calls for the implementation of an
integration and analysis function for critical infrastructure that includes operational and
strategic analysis on incidents, threats, and emerging risks. It shall reside at the intersection of
the two national centers as identified in Strategic Imperative 1, and it shall include the
capability to collate, assess, and integrate vulnerability and consequence information with
threat streams and hazard information to:

a. Aid in prioritizing assets and managing risks to critical infrastructure;

b. Anticipate interdependencies and cascading impacts;

c. Recommend security and resilience measures for critical infrastructure prior to, during, and
after an event or incident; and

d. Support incident management and restoration efforts related to critical infrastructure.

This function shall not replicate the analysis function of the IC or the National
Counterterrorism Center, nor shall it involve intelligence collection activities. The 1C, DOD,
DOJ, DHS, and other Federal departments and agencies with relevant intelligence or
information shall, however, inform this integration and analysis capability regarding the
Nation's critical infrastructure by providing relevant, timely, and appropriate information to
the national centers. This function shall also use information and intelligence provided by
other critical infrastructure partners, including SLTT and nongovernmental analytic entities.
Finally, this integration and analysis function shall support DHS's ability to maintain and
share, as a common Federal service, a near real-time situational awareness capability for
critical infrastructure that includes actionable information about imminent threats, significant
trends, and awareness of incidents that may affect critical infrastructure.

Innovation and Research and Development

The Secretary of Homeland Security, in coordination with the Office of Science and
Technology Policy (OSTP), the SSAs, DOC, and other Federal departments and agencies,
shall provide input to align those Federal and Federally-funded research and development
(R&D) activities that seek to strengthen the security and resilience of the Nation's critical
infrastructure, including:
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1) Promoting R&D to enable the secure and resilient design and construction of critical
infrastructure and more secure accompanying cyber technology;

2) Enhancing modeling capabilities to determine potential impacts on critical infrastructure of
an incident or threat scenario, as well as cascading effects on other sectors;

3) Facilitating initiatives to incentivize cybersecurity investments and the adoption of critical
infrastructure design features that strengthen all-hazards security and resilience; and

4) Prioritizing efforts to support the strategic guidance issued by the Secretary of Homeland
Security.

Implementation of the Directive

The Secretary of Homeland Security shall take the following actions as part of the
implementation of this directive.

1) Critical Infrastructure Security and Resilience Functional Relationships. Within 120 days
of the date of this directive, the Secretary of Homeland Security shall develop a description of
the functional relationships within DHS and across the Federal Government related to critical
infrastructure security and resilience. It should include the roles and functions of the two
national critical infrastructure centers and a discussion of the analysis and integration
function. When complete, it should serve as a roadmap for critical infrastructure owners and
operators and SLTT entities to navigate the Federal Government's functions and primary
points of contact assigned to those functions for critical infrastructure security and resilience
against both physical and cyber threats. The Secretary shall coordinate this effort with the
SSAs and other relevant Federal departments and agencies. The Secretary shall provide the
description to the President through the Assistant to the President for Homeland Security and
Counterterrorism.

2) Evaluation of the Existing Public-Private Partnership Model. Within 150 days of the date
of this directive, the Secretary of Homeland Security, in coordination with the SSAs, other
relevant Federal departments and agencies, SLTT entities, and critical infrastructure owners
and operators, shall conduct an analysis of the existing public-private partnership model and
recommend options for improving the effectiveness of the partnership in both the physical
and cyber space. The evaluation shall consider options to streamline processes for
collaboration and exchange of information and to minimize duplication of effort.
Furthermore, the analysis shall consider how the model can be flexible and adaptable to meet
the unique needs of individual sectors while providing a focused, disciplined, and effective
approach for the Federal Government to coordinate with the critical infrastructure owners and
operators and with SLTT governments. The evaluation shall result in recommendations to
enhance partnerships to be approved for implementation through the processes established in
the Organization of the National Security Council System directive.

3) Identification of Baseline Data and Systems Requirements for the Federal Government to
Enable Efficient Information Exchange. Within 180 days of the date of this directive, the
Secretary of Homeland Security, in coordination with the SSAs and other Federal
departments and agencies, shall convene a team of experts to identify baseline data and
systems requirements to enable the efficient exchange of information and intelligence
relevant to strengthening the security and resilience of critical infrastructure. The experts
should include representatives from those entities that routinely possess information
important to critical infrastructure security and resilience; those that determine and manage
information technology systems used to exchange information; and those responsible for the
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security of information being exchanged. Interoperability with critical infrastructure partners;
identification of key data and the information requirements of key Federal, SLTT, and private
sector entities; availability, accessibility, and formats of data; the ability to exchange various
classifications of information; and the security of those systems to be used; and appropriate
protections for individual privacy and civil liberties should be included in the analysis. The
analysis should result in baseline requirements for sharing of data and interoperability of
systems to enable the timely exchange of data and information to secure critical infrastructure
and make it more resilient. The Secretary shall provide that analysis to the President through
the Assistant to the President for Homeland Security and Counterterrorism.

4) Development of a Situational Awareness Capability for Critical Infrastructure. Within 240
days of the date of this directive, the Secretary of Homeland Security shall demonstrate a near
real-time situational awareness capability for critical infrastructure that includes threat
streams and all-hazards information as well as vulnerabilities; provides the status of critical
infrastructure and potential cascading effects; supports decision making; and disseminates
critical information that may be needed to save or sustain lives, mitigate damage, or reduce
further degradation of a critical infrastructure capability throughout an incident. This
capability should be available for and cover physical and cyber elements of critical
infrastructure, and enable an integration of information as necessitated by the incident.

5) Update to National Infrastructure Protection Plan. Within 240 days of the date of this
directive, the Secretary of Homeland Security shall provide to the President, through the
Assistant to the President for Homeland Security and Counterterrorism, a successor to the
National Infrastructure Protection Plan to address the implementation of this directive, the
requirements of Title Il of the Homeland Security Act of 2002 as amended, and alignment
with the National Preparedness Goal and System required by PPD-8. The plan shall include
the identification of a risk management framework to be used to strengthen the security and
resilience of critical infrastructure; the methods to be used to prioritize critical infrastructure;
the protocols to be used to synchronize communication and actions within the Federal
Government; and a metrics and analysis process to be used to measure the Nation's ability to
manage and reduce risks to critical infrastructure. The updated plan shall also reflect the
identified functional relationships within DHS and across the Federal Government and the
updates to the public-private partnership model. Finally, the plan should consider sector
dependencies on energy and communications systems, and identify pre-event and mitigation
measures or alternate capabilities during disruptions to those systems. The Secretary shall
coordinate this effort with the SSAs, other relevant Federal departments and agencies, SLTT
entities, and critical infrastructure owners and operators.

6) National Critical Infrastructure Security and Resilience R&D Plan. Within 2 years of the
date of this directive, the Secretary of Homeland Security, in coordination with the OSTP, the
SSAs, DOC, and other Federal departments and agencies, shall provide to the President,
through the Assistant to the President for Homeland Security and Counterterrorism, a
National Critical Infrastructure Security and Resilience R&D Plan that takes into account the
evolving threat landscape, annual metrics, and other relevant information to identify priorities
and guide R&D requirements and investments. The plan should be issued every 4 years after
its initial delivery, with interim updates as needed.

Policy coordination, dispute resolution, and periodic in-progress reviews for the
implementation of this directive shall be carried out consistent with PPD-1, including the use
of Interagency Policy Committees coordinated by the National Security Staff.

Nothing in this directive alters, supersedes, or impedes the authorities of Federal departments
and agencies, including independent regulatory agencies, to carry out their functions and
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duties consistent with applicable legal authorities and other Presidential guidance and
directives, including, but not limited to, the designation of critical infrastructure under such
authorities.

This directive revokes Homeland Security Presidential Directive/HSPD-7, Critical
Infrastructure Identification, Prioritization, and Protection, issued December 17, 2003. Plans
developed pursuant to HSPD-7 shall remain in effect until specifically revoked or
superseded.

Designated Critical Infrastructure Sectors and Sector-Specific Agencies

This directive identifies 16 critical infrastructure sectors and designates associated Federal
SSAs. In some cases co-SSAs are designated where those departments share the roles and
responsibilities of the SSA. The Secretary of Homeland Security shall periodically evaluate
the need for and approve changes to critical infrastructure sectors and shall consult with the
Assistant to the President for Homeland Security and Counterterrorism before changing a
critical infrastructure sector or a designated SSA for that sector. The sectors and SSAs are as
follows:

Chemical:

Sector-Specific Agency: Department of Homeland Security

Commercial Facilities:

Sector-Specific Agency: Department of Homeland Security

Communications:

Sector-Specific Agency: Department of Homeland Security

Critical Manufacturing: Sector-Specific Agency: Department of Homeland Security

Dams:

Sector-Specific Agency: Department of Homeland Security

Defense Industrial Base:

Sector-Specific Agency: Department of Defense

Emergency Services:

Sector-Specific Agency: Department of Homeland Security

Energy:

Sector-Specific Agency: Department of Energy

Financial Services:

Sector-Specific Agency: Department of the Treasury

Food and Agriculture:

Co-Sector-Specific Agencies: U.S. Department of Agriculture and Department of Health and
Human Services

Government Facilities:

Co-Sector-Specific Agencies: Department of Homeland Security and General Services
Administration

Healthcare and Public Health:

Sector-Specific Agency: Department of Health and Human Services

Information Technology:

Sector-Specific Agency: Department of Homeland Security

Nuclear Reactors, Materials, and Waste:

Sector-Specific Agency: Department of Homeland Security

Transportation Systems:

Co-Sector-Specific Agencies: Department of Homeland Security and Department of
Transportation

Water and Wastewater Systems:

Sector-Specific Agency: Environmental Protection Agency
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Definitions

For purposes of this directive:

The term "all hazards" means a threat or an incident, natural or manmade, that warrants
action to protect life, property, the environment, and public health or safety, and to minimize
disruptions of government, social, or economic activities. It includes natural disasters, cyber
incidents, industrial accidents, pandemics, acts of terrorism, sabotage, and destructive
criminal activity targeting critical infrastructure.

The term "collaboration™ means the process of working together to achieve shared goals.

The terms "coordinate” and "in coordination with" mean a consensus decision-making
process in which the named coordinating department or agency is responsible for working
with the affected departments and agencies to achieve consensus and a consistent course of
action.

The term “critical infrastructure” has the meaning provided in section 1016(e) of the USA
Patriot Act of 2001 (42 U.S.C. 5195c(e)), namely systems and assets, whether physical or
virtual, so vital to the United States that the incapacity or destruction of such systems and
assets would have a debilitating impact on security, national economic security, national
public health or safety, or any combination of those matters.

The term "Federal departments and agencies™ means any authority of the United States that is
an "agency" under 44 U.S.C. 3502(1), other than those considered to be independent
regulatory agencies, as defined in 44 U.S.C. 3502(5).

The term "national essential functions” means that subset of Government functions that are
necessary to lead and sustain the Nation during a catastrophic emergency.

The term "primary mission essential functions” means those Government functions that must
be performed in order to support or implement the performance of the national essential
functions before, during, and in the aftermath of an emergency.

The term "national security systems" has the meaning given to it in the Federal Information
Security Management Act of 2002 (44 U.S.C. 3542(b)).

The term "resilience” means the ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions. Resilience includes the ability to withstand
and recover from deliberate attacks, accidents, or naturally occurring threats or incidents.

The term "Sector-Specific Agency” (SSA) means the Federal department or agency
designated under this directive to be responsible for providing institutional knowledge and
specialized expertise as well as leading, facilitating, or supporting the security and resilience
programs and associated activities of its designated critical infrastructure sector in the all-
hazards environment.

The terms "secure" and "security" refer to reducing the risk to critical infrastructure by
physical means or defense cyber measures to intrusions, attacks, or the effects of natural or
manmade disasters.
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