HNucTpykuus
110 OPra”Hu3alMyu AHTUBUPYCHOM 3allIUThI

1. OBIIME ITOJIOKEHUA

1.1. HacTosiuii TOKyMEHT pa3paboTaH B COOTBETCTBUM C HOPMATUBHBIMU JIOKYMEHTaMH
no Oe3omacHOCTH UWHPOPMALUMU U OmpeneisieT TpeOoBaHUS K OpraHu3aluHd  3allUThI
nH(POPMAIMOHHON cucTeMbl iepcoHabHBIX AaHHbIX (qanee — UCIIAr) MBAOY JIC Nel (manee
— VYupexnaeHue) OT pa3pyllalollero BO3AEUCTBHUS KOMIIBIOTEPHBIX BHUPYCOB M JIPyroro
BPEIOHOCHOTO TpOrpaMMHOro obecrnedeHus (naisee — BpepoHocHoe [10), ycranaBnuBaer
OTBETCTBEHHOCTb aJIMUHHUCTparopa Oe3omnacHOocTH (nanee — AB) 3a BbINONHEHHE YKa3aHHBIX
TpeOOBaHUM.

1.2. K nCrosib30BaHUI0 B YUPEXKAECHUU JOIYCKAIOTCS TOJIBKO JIMIIEH3MOHHBIE CPEACTBA
aHTUBUPYCHOM 3allMThl, LEHTPAJIU30BAHHO 3aKyIUICHHbIE Y pa3paOOTUYMKOB WJIM IOCTABIIUKOB
JAHHBIX CPEJCTB.

1.3. YcTaHOBKa CpEJCTB aHTHUBUPYCHOTO KOHTpOJIA Ha KoMmIibtotepsl U cepepbl MCIIIH
VYupexaenus ocymectsisiercss Ab wiM moj ero KOHTpoJjeM, HacTpolKa IapaMeTpoB CPEICTB
AHTUBUPYCHOI'O KOHTPOJIS OCYILIECTBISAETCS B COOTBETCTBUHU C PYKOBOJCTBAMH IO IPUMEHEHHUIO
KOHKPETHBIX aHTUBUPYCHBIX CPEICTB U TpeOOBaHUAMHU HOpMAaTUBHBIX A0KyMeHTOB @CTOK PO B
001aCTH 3a1UThI IEPCOHANIBHBIX JaHHBIX.

2. TEPMUHBI 1 OITPEJIEJIEHUSA

2.1. AHTHUBHpPYCHasl 3alMTa — KOMIUIEKC Me€p, HAIPAaBJICHHBIX Ha IPEJOTBPALLCHMUE,
oOHapyxeHHe U 00e3BpexuBaHuE NehcTBUN BpenoHocHoro I1O mpu MoOMOIIM aHTUBUPYCHBIX
MIPOTPaMMHBIX IIPOAYKTOB.

2.2. ABTOoMaTu3upoBaHHoe padouee mMecTo (APM) — mnepcoHaldbHBIN KOMIBIOTEpD M
MOJKITIOYEHHBIE K HeMy nepu(epHiiHble YCTpPOHCTBA — MPHUHTEP, MHOTO(YHKIIMOHAIbHBIE
YCTPOMCTBA, CKAHEPHI U T.JI.

2.3. UudopmanuonHas cucrema nepcoHaJbHbIX AaHHbIX (MCII/IH) - cOBOKYyIHOCTB
coaeprKamuxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAaHHBIX M 00ECNeYMBAIOMUX UX 00padOTKY
MH(POPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPECTB.

2.4. TlepcoHajibHbIe [aHHbIEe - J100ass MHPOpPMAIMs, OTHOCAMIASACA K MPSMO WU
KOCBEHHO OIpeIeIEHHOMY WJIM onpeiesieMoMy (PU3MUeCKOMY JIMILY.

3. IPUMEHEHHUE CPEJCTB AHTUBUPYCHOI'O KOHTPOJIA

3.1. AHTUBHUPYCHBII KOHTPOJb JIOJDKEH OCYIIECTBISTHCS B PEXKUME TMOCTOSHHOM
aHTUBUPYCHOM 3amuThl. ExxelHeBHO B Hauasie paboThI MpH 3arpy3Ke KOMIbIOTepa (JIsl CEpBEPOB
— IpH Mepe3anycke) B aBTOMATUYECKOM PEXHUME JO0JKHA MPOBOAUTHCS MPOBEPKA 3arpyKaeMbIX
MOAYJIEN ONEPAllMOHHON CUCTEMBI.

3.2. OOs3aTeIbHOMY AHTUBHUPYCHOMY KOHTPOJIIO TMOMJICKHUT JroOas uHbOpmaius



(TexkcroBblie (ailbl MOOBIX (opMaroB, (ailibl JaHHBIX, UCHIOTHIEMbIE (ailsibl), XpaHsIascs Ha
APM, nepeparomascs MO CeTH, a Takke HMH(POpManuss Ha ChEeMHBIX HoOcuTensx. KoHTpoib
BXOJs1Ied MH(OpPMALUK JOIKEH OCYIIECTBISATHCS aBTOMATUYECKH, HEIMOCPEICTBEHHO IOCIIE €€
npuema.

3.3. Ilpouenypa oOHOBieHMs 0a3 JaHHBIX CPEACTBA AHTUBHUPYCHOM 3alMTHI JIOJKHA
MIPOBOIUTHCS HE peke omHOro pa3a B aeHb Ha Bcex APM HCII/IH, paboTaromux B ceTH, HE pexe
onHoro pa3a B Hezaento it Bcex APM UCTI/[H, paGoTatoniux aBTOHOMHO.

3.4. VYcranaBiauBaeMoe (M3MEHSEMOE) MPOTPaMMHOE OOECIeUeHHE JOJDKHO OBITh
[IpeBapUTEIbHO TMpoBepeHO0 Ab Ha mnpeaMer OTCYyTCTBUSL BPEAOHOCHOIO MPOrPaMMHOIO
obecnieuenus. HermocpeacTBeHHO MoOcie YCTaHOBKM (M3MEHEHHs) MPOrpaMMHOIO obOecredeHus
JIOJKHA OBITH BBINIOJHEHAa AHTUBUpPYCHas IpPOBEpKa Ha BCEX 3alllMIIaeMbIX cepBepax u APM
NCTI/H.

3.5. Ilpy BO3HMKHOBEHMHM IIOJO3PEHUS Ha HAJIMYKUE BPEJOHOCHOTO MPOTPAMMHOTO
oOecrnieueHus (4actele OMIMOKM B paboTe MpOrpaMM, MOSIBICHHUE IMOCTOPOHHUX I'paUuecKux U
3BYKOBBIX 3()(DEKTOB, HCKaKEHUS JaHHBIX, HEKOHTPOIMPYEMOE IIponajaHue (paisos, MOsSBICHUE
COOOIIEHUI O CHCTEMHBIX OLIMOKax, 3aMejjieHHe padoThl KOMIbIOTEPA M T.M.) MOJb30BATENb
00s13aH CaMOCTOATENBHO WM BMecTe ¢ AB MpoBecTH BHEOUYEPETHON aHTUBUPYCHBIA KOHTPOJIb
ceoero APM. Ilpu camocTosTebHOM NPOBEJEHUU AHTUBUPYCHOI'O KOHTPOJISL - YBEAOMHTH O
pesynpratax Ab gans ompeneneHus uMm  (pakra HaJIWYMs WIM OTCYTCTBHUSL BPEIOHOCHOTO
IPOrPpaMMHOI0 00ECTIeUeHUs.

4. OTBETCTBEHHOCTbD

4.1. OTBETCTBEHHOCTh 3a MPOBEACHUE MEPOINPUATUA AHTUBHUPYCHOTO KOHTPOJS U
HACTpOiKy cpenctB aHtuBupycHoro koHtposis B MCIIJJH VYupexeHuss B COOTBETCTBUU C
TpeboBaHusAMHU HacTosel MHcTpykunu Boznaraercst Ha Ab.

4.2. Tlepuomuueckuil KOHTPOJIb 3a COCTOSHHEM AaHTHUBHUPYCHOM 3aluThl (OOHOBIEHUE
AHTUBHUPYCHOM TMpOrpaMMbl M aHTUBHUPYCHBIX 0a3, a Takke MpOBEpPKa paboTOCIOCOOHOCTH
cpenctB antuBupycHoi 3amutel) B UCIIIn Yupexnenus, ocymectsisercs Ab.



