Hucrpykuus
110 OPraHU3AUMHM AHTUBUPYCHOM 3aLIUTHI

1. OBIIME ITOJIOXKXEHUA

1.1. Hacrosimuii JOKyMEHT pa3paboTaH B COOTBETCTBHU C HOPMAaTUBHBIMU JTOKYMEHTaMH
no Oe3omacHOCTH WHGOPMALMM W OmpeneiseT TpeOoBaHUS K OpraHu3alud  3aIlUThI
nH(popMaIMoOHHOM cucTeMbl IepcoHaNbHBIX AaHHBIX (nanee — UCITIa) MBAOY AC Ne50 (manee
— VYupexJeHne) OT pa3pylIalomiero BO3JCHCTBHS KOMIIBIOTEPHBIX BHPYCOB H  JAPYrOTO
BPEJIOHOCHOTO TMpOoTrpaMMHOro obecrnedeHus: (nanmee — BpenoHocHoe [10), ycranaBnuBaeT
OTBETCTBCHHOCTh aJIMMHUCTpaTopa Oe3omacHocTh (manee — ADB) 3a BBINIONHEHHE yKa3aHHBIX
TpeOOBaHUM.

1.2. K uCronb30BaHUI0 B YUPEXKIECHUHM JOMYCKAIOTCS TOJBKO JIMIIEH3MOHHBIE CPEICTBA
AHTUBUPYCHOM 3aIMTHI, HEHTPAJIMN30BAHHO 3aKYIJICHHBbIE Y Pa3paOOTUMKOB MM MOCTaBUIMKOB
JTAHHBIX CPEJICTB.

1.3. YcTaHOBKa CpeACTB aHTHUBUPYCHOTO KOHTPOJIA Ha KoMIibloTepsl U cepepbl MCII/In
Yupexaenus ocymecTtBiasiercs Ab wim mox ero KOHTpoJieM, HAaCTpOMKa IapaMeTpOB CPENCTB
AHTUBUPYCHOTO KOHTPOJSI OCYHIECTBISETCS B COOTBETCTBUM C PYKOBOACTBAMH MO NMPUMEHEHUIO
KOHKPETHBIX aHTUBHPYCHBIX CPEJCTB U TpeOOBaHUSAMU HOPMATUBHBIX TIOKyMeHTOB DCTOK PO B
00JIaCcTH 3aIUTHI IEPCOHABHBIX JaHHBIX.

2. TEPMHHBI U OIPEJIEJIEHUS

2.1. AHTHMBHpPYCHAasl 3alMTA — KOMIUIEKC MeEp, HANpaBJICHHBIX Ha NPEAOTBpAIICHUE,
oOHapyXeHHe U 00e3BpexuBaHUE JeicTBUN BpenoHocHoro I1O mpu moMouiy aHTUBHUPYCHBIX
MIPOTPAMMHBIX ITPOTYKTOB.

2.2. ABromMaTtu3supoBaHHOoe padouee Mecto (APM) — nepcoHajbHBIM KOMIBIOTEDP U
MOJKJIIOUCHHBIE K HeMy TMepudepuiiHple yCTpOHWCTBA — MPUHTEP, MHOTO(PYHKIIMOHATHHBIC
YCTPOMCTBA, CKAHEPHI U T.1I.

2.3. Nndopmannonnas cucrema nepcoHaJbHbIX JaHHbIX (MCII/IH) - coBOKymHOCTh
comepxamuxcsi B 0a3ax JIaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECTEUMBAIOIIUX MX 00pabOTKy
MH()OPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPECTB.

2.4. TlepcoHaibHbIe [IaHHBbIe - Jr00as WH(GOPMAIMS, OTHOCSMIASCS K TMPSIMO HWIIH
KOCBEHHO OIPEICICHHOMY WIIH OnpeieisieMoMy (PU3MYeCKOMY JIHITY.

3. IPUMEHEHHUE CPEJICTB AHTUBUPYCHOI'O KOHTPOJISA

3.1. AHTHBUDPYCHBIH KOHTPOJb JIOJDKEH OCYIIECTBISATHCS B PEKUME ITOCTOSHHOMN
AHTUBUPYCHOM 3amuThl. ExxeTHEBHO B Hadajie pabOTHI MPH 3arpy3ke KOMIbIOTEpa (ISl CEPBEPOB
— TIpH TIepe3anycke) B aBTOMAaTUYECKOM PEXUME JOKHA MPOBOAUTHCS MPOBEPKA 3arpyKaeMBbIX
MOZAYJIEN ONEPALMOHHON CUCTEMBIL.

3.2. OOs3arenbHOMY aHTUBUPYCHOMY KOHTPOJIO TOUICKUT Jito0as uHopMaius
(TexcToBbIe (aiiisl IIOOBIX (hopmaToB, (aitbl TaHHBIX, UCTIOJHIEMBbIC (haiiiibl), XpaHAIascs Ha



APM, mnepenaromasics 1o ceTd, a Takke HHOpMalMs Ha ChEMHbIX HocuTelsiX. KoHTpoib
BXOAsILENH MHPOpMAIIMU JOJKEH OCYHIECTBIISTHCS aBTOMATUYECKU, HETIOCPEACTBEHHO IOCIE €€
npuema.

3.3. Ilpouenypa oOHOBieHMS 0a3 JaHHBIX CPEACTBA AHTHBMPYCHOM 3alUTHI JTOJDKHA
IIPOBOJIUTHCS HE pexke OJHOro pasa B JeHb Ha Bcex APM UCII/IH, paboTaroomux B CETH, HE pexXe
ofHoro pa3za B Heaemto 11t Bcex APM UCII/IH, paboTaromux aBTOHOMHO.

3.4. VYcranaBnuBaeMoe (M3MEHsSEMOE) MNPOrpaMMHOE OOECHeYeHHe JOJDKHO OBITh
IIPEBAPUTENILHO IIpoBepeHO ADb Ha mnpeaMer OTCYTCTBUS BpPEJOHOCHOTO IIPOIPaMMHOIO
obOecnieueHusi. HemocpeACTBEHHO MOCE YCTAaHOBKU (M3MEHEHHs) MPOrpaMMHOIO OOecIieueHus
JOJDKHA OBITh BBINIOJIHEHA AHTHBHPYCHAsl MPOBEPKA Ha BCEX 3alllMIAaeMbIX cepBepax u APM
NCI/H.

3.5. Ilpy BO3HHMKHOBEHMM IOJO3PEHHsS HAa HaJU4YME€ BPEJOHOCHOIO IPOrPAMMHOIO
oOecrnieyeHust (4acTble OUIMOKM B paboTe mporpamm, MOSIBIEHUE MOCTOPOHHUX IpadUyecKux U
3BYKOBBIX 3()(PEKTOB, NCKAKEHUS JAaHHBIX, HEKOHTPOJIUPYEMOE Mpornaganue (ailyios, nosiBieHue
COOOILICHUI O CHUCTEMHBIX OIIMOKax, 3aMeaJieHHe paboThl KOMIIbIOTEpa M T.I.) IMOJIb30BaTENb
00s13aH CaMOCTOSITENIbHO WM BMecTe ¢ Ab mpoBecTH BHeodepeIHOW aHTHBHPYCHBIM KOHTPOJb
ceoero APM. Ilpu camoCTOATENIBHOM IPOBENEHUN AHTUBUPYCHOTO KOHTPOJSA - YBEIOMHUTBH O
pesynbratax Ab 1ns onpeneneHuss UM (akTa HaIW4YUS WIA OTCYTCTBUSL BPEIOHOCHOTO
IPOrpaMMHOI0 00ecreueHusl.

4. OTBETCTBEHHOCTbD

4.1. OTBETCTBEHHOCTb 3a IIPOBEACHHE MEPOINPUATUN AaHTUBUPYCHOTO KOHTPOJIS U
HAaCTpOWKY cpenactB aHTuBHpycHoro koHTposist B MCIIJIH VYupexneHuss B COOTBETCTBHHM C
TpeboBaHuAMHU HacToseld MHcTpykuun Bo3naraercst Ha AbB.

4.2. Tlepuomuyeckuil KOHTPOJb 3a COCTOSHUEM AHTUBHPYCHOW 3aluThl (OOHOBIIEHHE
aHTUBUPYCHOW TIPOTpaMMbl M AHTUBUPYCHBIX 0a3, a TakXke NpoBepka paboTOCIOCOOHOCTU
cpenctB anTuBupycHoit 3amuthl) B UCII[AH Yupexaenus, ocymectniusercs Ab.



