HNucTpykuus
aJAMHUHUCTPATOPA 0€30IaACHOCTH HH(POPMALMOHHBIX CHCTEM NEPCOHAIBHBIX JAHHBIX

1. OBIIME NMOJIOKEHUSA

1.1. HacTosmuii JOKyMEHT pa3paboTaH B COOTBETCTBHHM C HOPMATHBHBIMU JIOKYMEHTAMHU
no Oe3zonmacHocTH MHGOPMALMM M ONpelesieT TMOpsAoK olecreueHuss Oe30MacHOCTH
uH(pOpMallMM TPU TPOBEAECHUU pabdOT aaMUHUCTpaTopoM Oe3zonacHoctH (mamee — Ab) B
MH(OPMALIMOHHBIX CUCTEeMax NepcoHalbHbIX AaHHbIX (nanee — WCII[n) MBJOY JAC Ne50
(manee — YupexxaeHue).

1.2. Cyobexkramu goctyna k pecypcam WCII[In sBnsroTcs mnonb3oBatenu, Ab u
oOCIyXKMBaIOIMMUN TIepcoHaNl (paOOTHUKU, OCYHICCTBISIOMIME TEXHUYECKOE OOCIyKUBaHUE,
PEMOHT), B COOTBETCTBUU C YTBEPKJACHHBIM IIEPEUHEM.

1.3. O6pabatsiBaemast B UCIT/In undopmaiusi OTHOCUTCS K CBEACHHSIM, COCTABIISIONINM
nepcoHalibHbIe HaHHbIe (nanee — [1/1H).

1.4. MamuHHbIE HOCUTENH C 3aluuiaeMoi nugopmanueit umeroT noMetky «IIIu».

1.5. Ab na3znavaercs [Ipuka3om 3aBeyrOMIEro YUpexxJAeHUs U MOTy4aeT HEOrPaHUUECHHbBIE
npaBa Ha foctyn kK pecypcam UCII/IH.

1.6. Ab ocymiecTBiseT ob1Iee pyKoBOJACTBO U KOHTPOJb 3a oOecrieueHneM 0e30MacHOCTH
uHpopmanuu npu padote nonbzonateneid UCIIIH u ob6cnyxuBaromiero nepcoHana.

1.7. MeTtoauyeckoe pPYyKOBOJACTBO MO HMH(POPMALMOHHOW 0€30MacHOCTH  OOBEKTOB
uHpopmaTH3anuu ocyuiectsisier Ab.

1.8. Ab nmMeer npaBO BHOCHUTH NPEUIOKEHUS MO MU3MEHEHHUIO WU JIONOJHEHUIO JAaHHOU
Wucrpykuuu, a Takxke «MHCTpykuuu mosib3oBatens...» U «HCTpykuuu o00CTyKUBarOUIero
MIEPCOHAJIA. .. ».

1.9. H3MeHeHUs U JONOJHEHHUS K JaHHOW MHCTpYKIMK yTBEPKIAOTCA B YCTAHOBIEHHOM

HOPsAKE.
1.10. [IpaBo TOJMKOBaHMS MOJ0KEHUN HacTosimen MucTpykiuu Bo3naraercs Ha lupektopa
YupexaeHus.
2. TEPMUHBI U ONTPEJEJEHUSA
21. Moctyn k wuHGoOpMAaUUM — BO3MOXHOCTh IMOJNy4eHUS HH(DOpMauu U ee
HCIIOJIb30BAHMS.

2.2. 3amuTa uHGoOpPMaUN — JIEATEILHOCTD MO MPEIOTBPAICHUIO YTeUKU UH(POpMAIIHH,
HECAaHKIIMOHUPOBAHHBIX U HEIMpPeIHaMEePEHHBIX BO3/IEUCTBUI Ha MH(POPMALIHIO, TO €CTh MPOIECC,
HaNpaBJICHHbBIN Ha JOCTI)KEHNE HHPOPMAIIMOHHON 0€301TacHOCTH.

2.3. Uudopmanusa — cBeneHus (CooOLIEHHs, TaHHBIE) HE3aBHCUMO OT (GOPMBI HUX
MpeICTaBICHUS.

2.4, NudopmannonHasi cucreMa nepcoHaJbHbIX JaHHbIX (MCIIJH) — COBOKYMHOCTh
cojepxanuxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U O00ECHEUHMBAIOIIUX UX 00pabOTKy



MH(POPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX CPEICTB.

2.5. HecaHKIIMOHMPOBAaHHBIA JOCTYNl — JOCTyH K HH(pOpMaIMu, XpaHsLEHcs Ha
pa3IMyHBIX TUMAX HocuTesed (OyMa)KHBIX, MarHUTHBIX, ONTHYECKUX U T. Jl.) B KOMIIBIOTEPHBIX
0a3ax MaHHBIX, (ailVIOBBIX XpaHWJIUINAX, ApXMUBAaX, CEKPETHBIX YaCTSIX U T. M. Pa3IUYHBIX
OpraHM3alui MyTeM U3MEHEHUs (MOBBIIEHUS, (panbcurKaIi) CBOMX MpaB JOCTyIa.

2.6. Hocurens wmHpopManum — 11000 MarepuaslbHbIH  OOBEKT WIM  cpefa,
UCIOJIb3YEMBbIH JUIsl XpaHEHUs WK Iepeaadu HHPpOpMaLuu.

2.7. O0padoTKa mNEepPCOHAJBHBIX JaHHBIX — Jr00Oe¢ JelcTBUEe (omeparus) WIH
COBOKYITHOCTb JIEUCTBHI (ONEpalinii), COBEPUIAEMBIX C UCIIOJIb30BAaHUEM CPEICTB aBTOMATU3ALINH
Wi 0e3 HCIOJIb30BaHUs TAKUX CPENCTB C NEPCOHAIbHBIMU JAHHBIMHU, BKIIOUas cOOp, 3aluCh,
CHCTEMAaTH3al1I0, HAKOIUIEHUE, XpaHeHHe, YTOuHeHHe (OOHOBJIEHHE, U3MEHEHHE), U3BIICUCHNE,
UCIOJb30BaHME, Mepeaauvy (pacnpocTpaHeHHe, NpPeJOCTaBlICHUE, JOCTyM), OO0e3JIMYUBaHUE,
OJIOKMpOBaHUE, yAAJIEHUE, YHUUTOKEHUE EPCOHATbHBIX TaHHBIX.

2.8. IlepconanbHble AaHHBble — Jt00asg HMHQOpMAIUs, OTHOCAIIAsICA K MPSAMO WU
KOCBEHHO OIIpE/IEJICHHOMY WU OTIpeesieMOMY (pU3HuecKoMy JIHILY.

2.9. CpencTBo 3amuThl HHMOPMAIMM — TEXHUYECKOE, IPOTPAMMHOE CPEICTBO,
BELIECTBO U (WJIM) MaTepHall, IpeJHa3HauYE€HHbIE WU UCIOIb3YEMBIE ISl 3aIIUTHl HH(POPMALIUU.

2.10. YHUYTOXKeHHe TEePCOHAJbHBIX [JaHHBIX — JCHCTBUS, B pe3yibTaTe KOTOPBIX
CTAaHOBUTCS  HEBO3MOXKHBIM  BOCCTAHOBHTH  COJEpP’KAHWE  IIEPCOHAJBHBIX  JaHHBIX B
UH(POPMAIIMOHHONW CHCTEME€ TEepPCOHAJBbHBIX JaHHBIX W (WIM) B pe3ylbTaTe KOTOPBIX
YHUUYTOXXAIOTCS MaTepUaibHble HOCUTENIN NEPCOHAIbHBIX JAHHbIX.

3. TPEBOBAHMUS K AB

3.1. ABb o00s3aH 3HAaThb M BBINOJHATH TPeOOBaHUS JEUCTBYIOUIMX HOPMATHBHBIX U
PYKOBOJSIIMX JOKYMEHTOB, a TaKXe BHYTPEHHUX HHCTPYKUMH U  pacHOpsHKEHHH,
periIaMeHTUPYIOUINX HOPSA0K ASHCTBUIN O 3a1uTe HH(OPMAIUH.

3.2. Ab, He o3HaKOMJEHHBIM C JaHHOM MHCTpykuumen, a Takke C HM3MECHCHMSIMU U
JIOTIOTHEHUSIMU K Hel, k padote ¢ pecypcamu UCII/IH He nomyckaercs.

3.3. Ab ocymecTBiseT ydeT CBhEMHBIX MAIIMHHBIX HOCHUTENEeW HHPOpPMALUU, UX
YHUUYTOXXEHHE, TUO0 KOHTPOIb MPOLEAYPHl UX YHUUTOKECHHUS.

3.4. ABb 00s3aH HEMeJIEHHO pearupoBaTh Ha COOOUIEHHS MOJb30BaTeNe O IHOOBIX
HEUCIIPABHOCTAX B pa0OTe€ OCHOBHBIX M BCIOMOTraTeNbHbIX cpenctB u cucteM (ganee — OTCC u
BTCC), C3U, cucteMHOro ¥ NMpUKIaIHOTO IporpaMMHoro obecneuenus (nanee — [10) UCI1 1.

3.5. Ab 00s3aH HEMEIJICHHO CTaBUTh B M3BECTHOCTb OTBETCTBEHHOT'O 3a OOecredeHue
0€30MaCHOCTH TEPCOHANIBHBIX JAHHBIX YUpEkKJIeHUs 000 BCEX HEUCIPABHOCTIX amnmnapaTHo-
nporpamMmMHbIX cpeacts UCII/IH.

3.6. ADb 00s3aH cTaBUTh B M3BECTHOCTh OTBETCTBEHHOI'O 3a oOecredeHne 0e30macHOCTH
MEPCOHATBHBIX  JAHHBIX  YUPEXKIEHUS O HEOOXOAMMOCTHM  TpoBeldeHuss padoT 1o
aamuHuctpupoBanuto C3U.

3.7. Ab umeeT npaBo NPOBOAMTH BHEIIAHOBBIE MPOBEPKU pabotocnocodHoct C3U un



COOJTIOIEHUS TTOJTH30BATEISIMHI TEXHOIOTHN 00paOOTKH MEPCOHATBHBIX JAHHBIX.

3.8. Ab pa3pabaTbIBaeT IUIaHBI MEPONPUATUNA IO AJMUHUCTPUPOBAHUIO U TEXHUYECKOMY
00CITy’)KMBaHHUIO anmnapaTHbIX U nporpammubix cpenctB UCIIH Yupexaenus.

3.9. AD 00s13aH B ci1y4ae 0TKa3a TEXHUYECKUX CPEACTB MM IPOrpaMMHOI0 00ecredyeHus
anementoB MCIIJIH, B TomM umcie C3U, npuHMMarh Mepbl IO HX CBOEBPEMEHHOMY
BOCCTAHOBJICHUIO U BBISIBJICHUIO IPUYMH, IPUBEAIINX K OTKa3y pabOoTOCIIOCOOHOCTH.

3.10. Ab umeet npaBo TpeboBaTh MpeKpalieHuss 00pabOTKH MEPCOHANBHBIX JaHHBIX, KaK B
LIEJIOM, TaK U JUI OT/EIbHBIX [10JIb30BaTENIEH, B CIIy4ae BbISBICHUS HApPYIIEHUH YCTaHOBIEHHOTO
nopsiika padbot uinu HapymeHnus pynkunonupoBanust UCIIJIH unu cpeacTB 3alUThI.

3.11. Ab npuCYTCTBYET MNpHU BBHIIOJHEHUU TEXHUUYECKOTO OOCIYKUBAHUS 3JIEMEHTOB
NCII[IH CTOpPOHHUMH CHIEIUANTNCTAMU HAa TEPPUTOPUU Y UPEIKICHHUS.

3.12. Ab ocymecTBisier pa30HpaTeNbCTBA W COCTABJICHHE 3aKIIOYEHHM 1O (axkTam
HEcOOJIOIEHUSI YCIOBHM XpaHEHUsS HOCHUTENEH NEepPCOHANBHBIX JAHHBIX, HApYIICHHs IMpaBUII
paboThl ¢ TexHUYECKUMU U TporpaMMHbIiMu cpenctBamu UCITIH, B ToM yncie ¢ C3U, unu no
JAPYTUM HapylIEHUsIM, KOTOpblE MOTYT MPHUBECTH K CHIJKEHUIO YPOBHS 3alllUIIEHHOCTU
NEPCOHANIBHBIX TaHHBIX.

3.13. B xoxe ynpaBnenus (aamunuctpupoBanus) cucreMoil 3amutel UCII[AH Ab 00s3aH
OCYIIECTBIISATH:

3.13.1. 3aBeneHre W yAaJeHUE YUYETHBIX 3amMcell TOJb30BaTelel, ylpaBieHue
nonHoMmouusiMu nosabs3oBatenet MCII[(H u noanep:kaHue mpaBuil pa3rpaHUuCHUs] OCTyHa B
NCTIH;

3.13.2. co3naHue, NMPUCBOCHME M YHUUYTOKEHUE HWJEHTU(PUKATOPOB MOJb30BaTelel u
YCTPOWCTB, OJJHO3HAYHO UX WACHTU(UIUPYIOIIHX;

3.13.3. ynpaBneane C31M B MHUCII[dH, B TOM 4mclIe mapamMeTpaMH HACTPOUKHU
MpOrpaMMHOI0 obOecrieueHus, BKIOYas mnporpamMmmHoe obOecneyenne C3U, ympaBieHue
YYETHBIMH 3alHUCSIMU TOJb30BaTENIel, BoccTaHOBIeHHE paboTocnocoOHoctn C3U, renepanuio,
CMEHY U BOCCTaHOBJIEHHE NIapOJIEH;

3.13.4. u3mMeHeHue ayTeHTHPUKAUMOHHOW uUHPOpManuu (CPeACTB ayTEeHTHU(PUKALUN),
3aJJaHHOM WX MPOU3BOJAUTENSIMU U (WUJIM) HCIOJIb3YeMOM MpU BHEAPEHUU CHUCTEMBbI 3alllUThI
unpopmarmu UCI1/IH;

3.13.5. ycTaHOBKY OOHOBIEHHI MPOrPaMMHOIO OOECIEeUYeHHsI, BKIIOYas MPOTpaMMHOE
obecnieuenrie C3U, Beimyckaembix pazpaboTunkamu (mpousBoautensiMu) C3U wnm mo wux
MOPYYEHHUIO;

3.13.6. meHTpanmzoBaHHOE ympaBieHHe cuctemon 3amutbl uHpopmarmu MCIIIx (mpu
HEOOXOIUMOCTH);

3.13.7. peructpanuio u ananus coosrtuii B UCII/IH, CBA3aHHBIX ¢ 3aIlIMTON HHPOPMAIIHH;

3.13.8. undpopMupoBaHue Moab30BaTeNe 00 yrposax Oe30mMacHOCTH HWH(OpMaUHU, O
npaBuiax dKcIuTyaTanuu cuctemsl 3amuThl nHpopmaruun UCIIAr u otaensubix C3U, a Takke
UX O0y4YeHHE;

3.13.9. compoBoxeHne HyHKIIMOHUPOBAHUS cHCTeMbl 3amuThl nHGopmaiuu UCIIIH B



XOJIE €€ 3KCIUTyaTalllM, BKII0Yas KOPPEKTUPOBKY IKCIUTyaTallMOHHOW JOKYMEHTAalMu Ha HEe U
OpraHU3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB 110 3alIUTE HH(OPMALIHMH.

3.14. B xoze BbISBIICHUSI MHIUJEHTOB U pearupoBaHus Ha HUX Ab 00s13aH OCYIIECTBIIATD:

3.14.1. oGHapykeHHe W UACHTU(UKAIIMIO HWHIMACHTOB, B TOM 4YHCJE OTKa30B B
oOcnyXxuBaHUH, CcOOEB (mepe3arpy3ok) B pabOTe TEXHUYECKUX CPEACTB, MPOrPaMMHOTO
obecnieuenust 1 C3U, HapymieHUI IpaBWl pa3rpaHUYEHUsl TOCTYIa, HEPaBOMEPHBIX JEUCTBUN
o cobopy uHpopmaIu, BHEAPEHUN BPEJOHOCHBIX KOMITbIOTEPHBIX MPOrpaMM (BUPYCOB) U HHBIX
COOBITHIA, TPUBOJAIIUX K BOSHUKHOBEHHUIO UHIIU/ICHTOB;

3.14.2. cBoeBpeMeHHOE WH(GOPMHUPOBAHUE JIMI, OTBETCTBEHHBIX 3a BBISBICHUE
WHIIUJICHTOB U pearupoBaHue Ha HUX, O BOSHUKHOBeHUH UHIUACHTOB B UCII/IH;

3.14.3. aHanu3 WHIMACHTOB, B TOM YHCJE OMPEICICHHEe HWCTOYHUKOB M MPHYUH
BO3HUKHOBEHMSI MHIIMJICHTOB, a TAK)KE OIICHKA UX MOCIEICTBUM;

3.14.4. mtanupoBaHWE W MPUHATHE MEP MO YCTPAaHEHHUIO WHIMJICHTOB, B TOM YHCIIE TIO
BoccranoBlieHuto MCIIJIH u ee cerMeHTOB B Cilydae OTKa3a B OOCITY>KUBaHUU WIH MOCJE cOOEB,
YCTPAHEHUIO TOCJECACTBUI HapyIIEHUs TMPaBUJ pa3TPaHUUEHUs JOCTYIa, HEMPaBOMEPHBIX
necTBUil mo cOopy wuHGPOpPMAIMU, BHEIPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpamMm
(BUpYCOB) U UHBIX COOBITUH, MPUBOASIINX K BOSHUKHOBEHHUIO UHIUICHTOB;

3.14.5. muranupoBaHWe W TNPUHATHE MEp MO TMPEAOTBPANICHHIO  MOBTOPHOTO
BO3HUKHOBEHHMSI MHIIU]ICHTOB.

3.15. B xome KoHTponsi (MOHHUTOpHMHTa) 3a OOECHEYeHHEeM YpPOBHS 3allUIICHHOCTU
uHpopmanuu, coaepxaiuerica B UCIIJn, Ab 00s3aH ocymecTBisTh:

3.15.1. aHanu3 U oueHKY (PyHKIMOHUPOBAaHMS cucTeMbl 3amuThl uHpopManuu MCII/IH,
BKJIIOYAsl BBIABJICHHE, aHAIU3 M YCTPAHEHHE HEJOCTAaTKOB B (YHKIIMOHUPOBAHHH CHCTEMBI
3amuthl uHpopmaruu UCI1H;

3.15.2. mpoBepKy pabOTOCHIOCOOHOCTH H TapaMeTPOB HACTPOUKH MPOrPaMMHOTO
oOecnevyenust, anmnapaTHbix U nporpamMmmubix C3U UCTI/1H;

3.15.3. mpoBepKy cocTaBa TEXHUUYECKUX CPEJCTB, MporpaMMHoro odecnieuenus u C3U;

3.15.4. KOHTpOJIb LIETOCTHOCTH TmedyaTed (MmaomO, HaKJIeeK) TEXHUYECKUX CPEJCTB,
WCIIOIb3YEMBIX NIl 00paOOTKU MEePCOHATBHBIX JAHHBIX;

3.15.5. exxeHenenbHOE OTCICKWBAHHUE TIOSBICHUS HOBBIX BUAOB ys3BuMocTeit [10
NCIIJn. Ilo HeoOxoaumocth AbB NpOW3BOAMT YCTpaHEHHE YSI3BHUMOCTEH  COIJIACHO
pEKOMEHAANMSIM pa3padOTYMKa, B TOM YHUCJE IyTEM YCTAaHOBKM OOHOBJIEHUH MPOrpaMMHOIO
oOecrieyeHus] CpPeACTB 3alluThl MH(GOpPMAIMK, OOLUIECUCTEMHOIO0 MPOrPaMMHOI0 OOecredeHuUs,
NPUKIAQAHOTO  MPOTPAMMHOTO  OOECTeYeHHs] WIM  MHUKPOIPOrpaMMHOr0  oOecredeHus
TEXHUYECKHX CcpencTB. B kadecTBe HMCTOYHUKOB HWHGPOpMAIMH OO0 YSI3BUMOCTAX JOJKHBI
MCIIOJIb30BAThCsl OMYOJIMKOBaHHBIE JaHHbIE pa3pabOTUMKOB CPEJCTB 3alllUThl HMHMOpMAIH,
OOIECUCTEMHOI0, MPUKIATHOTO U CHEIUAIBHOIO0 MPOrpPaMMHOI0 00eCredYeHHs, TEXHUUYECKHX
CPEJICTB, a TaKXe pyrue 0a3sl JaHHBIX YA3BUMOCTEH;

3.15.6. mepumonnveckuii ananu3 U3MEHEHHst yrpo3 6e3onacHocty nuHGpopmannu B UCIT/IH,
BO3HUKAIONIMX B XOJI€ €€ JKCIUTyaTallud, U TPUHATHE MEp 3alUThl MHOOpPMALMM B Ciydae



BO3HHUKHOBEHMSI HOBBIX YIp03 0€30M1aCHOCTH MH(POPMaLIUU;

3.15.7. KOHTpPOJIb 32 COOBITUSIMU O€30MACHOCTH | JAeUcTBUAME Tosib3oBareneid B UCIT/IH.
B wactHoctu, AB 00s3aH OCYIIECTBISATh TOCTOSHHBIM KOHTPOJb 32 BBIMOJIHEHUEM
MOJIb30BATENSIMA YCTAHOBJIEHHOTO KOMIUIEKCAa MEPOIPHUATHI Mo obecrneueHnto 0e30MacHOCTH
uH(popMaLnH;

3.15.8. xoHTpOIB (aHANM3) 3anMIneHHOCTH HHpOpManmu, coaepxarmeiics B MCITH;

3.15.9. moxyMeHTHpOBaHHME TMPOIEAYp U PE3YIbTATOB KOHTPOJS (MOHHUTOPHHIA) 3a
oOecreyeHreM YPOBHsI 3alllMIIeHHOCTH nHpopMmaly, cogepxaieiics B UCIx;

3.15.10.npuHsATHE pemIeHus O pe3yiabTaTaM KOHTPOJs (MOHHUTOPHHTA) 32 0OecredeHnemM
YPOBHSl 3allIMIIEHHOCTH HHQPOpMAIMK O J0paboTKe (MOJAEPHU3AIMHN) CHUCTEMBI 3alIUTHI
napopmanun UCIIQH, motopHoit arrectaruu MCIIJIH wiam mpoBeaeHWH OMOJHUTEIBHBIX
aTTECTAllMOHHBIX UCTIBITAHUN.

4. IOCTYII K PECYPCAM UCIIJH

4.1. OOsA3aTeNbHBIMU YyCIOBUSMU TonyueHus jgocryna kK pecypcam WCII[In Ab
SABJISIIOTCSL:

- IIpaBO JOCTYIA B IOMEILEHHUE;

— HaJM4He JOIYCKa K IEPCOHAIBHBIM JIaHHBIM;

- mnpaso goctyna k UCII/H;

- 3HaHME TexHojoruu o6padotku uHpopmauuu B HCIIJIH ¢ ywyetom TpeOoBaHUM
UH(OPMAIIMOHHOM 0€3011aCHOCTH.

4.2. Wnentuduxamus Ab B HCIIJIH ocymecTBiuseTrcs IO YHHKATbHOMY HWMEHU U
MEePCOHATBLHOMY UACHTUPHUKATOPY (MIPU €T0 HAIUYHUH).

43. Jlnuna maponss Ab u Bcex mnonb3oBareneil — He MeHee 6 OYKBEHHO-LM(POBBIX
CHUMBOJIOB.

4.4, YHUKAIbHOE UMsI, IEPCOHANBHBIA HAeHTU(UKATOP (TP €ro HAM4YuK) U mapoiib Ab
MOJIy4aeT B YCTaHOBJICHHOM mopsiike. Ab 0053aH MX MOMHUTH U HE JOMYCKAaTh PAaCKpPbITUS, HE
JOITyCcKaeTcs 3alKich Ha KaKuX-TM00 HOCUTENSIX B IIeNsAX HaroMuHaHusg. Bo Bpems BBoga mapoiis
Ha KJaBUAaType JOJDKHA OBITh MCKIIIOUEHA BO3MOXKHOCTb €ro MpocMoTpa Apyrumu junamu. He
JIOTyCKaeTcs OCTaBieHHEe O0e3 MpucMOoTpa M Mepefadya JpYruM JIMLaM IEepCOHATbHOIO
uaeHTHupuKaTopa (Mpu ero HaJIUuuu).

4.5. Ilpum yrepe miau MOJO3pPEHUM HA YTEUYKY CBOEIO MMEHH, MAapOJIsl WIM MEPCOHAIBHOIO
uaeHtupukaropa Ab J0KEH HEMEIJICHHO H3MEHHTb CBOM HJCHTH(HKAIMOHHBIC JAHHBIE U
IIPOKOHTPOJIMPOBATh BO3MOKHBIE U3MEHEHN B HacTporikax C3U.

4.6. Peructpanus noas3oBatens ocyuiectBisgercss Ab B coorBercTBuu ¢ «HCTpyKuumen
[0 OpraHM3alUy IapOJIBHOW 3alUTBI» U COCTOUT B ONPEACICHUM UMEHU PErUCTPUPYEMOIO
MOJIb30BaTeNs, TMPUCBOCHUHM €My IEePCOHAIBHOTO HIEHTH(HUKaTOpa (MPU €ro HaJuuuu) |
Ha3HAYEeHUU NapoJIs.

47. Ilpm 3aBegeHUMM HOBOW Yy4eTHOM 3amucu, ADb JOIKEH NpOBEPUTH JIMYHOCTH
10JIB30BATENS U €T0 TPYAOBbIE 00A3aHHOCTH.



48. TlepecMOoTp U, TIpu HEOOXOAUMOCTH, KOPPEKTUPOBKA YUYETHBIX 3alucei
noJsib30Batesnel mpousBoauTcs Ab He pexxe 0JHOTO pa3a B 6 MecAIeB U 1O MEPE HEOOXOIUMOCTH.

4.9. TlpenocraBieHue TMONB30BATENSIM IpaB JocTyna K oObektam noctyna MCITx
JOJKHO OCYIIECTBIISITHCS HA OCHOBAHUH 3324, PEIIAEMbIX MOJIb30BATEISIMHU.

4.10. Ab He umMeer npaBa TpeOOBaTh y MOJIb30BATEIEH PACKPHITUS UX MApOJeil, a Takxke
nepesayu emMy MepCcOHANbHBIX UIEHTU(UKATOPOB (IIPU MX HAJUYHUM), KPOME Cllydas U3MEHEHUS
UICHTU(PUKAINOHHBIX JaHHBIX.

4.11. Ab umeer npaBo TpeOOBaTh y IMOJIB30BATENS U3MEHEHHUS €ro Mapojs, HO HE MMeeT
IIpaBa CaMOCTOSITEIbHO U3MEHSTH €T0 MapoJlb.

5. HOPAAOK PABOTBI Ab C PECYPCAMM UCITJTH

Huxe npuBoautcs nepedeHs padot, npousBoauMbix Ab ¢ pecypcamu UCIT/IH.

5.1. IIpoBepka padoTOCHOCOOHOCTHM M HACTPOMKA CHCTEMBI J0CTyIa K pecypcam
UCIIIn

Ab mnpucBauBaer monb30oBaTENSIM HACHTHU(PUKAIMOHHBbIE AaHHble K pecypcam MCIIH.
[Ipu 5TOM [OJKHBI BBIOJIHATHCS CIIEAYIOIINE TPEOOBAHHUS:

- Ab ompenenser MOJUTUKY HW3MEHEHHsS YYETHBIX [JAHHBIX IIOJb30BaTENel W
NEPUOINYECKH KOHTPOJIUPYET €€ COOII0ICHHE;

- Ab coo0maer mojapb30BaTEN0 €r0 YHUKAJIbHOE UMS U MPEJOCTABISIET BO3MOXKHOCTH
3aaTh TapoJib, Jajieeé KOAUPYET TEPCOHAIbHBIM uAeHTU(DUKATOP (TP €ro HaJIUYUH)
10JIb30BATEIIS;

- W3MEHEHUE YYETHBIX JAaHHBIX I[OJib30BaTens mnpousBoautcss Ab mo TpeGoBaHMIO
OTBETCTBEHHOI'0 3a obOecreueHne 0e30MacHOCTU MEPCOHANIBHBIX JaHHBIX YUPEXKICHUS, a TaKxKe
MEPUOJUYECKH MO YTBEPKIECHHOMY IUIaHY U B Clly4ae YBOJIbHEHUs paOOTHHKA,

- Ab umeeT npaBo B LENAX TECTUPOBAHUS YA3BUMOCTH CHCTEMBI JIOCTYIA (BBISBICHUE
MPOCTEUIIINX MapoJiei) MPOU3BOAUTH TMOIBITKU B3JI0Ma MapoJiei Mob30BaTeIeH, €ClIM MOIbITKA
B3JI0Ma ObuTa ycnemHoi, Ab 06s13aH moTpeboBaTh y MoJab30BaTENs H3MEHEHUE MapoJIs.

5.2. IIpoBepka padOTOCIOCOOHOCTH M HACTPOHKA aNNapaTHbIX M NPOrpPaMMHBIX
cpeacts 3amuThl HHPopmanuu (C3H)

ABb o00s3aH mepen HayajioM paboOT BKIOYHTH M yOEIUTHCS B PpabOTOCIIOCOOHOCTH
annapatHbix C3U, B cimydae c00st — pabOThI IPEKPATHUTD.

B cnyuae c6os C3U, Takux, Kak HempaBwiIbHas WaAeHTU(]HKAIMs moiib3oBarenei, Ab
00s513aH MPUOCTaHOBUTH 00PabOTKy 3aluinaeMoi nH(GOPMAIUH 10 YCTPAaHEHHUS HEUCTPABHOCTH.
B cnydae mpou3BoacTBEHHOW HE0OXoauMocTH — OTKIIOUNTh C3UW B JTUYHO KOHTPOJIHMPOBATH
MpoBeJieHrne padoT MOJIb30BaATEISIMHU.

5.3. AnTuHBHpYCHas 3amuTa pecypcos UCIIIn

ADB pa3pabaTbIiBaeT 1 KOHTPOJIHMPYET peann3ainio aHTUBUPYCHON TOJUTHKH, & HMEHHO:

- HacTpauBaeT MapaMeTpbl AHTUBHUPYCHOU MTPOTPaAMMBbIL;

— KOHTPOJIUPYET pabOTOCIOCOOHOCTh aHTUBUPYCHOM MPOTrpaMMBl;

— HEMENJIEHHO pearupyeT Ha COOOILEHHUs MOJIb30BaTeNed O MOJ03PUTEILHOM IOBEIECHUN



I10, a Takxke O MOSABICHUHU JIIOOBIX COOOIIEHMH AHTUBUPYCHOM NPOrpaMMbl M NPUHUMAET
COOTBETCTBYIOILIE MEPHI;

— HUMeeT IIPaBo Ha IPOBEJACHUE BHEINIAHOBOM MTPOBEPKU HA HAJIMYUE BUPYCOB;

- mepuoAuyYeckd (OAMH pa3 B HEAENI0) KOHTPOJIUPYET KOPPEKTHOCTh IMpoliecca
OOHOBJIEHHSI aHTUBHPYCHBIX 0a3, a TAK)KE UCIOJIHAEMbIX MOAYJIEH aHTUBUPYCHOU MTPOTrPaMMBI.

5.4. XpaHeHHMe TUCTPUOYTHBOB NporpaMMHoro odecneuyenusi C3U

Ab nmomxeH XpaHUTbh AUCTPUOYTHUBBI MporpaMmHoro obecnevyenuss C3U u npukiagHoro
nporpaMMHOro obecrnedenus, ycraHoieHHoro B UCIIJIH YupexaeHnus B MecTe, UCKITIOYAIOIEM
JOCTYII TIOCTOPOHHHUX JIULI.

5.5. IIpoBepka HeJOCTHOCTH CHCTEMHOIr0 U npukjaagnoro IO

KonTponro nienoctHoctu noanexat Qaitnel [10 UCI/In ¢ pacmpenusmu: *.exe, *.com,
*.dll, *.sys, *.vxd, *.drv u3 karamoros: Windows, Program Files.

5.6. Pe3epBHOEe KONMPOBaAHUE U BOCCTAHOBJICHUE HHPOPMAIUU

Pe3epBHOE KONMMpOBaHHWE NPOU3BOAUTCS PETYISAPHO C 3aJaHHOW IEPUOJUYHOCTBIO, a
Takke B Ciydae MPOU3BOACTBEHHOW HeoOXxomumoctu. [Ipu 3TOM HEOOXOIUMO BBIMOIHSTH
CJIeNIyroIIe TPeOOBAHMUS:

- 00s3aTenpHOE pEe3epBHOE KOMMPOBAHUE MPOMU3BOAMUTCA B Cllydae OOHapyKEHHUS
HeucnpaBHocTel B padbote [I9BM unu oTuyxkaaeMbIX MalIMHHBIX HOcUTeneH (nanee — MH);

- JomycKaeTcsi 000CHOBAaHHOE BHEIIJIAHOBOE PE3EPBHOE KOMMPOBaHWE MH(POPMAIUU KaK
10 WHUIMATHBE IOJIb30BaTeNst, Tak U ADb, ecnu 3T0 He HapymiaeT TEXHOJOTHIO 00paboTKU
uH(pOpMaLINH;

— pe3epBHbIE KOIMHU MOJb30BATENbCKON HMHGMOpMaMK W HHPOPMALUU ONEPALMOHHOM
CHUCTEMBI XPaHITCA Ha YYTEHHBIX BHEIIHUX MH;

— OTBETCTBEHHBIM JIMILIOM 33 XpaHEHUE PE3EPBHBIX Konuil sBisercs Ab.

[Io mepe ycrpanenuss HeucnpaBHocTel [I9BM ADbB npou3BoauT BOCCTaHOBJIEHUE
MH(}OPMALIMKA OTPAHUYEHHOTO JJOCTYIA C PE3EPBHBIX KOIHUM.

BoccranoBnenne  paboTocmocoOHOCTH — (MPaBUIBHOCTH  (DYHKIIMOHUPOBAHHS) U
napaMeTpoB HACTPONKU MPOrpaMMHOIO OOecleueHuss U CPEJCTB 3alluThl WHpopManuu (mpu
HEO0OXOJIMMOCTH), MTPOU3BOJUTCSA, B TOM YHCIIE C HCIOJIb30BAHUEM PE3EPBHBIX KOMUN U (MJIN)
IUCTPUOYTHBOB.

Ab pazpemarorcsi neWcTBuUS B 00XOJ YCTAaHOBJICHHBIX MPOLEAYP HICHTH(PHUKAINH U
ayTeHTU(UKaAIMM, HEOoOXOJUMbIE€ TOJNBKO  JJS  BOCCTAHOBJIECHHMS  ()YHKIIMOHUPOBAHUS
MH(OPMALIMOHHON cHUCTeMBbl B cilydae cOoeB B pabOTe€ WM BBIXOJAE U3 CTPOSI OTACNBbHBIX
TEXHUYECKHUX CPEACTB (YCTPOMCTB).

5.7. Kondurypuposanue UCII/In

KongurypanmonHoit enuvHuLed SBISIOTCA YCIyrd, OOOpyJoBaHHE, MPOrpaMMHOE
oOecrnieyeHue, 31aHus, JIOA1, JOKYMEHTHI U TIp.

VYnpaBnenune  HU3MEHEHHSIMM  KOH(Urypalyi  OCYILECTBJISIET  OTBETCTBEHHBINM  3a
obecrieuenne Oe3zomacHocTH. [lmaHMpoBaHWe peanM3alil W HEMOCPEACTBEHHO pean3anus
He0OXO0IMMBIX U3MEHEHHH Bo3saraetcst Ha AbB.



B xonme ympaBnenus koH(urypammen aTTeCTOBaHHOW WH()OPMAIMOHHON CHCTEMBI U €€
cucTeMsbl 3auThl nHpopmanuu Ab 00s3aH OCYIIIECTBIISTh:

— nojpaepxkanue koHpurypamuu WCII[H u ee cuctemsl 3amuThl HHDOpMaLuu
(ctpyktypbl cucteMsl 3amuThl nHGopmanuu MCIIJIH, coctaBa, MECT yCTaHOBKH M IapaMeTpOB
Hactpoiiku C3U, mporpamMMHOro o0OecrnedeHusi M TEXHUYECKHX CPEJCTB) B COOTBETCTBUU C
AKCIUTyaTallMOHHOW JOKYMEHTAIMEeW Ha CUCTEMY 3aIlMThl MHpopManuu (moaiep:kaHue 6a3oBoii
koHpurypauuu UCII/IH u ee cuctemsl 3alIUThl HH(OPMAIIH);

— yIpaBieHue u3MeHeHusMH 0a30Boil koHdurypanuu WCII[H u ee cuctemsl 3amuThl
MH(pOpMALIMH, B TOM YUCJIE OINIPEIEIEHNE TUIIOB BO3MOKHBIX U3MEHEHHI 0a30BOM KOH(UTypauu
HCII[IH m ee cuCTeMbl 3alUThl MH(POpPMAIMM, CAaHKIMOHMPOBAHME BHECEHUS W3MEHEHUH B
6azoByto koH(purypamuio MCIIJIH u ee cuctemsl 3alIUThl UHPOpPMAIMM, JTOKYMEHTHPOBAHUE
JeICTBUI 10 BHECEHUIO U3MEHEHUN B 06a30Byt0 KoHpurypauuto MCII/IH u ee cucteMbl 3alMThHI
uH(pOpMaLMM, COXpaHEHHE HaHHBIX 00 H3MeHeHusX O0a3oBoil koHpurypanuu MCII[AH u ee
CHCTEMBl 3aIIUThl MH(POPMALUU, KOHTPOJIb JEHCTBHM MO BHECEHUIO HW3MEHEHUH B 0a30BYIO
koHpurypauuio UCII/IH u ee cuctemsl 3auThl HHGOpMaLUy;

— aHaJgu3 NOTEHLUMAJIBHOTO BO3ACHCTBUS IUIAHUPYEMBIX H3MEHEHHMH B 0a30BOM
koHpurypauuu MCII[lH u ee cucremsbl 3amuThl HH(OpPMalLUMu Ha OOecleYeHHE 3alluThl
uHpOpMalMM, BO3HUKHOBEHHE JONOJHUTENBHBIX yrpo3 0e30HacHOCTH HH(pOpMALUU U
paborocnocoonocts MCII/IH;

— OmpelelieHHe MapaMeTpoB HACTPOMKM MpOrpaMMHOro oOecredyeHus, BKJIoYas
nporpammHoe obOecneuenne C3U, coctaBa M KOHOQUIYpalMW TEXHUYECKHX CPEACTB U
MIPOrpaMMHOT0 00ECTICUCHUS 10 BHECCHHS M3MEHEHMI B 0a30Byr0 KoHpurypamuio UCIIIH u ee
CUCTEMBI 3alUThl HH(DOpMaLINH;

— BHeceHHe UH(popManuu (1aHHbIX) 00 U3MeHeHusAx B 6a30Boil koHpurypanuu UCIIIH u
€e CHCTEeMBI 3aIMThl HH()OPMAIIMHU B TOKYMEHTAIMIO Ha cucteMy 3amuThl nHopmanuu UCITAH;

— MPUHATHE pEIIEHUs MO pe3yjbTaTaM YIpaBieHUs KOHQUrypalueil o MOBTOPHOMN
arrectauuu VCII/IH nnm npoBeieHNH TOMOITHUTENBHBIX aTTECTAlMOHHBIX UCTIBITAHUM.

OO0s13aHHOCTH TO  YNPaBJICHUIO M3MEHEHHUSAMU B aNIapaTHOM M IPOTPaMMHOM
o0ecrneueHNH M BCeX 3JIEMEHTaxX JOKYMEHTAIlMM, KOTOpBIE CBSI3aHbI C pabOTOM, MOAIEPKKON U
COTIPOBOXKJCHUEM CHUCTEM, HAXOJSIIMXCS B OKCIUTyaTtauuu, Boznaraiorcss Ha Ab. Ilpu
BO3HUKHOBEHMHM HeoOxoaumoctu wusMeHeHus koHdurypauuu WCII[AH, arrecToBaHHOW 10
TpeOoBaHusaAM Oe3omacHocTH HHPOpMannu, AbB cOriacoBbIBaeT MIaHUPyEMble W3MEHEHUS C
HpeANpPUATUEM-IINLIEH3UATOM, IPOBOAMBIINM ATTECTAL[MOHHBIE UCTIBITAHUS.

5.8. BwiBoa pecypcoB UCII/In u3 3xkcniryatanumn

[Tpu HeBO3MOXKHOCTH peMoHTa paznuuHbiX pecypcoB UCII[In Ab o6s3an:

- (umsuueckn yHHMUYTOXKATh JOOble MH, He3aBUCHMO OT cojaepkamieiics Ha HHUX
uHpOpMAINK; KAPTPUDKU TPUHTEPA, WHBIE KOMIUIEKTYIOIIME MOTYT OBITh HCIOJIB30BAaHBI 32
npenenamu UCIIH;

- (axkT BBIXOZA W3 CTPOS M 3aMEHbl OOOpYIOBaHHS [OJKEH OBITh OTPaXXeH B



Texunueckom nacnopre Ha UCITIH.

5.9. PearmpoBaHue Ha cOOM NPHU PErucTPANUMN COOBITHH 0€30MACHOCTH

PearupoBanue Ha cOou mpu peructpaiuu coObITUi OGe3omacHocTH ocymiecTBiusercs Ab
MyTeM W3MEHEHUs IMapaMeTpoB cOopa, 3amucu HW XpaHeHUs HWHEOOPMALMH O COOBITHUSX
6e3onacHocty B xkypHainax C3UM or HCJI, B TOM uucie OTKIIOYEHUE 3alMucH MHQOpMALUU O
coObITHsSIX Oe3omacHOCcTH OT 4YacTh KoMmmoHeHToB WCII/IH, 3ammch moBepX ycTapeBLINX
XpaHUMBIX 3aMuceil COObITUI 0€30MacHOCTH.

B cnyuae BbIsIBICHMS IPU3HAKOB UHIIMJIEHTOB Oe30macHoCTH, Ab 00s13aH:

- HEMEIJIEHHO YBEJOMHTH J[upekTopa o TaHHOM (akTe;

— T10 BO3MOKHOCTH B MAaKCHUMAaJIbHO CXKaTbl€ CPOKU YCTAHOBUTH MPUYUHY BO3HUKHOBEHUS
WHINJIEHTA U UCKJIFOYUTh BO3MOKHOCTb €T0 IIOBTOPEHUS;

- BoccTaHOBUTH paboTocnocobnocts UCII/H;

- TI0 OKOHYaHMM paboT mo BoccTaHoBieHnio padborocrnocobnoctu UCIIAH mpoussectu
3aMKCh B COOTBETCTBYIOIIMX KypHAJIax.

6. JEMCTBUS IIPU OBHAPYKEHUU MOMNBITOK HECAHKIIMUOHUPOBAHHOI'O
JOCTYIIA

6.1. K momnbITkaM HECAaHKIIMOHHUPOBAHHOTO JIOCTYNa OTHOCATCS:

- ceancol pabotel ¢ MUCII[IH He3aperucTpupOBaHHBIX IOJIH30BATENEH, MOJIB30BaTENEH,
HapyLIUBIINX YCTAHOBJICHHYIO NEPUOJMYHOCTH JOCTYNA, WM CPOK JCUCTBUSA IOJTHOMOYHN
KOTOPBIX UCTEK, WJIM MPEBBIIIAIONIMNX CBOU MOJHOMOYHS MO TOCTYITY K JaHHBIM;

— JENCTBUS TMOCTOPOHHErO JIWIA, MBITAIOLIETOCS MOJYYUTh JOCTyHn (MM  yXKe
nonyyusiiero gocrymn) Kk MCIIJIH, npy MCNOIB30BAHUM YYETHOM 3alMUCU aJMUHUCTpATOpa WIH
npyroro monb3oBarens WCIIJln, wmetomoM moabopa mapossi, HCIOJB30BaHMS —MApOJI,
pa3rIallieHHOTO BJIAJIEIbIIEM YUYETHON 3aUCH UITH JIFOOBIM IPYTUM METOJIOM.

6.2. Ilpu BbIsIBIEHUM (paKkTa HECAHKIIMOHUPOBAHHOTO AocTyna Ab o0s3aH:

- mpecedb JalbHEeUIINI HecaHKIIMOHUPOBaHHbINA qocTyn Kk MCIIH;

— JIOJIOXKUTh OTBETCTBEHHOMY 3a oOecreueHue O0e30MacHOCTH MEePCOHANbHBIX JaHHBIX
YupexaeHus CirykeOHOW 3amucKoi 0 akTe HeCAaHKIIMOHWPOBAHHOTO JIOCTYIIA, €0 pe3yibTaTe
(ycneuHslii, HEYCIELIHBIN) U IPEITPUHSTHIX 1EHCTBUSAX;

— WU3BECTUTh PYKOBOJIUTENSI CTPYKTYPHOTO [MOJApa3JieleHus, B KOTOpOM paboTaeT
MOJIb30BaTeNb, OT MMEHM YYETHOW 3almucHd KOTOpOro Oblda OCYIIECTBIIEHA MOMBITKA

HECAHKIIHOHUPOBAHHOTO JOCTYIA, O (hakTe HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
7. OTBETCTBEHHOCTbD

7.1. Ab HeceT nepcoHaIbHYI0 OTBETCTBEHHOCTD 34!

— COXpPaHHOCTh HOCHUTeNled HHpOpMAlUMU U coJepKalleiicss Ha HUX HHQOpMAIMU B
pabouyee BpeMms;

- HecoOmroneHne TpeGoBaHM MaHHOW WHCTPYKIIMM M HENpaBOMEPHOE HCIOJIb30BaHHE
pecypcoB UCII/IH;

- cpexacTBa 3amuThl nHGopmaiuu, npumensemsie B UCIT/In Yupexaenus;



— Ka4yecTBO IIPOBOAMMBIX pabOT M0 0OecreuyeHn0 0€3011aCHOCTH NEPCOHATIBHBIX AAHHBIX
U 32 BCE JIEUCTBHUSI, COBEpIIEHHbIE OT MMeHH yueTHou 3anucu Ab B UCII/IH, ecnu ¢ ero cTOpoHbI
He OBbUIO MPEeaNpPUHATO HEOOXOIUMBIX JNEHCTBUM JUIsl MPEelOTBPAICHNUs HECAaHKI[MOHUPOBAHHOTO
WCIIOJIB30BAHMSI YYETHOM 3aIIHCH.

7.2. Ab mnpu HapylleHHMH HOpPM, PETryJIUPYIOLIUX IMOJIy4eHHE, OOpabOTKy M 3alluTy
NEPCOHAIBHBIX JaHHBIX CyOBEKTa, HECET NTUCUUIUIMHAPHYIO, aIMUHUCTPATUBHYIO, IPaXKIaHCKO-
IIPABOBYIO U YI'OJIOBHYIKO OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOJATEIBCTBOM Poccuiickoii

denepanuu.



