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NPABUTENBLCTBO POCCUNCKOW ®EQEPALIU

NOCTAHOBNEHUE
ot 15 ceHTs6ps 2008 1. N 687

OB YTBEPXOEHUN NONOXEHUA
OB OCOBEHHOCTAX OBPABOTKU NEPCOHAJIbHbIX OAHHbIX,
OCYLUECTBNAEMOM BE3 UCMONb30BAHUA
CPEACTB ABTOMATU3ALIUK

B uenax peanusauum PepepanbHoro 3akoHa "O nepcoHanbHbiX AaHHbIX" [paBuTenscTBo Poccuickon
denepauumn NOCTaHOBNSAET:

1. YtBepautb npunaraemoe [lonoxeHne o6 0cCoBeHHOCTAX 06paboTkM nepcoHanbHbIX —AaHHbIX,
ocyllecTBnsseMon 6e3 Ucnonb3oBaHUsi CpeacTs aBTOMaTM3aLnm.

2. depepanbHbIM OpraHam MCMOSHUTENBHOW BNacTy B MECSYHbLIA CPOK MPUMBECTM CBOW aKTbl MO BOMpPOCaM
06paboTkM nepcoHanbHbIX AaHHbIX, OCyLWecTBnsiemMon 6e3 nCnonb3oBaHWs CpPeacTB aBToOMaTu3auuun, B
COOTBETCTBUE C HacToALWMM NocTaHOBNEHNEM.

3. Hactoswee lNocTaHoBRNEHWe BCTyNaeT B CUIYy MO MCTEYEHUN OOHOMO MecsiLia Co AHSA ero odmumansHoro
onyo6nvkoBaHus.

Mpeacepatens MNpaButenbcTea
Poccuinckon ®epepaunmn
B.MYTWH

YTBEpPXAEHO

lNoctaHoBneHuem lNpaBuTensLcTBa
Poccuiickon depepaunn

oT 15 ceHTs10ps 2008 . N 687

NONOXEHUE
OB OCOBEHHOCTAX OBPABOTKU NMEPCOHAJIbHbIX OAHHbIX,
OCYLLECTBNAEMOM BE3 UCMONIb30BAHUA
CPEOCTB ABTOMATU3ALIUU

|. O6bLwme nonoxeHuns

1. O6paboTka nepcoHanbHbIX [AaHHbIX, COAepXaluxcsd B WMHEAOPMALMOHHOM CUCTEME MNEPCOHArbHbIX
AaHHbIX MO0 M3BIEYEHHbIX U3 TaKOW CUCTEMBbI (Janee - nepcoHanbHble AaHHbIE), CHUTAETCS OCYyLLEeCTBNEHHON 6e3
WCMNOMNb30BaHUA CpeacTB aBTOMaTMsauum (HeaBTOMAaTU3MPOBAHHOW), €Crv Takue AeWCTBUS C NepCcoHanbHbIMU
AaHHbIMW, KaK UCMOSb30BaHWE, YTOYHEHUE, PAcpOCTPaHEHWE, YHUHTOXEHWE NepCOoHarbHbIX AaHHbIX B OTHOLLEHUU
KaXxgoro n3 cyObeKkToB NepcoHanbHbIX AaHHbIX, OCYLLECTBSIOTCA NPY HEMNOCPEACTBEHHOM y4acTMKM YenoBeka.

2. ObpaboTka nepcoHanbHbIX AaHHbIX HE MOXEeT ObiTb Mpu3HaHa OCYLLECTBMASEMON C MCMOMb30BaHWEM
CpeAcTB aBToOMaTn3aumm TONbKO Ha TOM OCHOBaHUW, YTO NepCoHarbHble AaHHble cogepXaTcs B MHAOPMaLMOHHOW
cMCTeMe nepcoHanbHbIX AaHHbIX TMGO Gbinn N3BNeYeHbl U3 Hee.

3. TlpaBuna o6paboTkn nepcoHanbHbIX [AaHHbIX, OcyLlecTBnsseMon 6e3 uMCnonb3oBaHUSA CpeacTs
aBTOMaTM3aumu, yCTaHOBMEHHble HOPMAaTMBHbIMW NPaBOBbIMW akTamu edeparnbHbIX OPraHoB WCMOMHUTENbHOW
BMacTu, OpraHoB UCMOMNHUTENbHOW BnacTu cybbekToB Poccuickon ®epgepauumn, a Takke nokanbHbIMY NPaBoBbIMM
aKkTamy opraHv3auun, AOMKHbI NPUMEHATLCH € y4eToM TpeboBaHui HacTosLero NonoxeHus.

[I. OcobeHHOCTM opraHu3aumnm
006paboTkM nepcoHanbHbIX AaHHBIX, OCYLLECTBSEMON
©e3 Mcnonb3oBaHWs CPeacTB aBToMaTu3aLmm

4. TlepcoHanbHble [AdaHHble npu KX o0b0paboTke, ocyllecTBnsieMon 6e3 UCMoNb3oBaHUSA CpeacTB
aBToMaTuM3aunm, SOMKHbI 060CobnATECA OT MHOW MHpOpMaUUK, B YacTHOCTM NMyTeM chmKcauum Ux Ha oTaenbHbIX
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MaTepuarnbHbIX HOCUTENAX NepCoHanbHbIX AaHHLIX (fanee - matepuarnbHble HOCUTENW), B cneumarnbHbIX pasgenax
unu Ha nonsx copm (brnaHkos).

5. MNpn dumkcaumm nepcoHanbHbIX AaHHBIX Ha MaTtepuarnbHbIX HOCUTENSX He AonyckaeTcs dukcaums Ha
OOHOM MaTepuanbHOM HocuTene nepcoHasnbHbIX AaHHBIX, Lenn obpaboTkn KOTOpbIX 3aBe4OMO HE COBMECTUMBI.
Ons o6paboTkM pasnuyHbIX KaTeropuin nepcoHarnbHbIX AaHHbIX, OCyLecTBRsiemon 6e3 Mcnonb3oBaHWs cpeacTs
aBTomMaTtm3aumu, AN Kaxaonw KaTeropum MepcoHarnbHbIX OaHHbIX  OOMDKEH MCNofb30BaTbCA  OTAEMbHbIN
mMaTtepuanbHbIi HOCUTENb.

6. Jlnua, ocywecTnsowme 06paboTky NepcoHarnbHbIX AaHHbIX 6€3 MCNOoNb30BaHUS CPEACTB aBTOMaTMU3aumm
(B TOM Uncne COTPYAHWMKN opraHu3auum-onepaTopa WM nuua, ocyLlecTBrsowme Takyto 06paboTKy No 4OroBopy C
onepaTopom), A0MKHbI BblTb NPOMHGOPMMPOBaHLI O dakTe 06paboTku UMM NepcoHanbHbIX AaHHbIX, 0bpaboTka
KOTOpbIX  OCYLUEeCTBRsSeTcs onepatopom 6e3  MChnonb3oBaHWA  CPEeACTB  aBToMaTusaumun,  KaTeropusix
obpabaTtbiBaeMbIX MNepCcOHanbHbIX OaHHbIX, @ Takke 00 OCODEHHOCTAX W MNpaBuiiax OCYLLECTBIEHUS TaKOW
06paboTKM, YCTaHOBNEHHbLIX HOPMATUBHBIMU MPABOBbLIMU akTaMu deaeparnbHbIX OPraHOB UCTMIONHUTENBHOW BNacTy,
OpraHoB UCMONMHUTENBLHOM BnacTn cybbekToB Poccuiickon degepaumu, a Takke nokanbHbIMU NPaBOBLIMU akTaMu
opraHusaumu (Npy nx Hanu4uu).

7. MNpu ncnonb3oBaHUM TUNOBbLIX (HOPM AOKYMEHTOB, XapakTep MHgopMaLuun B KOTOPLIX Npegnonaraer unm
OOMyCKaeT BKIIOYEHWE B HUX MNEpCOoHanbHbIX [AaHHbIX (ganee - TunoBasd opma), OOMMKHbI cobniogaTbes
cnepyloLme ycrnosus:

a) Tunosas hopma Unu cBA3aHHbIEe C HEN JOKYMEHTbLI (MHCTPYKUMS NO ee 3amnofHeHWIo, KapTo4kn, peecTpbl 1
XypHanbl) OOMKHbI coAdepXaTb CBedeHus O uenn obpaboTkum nepcoHanbHbiX AaHHbIX, ocyllecTBnsemon 6es
MCMoNb30BaHNs CpeacTB aBTomMatnsaunv, nMs (HaMmeHoBaHWe) 1 agpec onepaTopa, hamunuio, UMsl, 0TYECTBO U
agpec cybbekTa nepcoHanbHbIX AaHHbIX, WUCTOMHWK MOflyYeHUs MNEepCOHanbHbIX AaHHbIX, CPOKM 06paboTku
nepcoHarnbHbIX AaHHbIX, MepevYeHb AENCTBUA C MepcoHanbHbIMU AaHHbIMW, KOTOopble OydyT coBepluatbCs B
npouecce ux 006paboTkM, oOLiee onMcaHue MCMONb3yeMbIX OMNepaTopoM CrnocoboB 06paboTku NepcoHanbHbIX
AaHHbIX;

6) TvnoBasa hopma gormkHa npegycmarpuBatb Morne, B KOTOPOM CyObeKT MepCOoHanbHbIX AaHHbIX MOXET
nocTaBnTb OTMETKY O CBOEM cornacum Ha 00paboTKy nepcoHanbHbIX OaHHbIX, OcyllecTensemyo 6e3
WCMNOMb30BaHUSA CPEACTB aBToMaTM3auuu, - NPy HEOBXOAMMOCTU NOMYYEHNSI MUCBMEHHOTO cornacus Ha obpaboTky
nepcoHanbHbIX AaHHbIX;

B) TunoBas copma A0rmkHa ObITb COCTaBneHa Takum obpasom, YTOObI Kaxablli U3 CyObeKTOB NepcoHarbHbIX
AaHHbIX, coepXawmnxcsa B JOKYMEHTE, UMeN BO3MOXHOCTb O3HAKOMUTBLCA CO CBOMMW NEPCOHAarbHLIMU AaHHBIMU,
cogepXawumncst B OOKYMEHTe, He Hapylias MpaB M 3aKOHHbIX WHTEPECOB WHbIX CyOGbEKTOB MepCOHarbHbIX
AaHHbIX;

r) TvnoBas dopma [omKHa WCKMYaTb O0beduMHeHue nonen, MpefHasHadYeHHbIX AN BHeCceHus
nepcoHarnbHbIX AaHHbIX, Lenn o6paboTku KOTOpbIX 3aBe4OMO He COBMECTUMBI.

8. lMpun BegeHuM XypHanoB (PeecTpoB, KHUT), COAepXallMX MnepcoHarnbHble AaHHble, Heobxoaumble Ans
OHOKpAaTHOro npomnycka cybbekta nepcoHanbHbIX AaHHbIX Ha TEPPUTOPUIO, HA KOTOPOW HaxoauTCcs onepatop, Unm
B MHbIX aHaNOMMYHbIX Lensix, AOMPKHbI COBNoaaTeCs criedyolme yCroBus:

a) HeobXxoaMMOCTb BedeHUs TaKkoro XypHana (peectpa, KHWMM) AormkHa ObiTb MpegycMOTpeHa akToMm
onepatopa, cogepXawmm cBedeHuss O uenu obpaboTkM nepcoHanbHbIX AaHHbIX, OcyllecTensemMon 6e3
UCMNOMb30BaHUA CpeacTB aBTomartu3dauuu, crnocobbl ukcaumm u coctaB MHdOpMauuw, 3anpaluvBaeMon y
Cy6bLEKTOB MepcoHarnbHbIX OaHHbIX, NepeveHb Nuy (MOUMEHHO MMM MO AOSMKHOCTAM), UMeLWwmMX AocTyn K
MatepuanbHbIM HOCUTENSM W OTBETCTBEHHBLIX 3a BeAEHWEe M COXPaHHOCTb XypHamna (peecTpa, KHWUMM), CPOKU
06paboTKM NepcoHanbHbIX AaHHbIX, @ Takke CBeAeHMs O nopsiake nponycka cybbekTa nepcoHarnbHbIX AaHHbIX Ha
TEppUTOPMIO, Ha KOTOPOW HaxoauTcs onepatop, 6e3 MoATBEepPXAEHWs MOANIMHHOCTU MNEPCOHamnbHbIX AaHHbIX,
CO0DBLLEHHbIX CyOBbEeKTOM NepCoHarnbHbIX AaHHbIX;

6) KonnpoBaHVe coaepXallencs B Takmx XypHanax (peectpax, KHurax) nHdopmaummn He JonycKkaercs;

B) NepcoHarnbHble AaHHble Kaxaoro cybbekTta nepcoHanbHbIX AaHHbIX MOTFYT 3aHOCMTbCA B TakOM XypHan
(kHury, peecTtp) He Gonee ogHOro pasa B KaXaom crydae nporycka cybbekta nepcoHasnbHbIX AaHHbIX Ha
TEPPUTOPUIO, HA KOTOPOW HAaXOAMTCS onepaTop.

9. lpu HecoBmMecTUMOCTWM Uenen o6paboTkm nepcoHanbHbIX AaHHbIX, 3aUKCMPOBAHHLIX Ha OAHOM
mMaTepuanbHOM HOcUTene, ecrnv MaTepuarnbHbld HOCUTENb He NMO3BOSSIET OCYLLECTBNSATL 06paboTKy NnepcoHanbHbIX
AaHHbIX OTAENbHO OT ApYrMxX 3adMKCMPOBAHHBLIX HA TOM X€ HOCuTene nepcoHarnbHbIX AaHHbIX, AOMMKHbI BbiTb
NPUHATBI MePbI N0 06ecneyeHunto pasaenbHoO 06paboTkM NepCoHanbHbIX AaHHbIX, B YACTHOCTU:

a) npy HeobxoAMMOCTM WCMOMb30BaHWUSA WNW PacrnpoCTpaHeHUst onpeeneHHbiX MepcoHarnbHbIX AaHHbIX
OTAENMbHO OT HaxoAsLMXCA Ha TOM e MaTepuarnbHOM HocuTene APYrMx NepcoHanbHbIX AaHHbIX OCYLLECTBAETCS
KONMpoBaHWe NepCOHanbHbIX AaHHbIX, MNOAMEXAalMX PacnpoOCTPaAHEHNIO WM  WCMNOMb30BaHMIO, CrocobomMm,
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WCKNIOYaoLWUM OOHOBPEMEHHOE KOMWPOBaHME MEepPCOHarbHbIX AaHHbIX, HE MNOAMEXalMX pacrnpoCTPaHEHWIO |
WCMOMNb30BaHUI0, N MCNOMb3yeTcs (PacnpoCTPaHAETCS) KOMMSA NePCOHaNbHbIX AaHHbIX;

6) npy HeoBXOOUMOCTU YHUYTOXEHMSA UK BNOKMPOBaHUSA YaCcTW NepCoHanbHbIX AaHHbIX YHUYTOXAETCH MIn
OnokupyeTca marepuanbHbIl HOCUTENb C NpeaBapuUTEnbHbIM  KOMMPOBAHWEM CBEOEHWUA, He noanexaiymx
YHUYTOXEHMIO MNU BNOKMPOBaHWMIO, CNOCOBOM, WCKMYaoWMM OOHOBPEMEHHOE KOMWPOBaHWE MNepCoOHanbHbIX
OaHHbIX, NoANnexXaLlnx YHUYTOXEHMO Unn BGrioknpoBaHuto.

10. YHuuTOXEHME wnM obesnuuMBaHWe YacTu NEepCcoHanbHbIX [AaHHbIX, €eCcnM 3T0 JonyckaeTcs
mMatepuanbHbIM HOCUTENEM, MOXET MNPOM3BOAUTLCA CNOCOBOM, WCKMYalWMM ganbHenwy obpaboTky aTux
NMepcoHanbHbIX [AaHHbIX C COXPaAHEHWEM BO3MOXHOCTU 0OpaboTkM WHbLIX [OaHHbIX, 3aUKCUPOBAHHbLIX Ha
MaTepuanbHOM HocuTerne (yaaneHune, BoiMapbiBaHWe).

11. MNpaBuna, npegycmoTpeHHble nyHkTammn 9 n 10 HacToswero NonoXeHnsa, NPUMEHSIIOTCS Takke B criyvae,
ecnn Heobxogumo obecneunTb pasgdenbHylo 06paboTKy 3addMKCUPOBAHHBLIX HAa OQHOM MaTtepuanibHOM HocuTene
nepcoHanbHbIX AaHHbIX Y MHPOPMaLuUn, He SBNSAIOLENCS NepCoHanbHbIMN AaHHBIMU.

12. YTOYHeHMe nepcoHarnbHbIX AaHHBIX NMPWU OCyLlecTBNeHun nx obpaboTku 6e3 Mcnonb3oBaHMS CPEACTB
aBTomaTtm3aumm nNpon3BoamnTcs nyteM OBHOBNEHMS UMM U3MEHEHNs OaHHbIX Ha MaTepuanbHOM HocuTerne, a ecrnu
3TO He [JOMyCKaeTcs TEXHWYECKUMU OCOBEHHOCTAMW MaTepuarnbHOro HocuTens, - nyteM uKcauMm Ha TOM Xe
MaTepmanbHOM HOCUTENEe CBEAEHWA O BHOCUMbIX B HUX W3MEHEHUAX numbo nyTeM W3roTOBMEHUA HOBOMO
MaTepuanbHOro HOCUTENS C YTOYHEHHbIMW NEPCOHAaNbHbIMU AAHHBIMU.

I1l. Mepbl no obecneveHunto 6e3onacHOCTH
nepcoHanbHbIX AaHHbIX MpU nx 0bpaboTke, OCyLLEeCTBSAEMOM
0e3 ncnonb3oBaHWsa CpeacTs aBToMaTu3aumm

13. ObBpaboTka nepcoHanbHbIX AaHHbIX, OcyllecTernsieMasi 6e3 Mcnonb3oBaHUSA CpPeacTB aBTOMaTM3auumu,
AOJKHA OCYLLECTBNSATLCS TakUM 06pasom, YTOObI B OTHOLLEHMUN KaXXO0W KaTeropnm nepcoHanbHbIX AaHHbIX MOXHO
OblNo onpeaenuTb MecTa XpaHeHusi NepcoHarnbHbIX AaHHbLIX (MaTepuanbHbIX HOCUMTENEeN) N YCTaHOBUTL NepeyeHb
nnu, ocyLecTBnsAWmnX 06paboTky NepcoHanbHbIX aHHbIX TG0 MMEIOLWMX K HUM JOCTYn.

14. Heobxogmmo obecneunBaTh pasgenbHOe XpaHeHe nepcoHanbHbIX AaHHbIX (MaTepuanbHbIX HOCcUTenen),
06paboTka KOTOPbIX OCYLLECTBAETCH B Pa3NNYHbIX LEnsX.

15. Tpn xpaHeHun MaTepuanbHbIX HOCUTENEW [OOMKHbI cobniogaTbes ycrosusi, obecneduBatolmne
COXPaHHOCTb MEPCOHANbHbIX AAHHBLIX U WUCKIOYalLWNE HECaHKUMOHUPOBAHHLIA K HUM AocTyn. [epeveHb Mep,
HeobxoanMbIX AN obecnedeHns Takux YCroBmi, NOPSAOK X NPUHATUS, a Takke NepeYveHb L, OTBETCTBEHHbIX 3a
peanusaumio ykasaHHbIX Mep, yCTaHaBNMBaOTCS onepaTopomM.
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