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BapeructpupoaHo B MuHiocte Poccnn 31 mast 2013 . N 28608

®EOEPAJIbHAA CITYXXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIO

NMPUKA3
ot 11 dheBpans 2013 . N 17

OB YTBEPXOEHUU TPEBQBAHVIVI .
O 3ALUNUTE UH®OPMALIUN, HE COCTABINAIOLLEN FOCYOAPCTBEHHYIO TAUHY,
COLEPXALLENCA B rOCYOAPCTBEHHbIX UH®OPMALIMOHHbIX CUCTEMAX

CnncoK U3MEHSIOLLMX JOKYMEHTOB
(B pea. MNMpukaza PCTIK Poccum ot 15.02.2017 N 27)

B cootBetcTBMM C 4acTbio 5 cratbm 16 ®PepepanbHoro 3akoHa oT 27 utona 2006 . N 149-03 "O6
WHpopMaUmn, MHAPOPMALMOHHBIX TEXHOMOrMAX M O 3awmte uHdopmauun” (CobpaHue 3akoHogaTernbCTBa
Poccuiickon ®egepaumm, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N
31, cT. 4328) n MNonoxeHnem o ®egepancHoON cnyxbe Mo TEXHUYECKOMY M 3KCMIOPTHOMY KOHTPOSHO, YTBEPXKOEHHBIM
Ykaszom [Mpe3angeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbCTBa
Poccunckon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N
7, cT. 818), NnprkasbiBalo:

1. YTBepauTb npunaraemble TpeboBaHua O 3awWmTe MHGOPMaUUW, HEe COCTaBMSOLEN roCyaapCTBEHHYIO
TalnHy, coaepxallencs B rocyaapCTBeHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

2. YCTaHOBMUTb, YTO yKa3aHHble B NyHKTe 1 HacToswero npukasa TpeboBaHMs NPUMEHAIOTCA ANS 3awuTbl
MHopMaLMK B rocygapCTBEHHbIX MHOPMAaLMOHHBIX cuctemax ¢ 1 ceHTA6psa 2013 .

OuvpekTop

depepanbHoi cnyx6bl N0 TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOSIO

B.CENWH

YTBEPXOEHDI
npukasom PCTOK Poccum
ot 11 cbeBpana 2013 . N 17

TPEBOBAHUSA )
O 3ALLUMTE MHOOPMALINM, HE COCTABNSIOLLEEN FOCYAPCTBEHHYIO TAWHY,
COMEPXALLEEWCS B FOCYAAPCTBEHHbIX UHOOPMALIMOHHBIX CUCTEMAX

Cnncok N3MeHSILLMX JOKYMEHTOB
(B pea. MNpukasa CTIK Poccum ot 15.02.2017 N 27)

|. OOLKMe nonoxxeHus

1. Hactosiwme TpeboBaHus paspaboTaHbl B COOTBETCTBUM ¢ PeaepanbHbiM 3akoHOM OT 27 mionsa 2006 . N
149-03 "O6 wuHopmMauun, WUHPDOPMALMOHHBIX TEXHOMOrMAX UM O 3awute wuHgpopmaummn" (CobpaHue
3akoHopatenbcTBa Poccuiickon ®epepaunn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, ct. 4600; 2012, N 31, cT. 4328), a Takke C y4eTOM HauMOHanbHbIX cTaHgapToB Poccuiickon depepaumm B
obnactu 3awmTbl MHopMaumm M B obnact co3gaHvus aBTOMaTU3MPOBAHHBLIX CUCTEM (Jarnee - HauMoHarnbHble
cTaHdapThl).

2. B pokymeHTe ycTaHaBnuBalwTcs TpeboBaHusA K obecrneyvyeHuto 3alwmTbl MHOpMaUUM OrpaHUYeHHOro
AOCTyna, He codepxallen cBeOeHWs, COCTaBnsoLmMe rocyadapCTBEHHY0 TanHy (ganee - nHdopmaums), oT yTedku

KoHcyniTtaHTlnioc www.consultant.ru

HageXHas npaBoBasi noaaepxXka

Crtpanuua 2 n3 27


http://www.consultant.ru/
http://www.consultant.ru/

Mpukas PCTIK Poceum ot 11.02.2013 N 17
(peq. ot 15.02.2017)
"O6 yTBEpAeHUM TpebGoBaHuii 0 3aLimTe UHpopMaLmu, He COCTaBNSIHo. ..

OokymeHT npegoctasneH KoHcyneraHTtlntoc
Oata coxpaHenusi: 30.06.2017

MO TEXHWYECKUM KaHarnam, HeCaHKLMOHMPOBaHHOIO AOCTyNa, creumanbHbIX BO3AENCTBMI Ha Takylo MHOpMaumio
(HocuTenu MHgopmMauun) B Lensix ee OobbiBaHUS, YHUUTOXKEHUS, UCKaXKeHUst UM BrnioknpoBaHUs OOCTyna K Hen
(nanee - 3awuTa nHcdopmaumm) npu obpaboTke yKkasaHHOM MHOPMALUN B rOCYAAPCTBEHHBIX NHPOPMALIMOHHBIX
cucTtemax.

HacTtoswue TpeboBaHs MOryT NPUMEHATLCA ANS 3almThbl 06LWeaoCTYNHON NHopMaLmMKn, coaepxallencs B
rocyAapCTBEHHbLIX MH(POPMALMOHHBIX CUCTEMAX, ANS OOCTWXKEHUS Lenew, ykasaHHbiX B nyHktax 1 n 3 vactu 1
ctatb 16 depepanbHoro 3akoHa oT 27 wona 2006 r. N 149-&3 "O6 uHdopmMauun, MHGpOPMaLMOHHBIX
TEXHOMNOMMAX 1 0 3awmTe nHopmaummn".

B pokymeHTe He paccmartpuatoTcs TpeboBaHuMa O 3awwmTe UHGOPMAaUMM, CBSA3aHHbIE C MPUMEHEHUEM
Kpuntorpadu4ecknx MeTOOOB 3alimTbl MHOpMauUM M WNGPOBanbHbIX (KpynTorpacguyeckmx) CPeacTs 3aluThbl
MHdopMaLuu.

3. Hactosiwme TpeboBaHusa siBnsAoTcs o6sA3aTenbHbIMU Npy 06paboTke nHdopMaumm B rocyaapCTBEHHbIX
WHOPMALIMOHHBLIX CcUCTEMAX, (YHKUMOHUPYOWNX Ha Tepputopum Poccunckon ®egepaumm, a Takke B
MYHULUMNAnNbHbIX MHAOPMALMOHHBIX CUCTEMax, €CNu MHOe He YCTaHOBMEHO 3akoHopaTernbcTBOM Poccuickon
degepauun 0 MECTHOM CamOynpaBneHnu.

Hactosdwue TpeboBaHuA He pacnpoCTpPaHATCA Ha rocygapCTBEHHble WH(OPMAaUMOHHbBIE CUCTEMBI
ApomuHucTtpauun [lMpesupgeHta Poccunckon ®epepaunmn, Coseta besonacHoctn Poccuiickon depepaumu,
PepnepanbHoro Cobpanus Poccuiickon ®enepaunun, Mpasutensctea Poccuiickon ®epgepaumm, KOHCTUTYLIMOHHOIO
Cyna Poccuiickon ®enepaunmn, BepxosHoro Cyna Poccuiickon depepaummn n degepanbHoi cnyobl 6e3onacHocTu
Poccuinckon ®epgepaunn.

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

4. Hactosiwyme TpebGoBaHusA npedHas3HadeHbl Ang obnagartenen MHopmMauum, 3aKasqymKkoB, 3aKMHYMBLLNX
roCyAapCTBEHHbIN KOHTPAKT Ha cOo3gaHue roCcy4apCTBEHHOW MH(OPMAaUMOHHOW CUCTEMbI (Janee - 3akasdvku) u
onepaTopoB rocyAapCTBEHHbIX MHAPOPMAaLMOHHBIX CUCTEM (garnee - onepaTtopbl).

Jlnuo, obpabaTbiBatoLee MHOPMaLMIO, SBMSAIOLWYOCS rOCYAapCTBEHHbIM UH(OPMALMOHHBIM PECYPCOM, MO
nopyveHuio obnagarens umHoOpMauuu  (3akasyuka) wunu onepatopa M (MnNM) NpPEeOoCTaBnsolLee UM
BblYMCMUTENbHbBIE Pecypcbl (MOLLHOCTU) ANnd o6paboTku MHOpMaLUM Ha OCHOBaHWW 3aKIOYEHHOro AOroBopa
(nanee - ynonHomoyeHHoe nuuo), obecneumBaeT 3awmTy MHOPMaLUM B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuinckon ®epepauum 06 nHgopmaumnm, MHHPOPMAaLIMOHHBIX TEXHOMNOMMSX U 0 3alute nHdopmaumm. B gorosope
JomkHa 6blTb npegycMmoTpeHa 0653aHHOCTb YNOMHOMOYEHHOro nuua obecneunBaTb 3awuTy WMHOpMaLmu,
ABMAOLLENCS rocyaapCTBEHHLIM MHPOPMALIMOHHBIM PECYPCOM, B COOTBETCTBMM C HACTOALLMMU TpeboBaHUAMN.

5. TMpu ob6pabotke B rocygapCTBEHHOW WHMOPMALMOHHOM CcuUcTEME WHGOPMaLMKN, CcodepXKallen
nepcoHanbHble [aHHble, HacTodwme TpeboBaHMA MPUMEHSIIOTCA Hapagy C  TpeboBaHuAMKM K 3awWmTte
nepcoHarnbHbIX AaHHbLIX NpY X 06paboTke B MHADOPMALMOHHBIX CUCTEMAX NEPCOHANBHbIX OAHHbIX, YTBEPXKOEHHbIX
noctaHoenenvem [lpaButensctBa Poccuiickon ®epepaummn ot 1 Hoabpa 2012 r. N 1119 (CobpaHue
3akoHogatenbcTBa Poccunckon ®epepaummn, 2012, N 45, cT. 6257).

6. Mo peweHnto obnapartena uHdopMaumm (3akasuvka) UM oneparopa Hactosiwme TpeboBaHWs MOryT
NPUMEHATLCA ANs 3almThl MHpopMaLumK, cogepKallencs B HerocyaAapCTBEHHbIX MHPOPMaLMOHHBIX CUCTEMAX.

7. 3awmTta uHpopmaumn, copepxallencss B rocyqapCTBEHHOW MHGOPMAUWOHHOM cucteme (panee -
WH(OPMaLMOHHas cuctema), obecneynmBaeTcs nNyTeM BbINONMHEHUS obnagatenem MHgoOpMauun (3akasdynmkom) u
(unn) onepaTtopomM TpeboBaHUW K OpraHuM3auuy 3awmTbl MHGOpMauun, copepxawiencd B MHPOPMAaLMOHHON
cucTeme, 1 TpeboBaHU K MepaMm 3aLLnTbl MHOpMaLMK, cogepxallencs B UHOPMaLMOHHOW CUCTEME.

[l. TpeboBaHMs K opraHn3aumMm 3aLnTbl MHOpMaLNN,
cogepxaLencs B MHPOPMaLNOHHOW cucteme

8. B wvHdoOpMauMOHHON cucTeMe OObekTaMu 3alnTbl SABASOTCA MHGOpMauus, codepxawlascs B
WH(POPMALIMOHHON CUCTEME, TEXHUYECKME CPeacTBa (B TOM YMCe CpeacTBa BbIYMCIUTENBHON TEXHUKW, MaLLMHHbIE
HocuTenu uHdOpMauuMM, CpeacTBa M CMCTEMbI CBA3W W Nepefayn AaHHblX, TEXHUYeckne cpeactBa obpaboTtku
OykBeHHO-UMdpOBON, rpaduyeckon, BMAEO- U pedeBor UHGOpmaumm), oblecuctemMHoe, nNpUKNagHoe,
cneumanbHoe nporpaMmHoe obecnedeHve, WMHAPOPMALUOHHBIE TEXHOMOMMKW, a Takke CpeacTsa  3aluThbl
WHopmaumn.

9. na obecneyeHnsa 3alimTbl MHOPMaLUKN, CoAepXallencss B MHAPOPMALUNOHHOM cUCTEME, OMepaTopoM
Has3Ha4aeTCs CTPYKTYPHOE noApasfderneHne unum [OrMKHOCTHOe nuuo (paboTHUK), OTBETCTBEHHbIE 3a 3aluTy
WMHopmMaumn.

10. Insa npoBegeHus paboT no 3awmTte MHPOpMaLmMn B Xo4e CO3LaHWsS U 3KcnyaTaunm MHPOPMaLMOHHOM
cuctembl obnagatenem uWHdopmauuMM (3akasdyMkoM) U onepaTtopoM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
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Poccuiickon degepaummn npm HEOBXOAMMOCTM NPUBMEKAIOTCS OpraHn3aunn, MMEeRLLIMEe NIMLEH3NI0 Ha OeATENbHOCTb
Mo TEXHUYECKOWN 3alunTe KOHUAEHUMANbHON MHGOpMaUumn B COOTBETCTBMM ¢ PenepanbHbiM 3aKOHOM OT 4 Mast
2011 . N 99-&3 "O nuueH3upoBaHUM OTAENbHLIX BUAOB pAeaTtenbHocTn" (CobpaHne 3akoHopaTenbCcTBa
Poccunckon ®epepaummn, 2011, N 19, ct. 2716; N 30, cT. 4590; N 43, c1. 5971; N 48, cT1. 6728; 2012, N 26, cT. 3446;
N 31, cT. 4322; 2013, N 9, cT. 874).

11. Onsa obecneveHns 3awmTbl MHpOpMaLmMK, coaepKallencs B UHPOPMaLMOHHON CUCTEME, MPUMEHSIIOTCS
cpencTBa 3alWnTbl MHOpMaUMK, NpoLueline OLEHKY COOTBETCTBUSA B hopMe obsi3aTenbHON cepTudmnkaumm Ha
COOTBETCTBME TpeboBaHMsIM No HGe3onacHOCTU MHopMaLMK B COOTBETCTBMU CO cTaTbel 5 PenepanbHOro 3akoHa
ot 27 pgekabpsa 2002 r. N 184-d3 "O TexHunyeckom perynmpoBaHun" (CobpaHune 3akoHopaTenbcTBa Poccuickon
depepauum, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626;
N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N
50, cT. 6959).

12. 3awmTta uHpopmMaumm, cogepxawencs B MHPOPMALUMOHHON CUCTEME, SBMSETCA COCTABHOW 4acTbio
paboT No co3gaHno K SKcnyaTaumMm MHPOPMaLNOHHOM cMcTeEMbI U 0becrnevmBaeTcsl Ha BCex ctagusax (dtanax) ee
CO3[aHus, B Xo4e JKChnyatauumn u BbIBoAA U3 IKCMnyatauum nytTem NPUHATUS OpPraHM3auMOHHbBIX U TEXHUYECKUX
Mep 3aWwuTbl MHdOpPMaLMK, HanpaefneHHbIX Ha 6rnokumpoBaHue (HeWTpanusauui) yrpos 6GesonacHocTU
WHopmaumm B MHAOPMAaLMOHHOM cucTeMe, B paMKax cucTembl (mogcucTembl) 3awmTbl  MHOPMaLMu
WHOPMaLIMOHHOM CUCTEMBI (Janee - cuctema 3almTbl MHpopMaL MM MHPOPMALMOHHON CUCTEMBI).

(B pea. Mpukasa PCTIK Poccum o1 15.02.2017 N 27)

OpraHn3aumoHHbIe N TEXHUYECKME MepPbl 3alUMTbl MHphOpMaLun, peannsyemMble B paMKax CUCTEMbI 3aLuUThl
MHdopMaUnn MHAPOPMAaLIMOHHON CUCTEMbI, B 3aBUCUMOCTU OT MHpopMaumn, cogepxallencsa B MHdopmaLMoHHOM
cucteme, Uenen cosgaHuss MHPOPMAaLMOHHON CUCTEMbI U 3ajad, pellaeMblX 3TON MHAOPMAaLMOHHOW CUCTEMOW,
OOIMKHbI ObITh HAaNpaBIeHbl HA UCKITIOYEHNE:

HenpaBOMEPHbIX OOCTyMna, KOMUPOBAaHWS, MPEedOCTaBMEHUA WM pacnpocTpaHeHuss  MHGOpMaLmm
(obecneveHne KoOHpMAEHUMANbHOCTU HpopMaLmn);

HEMPaBOMEPHBIX YHUUTOXEHUS unu  moandumumpoBaHms  nHopmauumn (obecnedeHne LENOCTHOCTU
WHopmaumm);

HenpaBomMepHOro 6nokmposaHns uHdopmaumm (obecnedeHne AOCTYNHOCTU MHAOPMaLM).

13. Ona obecnedyeHus 3awmTtbl MHOpPMaLMK, coaepxallencs B MH(pOpMaUMOHHONW cucTemMe, NPoBOOATCS
cnegyoLme MeponpuaTusa:

hopmMrpoBaHmne TPeOOBaHUN K 3aLLmTe MHpopMauun, cogepallencsa B MHPOPMAaLIMOHHON CUCTEME;

pa3paboTka cucTeMbl 3aLmUTbl HPOPMAaLMN UHPOPMALIMOHHON CUCTEMBI;

BHEJpPEHWE CUCTEMbI 3aLUTbl MHGPOPMALIMKN MHHOPMALIMOHHON CUCTEMBI;

atTectaums MHOPMAaLMOHHOM CUCTEMBbI MO TpebOoBaHWSM 3aWwuTbl MHOpMauun (ganee - aTTecTauus
WH(POPMALIMOHHOW CUCTEMBI) U BBOL, €€ B OEWNCTBUE;

obecnevyeHune 3awmTbl MHOOPMaLMKM B Xo4e JKCnyaTauum aTTeCToBaHHON MHCPOPMaLMOHHON CUCTEMBI;

obecneyeHne 3alwmTbl MHOPMaUMM MpU BbIBOOAE W3 SKCMfyaTauuum aTTeCTOBaHHOW WMHGOPMALMOHHOM
CUCTEMbI UK NOCNE NPUHATUS peLleHnst 06 OkoHYaHUM 06paboTkn nHdopmaumm.

dopmuposaHue TpeboBaHWI K 3aLmTe MHOPMaLIMK, cogepallemncs
B MH(pOpMaLMOHHON cnucTeme

14. ®opmupoBaHme TpeboBaHMI K 3alimMTe WHOPMaLMK, coaepxallencss B MHMOPMALMOHHOW CUCTEME,
ocyulecTBrnsieTcs obnagarenem nHpopmMauum (3akasyqnkom).

dopmupoBaHne TpeboBaHMI K 3alumTe MWHdOopMauuKn, copepXallenca B MHOPMAaLNOHHOW cucteme,
ocywectensietca ¢ yyetom FOCT P 51583 "3awwuta nHdopmaumm. NMopsgok cosgaHus aBTOMaTU3MpPOBAHHBLIX
cucTeM B 3alumileHHom ucnonHeHun. Obwme nonoxenuns” (ganee - FTOCT P 51583) n NOCT P 51624 "3awwura
WMHopmaumn. ABTOMaTU3NpOBaHHbIE CUCTEMbI B 3aLUULLEHHOM ucnonHeHnn. O6wue TpebosaHusa" (ganee - FOCT
P 51624) n B TOM 4ncrie BKIOYaET:

NPUHATUE PELLEHUS 0 HEOBXOAUMOCTM 3aLLUThI MHCpOPMaLMK, cogepXallencs B MHGPOPMaLMOHHOW CUCTEME;

Knaccudukaumio  MHPOPMaUMOHHOW cucTeMbl Mo TpeboBaHMAM  3awuTbl  WHpOpmauun (ganee -
Knaccudmkaums HOOPMaLMOHHON CUCTEMBI);

onpegeneHue yrpo3 6e3onacHoCTU MHGOPMaLMK, peanusaums KOTOPbIX MOXET MPUMBECTU K HapyLUeHUo
6e3onacHOCTN UWHGoOpMauMn B MHAPOPMALMOHHON CUCTEME, U pa3paboTKy Ha WX OCHOBE MoAenu Yrpos
©e3onacHoCTM UHopmaumu;

onpeneneHue TpeboBaHWi K cucteme 3awuTbl MHGPOPMaLMKM MHHOPMALIMOHHOW CUCTEMBI.

14.1. Tlpn nNPUHATUM pelleHns O HeobXxoAMMOCTM  3aWuTbl  MHOPMaUuK, coaepkallencs B
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MHGOPMAaLMNOHHON cUCTeME, OCYLLEeCTBRSETCS:

aHanu3 uenen cosgaHna MHEMOPMALMOHHOM CUCTEMbl W 3ajad, pellaemMblX 3TOM MHGOPMAaLUOHHON
cucTemon;

onpegeneHue nHdopmMauun, nognexawen obpabortke B MHHPOPMaLMOHHON CUCTEME;

aHanM3 HOpPMaTMBHbIX NPABOBbLIX aKkTOB, METOAUYECKNX AOKYMEHTOB W HAaUMOHArbHbIX CTaHAapPTOB, KOTOPbLIM
AOIMKHa COOTBETCTBOBATb MHOPMAaLIMOHHas cUCTeMa;

NPUHATME peLleHnss O HeoBXOAUMOCTM COo34aHMs CUCTEMbl 3aliMTbl MHOpPMaLMKM  MHAOPMALMOHHOM
CUCTEMbI, @ TaKke onpefeneHne Lenen n 3agady 3awmuTsl MHopMauum B MHOOPMALMOHHOW CUCTEME, OCHOBHBbIX
3TanoB C€O34aHMs CUCTEMbl 3awWwmTbl MHopMauum UHPOPMALMOHHONW CUCTEMbI M PYHKUMIA MO obecnevyeHuto
3alWmMTbl MHopMauun, copepxallenca B UMHPOPMALMOHHOM cucTeme, obnagartenss uHdopmaumm (3akasvuvka),
onepatopa v ynofTHOMOYEHHbIX NNLL.

14.2. Knaccudpumkauna unHGPOPMALNMOHHOM CUCTEMbI NPOBOAUTCA B  3aBUCMMOCTM OT  3HAYMMOCTU
obpabartbiBaemon B Hel MHpopmauun n macwtaba nHdpopMaLmMoHHOM cucTteMbl (dbegeparnbHbii, PErMoHarnbHbIN,
0OBEKTOBBIN).

YcTtaHaBnuBalTCA TpU Kracca 3aluWeHHOCTU WMHAOPMAaLMOHHON CUCTEMbI, Onpedensiowme  ypOoBHU
3alLUMLLEHHOCTH coaepxallencs B Hen nHdpopmaumn. CamMblil HA3KMIA KNnacc - TPETUIN, CaMbli BbICOKUI - NEPBbLIN.
Knacc 3sawmweHHOCT MHAOPMAaLMOHHON CUCTEMbI ONpPeaenseTcs B COOTBETCTBMM C npunoxeHnem N 1 «k
HacTosiLwmMM TpeboBaHUsIM.

(B pea. Mpukasa PCTIK Poccum o1 15.02.2017 N 27)

Knacc sawmueHHocTv onpeaensieTcs ansg nHopMaLMOHHON CUCTEMBI B LLENOM U, Npy HE0bXo4MMocCTH, ans
ee OTAENbHbIX CErMEHTOB (COCTaBHbIX YacTen). TpeboBaHMe K Knaccy 3alUMLLEHHOCTU BKITOYAETCA B TEXHUYECKOE
3afaHve Ha co3faHune MHPOPMAaLNOHHON CUCTEMBI U (M) TEXHNYECKOE 3aaHne (YacTHOe TEXHUYECKoe 3afaHune)
Ha co3gaHuWe CUCTEeMbI 3alUTbl MHPOPMAaLMM MHEPOPMALMOHHOW cucTeMbI, padpabatbiBaemble ¢ yyetom [OCT
34.602 "MHdopMaumnoHHaa TexHonorms. Komnnekec ctTaHgapToB Ha aBTOMaTU3NMPOBAHHbBIE CUCTEMBI. TEXHUYECKoe
3a[jaHue Ha cosfaHue aBToMaTuanpoBaHHom cuctembl” (ganee - FOCT 34.602), TOCT P 51583 n TOCT P 51624.

Knacc 3awuweHHOCTM WHMOPMALMOHHOW CUCTEMbI MOANEXMT MNepecMoTpy npv M3MEeHeHun MmacwTaba
WH(OPMALIMOHHOW CUCTEMBI UMK 3HAa4YMMOCTM obpabaTbiBaemon B Hel HopmaLmn.

Pesynbrathl knaccudukaumm MHGPOpMaLMOHHON CUCTEMbI OCPOPMAAIOTCA aKTOM Knaccudmkaumm.

14.3. Yrposbl 6e3onacHOCTM MH@OpMaLUuM OnNpegensioTcs Mo  pesynsrtataMm  OUEHKM BO3MOXHOCTEMN
(noTeHumana) BHEWHUX W BHYTPEHHUX HapyluuTenen, aHanmsa BO3MOXHbIX YSA3BUMOCTEN WHOPMAaLMOHHON
CUCTEMbI, BO3MOXHbIX CnocoboB peanusaumv yrpo3 6e3onacHocTv MHGOPMaLMM U NOCNeaCTBUA OT HapyLUEHUs
CBOWCTB 6e3onacHOCTU nHdopMaummn (KOHOUAEHUMANBHOCTU, LLENOCTHOCTM, JOCTYMHOCTHN).

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

B kayecTBe MCXOOHbIX AaHHbIX ONA onpedeneHvs yrpo3 6e3onacHocT uHdopmaumm mcnonb3dyetcs 6aHk
AaHHbIX yrpo3 6esonacHoctn nHgopmauum (bdu.fstec.ru), Begenne kotoporo ocywectsnsetrca PCTIK Poccun B
COOTBETCTBUM C noanyHkToM 21 nyHkTa 8 NonoxeHns o PegepanbHon crnyxbe No TEXHUYECKOMY M SKCMOPTHOMY
KOHTpPOIO, YTBEpXXaeHHoro Ykasom lNpesmgeHTta Poccunckon ®epepaumm ot 16 aerycta 2004 r. N 1085 (CobpaHue
3akoHogatenbcTBa Poccuinckon depepauunm, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N
47, ct. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 53, ct. 7137; 2014, N 36, cT. 4833; N 44, ct. 6041; 2015, N
4, ct. 641; 2016, N 1, cT. 211) (ganee - 6aHk AaHHbIX yrpo3 6esonacHocTu nHdopmauun GCTIK Poccun), a Takke
WHblEe NCTOYHUKK, cogepXalmne ceegeHuns 06 yasBuMocCTaX 1 yrposax 6esonacHoCT uHdopmaumm.

(ab3au BeegeH lNpukasom PCTIK Poceun ot 15.02.2017 N 27)

Mpn onpegeneHun yrpo3 6Ge3onacHOCTM WHGOPMALMM  YUMTBLIBAKOTCS  CTPYKTYPHO-(PYHKLUMOHANbHbIE
XapaKTePUCTUKN UHEOPMALMOHHOW CUCTEMbI, BKIHOYalOLLMe CTPYKTYpYy M COCTaB WHEOPMALMOHHOW CUCTEMBbI,
dusmyeckme, normyeckne, QYHKUMOHamNbHbIE WM TEXHOMOTMYECKME  B3aUMOCBA3M  MexXdy CerMeHTamm
WH(POPMALMOHHOA  CUCTEMBI, C  WHbIMW  WMH(OPMAUMOHHBIMM  cucTeMamMn U UHEOPMALMOHHO-
TENEKOMMYHMKALMOHHBIMU CETAMU, pexunmbl 06paboTknm MHopmaumm B WHEMOPMALMOHHOW CUCTEME U B ee
OTOENbHbIX CEerMeHTax, a TaKKe WHble XapaKTepuUCTUku WHPOPMALMOHHOW CUCTEMbI, MPUMEHSIEMbIE
WHPOPMALIMOHHbBIE TEXHOMOMMN N OCODEHHOCTM ee PYHKLIMOHNPOBaHUS.

Mo pesynstratam onpegerneHuns yrpo3 6e3onacHoCTM nHgopmaummn npu HeobxogumocTu paspabaTbiBaloTcs
pekoMeHOaumMmM Mno KOPPEKTUPOBKE CTPYKTYPHO-(PYHKLUMOHAMNBHBLIX XapakTepucTnk WHEGOPMALMOHHOW CUCTEMBI,
HanpasreHHble Ha BriokupoBaHue (HenTpanu3aumio) OTAeNbHbIX Yyrpo3 6e3onacHoCT! MHopMaLun.

Mogenb yrpo3 6e3onacHocTv nHOpMaUmMM AOIMKHa COAepXaTb onMcaHne MHPOPMaLMOHHOM CUCTEMBI N ee
CTPYKTYPHO-(PYHKUMOHAMNbHbLIX ~ XapakTepUCTMK, a Takke onucaHue yrpo3 6e3onacHocTM uHdopmaumu,
BKIOYalollee onuMcaHne BO3MOXHOCTEM HapywuTenen (Mogenb HapywuTtensi), BO3MOXHbIX YA3BUMOCTEN
WH(POPMALMOHHOM CUCTEMBI, CMOCOOOB peanu3auum yrpo3 OGesonacHoOCTU MHopMauum u nocneacTBun OT
HapyLleHus cBONCTB B6e30nacHOCTM MHopmaunn.
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Ina onpegeneHunsa yrpo3 6e3onacHoCT WHGopMaumm u paspaboTkM Mogenu yrpo3 ©6e3onacHoCcTU
WHOPMaLMM MPUMEHSIOTCA METOAMYECKUE OOKYMeHThl, padpabotaHHble n ytBepxaeHHble ®CTIK Poccun B
COOTBETCTBUM C NoanyHKToM 4 nyHkTa 8 lNMonoxeHusa o ®egepancHon crykbe no TEXHUYECKOMY M 3KCMIOPTHOMY
KOHTPOIH0, YTBepXaeHHoro Ykasom lNpesmgeHTta Poccunckon ®epepaumm ot 16 asrycta 2004 r. N 1085 (Cobpanue
3akoHogatenbcTBa Poccuickon depepauum, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N
47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHusas K cucTemMe 3awWuTbl MHGoOpMaUMM WHGPOPMALMOHHOW CUCTEMbI OMpedensoTcs B
3aBMCMMOCTU OT Knacca 3alULLEHHOCTM MH(OPMALMOHHON cucTeMbl M yrpo3 GeszonacHocTn MHopmauuw,
BKITHOYEHHbIX B MOAENb yrpo3 6e3onacHoCT MHcpopmaumm.

TpeboBaHMsa K cucTeMe 3aliMTbl MHOpPMaUUM MHGOPMALMOHHOW CUCTEMbI BKIOYAKOTCA B TEXHUYECKOE
3ajaHve Ha co3faHvne MHOPMAaLNOHHON CUCTEMBI U (M) TEXHNYECKOE 3aaHne (YacTHOe TEXHUYECKoe 3afaHne)
Ha CO3OaHWe CUCTEMbI 3alUMTbl MHOpMaUMM MHAPOPMALMOHHON cUcTeMbI, pasdpabaTtbiBaemble ¢ yvyetom FOCT
34.602, TOCT P 51583 n TOCT P 51624, n gomkHbl B TOM YMCne cogepxarb:

uenb 1 3agaym obecneyeHns 3awuTbl MHGOPMaLUn B MHGPOPMALMOHHOWM CUCTEME;

Knacc 3aluLLEHHOCTM MHAPOPMALMOHHON CUCTEMBI;

nepeyeHb HOPMAaTMBHLIX MPABOBbLIX aKTOB, METOAMYECKMX [OKYMEHTOB W HaUMOHaNbHbIX CTaHOApTOB,
KOTOPbIM JOSMKHA COOTBETCTBOBATbL MH(POPMAaLIMOHHAs cUCTEMa;

nepevyeHb 06HLEKTOB 3aLUUTbl UH(POPMALIMOHHON CUCTEMBI;

TpeboBaHMsA K Mepam ¥ cpeacTBaM 3almTbl MHbopMaumn, NPUMeEHSIEMbIM B MHCDOPMAaLMOHHON CUCTEME;

cTagum (3Tanbl paboT) co3gaHnsi cMCTEMBI 3aLLMTbl MHPOPMAaLMOHHOW CUCTEMbI;
(ab3au BeegeH lNpukazom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMs K MOCTaBNSAEMbIM TEXHUYECKUM CPeACcTBaM, NporpamMmMHOMYy obecrnedeHunio, cpeacTsaM 3aluThl
MHGopMauuu;

(ab3av BeegeH lNpukasom PCTIK Poccum ot 15.02.2017 N 27)

YyHKUMM 3aKkas3yunka n onepatopa no obecneyeHnto 3awmnTbl MHOpMauumn B MHGPOPMALMOHHOW CUCTEME;
(ab3av BeepeH lNMpukasom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3almMTe CpeactB UM cucteM, obecnevmBalolmx (OYHKUMOHUPOBaHME WHEOPMALIMOHHON
cuctembl (obecneunBatoLen NMHPacTpykType);

(ab3av, BeegeH lNpukasom GCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHus K 3awmute nHdopMaLmmn npyu MHOOPMaLMOHHOM B3aMMOLENCTBUN C MHBIMU NHGOPMALIMOHHLIMU
cuctemMamn M- MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHLIMU  CETAMW, B TOM 4ucfe C MH(OpMaUMOHHBIMU
cucTeMamMu  YMOSIHOMOYEHHOMO nvua, a TakkKe MNpyu MPUMEHEHUU BbIYUCIIUTENBHBLIX PECYPCOB (MOLLHOCTEN),
npegocTaBnsAeMbiX YNONHOMOYEHHbBIM NMLOM Ana 06paboTkm nHpopmauun.

Mpun onpegeneHnn TpeboBaHMIM K cMcTeME 3almTbl MHPOPMALMN MHPOPMALMOHHOW CUCTEMBI YYUTBIBAKOTCSA
NoNoXeHnst MoNUTUK obecnedyeHns MHgopmMaumoHHon Ge3onacHocTu obnagartens uHdopmauum (3akas3uuka), a
Takke nonuTuk obecneyeHns nHdopmMaLmoHHon 6e3onacHOCTM onepatopa M yNoTHOMOYEHHOMO Nuua B YacTu, He
npoTMBOpeYvaLLen nonutTMkam obnagarensi MHopmauum (3akasdmka).

(B peg. MNMpukaza PCTIK Poccum ot 15.02.2017 N 27)

PaspaboTka cucTembl 3aLmTbl MHOpMauum MHAOPMaLMOHHON CUCTEMBI

15. Pa3paboTtka cucTemMbl 3alinTbl MHpopMaLm MHAOPMAaLMOHHON CUCTEMbI OpraHu3yeTca obragartenem
WHopMaLMK (3aKas4mKomMm).

PaspaboTka cuctembl 3amTbl MHGPOPMaLMM MHHOPMALIMOHHON CUCTEMbI OCYLLIECTBIISIETCA B COOTBETCTBUM C
TEXHUYECKMM 3aJjaHMEM Ha co3daHue MH(OPMALNOHHOW CUCTEMbI U (M) TEXHWYECKUM 3afjaHMeM (4acTHbIM
TEXHWYECKMM 3aJaHVMeM) Ha CO3[4aHWE CUCTEMbI 3aliMTbl UHOPMaUUM UHEPOPMALMOHHOW CUCTEMBI C YYETOM
MOCT 34.601 "MIHdbopMauuoHHasa TexHonorus. Komnnekc cTaHgapToB Ha aBTOMAaTU3MpOBaHHbIE CUCTEMbI.
ABTOMaTM3MpoBaHHble cuctembl. Ctagmm cospganns” (oanee - FOCT 34.601), TOCT P 51583 n TOCT P 51624 n B
TOM YMCIE BKMOYaET:

NPOEKTUPOBaHNE CUCTEMBI 3aLLMTLI MHpOPMaLMKU MHEPOPMALIMOHHON CUCTEMBI;

pa3paboTKy 9KCnnyaTauuMoHHOW [AOKYMEHTauMM Ha cucTeMy 3awmTbl MHgopmMauun MHDOPMaLMOHHON
CUCTEMBI;

MaKeTMpoBaHWe MW TeCTUPOBaHWE CUCTEMbl 3alnTbl MHGOpPMauuM WHGOPMALMOHHOW CcucTeMbl (npu
HeobxoanMocCTH).

Cuctema 3awmtbl MHOpMaUMM WHMOOPMALMOHHOW CUCTEMbI HE [OOMKHa MPensaTcTBoBaTh OOCTUMKEHUIO
Lenen cosaaHusi UHPOPMAaLMOHHON CUCTEMbI U ee (PYHKLIMOHMPOBAHMIO.

Mpn paspaboTke cucTtembl 3aWnTbl WMHPOPMALUMM  MH(OPMALMOHHOM CUCTEMBI  YYUTLIBAETCA €€
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MHOPMALUNOHHOE  B3aMMOLENCTBME C  UHbIMA  MH(OPMAUMOHHBIMU  cucTemMamum U MHOpMaLMOHHO-
TENEKOMMYHUKALMOHHBIMU CETAMWU, B TOM YMCME C MH(POPMALMOHHBIMUA CUCTEMAMM YMONTHOMOYEHHOIO Nnuua, a
TaKke NPUMEHEHUE BbIYUCIIUTENBHBLIX PECYPCOB (MOLLHOCTEN), NPegoCcTaBnsi€MblX YNOMHOMOYEHHBIM NMLOM A1
06paboTkn MHopmaLmK.

15.1. Mpw npoekTMpoBaHUmM CUCTEMbI 3awmnTbl MHMOPMALMN NHHOPMALIMOHHON CUCTEMBI:

onpenensitoTcs TUNbl CyobeKToOB AocTyna (Monb3oBaTenu, NPoLECcChl U UHble CyObekTbl 4OCTYNa) N 0ObEKTOB
JocTyna, siBnsiowmxcs obbekTamm 3awmTbl (YCTPOMCTBA, 0OObeKTbl (halnoBOM CUCTEMbLI, 3aryckaemble W
UCMOrHsAeMble MoAyNM, OObEKTbl CUCTEMbI yrNpaBneHuss 6asamy AaHHbIX, 00bEeKThbl, Co3AaBaeMble MPUKNAAHbLIM
nporpamMmmHbiM obecnevyeHnem, Hble 06bLEKTLI AOCTYNA);

onpenensitoTcs METOAb! YNPaBeHNst AOCTYNOM (OMCKPELMOHHBIN, MaHOATHbINA, PONIEBON UIN MHbIE METOAbI),
TUNbl JocTyna (4TeHue, 3anucb, BbIMOMHEHWE WKW MHble TUMbl OOCTyNa) M MpaBuna pasrpaHuyeHust ocTyna
cyOGbekToB gocTyna k obbektam [ocTyna (Ha OCHOBE CMMCKOB, METOK 6e30macHOCTW, porel M WMHbIX npaBun),
nognexaiime peanusaumm B MHPOPMaLNOHHON CUCTEME;

BbIOMpaloTCA Mepbl 3alWnTbl MHpOpMaumM, nognexaiwime peanu3auunm B CUCTEME 3aluUTbl MHOpMaUnm
WHOPMALIMOHHON CUCTEMBI;

onpeaensTca BUAbl U TUMbl CPeaCcTB 3alimThl MHAOpMaUunM, obecnednBatoLne peannsaumo TEXHUYECKNX
Mep 3alnTbl HpopMaLmK;

onpeaensieTca CTpyKTypa CUCTeMbl 3aluTbl MHopMauum MHPOPMALIMOHHOW CUCTEMbI, BKIKOYas COCTaB
(konmMyecTBO) 1 MecTa pasMeLLeHUs ee ANeMEHTOB;

ocyllecTBnsieTca BblIGOp cpeacTB  3aWnTbl  MHGOPMaUMK, CepTUULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHMAM no 6e3onacHoOCTU MHGOPMaLMK, C YY4ETOM MX CTOMMOCTW, COBMECTMMOCTU C MHGOPMALMOHHBIMM
TEXHOMOMMAMN W TEXHUYECKMMU CpeacTBaMu, (YHKUMIW 0Ge30macHOCTU 3TUX CPeAcTB M OCOBGEHHOCTEW UX
peanusauuuy, a Takke Kracca 3alMLLeHHOCTU MHPOPMaLMOHHOW CUCTEMBI;

onpegenstoTcs TpeboBaHMsa K napaMeTpamM HacTPOWKU NPOrpamMmmMHOro obecneveHuns, BKoYas nporpaMMHoe
obecneveHne cpeacTs 3awWwnTbl MHPOPMaLm1, obecnevmBaloLme peann3auuio Mep 3awmTbl MHopMaLmm, a Takke
YCTPAHEHME BO3MOXHbIX YSI3BUMOCTEN WHAOPMALMOHHON CUCTEMBI, MNPUBOAALLMX K BO3HUKHOBEHUIO Yrpos3
Be3onacHoOCTM UHopmaumu;

(B peq. MNMpukaza PCTIK Poccum ot 15.02.2017 N 27)

onpeaensiTca  Mepbl  3alWuTbl  MHOpMauuM npu UHGPOPMALMOHHOM  B3auMMOAEWCTBUM C  MHbIMU
WHOPMALMOHHBIMKU  CUCTEMAMU U UH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMW  CETSIMW, B TOM 4ucre ¢
WHOPMALMOHHBIMU CUCTEMAMM YNOMHOMOYEHHOMO N1La, a Takke Npu NPUMEHEHUU BbIYUCIIUTENbHBIX PecypcoB
(MoLHOCTEN), NPpefocTaBnsAeMbIX YNONTHOMOYEHHbBIM NMLOM Ansa 06paboTkm nHpopmaumn.

Pesyneratbl MpOEKTUPOBaHMSA CUCTEMBI 3aluTbl MHGOPMAaLMM MHPOPMALMOHHOW CUCTEMbI OTPaXaloTCsl B
NMPOEKTHON [OKYMEHTauuMn (3CKM3HOM (TEXHMYECKOM) Mpoekte W (unn) B paboyen [OOKyMeHTauuu) Ha
WH(POPMALIMOHHYI0 cUCcTEMY (CUCTEMY 3alLMTbl MHOPMaLMM MHPOPMALIMOHHON CUCTEMBI), pa3pabaTbiBaeMbIX C
yuetom NOCT 34.201 "MIHpbopmaumoHHasa TexHonorns. Komnnekc ctaHgapToB Ha aBTOMaTU3MPOBaAHHbLIE CUCTEMBI.
Buapl, KOMNIEeKTHOCTb U 0603Ha4YeHe OOKYMEHTOB NMpU CO34aHMM aBTOMaTU3NPOBaHHbIX cuctem” (ganee - FOCT
34.201).

lMpoekTHas OOKymMeHTauuMs Ha WMHMOPMALMOHHYID cuUcTeMy W (Mnn) ee cucTemy 3awuTbl MHGOpMaLun
noAnexar CornacoBaHWIO C ONepaTtopoM MHAPOPMALMOHHON CUCTEMbI B Criydae, ecrnv OH onpeaeneH TakoBbiM B
COOTBETCTBUM C 3aKkoHogaTensCcTBOM Poccuickon degepaumm K MOMEHTY OKOHYaHUSA NPOEKTUPOBaHWUS CUCTEMbI
3aWmTbl MHopMaunm MHPOPMALIMOHHON CUCTEMbI U HE SBMASETCA 3aKa3yMKOM [OaHHOW MHMOPMaLUOHHOM
CUCTEMBI.

Mpu oTcyTcTBUM HEOOXOAMMBIX CpPeacTB 3awuTbl MHoOpMauuK, CepTUUUUPOBAHHBLIX Ha COOTBETCTBUE
TpeboBaHuAM no GesonacHoCcTU WHopMauun, opraHuMdyetca paspabotka (gopaboTka) CpPenacTB  3almThbl
WHopMaumm 1 ux ceptudumkaums B COOTBETCTBUM C 3akoHodaTenbcTBoM Poccunckon degepaumm unu
NPOM3BOANTCS KOPPEKTUPOBKA MPOEKTHBLIX PELLEHU MO MHAOPMALIMOHHON cMCTEME U (UNK) ee cucTeme 3aLuThbl
MHopMaUMM C y4eToM (PYHKLMOHANbHBIX BO3MOXHOCTEN MMEIOLWMXCS CepTMAULMPOBAHHBIX CPEACTB 3aluThl
MHdopMauuu.

15.2. Pa3paboTka aKkcnnyaTaumoHHOM AOKYMEHTALMM Ha CUCTEMY 3alUMThbl MHpopMaLMn MHAPOPMALMOHHOWN
CUCTEMBI OCYLLIECTBIISIETCS B COOTBETCTBUN C TEXHUYECKMM 3aLaHMEM Ha co3faHue MHAPOPMALMOHHOW CUCTEMBI U
(Mn) TexHWYeckUM 3afaHMeM (YacTHbIM TEXHWYECKMM 3adaHueM) Ha CO3fdaHue CMCTeMbl 3aluTbl MHdOopMaLun
WHOPMALIMOHHOW CUCTEMBI.

OKcnnyatauMoHHas [OOKYMeHTauuMsi Ha cuctemy 3awuTbl  MHdopmauum MHEPOPMALMOHHON CUCTEMBI
paspabatbiBaeTca ¢ ydyetom MOCT 34.601, FTOCT 34.201 u TOCT P 51624 v pormkHa B TOM 4uCne copepXarb
onuncaHue:

CTPYKTYpbl CUCTEMbI 3aLUThl HPOPMAaLMM MHPOPMALMOHHOW CUCTEMBI;
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coCTaBa, MeCT YCTaHOBKW, MapamMeTpoB W MOpsiAka HaCTPOMKM CpeacTB  3awmTbl  MHGOpMaumu,
nporpamMmmHoro obecneyeHms N TEXHUYECKNX CPeacTB;

npaswn aKcnnyaTaumMm cucTembl 3amMTbl UHOOPMaLMKM MHPOPMALMOHHOW CUCTEMBI.

15.3. lMpu MakeTMpoOBaHUN N TECTUPOBAHUM CUCTEMbI 3amUTbl MHpopMaLMM MHADOPMAaLIMOHHON CUCTEMBI B
TOM YMCHE OCYLLECTBNATCSA:

npoBepka paboTOCNOCOGHOCTM M COBMECTMMOCTM BbIOpaHHbIX CPEeACTB  3alWuTbl  MHdOpMauUMn C
WHOPMALMOHHBIMU TEXHONOTUAMU N TEXHUYECKUMU CpeacTBamu;

npoBepka BbINOMHEHUS BbIOpPaHHLIMW CpeacTBaMu 3awWwmuTbl MHAOpMaumMn TpeboBaHWiA K cMCTEME 3alUUTbI
MHdopMaLUn MHOOPMaLIMOHHON CUCTEMBI;

KOpPPEKTUPOBKA MPOEKTHBLIX peLleHui, pa3paboTaHHbIX Npyu co3gaHun MHAOPMALMOHHON cucTeMbl U (M)
CUCTEMBI 3aLUNTbI MHOPMaLIMK NMHPOPMALIMOHHON CUCTEMBI;

absau uckntoveH. - Npukas PCTIK Poccum ot 15.02.2017 N 27.

MakeTnpoBaHme cucTemMbl 3almTbl MHOPMaALMN UHAOPMALMOHHON CUCTEMbI U €e TeCTUpPOBaHWE MOXET
NPOBOAMTBLCS B TOM YMCIe C UCMOMNb30BaHWEM CPeACcTB M METOA4OB MOLENVMPOBaHNSA MH(POPMALMOHHBIX CUCTEM U
TEXHOMOMMN BUpTYyanu3auum.

BHeapeHve cuctembl 3almTbl MHpopMaLumn MHPOPMaLMOHHON CUCTEMBI

16. BHegpeHne cuctembl 3awmuTbl MHOPMAaLMM MHPOPMALMOHHON CUCTEMBbI OpraHusyeTcsl obnagarenem
WHopMaLnn (3aKazyunkom).

BHepgpeHve cuctembl 3awmuTbl MHpopMauum MHAPOPMAaLIMOHHON CUCTEMbI OCYLLIECTBSIETCS B COOTBETCTBUM C
NPOEKTHON M1 3KCMyaTauMOHHOW AOKYMEHTaUNen Ha CMCTeMY 3aLlmTbl MHpopMauum MHOPMaLMOHHON CUCTEMBI 1
B TOM YMCIE BKITHOYAET:

YCTaHOBKY M HaCTPOWKY CpeacTB 3aluTbl UHopMaumm B MHOPMaLMOHHOM CUCTEME;

pa3paboTKy [OOKYMEHTOB, ONpegensawwmx npasBuna W Mpoueaypbl, peanu3dyemble OnepaTopoMm Anis
obecnevyeHns 3awmTbl MHGoOpMauum B MHPOPMALMOHHOM CUCTEME B XOde e€ee JKchnfyataumu (ganee -
OopraHM3aLMoHHO-pacnopsaanTernbHble AOKYMEHTLI MO 3awmuTe nHdopmaLmmn);

BHELpeHNe opraHM3aunoHHbIX Mep 3aLuTbl MHOpMaLuu;

npeaBapuTeribHbIe UCMbITaHWUSA CUCTEMbI 3aLLNTblI MHpopMaLn MHPOPMALNOHHOWN CUCTEMBI;

ONbITHYIO 3KCMNNyaTaumio CUCTEMBI 3aLUTbl MHOPMaLUKN MHPOPMALIMOHHON CUCTEMBI,

aHanu3 ya3BMMOCTEN WH(OPMALMOHHON CUCTEMbI U MPUHATME Mep 3allMTbl UHOpMauMm No KX
YCTPaHEHMWIO;

NPMEMOYHbIE UCTIbITAHMSA CUCTEMBI 3aLWUThl MHPOPMAaLIMN MHPOPMALIMOHHOW CUCTEMBI.

K BHegpeHuio cucTembl 3alnTbl UMHGPOPMaUMM MH(OPMALMOHHOW CUCTEMbI MPUBIIEKAETCA OMNepaTop
WH(POPMALMOHHOW CUCTEMbI B Crlyvae, ecnv OH onpegeneH TakoBbiM B COOTBETCTBMU C 3aKOHOAATENbCTBOM
Poccuinckon degepauumn K MOMEHTY BHEOPEHUSA CUCTEMbI 3aLLMTbl MHOPMaLUM MHAOPMALMOHHOM CUCTEMBI U He
ABNSAETCA 3aKa34yMKoM AaHHOW MHAOPMALIMOHHON CUCTEMBI.

16.1. YcrtaHOBKa WM HACTpoOWKa CpPeacTB 3aliuTbl MHGopMaumm B WMHEAOOPMALMOHHOM CUCTEME [OSMKHA
npPOBOOUTBCA B COOTBETCTBMM C SKCMyaTaLMOHHOW [OKYMEHTauMenm Ha CUCTEMY 3awuTbl MHGOPMAaLMK
WHOPMALIMOHHOM CUCTEMBI U OKYMEHTaUNen Ha CpeacTBa 3almTbl MHpoOpMaLmn.

16.2. PaspabaTtbiBaemble OpraHM3auUMOHHO-PACMNOPSAMTENbHbIE AOKYMEHTbI MO 3awmte UWHpopmauum
OOMKHbI ONpeaensTb Npasuna u npouenypbl:

ynpasnenns (agMUHUCTPUPOBaHMUS) CUCTEMOW 3aLLUTbI MHGOPMaLIMKM MHOPMALMOHHON CUCTEMBI;

BbISIBNIEHUS MHUMOEHTOB (O4HOrO COOLITUSA UNK rpynnbl COOLITUIA), KOTOPbIE MOTYT MPUMBECTM K COOAM MK
HapyLweHntio YHKUNOHMPOBAHNS MH(OPMALUMOHHON CUCTEMBI U (M) K BO3HUMKHOBEHWUIO Yrpo3 6e3onacHoCTU
WHopMaLUmm1 (ganee - MHUMOEHTbI), U pearMpoBaHnst Ha HUX;

yrpaBneHnsi KoHpurypaumemn arTectoBaHHOW MHOPMALIMOHHOM CUCTEMBI U CUCTEMBI 3aLUUTbLI MHCpopMaLmn
MHGOPMAaLNOHHON CUCTEMBI;

KOHTpomns (MOHWMTOPUHra) 3a obecrnevyeHnem YpOBHS 3aLUMLWEHHOCTU MHAOPMaLuKn, COAepXKallenca B
MHOPMALNOHHOW CUCTEME;

3aWnTbl MHOpMaUUM NMpu BbIBOAE M3 SKcnnyatauum MHPOPMALMOHHOW CUCTEMbI MMM MOCHE MPUHSTUSA
peLueHns 06 okoH4YaHuM 0bpaboTkn nHdopmaumm.

16.3. MNpw BHeApeHM opraHn3aLMOHHbIX Mep 3aLUMTbl MHOPMaLUKN OCYLLIECTBASIOTCS:

peanusaums npasun pasrpaHuveHus OOCTyna, pernameHTUpYoLWmMX npaBa gocTtyna cybbekToB JocTyna K
obbekTaM JOCTyna, U BBEAEHME OrpaHUYEHU Ha OEWCTBUS MoSb30oBaTefer, a Takke Ha U3MEHEHWE YCIOBUWM
aKcnnyaTaummn, coctaBa U KOHPUIypaLmm TEXHUYECKUX CPEACTB 1 NporpaMmmMHoro obecneveHus;

npoBepka MOMHOTbI M [AETanbHOCTU OMUCaHUS B OpraHvM3auMOHHO-pacrnopaanTenbHbIX [OOKYMeHTax Mo
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3awmTe nHopmMaumm 4encTBnin Nonb3oBartenen u agMMHUCTPaToOPOB UHAOPMALIMOHHON CUCTEMBI NO peanuaauum
OpraHM3aLMOHHbIX Mep 3aLUmTbl MHpopMaLny;

oTpaboTka OeNncTBUA AOMKHOCTHBLIX NWL M NoapasgeneHnii, OTBETCTBEHHbIX 3a peanv3auuvio Mep 3awuTbl
WHpopmaumn.

16.4. [lpegBapuTenbHble UCMbITAHUSA CUCTEMbl  3awWwMTbl  MHAPOPMAaLUMU  WMH(OPMALMOHHOW CUCTEMBI
npoeogatca ¢ ydyetom [OCT 34.603 "WHdopmaumoHHaa TexHornorusi. Buabl ucnbiTaHMn aBTOMAaTU3MPOBAHHbIX
cuctem" (panee - TOCT 34.603) n Bkmo4aloT NpoBepKy paboTocnoCOOHOCTU CUCTEMbI 3alMTbl MHOpMaLUK
WH(POPMALMOHHOW CUCTEMBI, @ TakKKe NPUHATUE pPELUEHUS O BO3MOXHOCTU OMbITHOWM 3KChfyaTauum CUCTEMbI
3aWmThbl MHGOPMaLUUN MHOPMALMOHHON CUCTEMBI.

16.5. OnbITHasA akcnnyaTaums CUCTEMbI 3aLUTbl MHAOPMaLMN MHAPOPMALIMOHHON CUCTEMbI MPOBOAMTCA C
yygetom [OCT 34.603 wun BknoyaeT npoBepKy YHKUMOHUPOBAHUS CUCTEMbI  3aluUTbl  UMHGOpMaumm
WH(OPMALMOHHOW CUCTEMbI, B TOM YMUCIlEe peanv3oBaHHbIX Mep 3aliuTbl MHOpPMaLuKu, a TakkKe FOTOBHOCTb
nornb3oBaTenen n agMMHUCTPATOPOB K AKCNIyaTaLuumn CUCTEMbI 3auUTbl HPOPMaLMM MHPOPMALIMOHHOW CUCTEMBI.

16.6. AHanua ya3BMMOCTEN WMHAOPMALMOHHOW CUCTEMbI MPOBOAUTCA B LENSAX OLEHKA BO3MOXHOCTU
NPEOAONEHNS HapyLUMTENEM CUCTEMbI 3alUMTbl MHOpMaUMM MHEPOPMALMNOHHOM CUCTEMbI U MPeaoTBPaLLEHMUS
peanusauun yrpo3 6e3onacHoCcT! nHdopmaLmm.

AHanun3 yaA3BMMOCTEN WMHAOPMALMOHHOW CUCTEMbl BKMNIOYAET aHanuM3 ysaA3BUMOCTEN CPEACTB 3aluuTbl
NMHopMaLMK, TEXHUYECKUX CPEACTB U MPOrpaMMHOro obecnevyeHnst MHpoOpPMaLMOHHOM CUCTEMDI.

Mpn aHanuse yassumocTen NMHPOPMALIMOHHON CUCTEMbI NPOBEPSETCA OTCYTCTBUE U3BECTHbLIX YA3BUMOCTEN
CcpencTB 3aWwmThl MHpOpMaUUM, TEXHUYECKUX CPedcTB M MporpaMMHoro obecneyeHusi, B TOM YWCIE C YYETOM
WHdopMaumMM, UMelWenca y pa3paboTyMKOB M MOMYYEHHOW W3  OpYrMx OOLWEeAOCTYMHbIX WUCTOYHMKOB,
NpPaBWUMNbHOCTb YCTAHOBKM W HACTPOWMKM CpPeAcTB 3aliMTbl MHpOpMaunn, TEXHMYECKMX CPeacTB M MpPOrpamMmmHOro
obecneyeHnss, a Takke KOPPEKTHOCTb paboTbl CPeAcTB 3aluTbl MHOpMauuM nNpu UX B3aMMOZEWCTBUN C
TEXHUYECKMMU CpedcTBaMU U MPOrpaMMHbIM obecneyeHmem.

B cnyyae BbigBNEHUS YA3BUMMOCTEN WH(OPMALWOHHOM CUCTEMbI, MPUBOSAWMNX K BO3HWUKHOBEHMIO
OONOSTHUTENbBHbIX Yrpo3 6e3onacHoCcTn MHoOpMaLMM, MNPOBOAUTCA YTOYHEHWE Mogenu yrpo3 6esonacHocTu
WMHopMaLmn 1 Npu HeOHBXOANMOCTU NPUHMMAIOTCA LONOMHUTENbHbBIE MEpbI 3alLMTbl MHCOpMaLmMmK, HanpaBeHHbIe
Ha YCTpaHEHWe BLISIBMIEHHbIX YA3BMMOCTEN WNN UCKNIOYaKLME BO3MOXHOCTb WCMOMb30BaHUS HapyLluMTenem
BbISIBNEHHbIX YSI3BUMOCTEN.

Mo pesynbratam aHanusa ysi3BUMOCTEN OOSMKHO ObiTb MOATBEPXKAEHO, YTO B MH(OPMAaLMOHHON cucTeme
OTCYTCTBYIOT YSI3BMMOCTU, cofepalimecs B 6aHKke faHHbIX yrpo3 6esonacHocTn nHdopmauun PCTIK Poccun, a
TaKXKe B MHbIX UCTOYHUKAX, UMM UX UCMONb30BaHWe (KCnnyatauus) HapyLumMTenem HEBO3MOXHO.

(ab3au BeegeH lNpukazom PCTIK Poccum ot 15.02.2017 N 27)

16.7. TpuemMoYHble UCMbITAHUSA CUCTEMBI 3alUTbl MHGOPMaUUN MH(OPMALIMOHHOW CUCTEMbI MPOBOAATCS C
ydyetom [OCT 34.603 1 BKMOYaOT MNPOBEPKY BbIMNOMHEHUS TpebOBaHUM K CUCTEME 3alUMTbl MHGOPMAaLMK
MHGOPMALMOHHON CUCTEMbI B COOTBETCTBUM C TEXHUYECKUM 3aJaHNEM Ha co3fgaHne MHGOpMaLMOHHOM CUCTEMBI U
(Mn) TexHu4eckum 3agaHMEM (YacTHbIM TEXHWYECKMM 3adaHueM) Ha CO3daHue CMCTeMbl 3awuTbl MHOpMaLun
WHOPMaLMOHHON CUCTEMBI.

ATTectauus MHOPMaLMOHHOW CUCTEMBI U BBOZ, €€ B OENCTBUE

17. ATTectaums MHOPMALMOHHOW CUCTEMbI OpraHusyeTcs obrnagarenemM wHgopmaumm (3akaszydmkoM) unu
onepatopoM UM BKMOYAET NpoBedeHWEe KOMMMEeKca OpraHM3auMOHHbIX W TEXHUYECKUX  MeponpuUsTUn
(aTTecTaumMoHHbIX WCMbITAHWIA), B pe3ynbraTe KOTOPbIX MNOATBEPXKOAAETCA COOTBETCTBME CUCTEMbI 3alUUThI
WMHpopMaLmmn NHGPOPMaLMOHHOWM CUCTEMBbI HacTosIUM TpeboBaHUsM.

lMpoBeaeHne aTTeCTauUMOHHLIX WUCMNbITAHUA  WHEPOPMALMOHHON  CUCTEMbI  AOMKHOCTHBIMKA  fMUaMu,
OCYLLECTBIALWUMU NPOEKTUPOBAHNE U (MNWN) BHEAPEHWE CUCTEMbl 3alUTbl MHopMaunn UHGHOPMALMOHHON
CUCTEMbI, HEe JONYyCKaeTCs.

(ab3av BeegeH lNMpukasom PCTIK Pocecum ot 15.02.2017 N 27)

17.1. B KayecTBe MCXOAHbIX JaHHbIX, HEOOXoAMMBbIX ANns aTTecTauun MHEGOOPMALMOHHOW CUCTEMBbI,
NCMoNb3yTCs MoAgenb yrpo3 6e3omacHOCTM MHOPMaUUK, akT Knaccudukaumm MHAPOPMALNOHHOW CUCTEMBI,
TEXHMYECKOE 3afaHue Ha co3gaHMe WH(OPMAaUMOHHOM CcUCTEMbl U (MNM) TEXHMYECKOe 3ajaHue (YacTHoe
TEXHWYECKOe 3afaHune) Ha Co3faHne CUCTEMbl 3awuTbl MHAPOPMaLMN MHAPOPMAaLMOHHON CUCTEMBI, NPOEKTHasA |
3KCMnnyaTtauMoHHaa OOKYMEHTauuMs Ha cuctemy  3awWwmtbl  MHopmauum  MHPOPMALMOHHON  CUCTEMBI,
opraHu3aLMOoHHO-pacnopsaauTernbHble JOKYMEHTbl MO 3awmte UHopmauun, pesynsraTtbl aHanmsa ya3BMMOCTeln
WH(OPMALIMOHHON CUCTEMbI, MaTepuanbl MpeasapuUTenbHbIX W MPUEMOYHBIX UCMbITAHUA CUCTEMBbI  3alUUThI
WMHopMaLMM MHPOPMALMOHHON CUCTEMBI, @ TaKKe WHble AOKYMEHThbI, pa3pabaTbiBaeMble B COOTBETCTBUMU C
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HacTosAwmMMM TpeboBaHUSAMM.

17.2. AtTectaums MHAOPMALMOHHON CUCTEMbI NMPOBOAUTCA B COOTBETCTBUM C MPOrPaMmon U MeToaukamu
aTTeCTauMOHHbIX UCMbITaHMM OO0 Hayana obpaboTkum mHbopmaumu, nognexailen 3awmte B MHGPOPMAaLMOHHOWN
cucteme. [1na npoBegeHnsa artrectauumn MHPOPMALIMOHHON CUCTEMbI MPUMEHSIIOTCS HaLMOHanbHble CTaH4apThl, a
Takke MeToaMYeckMe [OOKYMeHTbl, padpaboTaHHble n yTtBepxaeHHble ®CTIK Poccum B cootBeTcTBUM C
noanyHktom 4 nyHkta 8 [MonoxeHua o depepanbHoW crnyxbe MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSHO,
yTBepxaeHHoro Ykasom lNpesmgeHTta Poccuinckon ®epepaumm ot 16 asrycta 2004 r. N 1085.

Mo pesynbratam aTTECTAUMOHHBIX MWCMbITAHUA OMOPMIISIOTCA MPOTOKOMblI aTTECTALMOHHBLIX WUCMbITaHURA,
3aKrM4YeHne O COOTBETCTBUMM MHAOPMALMOHHOM cUCTEMbI TpeboBaHWsAM O 3awmTe MHgopMauum u atrecTar
COOTBETCTBUS B ClNy4ae MONOXUTENBbHbIX PE3yNbTaToB aTTECTALUMOHHbBIX UCMbITAHWUNA.

lMpn npoBedeHUM aTTeCTAUMOHHBIX WCMbITAHUA OOMKHbI MPUMEHATBCA Ccregyllmne MeTodbl NPOBEPOK
(ncnbitannn);

(ab3av BeegeH lNMpukasom PCTIK Pocecum ot 15.02.2017 N 27)

3KCMNEPTHO-AOKYMEHTamNbHbI METOA, MNpesyCMaTpuBalOLLMA MPOBEPKY COOTBETCTBUS CUCTEMbI 3aLLMThbI
WHOPMaLMM MHEPOPMALMOHHON CUCTEMbI YCTAHOBMEHHBIM TPeboBaHWSAM MO 3alwiuTe MHOpMaLuKn, Ha OCHOBE
OLEHKN 3KCMyaTaLMOHHOW OOKYMEHTauuKW, OpraHn3auMOHHO-pacnopsaauTenbHbIX AOKYMEHTOB MO  3aluTe
WHOpMaLMK, a Takke yCroBun OyHKLUMOHNPOBAHMSA MHAPOPMAaLIMOHHON CUCTEMBI;

(ab3au BeegeH lNpukasom PCTIK Poceun ot 15.02.2017 N 27)

aHanua yssBumMocten MHGPOPMAaLMOHHOW CUCTEMbI, B TOM YMCME BbI3BaHHbLIX HEMNPaBWUIbHON HACTPONKOW
(koHbUryppoBaHuem) nporpammHoro obecneyeHns 1 CpeacTs 3alnTbl MHOpMaLMy;

(ab3au BeegeH lNpukazom PCTIK Poccum ot 15.02.2017 N 27)

UCMbITaHMSA CUCTEMbI 3alnTbl MHOpPMaUMM MyTEM OCYLUECTBEHMS MOMbITOK HECAHKLMOHMPOBAHHOIO
JocTtyna (Bo3gencTemsl) K MHAOPMaLMOHHON cUcTEMe B 00X04 ee CMCTEMbI 3alLmTbl MHpopmaumn.

(ab3av BeegeH lNpukasom PCTIK Poccum ot 15.02.2017 N 27)

17.3. [onyckaetca artTectaumsi MHEOPMAaLMOHHOM CUCTEMbI HA OCHOBE pe3yrbTaToB aTTeCTaLMOHHbIX
WCMbITaHWIA BbIOENEHHOro Habopa CermMeHToB MHEOPMALMOHHON CUCTEMBI, Peanuaylolmx MOSTHYK TEXHOIOru
06paboTkM MHopmaLmu.

B atom cnyyae pacnpocTpaHeHue aTTecTata COOTBETCTBMS Ha [Apyrme cerMeHTbl MHGOPMAaLMOHHOWM
CUCTEMBI OCYLLECTBNSAETCA NPU YCMOBMU UX COOTBETCTBUS CErMEHTaM MH(OPMALMOHHOM CUCTEMbI, MPOLUeaLnUM
aTTecTaumoOHHbIe UCTbITAHUS.

CermeHT cuMTaeTcsl COOTBETCTBYHOLLUMM CETMEHTY MHAOPMALMOHHON CUCTEMBI, B OTHOLLEHUWN KOTOPOrO Obinn
NnpoBefeHbl aTTeCTaLUUOHHbIE UCMbITAaHUS, €Cnn ANs yKa3aHHbIX CEerMEHTOB YCTaHOBMEHbl OAMHAKOBbIE KMacchbl
3alLUMLIEHHOCTN, Yyrpo3bl Ge3onacHoCcTM WHopMauuW, peanu3oBaHbl OOWHAKOBbIE MPOEKTHbIE pPELUEHUs Mo
WH(POPMALIMOHHOW CUCTEME U ee CUCTEME 3aLLMTbl MHCpopMauun.

CooTBeTCTBME CErMEeHTa, Ha KOTOPbIA  PacnpoCTPaHAETCs  aTTecTtaT  COOTBETCTBMS,  CEIMEHTY
WH(OPMALMOHHOW CUCTEMbI, B OTHOLUEHUM KOTOpPOro Obln MNpOBedeHbl aTTeCTauMOHHbIE  MCMbITaHWS,
nogTBep)KAaeTcs B Xo4e NPUEMOYHbIX UCMbITaHUA MHPOPMALVOHHOW CUCTEMBI MW CErMEHTOB UHAOPMaLMOHHON
CUCTEMBI.

B cermeHtax WHOPMALMOHHOM CUCTEMBI, Ha KOTOpble pPAaCMpPOCTPaHAETCA aTTecTaT COOTBETCTBUA,
oneparopom obecneunBaeTca cobnogeHne aKCnyaTaLMoHHOW AOKYMEHTALMM HA CUCTEMY 3aLUnTbl MHChopMaLm
WHOPMALIMOHHON CUCTEMbI U OPraHM3aLMOHHO-PACNoPAANTENbHbBIX JOKYMEHTOB MO 3aluTe MHopMaLmm.

OcobeHHOCTK aTTecTauun MHPOPMALIMOHHON CUCTEMBbI HA OCHOBE Pe3yNnbTaToB aTTeCTALUOHHbBIX UCMbITaHWUIA
BblEeMNeHHOro Habopa ee CEerMeHTOB, a TaKKe YCIOBUSI U MOPSIAOK pacnpoCTpaHeHMs aTTecTtata COOTBETCTBMS Ha
Opyrme cermeHTbl UHOPMALMOHHOW CUCTEMbI OMPEdEnslTca B MNpOorpaMmMe M MEeToAMKax aTTecTauMOHHbIX
UCMbITAHWI, 3aKIMIOYEHNN N aTTecTaTe COOTBETCTBUS.

17.4. MNoBTOpHasa atTecTtaums UHPOPMALIMOHHON CUCTEMbI OCYLLECTBNSAETCA MO OKOHYaHUM CpoKa OeNCTBUA
atTectata COOTBETCTBWS, KOTOPbIA He MOXET MNpeBblarb 5 NET, UM MNOBbIWEHMS KNacca 3allMLLEHHOCTU
WHpopMaUmMoHHOM cucTembl. Mpyn yBenuMyeHnn coctaBa yrpo3 6Ges3onacHOCTM MHOPMaLMKM WU U3MEHEHUSI
NMPOEKTHbIX PELLEHWI, peann3oBaHHbIX NPX CO34aHMN CUCTEMBI 3aLLmTbl MHCpopMauun MHPOPMaLIMOHHON CUCTEMBI,
NpoOBOOATCA AOMNOSNHUTENbBbHbIE aTTECTALMOHHBIE UCTIbITAHUSA B paMKax AENCTBYOLEro aTTectata COOTBETCTBUS.

(B peg. MNMpukaza PCTIK Poccum ot 15.02.2017 N 27)

17.5. Beog B gerictene MHAOPMaLMOHHON CUCTEMbI OCYLLIECTBMSETCS B COOTBETCTBMU C 3aKOHOA4ATENLCTBOM
Poccuickon ®egepaummn 06 nHbopmaumm, MHPOPMALMOHHBIX TEXHOMOMMAX 1 O 3awmuTe UHOPMaLMM N C YHETOM
OCT 34.601 n npu HanMuuu aTTectTaTa COOTBETCTBUSA.

17.6. VHdopmaLMoHHblE cuCTeEMbl, (YHKUMOHUpYOWMe Ha Oase o6wern MHdpacTpykTypbl (CpeacTs
BbIYUCIUTENBHOW TEXHWKW, CEPBEPOB TENEKOMMYHWUKALMOHHOMO 00O0pyLoBaHUSA) B KadecTBe MpUKMNagHbIX
CEpPBUCOB, Mo iexar arTectaumm B COCTaBe YKa3aHHOW MHpPaCTPyKTypbl.
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B cnyyae, ecnu uvHOpMaUMOHHAs cucTtema co3gaercd Ha 0Gase ueHTpa 00paboTkM  AaHHbIX
YMONMHOMOYEHHOrIO Nnua, Takow LeHTp 06paboTkmn gaHHbIX AOIMKEH BbiTb aTTeCTOBaH MO Kaccy 3alyWeHHOCTN He
HWKe Knacca 3alULLEeHHOCTH, YCTaHOBMNEHHOIO AN co3gaBaemMon MHPOPMaLMOHHON CUCTEMBI.

Mpn aTtrectaumym WMHMOPMALMOHHON CUCTEMbI LOIMKHBI MCMOMb3YITCA pesynbTaTthl artectaumn obLien
WMHPaCTPYKTYpbl onepatopa MHPOPMaLIMOHHON CUCTEMBI.

(n. 17.6 BBegeH lNMpukasom GCTIK Poccum ot 15.02.2017 N 27)

ObecneyeHune 3aWwmTbl HPOPMALIMK B X04€ 3KCMyaTaumm
aTTecToBaHHON MHGOPMALMOHHOW CUCTEMBI

18. ObecneveHne 3aWmTbl MHOPMaLUUKN B XO4e SKChyaTauumn atTecToBaHHON MHAOPMALMOHHOW CUCTEMBI
OCYLLECTBIISIETCA OMNepaTtopoM B COOTBETCTBMM C IKCMMyaTauMOHHOW [OKyMEHTaumMenh Ha CucTemy 3aliuTbl
WHOPMaLMM U OpraHM3auMOHHO-PACNOPSANTENbHBIMM AOKYMEHTaMM NO 3awute MHopMauun u B TOM 4ucre
BKIIOYaeT:

ynpasrneHvne (aaAMMHUCTPUPOBAHNE) CUCTEMOW 3aLUUTLI MHOPMaLmUn MHAPOPMAaLIMOHHON CUCTEMBI;

BbISIBNIEHWE UHUMAEHTOB 1 pearnpoBaHne Ha HuX;

yrpaBneHne KoHurypaumem aTrTecToBaHHON WHMOPMALMOHHOM CUCTEMbI U €e CUCTEMbl  3alwuTbl
MHdopMauuu;

KOHTpPOMb (MOHWTOPMHI) 3a obecneyeHMeM YPOBHS 3alUMLEHHOCTU WHdOopMauuK, codepXallencs B
MHGOPMALMOHHON CUCTEME.

18.1. B xoge ynpaBneHusi (agMVHUCTPUMPOBAHUSI) CUCTEMOW 3awmUTbl MHOpMaunuM WMHPOPMALIMOHHON
CUCTEMbI OCYLLIECTBISAIOTCS:

3aBefeHVe U ydaneHue y4veTHbIX 3anucen Monb3oBaTenew, ynpasreHWe MNOMHOMOYMAMW MOoNb3oBaTenem
MHGOPMALMOHHON CUCTEMbI U NOLAEPXKaAHUE NPaBUIT pasrpaHMyeHns ocTyna B UHOOPMaLMOHHON CUCTEME;

yrnpaBreHne cpegcteamMum 3awmTbl MHpopMauum B MHPOPMALMOHHOW CucTeMe, B TOM 4Yucre napameTpamu
HaCTPOMKM MporpaMMHOro obecnedeHus, BKMoYas nporpaMmMHoe obecnevyeHvne cpencTB 3awmTbl MHGOPMaUmK,
ynpaBneHne Yy4yeTHbIMW 3anucamMu Monb3oBaTerneln, BOCCTaHOBMNEHME paboTocnocobHOCTM CpeacTB 3aluThbl
WHOpMaLMK, reHepaumio, CMEHY U BOCCTAHOBMEHUE Naponen;

ycTaHoBKa OOBHOBNEHW nporpaMMHOro obecneyeHus, BKMKYas nporpammHoe obecnedyeHve cpeacTs
3aWwmTbl MHOPMaUMK, Bbinyckaemblx pa3paboTymkamu (NpousBoauTENsiMU) CpeacTB 3alimTbl MHOpMaLUM unu
no MUX NOPYYEeHWIo;

LEHTPanNn3oBaHHOE YMpaBlieHNe CUCTEMOWN 3awuTbl WHoOpMaunM MHGOPMaLMOHHON cucTembl  (Mpu
HeobxoanMoCTK);

permctpaums u aHanms cobbiTuin B MHPOPMAaLIMOHHON CUCTEME, CBSI3aHHbIX C 3amnTon MHpopmauun (ganee
- cobbITns Ge3onacHocTN);

MHOPMMPOBaHME nornb3oBaTtenen o6 yrposax 6GesonacHoCcTM uHGOPMaUMM, O MpaBuax 3KchnyaTaumm
CUCTEMbI 3aLLNTbI MHAOPMaLMK NMHPOPMALIMOHHON CUCTEMbI U OTAEMbHBIX CPEACTB 3alUMTbl MHOpMaLun, a Takke
nx obyyeHwe;

conpoBoXaeHue (PyHKLMOHNPOBAHWSA CUCTEMbI 3aLLMTbl MHOpMaLUM MHAPOPMAaLIMOHHON CUCTEMbI B XOA€e ee
aKcnnyatauun, BKMNOYas KOPPEKTUPOBKY SKCNNyaTauMOHHOW [OOKYMEHTauuMu Ha Hee W opraHu3auuoHHO-
pacnopsauTenbHbIX AOKYMEHTOB MO 3awmuTe Hpopmauuu;

18.2. B xoae BbISIBNEHUSA MHUNOEHTOB M pearnpoBaHns Ha HUX OCYLLECTBASIOTCS:

onpegeneHue nuu, OTBETCTBEHHBIX 3a BbIsIBNIEHUE NHLUMOEHTOB U pearnpoBaH/e Ha HUX;

oBHapyxeHne 1 naeHTUdMKaLumnsa MHUNOEHTOB, B TOM YKCIe OTKa3oB B 0OCNyXuBaHuM, c60eB (nepesarpy3ok)
B paboTe TEXHWYECKUX CPEeACTB, MporpamMmHoro obecneyeHuss U cpeacTB 3alnTbl MHGOPMaUMK, HapyLleHWin
npaBun pasrpaHnyeHnst 4OCTyna, HENpaBOMEpPHbIX AENCTBMI MO cbopy uHdOpMaunv, BHEOPEHUA BPELOHOCHBIX
KOMMbIOTEPHbIX MPOrpaMm (BUPYCOB) M UHBIX COOBITUI, NPMBOASALLMX K BOZHUKHOBEHWUIO NHLNOEHTOB;

CBOEBPEMEHHOE MH(OPMMPOBAHNE KL, OTBETCTBEHHbIX 32 BbISIBIIEHNE VHUUOEHTOB M pearMpoBaHuWe Ha
HWX, O BO3HUKHOBEHWNW MHLUMOEHTOB B MHPOPMAaLMOHHOW CUCTEME NOMb30BaTENS MU U aAMUHUCTPAaToOpamMu;

aHanu3 UHUMAEHTOB, B TOM YUCrie onpeaerneHne UCTOYHMKOB M NMPUYMH BO3HMKHOBEHMS MHLUMOEHTOB, a Takke
OLeHKa NX NocrneacTeui;

NnaHMpoBaHWe U MPUHATUE Mep NO YCTPaHEHUI0 WHUMAOEHTOB, B TOM 4uCfe MO0 BOCCTAHOBMEHUIO
WH(OPMALIMOHHOW CUCTEMbI U €e CErMEHTOB B Criydae oTkasda B obcnyxuBaHuv unu nocne cboes, yCTpaHEHUIo
NOCNEACTBUA HapyLLEeHWUs MpaBum pasrpaHU4YeHns AOCTyna, HenpaBOMEpPHbIX AeNCTBUI no cbopy uHdopmaumu,
BHEAPEHWS BPEOOHOCHbBIX KOMMbIOTEPHBIX NPOrpaMmM (BUPYCOB) M MHbIX COOLITUIA, NPUBOASALLUMX K BO3HUKHOBEHMIO
WHUWAEHTOB;

NnNaHMpoBaHWe U MPUHSATUE Mep NO NPEAOoTBPALLEHNIO MOBTOPHOIO BO3HUKHOBEHWS UHLIMAEHTOB.
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18.3. B xope ynpaBneHuss KoHdwurypaunem aTTecToBaHHOW WH(OPMALMOHHOM CUCTEMbI U €€ CUCTEMbI
3aLLUMTbl MHPOPMaLUK OCYLLIECTBISIOTCS:

nogaepaHve KoHdurypaumm nHPOPMaLUMOHHON CUCTEMbI K €€ CUCTEMbI 3alnTbl MHGOPMaLMK (CTPYKTYpPbI
CUCTEMbI 3aLmTbl UHOPMaLUM MHOPMALIMOHHON CUCTEMBI, COCTaBa, MECT YCTaHOBKN U NapameTpoB HaCTPOWNKM
CpeacTB 3alMTbl MHOpPMaLuUKM, MNPOrpaMMHOIO OBECneYeHNss M TEeXHUYECKUX CPEeAcTB) B COOTBETCTBMU C
3KCnnyaTtaLuMOHHON AOOKYMeHTauuen Ha cucTemy 3alimTbl MHdopmauun (nogaepxaHue 6a3oBon koHUrypaumm
WHOPMALIMOHHOM CUCTEMbBI U €€ CUCTEMbI 3alUnTbl MHpopMaLmmn);

onpegeneHne nuu, KOTOPbIM paspeLleHbl AEWCTBUSI MO BHECEHWIO U3MEHEHUA B GasoByl KOHGUrypaLuuio
WHOPMALIMOHHON CUCTEMbBI U €e CUCTEMbI 3aLLMTbl MHpopMaLmy;

yrnpaBneHne uaMeHeHnsiMm 6a3oBon KoHdUrypaumm MHAOPMAaLMOHHON CUCTEMbI U €€ CUCTEMbI 3aluThl
WHdopmMaumm, B TOM 4uCre oOnpedeneHne TUMOB BO3MOXHbIX W3MeEHeHWA ©0a3oBOM  KOHUrypaumm
MHGOPMALMOHHON CUCTEMBI U ee CUCTEMbI 3aluTbl MHGOPMaLUK, CaHKLMOHUPOBAHWE BHECEHWUS U3MEHEHUN B
0a3oBy0 KOHUrypaumo MHpOPMaLMOHHOM CUCTEMbLI U €€ CUCTEMbI 3alUMTbl MHPOPMaLMK, OOKYMEHTUPOBaHNE
AEeNCTBUIA NO BHECEHMIO 3MEHEHUI B 6a30BY0 KOHMUIypaLmio MHPOPMALIMOHHON CUCTEMbI U €€ CUCTEMbI 3aLUThI
WH(OPMaLWK, COXpaHeHue AaHHbiX 00 n3MeHeHusx 6a3oBon KOHGUrypaumm MHGOPMAaLMOHHOW CUCTEMbl U ee
cUCTeEMbl 3alMTbl UHOpPMaLMK, KOHTPOMNb AEWCTBUA MO BHECEHUIO M3MEHeHun B 6a30Byl0 KOHurypauumio
WHOPMALIMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLLmMTbl MHpopMaLmy;

aHanua3 noTeHUManbHOro  BO3AEWCTBUSA  MNaHMpyemblX U3MeHeHWn B 6a3oBOM  KOHdUrypauuu
WMH(OPMALIMOHHON CUCTEMbI M €e CUCTEMbl 3aluMTbl MHGOpPMaUMM Ha obecrneveHve 3alwmTbl UHMOPMaLMK,
BO3HWKHOBEHME [OOMOSNHUTENBHBIX Yrpo3 Ge3onacHocTu mHdopMauun 1 paboTocnocobHOCTb MHGOPMALIMOHHON
cucTeMmsl;

onpegeneHne napameTpoB HACTPOVKM MporpaMMHOro obecneyeHus, BKMoYas nporpammHoe obecnevyeHve
CpeacTB 3almTbl MHAOPMaL MK, cocTaBa M KOHpUrypaumm TEXHUYECKUX CpeacTB U nporpammMHoro obecnevyennst 4o
BHECEHUS] WU3MEHeHWA B 0a3oByd KOHdUrypaumio WMHEHOPMALMOHHON CUCTEMbI M €€ CUCTEMbl 3alUuThbl
MHdopMauuu;

BHECEHMNe uHdopmaunm (aaHHbIX) 06 M3MeHeHusx B 6a30BON KOHUrypaumm MHPOPMaLMOHHOW CUCTEMBI U
ee cucTembl 3aWwmTbl MHOPMaUMM B 3KCMMyaTauMOHHYIO OOKYMEHTauMI0 Ha CUCTEMY 3alimTbl MHGOpMaLMK
WHOPMALMOHHON CUCTEMBI;

NpUHATUE pelleHuMs nNo  pesynsrataMm  ynpaeneHus KoHdurypauvenm O MNOBTOPHOW — aTTecTauum
WHOPMALIMOHHON CUCTEMbBI UK NPOBEAEHUN JOMOMHUTENBHBLIX aTTECTALMOHHbIX UCMbITAHUNA.

18.4. B xoge KoHTpons (MOHWTOpWHra) 3a obecrnevyeHVEM YPOBHSA 3alUMLLEHHOCTU WHOopMaLnK,
cofepxallenca B HPOpMaLMOHHOW CUCTEME, OCYLLEeCTBNAIOTCS:

KOHTPOIb 3a coObITUAMKU Be3onacHOCTM U OENCTBMAMN Nonb3oBaTtenel B MHOPMaLMOHHON CUCTEME;

KOHTPOIb (aHan13) 3almLEeHHOCTN MHopMaLun, cogepXallencs B UHPOPMAaLMOHHOW CUCTEME;

aHanua 1 oueHka @QYHKLUMOHUPOBAHUA CUCTEMbI 3aLlMTbl MHAOPMAUUN WMHAPOPMALMOHHOMW CUCTEMBI,
BKIMOYasa BbISIBIEHME, aHanu3 n ycTpaHeHne HedoCcTaTKoB B (DYHKLUMOHUPOBAHUUM CUCTEMBI 3aLLMThLl MHOpMaLmm
MHGOPMAaLNOHHOW CUCTEMBI;

NEpMOLAMYECKNA aHanu3 Wu3MeHeHust yrpo3 6e3onacHOCTM WHopMaumm B WHGOPMALMOHHOM CUCTEME,
BO3HMKAKOLLMX B XO4€ €€ 3KChfyaTaumm, u NpuHATUE Mep 3alumTbl MHGPOPMaLMM B Clydae BO3HUKHOBEHUS HOBbIX
yrpo3 6esonacHocTu nHopmaunu;

OOKYMEHTUpOBaHWe npoueayp W pesynstatoB KOHTpons (MOHWTOpWHra) 3a obecnedyeHuem ypOBHS
3aLUMLLEHHOCTU MHopMaunn, coaepxallencsa B MHHOPMaLUMOHHON CUCTEME;

NPUHATUE peLUeHNs Mo pe3ynbTaTaM KOHTponsa (MOHUTOPMHra) 3a obecrnevyeHvem YpPOBHS 3alLMLLEHHOCTH
WHdopmaumm o JopaboTke (MogepHM3aumu) CUCTEMbI 3alWTbl MHGPOPMaUMM MH(OPMALMOHHOW CUCTEMBI,
NOBTOPHOW aTTecTtaumMm WHMOPMALMOHHON CUCTEMbI UMW NPOBEAEHUN [AOMOMHUTEMbHLIX aTTeCTauMOHHbIX
UCNbITAHUA.

ObecneyeHune 3aWwnTbl HPOPMALIMKM NPU BbIBOAE U3 SKCMITyaTauun
aTTecToBaHHOM MHAOPMALNOHHON CUCTEMbBI UMW NOCHE NPUHATUS
peleHns 06 okoHyaHun 06paboTku nHopmaLmm

19. ObecnedeHune 3awmTbl MHOPMaLMK NPY BbIBOAE M3 IKCMNyaTaumum aTTeCToBaHHOW MHPOPMAaLMOHHON
CUCTEMBI UK NOoCcre NPUHATUA pelleHns 06 OKoHYaHuUKM o6paboTkn MHOPMaLUKN OCYLLECTBMASIETCA ONepaTtopom B
COOTBETCTBUM C 3IKCMyaTauMOHHON [OKYMEHTauMen Ha cucteMy 3almuTtbl MHdopMauun MHHOOPMAaLMOHHON
CUCTEMbI N OpraHM3aLUOHHO-PacnopAaUTENbHLIMW OOKYMEHTaMM MO 3awute uHdopMauum 1M B TOM 4ucne
BKIHOYaET:

apxvBUpoBaHMe UHdopmaLn1, cogepxallencst B MHOpMaLMOHHON CUCTEME;
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YHUYTOXEHME (CTUpaHME) AaHHbIX U OCTAaTOYHOW MHGOPMAaLUKM C MaLLMHHbIX HOcuTenen mHdopmMaumum m
(Mnn) YHUYTOXEHME MaLLMHHBIX HOCUTENen nHopMauum.

19.1. ApxuBunpoBaHue wuHdOpMaLuK, cogepxawencs B MH(OPMaUMOHHOW  cUCTEME,  OOMMKHO
OCYLLECTBIATLCS MPU HEOBXOAMMOCTU AanbHENLLEro NCNONb30BaHUSA MHpopMauun B 4eATENbHOCTM onepaTtopa.

19.2. YHu4TOXKEHME (CTUPAHUE) OaHHBIX Y OCTATOYHOW MHGOPMALMK C MALLUHHBIX HOCUTENen MHopMaumm
npom3BoanTCS MpuM HeobXoAMMOCTM nepefayn MaWMHHOTO HOoCUTens WHAOpMauuu Apyromy nornb3oBaTerto
WH(OPMALMOHHON CUCTEMbI UMM B CTOPOHHWE OpraHuMsauuMm ONns PEMOHTA, TEXHUYECKOro ob6CnyXvMBaHWA Wnu
AarnbHenLwero YHUUTOXEHUS.

Mpu BbIBOAE M3 IKCNNyaTaLMN MaLUMHHBLIX HOCUTENEN MHOPMAaLIMK, Ha KOTOPbIX OCYLLECTBASANNCD XpaHeHne
n obpabotka uWHpopmauun, ocyllecTBnsAeTcs (U3NYECcKoe YHUUYTOXKEHME ITUX MAaLUMHHBIX HOcuTenewn
MHdopMaLuu.

lll. TpeboBaHus K Mepam 3almThbl MHpOpMaLUMK, coaepKallencs
B MHOPMaLIMOHHOW cucteme

20. OpraHu3aumoHHbIE N TEXHUYECKMEe Mepbl 3almTbl UHOopmaumu, peanudyemble B MHHOPMALMOHHON
cucTemMe B paMKax ee CUCTeMbl 3awuTbl MHopmMauun, B 3aBUCMMOCTU OT yrpo3 BGes3onacHoCcTu MHopmaumu,
UCNOMb3yeMbIX NHPOPMALIMOHHBLIX TEXHOMOMMIN U CTPYKTYPHO-DYHKLMOHATBHBIX XapakTepucTnk MHAMOpPMaLMOHHON
CMCTeMbl JOMMKHbI 0becneunBarts:

naeHTudmkaumio 1 ayteHTndmrkaumo cybbekToB oCcTyna u 06beKTOB AOCTYNa;

yrnpaBreHne OCTyNnom cyObekToB JOCTyNa k o6bekTam 4OoCTyna;

orpaHu4eHne NporpammMHoOn cpeapl;

3aLUMTY MaLUMHHBIX HOCUTENen nHgopmaumu;

perncTpaumo cobbiTuin 6e30MacHOCTH;

aHTMBUPYCHYIO 3aLUMTY;

obHapyxeHue (npegoTBpalleHne) BTOPXKEHWI;

KOHTPOrb (aHan13) 3almLeHHOCTN nHdopMaLuu;

LeNOCTHOCTb MHOPMALNOHHOM CUCTEMBI U MHGOPMAaLK;

OOCTYMHOCTb MHGOpMaLu;

3almMTy cpeabl BUpTyanusaumu,

3aLUUTY TEXHUYECKMX CPECTB;

3aLUMTY MHCPOPMALMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBSA3W U Nepeaayn AaHHbIX.

CocrtaB mep 3awmTbl MHpopMauun U nx GasoBble HAOOPbI A1 COOTBETCTBYHOLLMX KIACCOB 3aLUMULLEHHOCTU
WMH(POPMALIMOHHBIX CUCTEM NpuBeAeHbl B npunoxeHun N 2 k HacToswmm TpebosaHusaM.

20.1. Mepbl no ngeHTUdMKaUMM U ayTeHTMdUKaUMm cyObekToB AoCTyna u O6GbLEKTOB OOCTyMa LOIMKHbI
obecrneumBatb NPUCBOEHME CyObekTam M OObekTaM [OCTyna YHMKanbHOrO Mpu3Haka (MaeHTudmkaTopa),
CpaBHEHME MpeabsBnaemMoro cyobekTom (0ObekToM) AocTyna wuaeHTudukatopa C NepeyHEM MNPUCBOEHHbIX
MOeHTUMKATOPOB, a TaKkKe NPOBEPKY MPUHALSIEXHOCTM CyObekTy (00bekTy) AOoCTyna NpeabsBIEHHOTO UM
ngeHTudurkaTopa (NoATBEPKAESHNE NOAMNMHHOCTH).

20.2. Mepbl no ynpaeneHuio OCTYNOM CyObeKkToB AoCTyna K obbekTtam AOoCTyna AOmkHbl obecnevvBaTb
ynpaBreHve npaBaMu W npuBunernsamn cybbekToB [OCTyna, pasrpaHudeHue pocTtyna cybbektoB AocTtyna K
obbekTaM [JocTyna Ha OCHOBE COBOKYMHOCTW YCTAHOBIEHHbIX B WHGOPMALMOHHOW CcuCTeMe MpaBun
pa3rpaHnyeHnst [OCTyna, a Takke obecrnevmBaTb KOHTPOIb COGMNOAEHUS 3TUX NPaBUI.

20.3. Mepbl MO OrpaHU4eHUo NPoOrpaMMHON cpeabl AOMMKHbI 06ecnevmBaTb YCTaHOBKY M (Mnn) 3anyck TONbKO
paspeLUeHHOro K MCMosnb30BaHWio B MHOPMALMOHHOW CUCTEME MPOrpaMMHOIO ObecrnedYeHus MM MCKIYaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpeLieHHOro K WCMOMb30BaHUIO B WMHGOPMALMOHHOW cucTeMe
nporpamMmmHoro obecneyeHms.

20.4. Mepbl NO 3awWwmTe MaAWMVHHBLIX HocuTenem uHdopmauun (cpeactea 06paboTkn  (XpaHeHus )
WHOPMaLUMM, CbEMHble  MAalUMHHbIE  HOCUTENU  MHdOpMauuKn)  OOMKHbI  MCKIYaTb  BO3MOXHOCTb
HECaHKUMOHMPOBAHHOIO AOCTYyNa K MallVMHHBbIM HOCUTENSAM M XPaHAWENCA Ha HuX MHOopMauuu, a Takke
HeCaHKUMOHMPOBAHHOE NCMONb30BaHNEe CbeMHbIX MalUMHHbBIX HOCUTenen nHcopmawmu.

20.5. Mepbl no pernctpauumn cobblituin HGesonacHoCTN OOMKHbI obecneunBaTb cOOp, 3anucb, XpaHeHue u
3aLmMTy MHAdOopMaLumn o cobbiTuAx 6e3onacHOCTN B MHAPOPMALIMOHHON CUCTEME, a Takke BO3MOXHOCTb NPOCMoTpa
W aHanu3a uHgopmMauum 0 Takux coBbITUAX N pearnpoBaHne Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOW 3aliMTe OOMKHbI obecneynBatb obHapyxeHne B MHPOPMALMOHHON cucTteme
KOMMbIOTEPHBLIX ~ nporpaMM  nNMBO  WMHOM  KOMMbIOTEPHOM  MHdOpPMaLMK,  NpegHasHa4YeHHoOW  Ans
HEeCaHKLMOHMPOBAHHOIO YHUYTOXEHNS, ONOKMpOBaHWs, Mogudmkaumm, KONMpoBaHUS KOMMNbIOTEPHOW MHGOPMaLIMK
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UNn HerWTpanusauum CpeacTs 3awuTbl MHOpMaULMK, a Takke pearmpoBaHve Ha obHapyXeHue 3TUX nporpamMm u
WHopmaumn.

20.7. Mepbl no oBHapyxXeHMIO (NpegoTBpaLLEHVIO) BTOPXEHWA [OMkHbl obecneunBatb O6GHapyxxeHve
OeNCTBUA B MHOPMALIMOHHON CUCTEME, HamnpaBfeHHbIX Ha NpefHaMepeHHbIN HeCaHKLMOHMPOBaHHbLIN AOCTYN K
WHOpMaLWK, cneumanbHble BO3OEeNCTBUMA Ha MHAOPMALMOHHYKO CUCTEMY K (Mnn) MHOpMaumio B Uensdx ee
00ObIBaHNS, YHUYTOXEHUS, UCKaXKEHUS U BriokMpoBaHUs AocTyna K MHdopMauun, a Takke pearmpoBaHuie Ha 3Tu
OenCTBuUS.

20.8. Mepbl N0 KOHTPOSIO (aHaNM3y) 3aLLMLLEHHOCTU MHAOPMAaLMKN LOIMKHBI 06ecnevmMBaTh KOHTPOSb YPOBHS
3aLLUMLLEHHOCTU MHOPMaLMK, cogepXallencs B MHOPMaLMOHHON cucteme, NyTeM NpoBeaeHNst MEPONPUATUIA NO
aHanmay 3aLLMLLEHHOCTN MHPOPMALMOHHOW CUCTEMbI N TECTUPOBAHUIO €€ CUCTEMBI 3aLLMTbI MHCpopMauun.

20.9. Mepbl no obecrnevyeHnto LEenoCTHOCTM WHEAOPMALMOHHON CUCTEMbI U MHOPMAaLUN  LOIMKHbI
obecneymBatb OOHapyXeHMe akToB HECAHKLUMOHMPOBAHHOIO HAapYyLWEHUs LENOCTHOCTM WH(OPMaLMOHHOW
CUCTEMbl M coaepXxallencs B Hel MHGopMauuu, a Takke BO3MOXHOCTb BOCCTaAHOBMEHWA WMHGOPMaLUOHHOMN
CUCTEMbBI 1 cofepXallencsa B Hen HopmMaunn.

20.10. Mepbl no obecneyeHnto 4OCTYNHOCTU MHAOpMaLunM JOSMKHbI obecneyrBaTb aBTOPU30BaHHbIN 4OCTYN
nonb3oBaTenen, MMeKLMX fnpaBa MO TakoMy AOCTyny, K MHdopMauuu, cogepxawencs B MHPOPMaLMOHHON
cucTeme, B LUTATHOM pexmmMe PyHKUMOHMPOBaHNS MHOPMALIMOHHON CUCTEMBI.

20.11. Mepbl no 3awmte cpedbl BUPTyanu3auuu AOMXKHbl MUCKMOYATb HECaHKUMOHMPOBAHHBLIN AOCTYN K
WHcopmaumm, obpabaTbiBaeMON B BUPTyanbHOM MHpACTPyKType, W K KOMMOHEHTaM BUPTyarbHON
WHPPACTPYKTYpPbI, @ TaKKe BO3AENCTBME HA UHOPMALIMIO U KOMMOHEHTLI, B TOM YUCIE K CPEACTBaM yrpaBreHus
BUPTyanbHOW WMHAPACTPYKTYPOWA, MOHMTOPY BUPTYamnbHbIX MawwuH (TMNepBU30py), CUCTEME XPaHEHUSA OaHHbIX
(Bkntoyasi cuctemy xpaHeHusi o6pa3oB BMPTYyarnbHOW MHPACTPYKTYPbI), CETU Nepeaayn AaHHbIX Yepes areMeHThI
BUPTyanbHOW nnu U3NYecKorn MHPaCTPYKTYpbl, FOCTEBLIM OMNEPALMOHHBIM CUCTEMaM, BUPTYyarbHbIM MaluMHam
(koHTEMHEpaM), cucTemMe W CeTu pennuKkaumv, TEpMUHaNbHBIM U BUPTYarnbHbIM YCTPOWCTBaM, a Takke cucTeme
pe3epBHOro KOMMPOBaHMS 1 CO30aBaeMbIM €10 KOMUSAM.

20.12. Mepbl No 3awWwuTe TEXHUYECKMX CPEACTB AOMKHbI WUCKIHOYaTb HECaHKUMOHWPOBAHHBLIM [OCTYN K
CTaLUMOHapHbIM TEXHMYECKMM cpeacTBaMm, obpabaTtbiBalolwmM MHOpMauuio, cpeactesaMm, obecnevvBatoLmm
PYHKLMOHMpPOBaHNe WHMOPMALMOHHOMW cucTeMbl (ganee - cpeacrtBa obecnevyeHus (yHKUMOHUPOBaAHMS), U B
NOMELLIEHMUS, B KOTOPbIX OHU NOCTOAHHO PacCMONOXEHbI, 3aLLMTY TEXHUYECKNX CPEACTB OT BHELUHUX BO3AENCTBUN, a
TaKke 3awmTy MHopMaLmm, npeacTaBneHHon B BUAE MHAOPMATUBHBIX ANEKTPUYECKUX CUTHANoOB U PU3NYECKNX
nonewm.

20.13. Mepbl No 3awwmte UHGPOPMALMOHHOM CUCTEMbI, €€ CPeacTB, CUCTEM CBHA3N U nepedavym AaHHbIX
OOIMKHbI  obecneymBaTh 3awWwuUTy MHGOpPMaLUM Npu B3aUMOOEWCTBUM WHAOPMALMOHHOW CUCTEMbI UNN  ee
OTAENbHbIX CErMEHTOB C MHLIMU MHAOPMALMOHHLIMU CUCTEMAaMU U MHAOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMM
CEeTAMU NOCPELCTBOM NPUMEHEHUS apXUTEKTYPbl MHHOPMALIMOHHOW CUCTEMBI, MPOEKTHBLIX PELLEHWI MO ee CUCTEME
3alUmMTbl MHpOpMaLuK, HanpaBneHHbIX Ha obecrneyeHre 3awmuTbl MHoOpMaLnK.

21. Bbibop mep 3awutbl MHOpMaumMmM gns uMx peanus3auum B MHAOPMALWOHHOW CUCTEME B paMKax ee
CUCTEMBbI 3aLUThl MHhOPMALUK BKITHOYAET:

onpegeneHue 6asosBoro Habopa mMep 3awWwmTbl MHGOPMALMM ANS YCTAHOBIIEHHOMO Knacca 3alyLeHHOCTM
WH(POPMALIMOHHOW CUCTEMbI B COOTBETCTBMU C 6a30BbIMM Habopamu Mep 3alumTbl MHOPMaLmMK, NpUBEAEHHbIMU B
npunoxeHun N 2 k HacToawmm TpeboBaHUAM;

apgantauuto 6asoBoro Habopa mep 3almTbl MHOPMALUMN NPUMEHUTENBHO K CTPYKTYPHO-QYHKLMOHATbHBLIM
XapakTepucTukam WHpopmaLMoOHHON CUCTEMB, WHOPMALIMOHHBIM TEXHOMNOrNsM, 0COBGEHHOCTAM
PYHKLMOHNPOBAHUS MHCPOPMALIMOHHOW CUCTEMBI (B TOM 4YMCre NpegycMaTpuBatoLLlyo UCKModeHne M3 6a3oBoro
Habopa mMep 3awuTbl MHPOPMaLMM MepP, HEMOCPEACTBEHHO CBSI3AHHBLIX C MHAOPMALMOHHBIMWU TEXHOMNOMUAMU, HE
UCMNOMb3yeMbIMU B WMHAOPMALMOHHON CUCTEME, WU CTPYKTYPHO-PYHKLMOHANbHBIMU XapaKTepucTukamm, He
CBOWCTBEHHbLIMW MHPOPMALMOHHON CUCTEME);

yTOYHEHVe aganTupoBaHHoro 6asoBoro Habopa mMep 3aWwmTbl MHOPMaLUKN C YY4ETOM He BbIbpaHHbIX paHee
Mep 3almThbl MHpOpMaumn, NpuBeAeHHbIX B npunoxeHun N 2 k Hactoswmum TpeboBaHusAM, B pesynbraTe 4ero
onpegensitTca Mepbl 3awwmTtbl MHGopMaumm, obecnednBarome OnNOKMpoBaHUE (HEWTpanM3auuio) BCEX Yrpos
6e30nacHOCTM MHOPMaLMK, BKITHOYEHHbBIX B MOAENb yrpo3 6e3onacHOCTM nHdopmaumm;

OOMOMNHEHNE YTOYHEHHOro ajanTupoBaHHOro 6asoBoro Habopa Mep 3awuTbl MHOPMaUUM Mepamu,
obecneymBaoLLMMK BbiNonHeHe TpeboBaHun O 3awwmte MHOpMaLUK, YCTAHOBAEHHBIMU UHBIMU HOPMAaTUBHBIMMA
NpaBoBbIMW akTaMu B 00nacTy 3awmTbl MHpopMauum, B TOM Ymcne B obnacTu 3awmTbl NepCcoHanbHbIX AaHHbIX.

[ns Boibopa Mep 3awwmTbl MHCpopMaUunM 4Nsi COOTBETCTBYHOLLIETO Kfacca 3alueHHOCTU MHOpPMaLNOHHON
CUCTEMbI MPUMEHSIIOTCA METOAUYEeCcKMe [OKYMEHTbI, paspaboTaHHble u yTBepxaeHHble PCTIK Poccum B
COOTBETCTBUM C NOANYHKTOM 4 nyHkTa 8 lNMonoxeHusa o ®enepansHon crykbe no TEXHUYECKOMY U SKCMIOPTHOMY
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KOHTpPOI0, yTBepXaeHHoro Ykasom lNpeangenta Poccuiickon degepaumm ot 16 aBrycta 2004 r. N 1085.

22. B nHOpMaLMOHHON CMCTEME COOTBETCTBYHOLLIETO Kriacca 3allMLLEHHOCTM B paMKax €e CUCTEMbI 3aLLnTbl
WHOPMaLMM AOMKHbI OblTb peanusoBaHbl Mepbl 3aWwnTbl UHOPMaLWK, BbibpaHHbIE B COOTBETCTBUMN C MYHKTOM
21 Hactoawmx TpeboBaHui M obecneumBatolme OGNOKMpPOBaHWE (HEWTpanuaauui) BCeX yrpo3 6es3onacHoCcTu
WHopmaumn.

Mpn atomMm B MHGOPMALUMOHHOW cuUCTEME [OMmKeH OblTb, Kak MWHMMYM, peanv3oBaH afanTUPOBaHHbI
6as3oBbIi Habop Mep 3awuTbl MHGOPMaUWMX, COOTBETCTBYIOLLMIA YCTAHOBIIEHHOMY Kraccy 3allMLLUEeHHOCTH
MHGOPMaLNOHHOW CUCTEMBI.

23. lpn HEBO3MOXHOCTM peanu3auun B MH(OPMALMOHHOW CUCTEME B paMKaxX €e CUCTEMbl 3aluThbl
WHopMaUMM OTAENMbHbIX BbIOpaHHLIX Mep 3aluTbl MHOPMaLUK Ha dTanax agantaumm 6asoBoro Habopa mep
3alMTbl MHOPMaUUM UMM YTOYHEHMS adanTupoBaHHOro 6asoBoro Habopa mep 3awmWTbl MHOPMaLMU MOryT
pa3pabaTbiBaTbCsl MHble (KOMMEHCMpYOLWME) Mepbl 3aluTbl MHGopMauun, obecneumBaroline anekBaTHoe
OnokupoBaHue (HenTpanusaumio) yrpos 6e3onacHoCTn MHopMaLmm.

B atom cnyyae B xope paspaboTkm cucTembl 3awuTbl MHGPOPMALMN UHPOPMALMOHHOW CUCTEMbI AOIHKHO
ObiITb  MpoBegeHO OBOCHOBaHME MPUMEHEHUS  KOMMEHCUMPYIOLWMX Mep 3awuTbl  MHOpMauuu, a npu
aTTeCTauMOHHbIX WUCMbITAHMAX OLEHeHa AO0CTaTOMHOCTb WM afeKBaTHOCTb AaHHbIX KOMMNEHCUpylLWwmMx Mep Ans
BnokmpoBaHus (HenTpanu3aumm) yrpo3 6esonacHoCTy MHopmaumm.

24. Mepbl 3alWmTbl MHGOPMaLMK BbIOMPAKOTCA U peanuayroTcsl B MHpOPMAaLMOHHOW CUCTEME B paMKax ee
CUCTEeMbI 3alUMTbl MHOPMaLWK C Y4ETOM Yrpo3 6e30nacHOCTU MHOPMaLIMK MPUMEHUTENBHO KO BCeM OObeKkTam u
cybbekTam [ocCTyna Ha annapaTtHOM, CUCTEMHOM, MPUKIAQHOM U CETEBOM YPOBHSIX, B TOM 4ucne B cpene
BUPTyanu3auumn n obnadHbIX BbIYUCIIEHWNIA.

25. OpraHusauMoHHblE Mepbl U CpeAacTBa 3awutbl UMHGOPMauUuMW, NpUMeEHsieMble B WHGOPMAaLMOHHON
cucteme, OOMmMKHbI 0becnevmBaTh:

B MH(OPMALMOHHBIX cuctemax 1 Knacca 3allMLLEHHOCTM - 3awmuTy OT yrpo3 6esonacHocTM nHdopmaumu,
CBSA3aHHbIX C AENCTBUSMU HapyLUMTENEN C BbICOKMM MOTEHLMarnoMm;

B WH(OPMALMOHHbBIX CMCTEMax 2 Krnacca 3allMLLEHHOCTU - 3awuTy OT yrpo3 6esonacHocTy nHdopmaumu,
CBSA3aHHbIX C AENCTBUSMU HapyLUMTENen ¢ NOTEHUMANoOM He HUXKe YyCUneHHoro 6asoBoro;

B WH(OPMALMOHHBIX cucTemMax 3 Knacca 3allMLEHHOCTU - 3awmuTy OT yrpo3 6esonacHocTu nHdopmaumu,
CBSA3aHHbIX C AENCTBUAMU HapyLUMTENemn ¢ NoTeHUManom He Hmke 6a3oBoro.

MoTeHuunan HapywmuTenen onpegenseTcs B X04e OUEHKM MX BO3MOXHOCTEN, NPOBOAMMON MpuU onpeaeneHuu
yrpo3 6e3onacHoCcTu MHbopmaLmn B COOTBETCTBUM C NMYHKTOM 14.3 HacToswmx TpeboBaHW.

OnepaTopoM MOXeT OblTb MNPUHATO peLeHne O MNPUMEHEHMM B  MHGOPMALMOHHOM cuUcTEME
COOTBETCTBYIOLLErO Knacca 3allMEHHOCTU Mep 3aliMTbl MHgopMauum, obecrnedvBalonx 3awmuty OT yrpo3
©e3onacHocTM MHOpMaLMK, peanmayemblx HapyLMTensammu ¢ 6ornee BbICOKMM NOTEHLMANOM.

(n. 25 B pegq. MNMpukasa PCTIK Poccnm ot 15.02.2017 N 27)

26. TexHu4eckne mepbl 3alMTbl MHGOPMaLUK peann3yloTcs NOCPEeaCcTBOM NPUMEHEHUSA CPeacTB 3aluThl
WHdopMaum1, B TOM 4Yucre MporpaMMHbIX (MpOrpaMMHO-annapaTHbIX) CPEACTB, B KOTOPbIX OHW peanv3oBaHbl,
umeroLwmx Heobxognmele yHKumm 6esonacHocTu. Npu aToM:

B MH(POPMALMOHHBIX cucTemax 1 knacca 3allMLLEHHOCTM NPUMEHSAITCA cpeacTBa 3alnTbl MHpopMauun He
HWXe 4 knacca, a Takke CPefcTBa BblYUCNNTENBHON TEXHWKN HE HUXe 5 knacca;

B WH(POPMALIMOHHBIX CMCTEMAX 2 Knacca 3allMLLEHHOCTU NPUMEHSAIOTCA cpeacTBa 3almTbl MHpopMauun He
HWXe 5 knacca, a Takke CPeAcTBa BblYUCNNTENBHON TEXHWUKN HE HUXe 5 knacca;

B MHAOPMAaLMOHHBLIX cucTemMax 3 Knacca 3aluLLIEHHOCTU NPUMEHSAIOTCA cpeacTsa 3awmTel nHdopMauun 6
Knacca, a Takke CpefcTBa BblMUCITUTENBHON TEXHUKM He HUXe 5 knacca.

B wuHdopmaumMoHHbIX cucteMax 1 M 2 KNaccoB 3alUMLLEHHOCTM MPUMEHSIIOTCA CpeacTBa  3awuThl
WHcopmaum1, NpolleglMe NPOBEPKY HE HMXKE 4eM MO 4 ypOBHIO KOHTPOMsS OTCYTCTBUS HEOEKNapMpOBaHHbLIX
BO3MOXHOCTEMN.

Knaccbl 3almTbl onpegensitoTc B COOTBETCTBUM C HOPMATMBHbIMU NpaBoBbiMu akTamu OCTOK Poccun,
W34aHHbIMW B COOTBETCTBMU C noanyHkToM 13.1 nyHkTa 8 NonoxeHns o PegepansHon cnyxbe no TEXHNYECKOMY U
9KCMOPTHOMY KOHTPOIIO, yTBEPXAEHHOro Ykasom [lpesugeHta Poccuinckon ®epepaummn ot 16 asrycta 2004 r. N
1085.

B WHMOPMALMOHHBIX cUCTEMax MPUMEHSIIOTCA CPeAcTBa 3alnTbl MHOPMaUMK, CepTUMULMPOBaHHbIE Ha
COOTBETCTBUE 0643aTenbHbLIM TpeboBaHuam no 6esonacHocTy MHopmauun, yctaHoBneHHbIM @CTIK Poccum, nnm
Ha cooTBeTcTBME TpeboBaHWAM, yka3aHHbIM B TEXHWYECKUX YCMOBUAX (3adaHumsx no GesonacHocTwu). [Npu aTom
dyHKUMM 6e30NacHOCTU Taknx CpeacTB A0MKHbI 06ecneynBaTh BbiMONHEHWe HacTosALWwmX TpeboBaHuii.

(n. 26 B pea. MNpukaza CTIK Poccun ot 15.02.2017 N 27)
27. B cny4yae o6paboTku B MHpOPMaLUOHHON cucteme MHOpMaL MK, cogepXalleln NnepcoHarnbHble AaHHbIE,
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peanuayemble B COOTBETCTBUM C NyHKTaMu 21 1 22 HacToswmux TpeboBaHun Mepbl 3awmnTbl MHGPOPMaLMK;
Ans nHpopMaUMoHHON cucTeMbl 1 Knacca 3aluiLLeHHoCT obecneunBatoT 1, 2, 3 1 4 YPOBHU 3aLLMLLEHHOCTH
nepcoHanbHbIX AaHHbIX <1>;

<1> YcraHaBnuMBaeTCs B COOTBETCTBUM C TpeboBaHWsSIMM K 3aliuTe MepcOoHanbHbIX AaHHbIX MNpU KX
obpaboTke B WMHMOPMALMOHHBLIX CUCTEMAX MEepPCcOoHamnbHbIX [[aHHbIX, YTBEPXOEHHbIMU MOCTaHOBNEHNEM
MpasuTenbcTBa Poccuiickon depgepaumm ot 1 Hosbpa 2012 . N 1119.

AN MHOPMaLMOHHOWM CUCTEMbI 2 Kracca 3allMLLEHHOCT obecnevmBatoT 2, 3 U 4 ypOBHM 3aLLMLLEHHOCTH
nepcoHanbHbIX AaHHbIX <*>;

Ans MHpopMaUMOHHOM cucTeMbl 3 Krnacca 3allulieHHocTH obecrnevmBaoT 3 M 4 YPOBHU 3aLLUULLEHHOCTU
NnepcoHanbHbIX AaHHbIX <*>;

absau, uckntoveH. - Npukasz PCTIK Poccum ot 15.02.2017 N 27.

28. MNpu ncnonb3oBaHMM B MUHPOPMALIMOHHBLIX CUCTEMAX HOBbIX MHOPMAaLIMOHHBIX TEXHOMOMMIA U BbISABIIEHUN
OONOIMHUTENbBHbIX Yrpo3 6e3onacHOCTN nHopMauuK, A4S KOTOPbIX HE OnpeaerneHbl Mepbl 3almuTbl HoOpMaumm,
OOMKHbI pa3pabaTtbiBaTbCs KOMMNEHCUPYHOLLME MePbI B COOTBETCTBUM C MYHKTOM 23 HacToawwmx TpeboBaHu.

Mpunoxexne N 1

K TpeboBaHMAM O 3awmTe nHPOpMaLmu,

He COCTaBnALLEN rOCYOAaPCTBEHHYIO TalHY,
cogepKallencs B rocyqapCTBeHHbIX
VMHMOPMALIMOHHBIX CUCTEMAX

OMPELENEHME KNACCA 3ALWULLEHHOCTUN MHOOPMALIMOHHOWM CUCTEMBbI

CnncoK M3MEHSIIOLLNX JOKYMEHTOB
(B pen. Mpukasa ®CTIK Poccun ot 15.02.2017 N 27)

1. Knacc 3awmieHHoCT nHbopmaunoHHon cucteMsl (nepbivi knace (K1), BTopown knacc (K2), Tpetun knacc
(K3)) onpemensieTcd B 3aBUCUMOCTM OT YPOBHS 3HauYMMocTu uHdopMauuun (Y3), obpabatbiBaemon B 3TOM
WH(OPMALUMOHHONW cucTeme, M MacwTtaba WHPOPMALMOHHON CUCTEMbI (dpedepanbHbli, pPervoHarnbHbIN,
0OBbEKTOBLIN).
(B peq. MNMpukasza PCTIK Poccum ot 15.02.2017 N 27)

Knacc sawmweHHoctn (K) = [ypoBeHb 3Ha4MMOCTu nHdopmaumm; macwrtab cucremsi].

2. YpoBeHb 3HAYMMOCTW WHOPMaLMU ONpedenseTcs CTeneHbld BO3MOXHOro yuiepba ana obnagatens
WHopmaumn (3akasduka) u (Mnu) onepaTopa OT HapyLUEHUS KOH(pMAEeHUManbHOCTU (HenpaBoOMEpHbIe OOCTYyM,
KonupoBsaHue, npegocTaBneHve Unu pacrnpocTpaHeHne), LENOCTHOCTU (HENPaBOMEpPHLIE YHUUTOXEHUE WIU
MoanuMpoBaHme) U JOCTYMNHOCTU (HeNpaBOMEpPHOE BNOKMpoBaHME) MHOpMaLUNA.

¥3 = [(KoHdmaeHUmaneHOCTb, CTeneHb yulepba) (LenocTHOCTb, cTeneHb yuepba) (BOCTYMHOCTb, CTEMEHb
ywep6a)],

rae cTeneHb BO3MOXHOIO yulepba onpegensietca obnagatenem UWHgopmaumm (3akasydmkoMm) u (unu)
onepaTopoM CamMOCTOATENbHO AKCNEPTHBIM MITU UHBIMU METOAAMU N MOXET ObITb:

BbICOKOW, €Ccnv B pesynbrate HapylweHuss OgHOro u3 cBoWcTB  6e3onacHoCcTU  MHdopmauum
(koH(bMAaeHUManbHOCTK, LENOCTHOCTU, OOCTYMHOCTM) BO3MOXHbI CYLECTBEHHble HeraTuBHble MNOCNEACTBUS B
coumansHON, NONUTUYECKON, MEXAYHAPOOHON, SKOHOMUYECKOW, (PMHAHCOBOW UMW NHbIX 0BNacTsax AeaTeNbHOCTU U
(unn) wHpoOpMaumoHHaa cuctema u (unn) onepatop (obnagatens wuHdOPMaUMM) HE MOrYT BbINOMHATb
BO3MOXEHHbIE Ha HUX DYHKLUN;

cpedHeln, ecnu B pesynbTaTte HapylweHus OJHOro U3  CBOWCTB  6Ge3onacHoOCTM  MHdopmMaumm
(koHbMaeHUManbHOCTK, LENOCTHOCTM, AOCTYMHOCTU) BO3MOXHbl YMEpPEHHblE HeraTMBHble MOCMeacTBUS B
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coumanbHON, NONUTUYECKON, MEXOYHAPOL4HON, SKOHOMUYECKON, (OMHAHCOBOW UM NHBIX 00NacTsx AesATENbHOCTU U
(unn) MHdopmMauuoHHasa cuctema u (Mnm) onepatop (obnagatens MHOpMauunM) He MOTyT BbINOMHATE XOTS Obl
OOHY M3 BO3MOXEHHbIX Ha HUX PYHKLUNIA;

HU3KOW, €ecnn B pe3ynbTaTte HapyleHus OoAHOro M3 cBoWcTB  6GesonacHoCTU  MHAopmauum
(kOHPUOEHUNANBLHOCTU, LIENOCTHOCTU, AOCTYNHOCTU) BO3MOXHbI He3HauuTerbHble HeraTuBHblE MOCNeaCcTBUSA B
coumanbHORN, NONUTUYECKON, MEXOYHAPOOHOW, SKOHOMMNYECKON, (OMHAHCOBOWM UMM MHbIX 0BnacTaX AeSATENBLHOCTM U
(vnn) MHpopmMaumnoHHasa cuctema u (Mnu) onepatop (obnagatens MHOpMaLUM) MOryT BbINOMHATE BO3MNOXEHHLIE
Ha HWUX QYHKUMM C HEeJoCTaTouMHON 3(EEKTUBHOCTLIO UMW  BbINOMHEHWE (YHKUMA BO3MOXHO TOMBbKO C
npvBRe4YeHneM OOMONMHUTENBHbBIX CU U CPEACTB.

WHdopmaumsa nmeeT BbICOKMI ypoBeHb 3HauumocTu (Y3 1), ecnu xota Obl Ans OQHOMO M3 CBOWCTB
©esonacHocTn MHopmaumn (KoHMUAEHLMANBHOCTH, LENOCTHOCTM, AOCTYNHOCTM) onpeaerneHa BbiCOKasi CTeNeHb
yuiepba. MHdopmauma nveet cpegHuin ypoBeHb 3Hauumoctu (Y3 2), ecnu xoTs Obl AnNg OQHOrMO M3 CBOWCTB
B6esonacHocTM MHdopMauun (KOHPUOEHUMANbHOCTU, LENOCTHOCTW, AOCTYMNHOCTU) ONpedeneHa CpeaHsisi CTeneHb
ywepba n HEeT HM OOHOro CBOWMCTBA, AS1s1 KOTOPOro onpeaereHa BbiCokasl cTeneHb ywepba. VMHdopmauusa nmeer
HU3KUIA ypoBeHb 3HaummocTu (Y3 3), ecnm ans Bcex CBOWCTB 6e30nacHOCTM MHopMauun (KoHraeHUMansHoCTK,
LleNOCTHOCTU, JOCTYMHOCTMW) onpeaeneHbl HU3KNE cTeneHn yulepba.

A63aL nckntoyeH. - Mpukas PCTIK Poceun ot 15.02.2017 N 27.

Mpn obpaboTke B MHOpPMALMOHHOW cucTeme OByX U Oonee BuOOB MHopmauun (crnyxebHas TaiHa,
HanoroBasi TalHa M WHble YCTaHOBMEHHble 3akoHodaTenbCTBOM Poccunckon ®depepaumm Buabl MHGOPMAaLMK
OrPaHMYEHHOro AO0CTYMa) YPOBEHb 3HA4YMMOCTU MHpopmauun (Y3) onpepenstcs OTAENbHO ANs Kaxaoro Buaa
nHcopmaumm. NTOroBeIn ypoBeHb 3HA4YMMOCTU MHpopmauun, obpabatbiBaemor B MHOPMALMOHHOW CUCTEME,
yCT@HaBMMBAETCA MO HaMBBLICLUMM  3HA4YeHWSIM CTEMeHU BO3MOXHOro yulepba, onpegeneHHbIM  Ansg
KOHMAEHLMANBHOCTH, LENOCTHOCTU, AOCTYNHOCTU MHAOPMAaLIMKN KaXX4oro Buaa nHdopmMauum.

3. NHdopmaumoHHas cuctema nmeet degepanbHbil MacwTab, ecnum oHa (OYHKUMOHUPYET Ha TeppuTopumn
Poccunckon depepaummn (B npegenax depepanbHOro OKpyra) MU MMEEeT CerMeHTbl B cybbektax Poccuiickon
degepauun, MyHMUMNanNbHbIX 0O6pa3oBaHUNAX 1 (MNn) opraHM3aumsix.

MHdopmaLumoHHaa cuctemMa MMeeT pervoHanbHbIi MacwTab, ecnn oHa YHKLMOHMPYET Ha TeppuTopuu
cybbekta Poccuiickon ®egepauum n MMeeT CerMeHTbl B OAHOM MIM HECKOMbKMX MyHUUMNanbHbIX 0bpa3oBaHuax 1
(nnn) NnoaBeOOMCTBEHHbIX U NHBIX OpraHn3aumsix.

MHdopmaLmoHHas cuctema nMmeet obbekToBbIM MacliTab, ecnv oHa yHKUMOHMPYET Ha obbekTax OgHOro
defepanbHOro opraHa rocydapCTBEHHOM BrnacTW, oOpraHa roCyAapCTBEHHOW BriacTu cybbekTa Poccuinckon
dPenepauun, MyHULMNaNbLHOro obpasoBaHnst U (MNK) OpraHu3auMn U He UMEET CETMEHTOB B TEpPPUTOPUAnbHbIX
opraHax, npeacTaBuTenbCTBax, unnanax, NoaBeAOMCTBEHHbIX U MHbIX OpraHM3aumnsX.

4. Knacc 3almLeHHOCTN MHPOPMaLMOHHOWN CUCTEMbI ONpeaensieTcs B COOTBETCTBMM C Tabnvuen:

YpoBEHb 3HAYNUMOCTH MacwTtab nHdpopMaLNOHHOM CUCTEMBI
MHdopMaumn
depeparnbHbIi PernoHanbHbIn O6beKTOoBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
¥33 K2 K3 K3

(Tabnuua B pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

Mpunoxexne N 2

K TpeboBaHWsIM O 3awmTe MHOopMauuu,

He COCTaBMsOLEN roCyaapCTBEHHYHO TalHy,
coaepxallencs B rocygapCTBEHHbIX
WH(POPMALIMOHHBIX CUCTEMaX
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COCTAB
MEP SAWNTbBI NHPOPMALINU U NX BA3OBbLIE HABOPbI
ANnA COOTBETCTBYHOLWEIO KINACCA SALLMILEHHOCTU
MH®OPMALIMOHHON CUCTEMBI

CnncoK M3MEHSIIOLLNX JOKYMEHTOB
(B pen. Mpukasa ®CTIK Poccun ot 15.02.2017 N 27)

YcnosHoe Mepsbl 3aLWnThl MHDOPMaLMK B UHPOPMALIMOHHbBIX CUCTEMaX Knaccbl
0603HaveHne 3aLLUMLLEHHOCTM
M HoMmep MHAOPMAaLIMOHHON
Mepbl CUCTEMbI
3 2 1

I. MpeHTudpmkaums n ayteHTndukauma cyobekToB goctyna u obbektoB goctyna (MAD)

NAD.1 WpoeHTudukaums v ayTeHTudumkauma  nonb3osBaTenew,| + + +
aBnsawmnxcst paboTHMkamm onepartopa

NAD.2 WpoeHTudukauma u ayTeHTUdUKaums yYCTPOWCTB, B TOM + +
ymncre ctauMoHapHbIX, MOBUMNBbHBLIX U NOPTATUBHbIX

NAD.3 YnpaeneHnve vgeHTudukatopamm, B TOM 4ucne cosgaHue,| + + +
NPUCBOEHME, YHUUTOXEHNE NOEHTUNKATOPOB

NAD .4 YnpasneHue cpeactBamy ayTeHTUdUKauMmM, B TOM uucrne| + + +
XpaHeHve, Bblgaya, vHuumManusaumsi, 6rnokupoBaHMe CpencTB
ayTeHTUMKauMm M MpUHSATUE Mep B criyvae yTpartbl U (unu)
KOMMNPOMETALMM CPeacTB ayTeHTUMKaLUK

NAD.5 3awmta obpaTHOM CBSA3M NMpu BBOAE ayTEHTU(UKALIMOHHOMW | + + +
MHdopMaLnn

NAD.6 NoeHTndukauma n ayTeHTMdumKauus nonb3oBaTenen, He| + + +
ABNSAOLLNXCS paboTHKamm oneparopa (BHELHNX
nornb3oBarenen)

NAD.7 NaeHTndukauma n ayTeHTMdUKaumsa oObekToB dhannoBom

CUCTEMBI, 3amnyckaembiX U MCMOJTHAEMbIX Moayrnen, 0ObekToB
cucTeMm ynpaereHus 6asamu gaHHbIX, OObEKTOB, CO34aBaEMbIX
npUKNagHeiM M crneyunanbHbiM NporpamMmMHbIM obecneyeHnem,
WHbIX 06BEKTOB JOCTYNA

Il. YnpaBneHue gocTtynom cyGbekToB gocTtyna k oobektam goctyna (YI[)

yrng.A Ynpaenenue (3aBegeHue, aktueauusi, OnokupoBaHne u| + + +
YHUYTOXEHME) YYETHBIMU 3anncaMU Mornb3oBaTenen, B TOM
yucre BHELLHUX Nonb3oBaTtenemn

yna.2 Peanu3sauma HeobxogumbiXx MeTOAOB  (OMCKPEUMOHHbIN, | + + +
MaHOaTHbIA, PONeBOM WM WHOW MeTof), TWUMOB (YTeHue,
3anncb, BbINOMHEHWE UIU UHOW TWM) N NpaBuUi pasrpaHNYeHns
aocTyna

yrng.3 Ynpaenenwe (cunstpauusd, MapLipyTusauusi, KOHTponb| + + +
COeQWHEHUN, ofHOHanpaBneHHasa nepegada U MHble CMOCOObI
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yI'IpaBJ'IeHMFI) I/IH(bOpMaLI,I/IOHHbIMI/I NOTOKaMu Mexay
yCTpOVICTBaMM, cermMeHtamm VIH(*)OpMaLlMOHHOVI CUCTEMDbI, a
TaKkke Mexay VIH(pOpMaU,VIOHHbIMVI cncremamum

yra.4

PasgeneHne  nonHomouunm  (pomen)  nonb3oBaTenemn,
aAMUHUCTPaTOPOB n nmu, obecneymBaroLLmnxX
dyHKUNOHNPOBaHNE MHOPMALMOHHOW CUCTEMBI

yra.s

HashayeHne  MuHMManNbHO  HeobxoAMMbIX  nNpaeB U
npvBWUNerMn nonb3oBaTensaM, agMuHucTpaTopam U nuuam,
obecneumBaoWnM  PYHKLUMOHMPOBaAHNE  MHAPOPMALIMOHHON
CcUCTEMBI

yra.e

OrpaHunyeHune HeycneLHbIX nonbIToK Bxoda
MH(OPMALMOHHYIO cucTemy (goctyna K WHGOPMALMOHHO
cucteme)

B
n

yna.7

MpeoynpexgeHne nonb3oBaTenss nNpuM ero BXO4e B
WH(POPMALIMOHHYI0O CUCTEMY O TOM, YTO B WHGOPMaLMOHHOMN
cMCTEMEe peanu3oBaHbl Mepbl 3aWuTbl MHoOpMaUUMU, U O
HeobxoaMMOoCTN cobnioAeHNs UM YCTaHOBMEHHbIX ONepaTopoM
npaeun 00paboTkn MHGOopMaLUK

yra.8

OnoBelleHne nonb3oBaTensi Mocre YcrnewHoro Bxoda B
WHOPMALIMOHHYIO CUCTEMY O €ero npefbiayllem Bxode B
WHOPMALIMOHHYO CUCTEMY

yra.o

OrpaHnyeHne yncna napannenbHbiXx ceaHCcoB JocTyna Ans
KaXXOoW Y4YeTHOM 3anmcu nonb3oBaTtens WHGOPMaLMOHHON
CUCTEMBbI

yra.10

EHOKMPOBaHI/Ie CeaHCa [foctyna B MH(*)OpMaLI,I/IOHHYIO
cucrtemMmy nocrne YyCTaHOBJIEHHOMO BpeMeHU be3nencTeus
(HeaKTVIBHOCTI/I) nonb3oBartend UM no ero 3anpocy

yrng.11

PaspelueHne (3anpeT) aencTeumn nornb3oBaTenen,
paspeLleHHbIX 40 naeHTUdUuKaumm n ayteHTugmnkaumm

ynp.12

Moaaepxka U coxpaHeHue aTpubytoB Ge3onacHOCTU (METOK
©e3onacHoCTN), CBSAA3aHHbLIX C MHOpPMaLMeln B npouecce ee
XpaHeHust 1 06paboTku

yra.13

Peanunzauusa sawuuieHHoro yoaneHHoro gocryna CY6'beKTOB
gocrtyna K obbekTam nocrtyna yepes BHeLWlHNne
I/IHCbOpMaLI,I/IOHHO-TeJ'IeKOMMyHVIKaLI,VIOHHble cetn

ynp.14

PernameHTame n KOHTPOJ1b MCNonb30BaHUA B
WH(OPMALMOHHOM  cucTemMe  TexHonormnm  6ecnpoBogHOro
goctyna

yrng.16

PernameHTauMss 1M KOHTPOMb  WUCMOMb30BaHWA B
NH(OPMAaLIMOHHON CUCTEME MOBUIbHBIX TEXHUYECKMX CPEACTB

yrpa.16

YnpaeneHne B3aMMOOEWUCTBUMEM C  WHAOPMALMOHHLIMMU
cuctemamu CTOPOHHUX opraHusauumi (BHELWHME
WHOPMaLIMOHHbIE CUCTEMbI)
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ynp.a7z

ObGecneyeHne [10BEPEHHO 3arpysku cpeacTs
BbIYUCITUTENBHOM TEXHUKU

[ll. OrpaHnyeHune nporpammHon cpefbl (Or1C)

OoricA1

YnpaBnenne 3anyckom (obpaleHusMu)  KOMMOHEHTOB
nporpamMmHoro obecnevyeHus, B TOM 4uUCNe onpedeneHune
3anyckaeMbIX KOMMOHEHTOB, HAacCTpoWka MapameTpoB 3anycka
KOMMOHEHTOB,  KOHTPOMb  3a  3anMyCckOM  KOMMOHEHTOB
nporpaMmHoro obecneyeHus

orc.z2

YnpaBneHne YyCTaHOBKOM (MHCTanNnsiuuen) KOMMOHEHTOB
nporpammHoro obecneyeHus, B TOM uucre onpegeneHve
KOMMOHEHTOB, nognexatimx yCTaHOBKe, HacTpowika
napameTpoB YCTAHOBKWM KOMMOHEHTOB, KOHTPOIb 3@ YCTaHOBKOW
KOMMOHEHTOB NporpamMmmHoro obecneveHus

Oric.3

YcTaHoBKa (I/IHCTaJ'IJ'IﬂLI,I/Iﬂ) TOJIbKO  pa3peleHHOoro K
ncnonb3oBaHUO MNporpamMmmMHoOro obecneyeHuss wu (I/IJ'IVI) ero
KOMIMOHEHTOB

orc.4

YnpasneHne BpemMeHHbIMU pannamu, B TOM YuUcne 3anper,
paspeLlleHue, rnepeHanpasneHve 3anucu, yoaneHve
BPEeMEHHbIX (halnrnos

IV. 3awuTa MalmHHbIX HocuTenen nidopmauun (3HN)

3HN.1

Y4yeT MalnHHBIX HocuTenen nHdopmaumm

3HWN.2

YnpaBneHne  OOCTYNOM K MaWWHHbIM  HOCUTENAM
MHdopMaLmn

3HN.3

KoHTponb nepemMeLLeHus MaLUUHHBIX HocuTenen
WHopMaLMK 3a Npeaerbl KOHTPONMPYEMON 30HbI

3HN.4

WNcknioveHne BO3MOXHOCTH HeCaHKLMOHNPOBAHHOTO
O3HaKOMMEHUS C cogepxaHueMm UHdopMaunn, XpaHsawencsa Ha
MaLLMHHBIX HOCUTENSX, W (MNM) UCMNONb30BaHUSA HOcUTEnewn
WHOPMALMK B MHBIX MHEOPMALMOHHBIX CUCTEMax

3HWN.5

KoHTponb ucnonb3oBaHusi MHTepdeiicoB BBoAa (BbliBOAA)
MHOPMaLMM Ha MaLUMHHbIE HOCUTENWN MHGOPMaLUK

3HN.6

KoHTponb BBOAa (BblBOA4A) WMHGOPMAaUMM Ha MaLUMHHbIE
HoCUTENW MHOPMaLUn

3HWN.7

KoHTponb NOAKITHOYEHNS MaLLMHHBIX HocuTenemn
MHdopMaLmn

3HN.8

YHUUYTOXEHNE (CTMpaHWEe) MWHOPMaUUM Ha  MAaLUMHHBIX
HOCUTENsIX MpuM UX nepefadye Mexay nonb3oBaTensmu, B
CTOPOHHWE oOpraHu3aumuM Anst pemMoHTa Unu yTunusauuu, a
TaKKe KOHTPOIb YHUUYTOXEHUS (CTUPaHNS)

V. Peructpauus cobbitnin 6esonacHoctn (PCB)

PCB.1

OnpepeneHne cobbiTuin  6e3onacHOCTK,  noasiexalinx
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perncTpaunmn, n CpokoB X XpaHEHUA

PCB.2

OnpepeneHne coctaBa M cogepxaHus uHdopmaumm o
cobbITAX 6Ge3onacHOCTU, Noanexawmnx perncTpaumm

PCB.3

Cbop, 3anMcb M XpaHeHue UWHdopMauum O CobbITUSAX
6e30MacHOCTN B Te4EHME YCTAHOBNEHHOTO BPEMEHWN XPaHEHNS

PCB.4

PearmpoBaHne Ha cbou npu peructpaumm CcobbITMR
6esonacHoCTK, B TOM 4uCrne annapaTtHble W MporpammHble
owmnbkn, cbou B MexaHuM3max cbopa wHdopMaLUK WU
OOCTWKEHWE Mpegena wunu nepenonHeHnss obbema (emKocTm)
namsTu

PCB.5

MoOHUTOPUHT (NPOCMOTP, aHanu3) pesynsraToB perncrpauum
cobbITMI 6e30MaCcHOCTU N pearnpoBaHmne Ha HUX

PCBE.6

I'eHepMpOBaHme BPEMEHHbIX METOK U (VIJ'IVI) CUHXPOHMU3aUunA
CUCTEMHOIO BpEMEHN B MH(bOpMal_lVIOHHOVI cucrteme

PCB.7

3awmTa nHpopmaumm o cobbiTuax 6e3onacHoOCTn

PCB.8

Ob6ecneyeHne BO3MOXHOCTM MpOCMOTpa M  aHanusa
MHGOpPMaUUN O [OEUCTBUSX OTAEMbHbIX MOnb3oBaTenen B
MHGOPMaLMOHHON cucTeme

VI. AHTuBUpYCcHasa 3awwuTa (AB3)

AB3.1

Peanusauns aHTUBMPYCHOMN 3aLMThI

AB3.2

OGHoBneHne 6asbl [OaHHbIX MPU3HAKOB BPEOOHOCHBIX
KOMMbIOTEPHBIX Mporpamm (BUpPYycoB)

VII. O6HapyxeHne BTopxeHui (COB)

COB.1

OOGHapyXeHne BTOPXEHUI

COB.2

O6HoBneHne 6asbl pellaroLwmx npasusn

VIII. KoHTponb (aHanu3s) 3awmiieHHocTn uHpopmaumm (AH3)

AHS.1

BbisiBneHne, aHanua yasBMMocTeM  UHAOPMaLMOHHOW
CUCTEMbl M oOnepaTMBHOE YCTpaHEHME BHOBb BbISIBIIEHHbIX
YyS3BUMOCTEN

AH3.2

KoHTponb  ycTaHOBKU 0GHOBNEHNI nporpaMMHoOro
obecneyeHus, BKIIOYas o6GHOBMEHMe NporpamMMHoro
obecneyeHns cpeacTs 3aLmMTbl MHOpMaLn

AH3.3

KoHTponb paboTocnocobHOCTN, NMapaMeTpoB HACTPOWMKM U
npaBUNbHOCTU hYHKLMOHMPOBaHUS NporpaMmmHoro
obecneyeHns 1 cpeacTs 3allmTbl MHOpPMaLIMK

AH3.4

KoHTponb cocTaBa TEXHWYECKUX CPEACTB, MNpPOrpammMHOro
obecneyeHns 1 CpeacTB 3aLnTbl MHhopmaumm

AH3.5

KoHTponb npaBwun  reHepauumM U CMeHbl  napornei
nonb3oBaTenel, 3aBedeHUs W yaaneHusl YYeTHbIX 3anucei
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nonb3oBaTenen, peanusauum npaesun pasrpaHu4eHus
OOCTYyNnoM, MONHOMOYMI Monb3oBatenen B WHGOpPMaLMOHHON
cucrteme

IX. ObecneyeHne LeNOCTHOCTU MHAPOPMALMOHHOM cucTembl 1 nHgopmauum (OLLJT)

ouJt.1 KoHTponb  UEnoCTHOCTM  MporpaMMHOro  obecneyeHus, + +
BKMOYas nporpamMmHoe obecrneyeHve cpedcTB  3alluThbl
MHdopMaLmn

oun.2 KoHTponb UenocTHoCTU WHcopMauuu, coaepxaliencs B

6asax AaHHbIX MHPOPMALIMOHHOWN CUCTEMBI

oun.3 Ob6ecneyveHne BO3MOXHOCTU BOCCTAHOBIEHUA | + + +
nporpamMmmMHoro o6ecnequv|;|, BKIno4vada nporpammvHoe
obecnevyeHue cpeacTs 3aWmThl NHopmaumu, npu
BO3HMKHOBEHUN HELUTATHbLIX CI/ITyZ:lLI,I/IVI

oun.4 OG6HapyXeHne un pearmpoBaHue Ha MOCTyNrieHne B + +
WH(OPMALIMOHHYIO CMCTEMY He3arpallumMBaeMbIX 3MEKTPOHHbIX
coobLeHnn (nnucem, OOKYMEHTOB) M WMHOW WHopmMaumu, He
OTHOCALUMXCA K (PYHKUMOHUPOBAHUIO  MH(OpPMaLMOHHON
cucTemsbl (3awimTa ot cnama)

oun.s KoHTponb cogepxaHua wuHdopmaumm, nepenaBaeMon U3
WH(OPMALMOHHOW CUCTEMBI (KOHTEMHEPHBIA, OCHOBAaHHbIA Ha
cBovicTBax obbekTa [OCTyna, M KOHTEHTHbIA, OCHOBaHHbBIN Ha
noucke  3anpelleHHon K nepegade  uHopmauum  C
WCMOMb30BaHWEM CUrHaTyp, MacoK W WHbIX METOAOB), W
WCKNIOYEHME HenpaBoOMepHOW nepedadn uHdopmauum U3
WH(OPMALMOHHOW CUCTEMBI

ouJ.e OrpaHuyeHne npae nonb3oBaTenen nNo BBogy MHAOpMaLmm +
B MHPOPMALMOHHYHO CUCTEMY

oun.z KOHTpOnMb TOYHOCTM, MOMHOTbI WM MPaBUNBHOCTUM AaHHbIX,
BBOOUMbIX B UHCPOPMALIMOHHYIO CUCTEMY

ouJ.s KoHTpornb oLWMOO0YHbLIX AEACTBUI NOfb30BaTENen No BBOAY U
(vnn)  nepepave WMHopmMaummn n npeaynpexaeHve
nonb3oBaTenen 06 oWNBOYHbIX AENCTBUAX

X. ObecneyeHne goctynHoctn nHgpopmaumm (OOT)

oaT.A Mcnonb3oBaHMe 0TKa3oyCTOMYMBLIX TEXHUYECKUX CPEeACTB +

OoaT.2 Pe3epBrpoBaHMe TEXHUYECKUX CPEeAcTB, MNPOrpaMmHOro +
obecrneyeHusi, KaHanoB nepegadun WHdopmauun, cpeacTs
obecnevyeHnss PyHKLMOHNPOBaHUSA MHCPOPMALMOHHOW CUCTEMBI

oArT.3 KoHTponb 6e30TkasHoro (yHKLUMOHUPOBAHMSA TEXHUYECKMX + +
CPencTs., obHapyxxeHune n nokanusaums OTKa30B
(PYHKLUMOHMPOBaHUS, MPUHATME Mep MO BOCCTaHOBIEHUIO
OTKa3aBLUMX CPEACTB M UX TECTMPOBaHUE

onT4 Meprnognyeckoe pesepBHOE KONUPOBaHWE WHMOPMaUUN Ha + +
pes3epBHbIe MaLLMHHbIE HOCUTENW MHopMaLumn
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OAT.5

ObGecneyeHne BO3MOXHOCTU BOCCTaHOBNEHUS UHGOpMaLnm
C pe3epBHbIX MaLUMHHbIX HOCUTENE MHopMaUnn (pe3epBHbIX
KOMWi1) B TEYEHNE YCTAHOBIIEHHOMO BPEMEHHOTO MHTEpPBana

OoAaT.6

Knactepusaums MHOPMaLUOHHON cucTeMbl U (UNn) ee
CEerMeHTOoB

OoAaT.7

KoHTpornb cocTosiHUA M KavyecTBa MpedoCTaBneHus
YNOMHOMOYEHHBIM ~ NNUOM  BbIMUCIUTENbHBIX  PECypCcoB
(MoLLHOCTER), B TOM Yncrie no nepegade nHgpopmauum

Xl. 3awwTa cpeabl BupTyanusauuum (3CB)

3CB.1

NoeHTndukaumsa n ayteHTudmkaunsa cybbekToB goctyna u
06beKTOB [OCTyna B BUPTyanbHOM MHAPacCTPyKType, B TOM
yncne agMUHUCTPaTOpPOB ynpaBneHusi cpegcTeamu
BUpTyanusauuu

3CB.2

YnpaBneHne p[ocTynoM cybGbekToB AocTyna K oGbekTam
AOCTYyna B BUPTYasnbHOW UHGPACTPYKTYpe, B TOM YUCIie BHYTPU
BMPTYarnbHbIX MaLLWH

3CB.3

Pernctpaumsi cobbiTuii  GesonacHoCTU B BUPTYarbHOW
NHpacTpyKType

3CB.4

Ynpaenenne (punbTpaums, MapLpyTU3aumus, KOHTPOIb
coeuHeHus, ofHOHanpaefneHHad nepejada) MOTOKaMu
WHopmaumm Mexay KOMMOHeHTamMu BMPTYyarbHOW
WHPaACTPYKTYpbl, a Takke Mo MepumMeTpy BUpPTyarnbHOW

NHPaCTPYKTYpSI

3CB.5

[oBepeHHas 3arpyska cepBepoB BMpTYyanusaumm,
BMPTYyanbHOW MalunHbl (KOHTEVHepa), CepBepoB ynpaBneHus
BUpTYyanusauven

3CB.6

YnpaBneHne  nepemMmelleHMEM  BUPTyanbHbIX  MalUWH
(koHTENHepoB) 1 obpabaTbiBaeMbIX HA HUX AaHHbIX

3CB.7

KoHTpomb LenocTHOCTH BUPTYanbHON MHAPACTPYKTYPbl U ee
KOHUrypauum

3CB.8

PesepBHOe  KOMMpOBaHWE  OaHHbIX, pe3epBUPOBaHUE
TEXHNYECKMX cpencTs, NporpamMmmHoro obecneveHus
BUPTYyanbHOM WH(PACTPYKTypbl, a TakKkKe KaHanoB CBA3N
BHYTPUW BUPTYanbHOM MHPaCTPYKTYpPbl

3CB.9

Peanunzaumsa v ynpaBneHue aHTUBUMPYCHOW 3aliMTON B
BUPTYyanbHON NHGpaCTpyKType

3CB.10

Pa3bueHne BupTyanbHOW WHMPACTPYKTYpbl Ha CErMeHThbI
(cermeHTMpOBaHWe  BUpPTyanbHOM  MH(pacTpyKTypbl)  And
06paboTkmM MHOPMaUUKN OTAENbHBIM MNoMnb3oBatenemMm n (Unm)
rpynnow none3osartenem

XIl. SawmTa TexHnyecknx cpegcts (3TC)

3TC.1

3awmTta wuHdopmauumm, obpabaTbiBaeMON TEXHUYECKUMU
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cpencrteamMu, OT €€ YyTEe4KN No TEXHNYECKMM KaHallam

3TC.2 OpraHusaums KOHTPONMPYeMOWN 30HbI, B Npegenax Kkotopon| + + +
MOCTOSIHHO  pa3MeLlalTCsi  CTauMoHapHble  TeXHWYeckue
cpeactBa, obpabatbiBalowme uHpoOpMauunio, W cpeacTsa
3aWwmTbl  uHGOpMauMK, a Takke cpeacTBa obecneveHus
PYHKLMOHMPOBaHUS

3TC.3 KoHTpornb w©  ynpaBneHne uandeckum QOCTynom K| + + +
TEXHUYECKMM cpefcTBaMm, CPeAcTBaM 3alumTbl MHopmaLmK,
cpeactBam obecnedeHns YHKUMOHMPOBaHUS, a Takke B
MOMELLEHMST U COOPYXXEHUsl, B KOTOPbIX OHW YCTaHOBMEHHI,
UCKNoYaloLWmne HeCaHKUMOHUPOBAHHbLIM (buanyecknin goctyn K
cpeactBam obpaboTtkm uMHopmauun, cpeacTteam  3alUUThI
uHdopmMaumm n cpeacTeam obecrneyeHuss yHKLMOHMPOBAHUSA
WH(POPMALIMOHHOW CUCTEMbBI U MOMELLEHUS U COOPYXEHUA, B
KOTOpPbIX OHW YCTaHOBIEHbI

3TC.4 PasmelueHne YCTPOWCTB BbIBOAA (oToGpaxenns)| + + +
WHdoOpMaLMK, UCKMoYaKLee ee  HeCaHKLUMOHUPOBAHHbIV
NpPOCMOTP

3TC.5 3awmta OT  BHEWHWX  BO3OEWCTBUA  (BO34ENCTBUM +

OKpy>XatoLlen cpefbl, HeCTabWUIbHOCTU 3NEKTPOCHabXeHMs,
KOHAMLIMOHMPOBAHUSI U MHbIX BHELLHUX (DAaKTOPOB)

XIll. 3awwmTta nHpopMaLMOHHON CUCTEMBI, ee CPeACTB, CUCTEM CBA3U U nepeaayun aaHHbIx (3MC)

3nC.1 PasgeneHne B uMHdOpMaUmMoOHHOM cucTeMe YHKUMA Mo + +
ynpasneHunto (agMyHUCTPUpPOBaHUIO) WHOpMaLIMOHHON
CUCTEMOW, ynpaBneHuio (agMUHUCTPUMPOBAHUID)  CUCTEMOW
3almTbl UHOopMaumK, dyHKUMI No obpaboTke MHMopmaLuun un
WHBIX (PYHKLWIA MHADOPMALIMOHHON CUCTEMB

3nC.2 MpegoTepalleHe 3a0epXKKn UNv NpepbIBaHNS BbIMOMHEHUS
NPOLIECCOB C BbICOKUM MPUOPUTETOM CO CTOPOHbLI MPOLIECCOB C
HW3KMM MPUOPUTETOM

3nC.3 ObecneyeHne 3awutbl UHGOPMAUMM  OT  packpbiTus,| + + +
Moaudukaumm n Haeda3biBaHWUsS (BBoAA NOXHOW MHOpMaLMK)
npv ee nepegade (NOAroTOBKE K Nepedade) no KaHanam cBsasw,
UMEILLMM BbIXo4 3a Npefenbl KOHTPONMPYEMOW 30Hbl, B TOM
uncre 6ecnpoBOAHbIM KaHanam CBsA3u

3ncC.4 Ob6ecnevyeHve [OOBEpeHHbIX KaHamna, MapLlupyta Mexay
agMUHUCTPaATOPOM, MOMnb3oBaTenieM W CPeacTBamMu  3alUUThb
nHcopmaumm (pyHkunsMmM 6e3onacHOCTM CPELCTB  3alyuThbl
WHopmauun)

3nC.5 3anper HeCaHKUWOHVMPOBAHHOMW YOAneHHOW akTMBaumm| + + +
BYAeoKamep, MUKPOOHOB U MHbIX NepndepuiiHbIX YCTPONCTB,
KOTOpble MOryT aKkTUBMPOBAaTbCHA YyAareHHO, W OnoBeLleHune
nonb3oBaTenen o6 akTMBaumMm Takux yCTPOWCTB

3NC.6 Mepepavya KOHTpPONMb  LENOCTHOCTM  aTpubyToB
OesonacHoctn  (MeTok  6e30MacHOCTW),  CBSI3@HHbIX  C
WHpopmaumen, npu obmeHe wuHDOpPMaUMErn C  UHbIMK
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I/IHCbOpMaLI,I/IOHHbIMI/I cucreMmamm

3nC.7

KoHTponb CaHKLUNOHNPOBAHHOIO " WCKITloMeHne
HEeCaHKLMOHMPOBAHHOIO NCrnonb3oBaHus TEXHONOornm
MOOMNBHOrO Koda, B TOM 4uUCre perncrpaums cobbitui,
CBSI3aHHbIX C MCMOMNb30BaHMEM TEXHONOMMA MODWUIbHOIO Koaa,
UX aHanm3 u pearMpoBaHue Ha HapyLleHWs, CBA3aHHble C
ncrnonb3oBaHNMeM TEXHOMOMMn MoBUNbHOro Koaa

31C.8

KoHTponb CaHKLNOHNPOBAHHOIO " WCKITloMeHne
HECaHKLMOHMPOBAHHOIO MCMOMb30BaHUSA TEXHOMOMMI Nnepeaayn
peyn, B TOM u4uCMe perncrpaumsi CobbITUIA, CBS3AHHbIX C
NCMNONb30BaHMEM TEXHOMOIMA nepedadnm peyn, UX aHanus wu
pearMpoBaHMe Ha HapyLleHWs, CBA3aHHblE C UCMONb30BaHNEM
TEXHOMNOrMM nepegadn peyu

31C.9

KoHTpornb CaHKLMOHUPOBAHHOM " UCKoYeHne
HeCaHKUMOHMPOBAHHON nepedadn BuaeouHdgopmauun, B TOM
yucne peructpauus coOblTUA, CBSI3AHHBIX C Mepegadven
BUAEOUHOPMALMM, UX aHanu3 W pearnpoBaHue Ha
HapyLleHusl, CBA3aHHbIE C Nnepegadven BugeovHgopmMauum

31C.10

MoaTeepxaeHne NPOUCXOXKAEHWSI UCTOYHMKA MHGOpMaLIMK,
nony4aemMon B NpoLecce OnpeaeneHns CEeTeBbIX aapecoB Mo
CEeTEeBbIM MMEHaM WU OMpederieHnss CeTeBbIX WMeH Mo
ceTeBbIM agpecam

31C.11

O6GecneyeHne NOANIMHHOCTY CETEBbLIX COEAMHEHWI (CeaHcoB
B3aMMOOENCTBUSA), B TOM 4YMcCrne ONns 3aluTbl OT MOAMEHbI
CETEBbIX YCTPOWCTB U CEPBUCOB

3nC.12

WNckniovyeHne BO3MOXHOCTM  OTpUUAHWS  Norfb3oBaTtenem
drakTa oTnpaskn MHMOPMaLMK OPYyroMy NonNb3oBaTento

31C.13

WckntoyeHne BO3MOXHOCTM  OTpULIAHMS  MOSib30BaTeNeM
chakTa nonyyeHuss MHpopMaLmMKn OT APYroro rnosib3oBaTerns

3nC.14

WNcnonb3oBaHue YCTPOWCTB TEPMMHaNbHOrO AocTyna Ans
06paboTkM MHopmaumm

31C.15

3awmrta apxvBHbIX (QaNNioB, MNapamMeTpoOB HACTPOMKM
CPEACTB 3awuTbl MHpOpMaLMmM 1 nporpaMmmHoro obecneveHms
N UHbIX OaHHbIX, He noanexawux WU3MeHeHUo B rnpouecce
06paboTkn MHopmaumm

31C.16

BbisiBneHne, aHanu3 1 GrnokupoeaHue B MHEPOPMAaLMOHHOW
CUCTEME CKPbITbIX KaHamnoB nepegayn uHgopmauum B obxop
pearnv3oBaHHbIX Mep 3awWwuTbl WHGOPMaUMM WU BHYTPU
pa3peLleHHbIX CETEBbLIX MPOTOKOIOB

3nc.A17

Pa3bueHve WHHOOPMALMOHHOM CUCTEMBI Ha CErMeHThI
(cermeHTMpoOBaHMe MHGOPMaLMOHHON cucTemsbl) n
obecneveHune 3aWunThI nepMMeTpoB CErMeHTOB
MHGOPMAaLMOHHON CUCTEMbI

3nC.18

ObecneyeHne 3arpyskM W UCNOMHEHWS NPOrpammMHOro
obecrneyeHuss € MaWWHHBLIX  HOcuTenenm  WHcopMaumu,
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OOCTYNHbIX TOJNIbKO AON1d 4YTeHUA, U KOHTPOJIb LEJTOCTHOCTU
AaHHOro nporpaMmMHoOro obecneveHus

3nC.19

M3onsauma  npoueccoB  (BbIMONMHEHWE  nporpamMMm) B
BblAeneHHon 0bnactu namsTu

31C.20

3awmta 6ecnpoBOAHbIX COEAVMHEHWA, MNPUMEHSIEMbIX B
MHGOPMAaLMOHHON cucTeme

31C.21

WcknioyeHne poctyna nonb3oBatens K WHpopmaumu,
BO3HUKLLEN B pesynesrarte JencTeumn npegsiayLero
nonb3oBaTens 4epe3 peecTpbl, OMNepaTMBHYID NaMsiTb,
BHELLHME 3anoMUHalLWMe YCTPOMUCTBA M MHble oOWwMe AOns
nonb3oBaTenen pecypcbl MHHOPMALMOHHOW CUCTEMBI

3nC.22

3awmta MHPOPMaLMOHHOW CUCTEMBI OT Yrpo3 6e3onacHoCTm
WHOPMaLMK, HanpaBfneHHbIX Ha oTkad B obcnyxuBaHUu
WHOPMALIMOHHON CUCTEMBI

31C.23

3awmTta nepumetpa (uandecknx u (UnM) FOrMYECKNx
rpaHnLl) MHOPMAaLMOHHOM CUCTEMbI MPU €€ B3anMOOENCTBUM C
NHbIMA I/IH(*)OpMaLLI/IOHHbIMI/I cuncremamm U I/IHCbOpMaLl,I/IOHHO-
TeNneKOMMYHUKaLuNOHHbIMU CETAMU

31C.24

I'Iperau.l,eHVIe CETEBLIX COEOMHEHUI MO WX 3aBepLieHnn
ninm no wucrted4eHnn 3agaHHOro oneparopomMm BpEMEHHOro
MNHTEpBalia HeakTMBHOCTU CETEBOIoO CoeaNHEHNA

3nC.25

Wcnonb3oBaHne B WHMOPMAUMOHHOW CuUCTEME WUNn ee
cermMeHTax pasfuyHbiX TUMOB 06LLIECUCTEMHOTIO, NPUKNAAHOo U
cneuvanbHOro  mporpamMmmHoro  obecneyeHusi  (cosgaHue
reTeporeHHon cpenbl)

31C.26

Wcnonb3oBaHue npuKnagHoro " crneumansbHoro
nporpammHoOro  obecneyeHusl,  MMEeKLUX  BO3MOXHOCTb
(bYHKUMOHMPOBaHUS B cpefdax pasfuyHbIX OnepaunoHHbIX
cucTeM

3nC.27

CospgaHve (amynsaums) NOXHbIX MHPOPMALMOHHBLIX CUCTEM
WU NX KOMMOHEHTOB, MpedHa3HaYeHHbIX Ansi 0BHapyXeHwus,
perucTpaummn u aHanuMsa OencTBuUr HapylumMTenen B npouecce
peanusauun yrpo3 6esonacHocT uHdopmaumm

31C.28

BocnpoussegeHne nOXHbIX U (UNKN) CKPbITUE WUCTUHHBIX
oTAENbHbIX MHPOPMALIMOHHBIX TEXHOMOMUIA U (UNN) CTPYKTYPHO-
PYHKLMOHAmNbHBIX XapakTepucTuk MHDPOPMALMOHHOW CUCTEMBI
wnn ee cermeHtoB, obecnevvBalollee  HaBHA3bIBaHWE
HapywuTenio  NOXHOro  npeacTtaBneHnss 06  UCTUHHbIX
WHMOPMALIMOHHBIX ~ TEXHOMOMMAX U (MNn)  CTPYKTYPHO-
YHKUMOHAMNBHBIX XapakTepucTmkax WHopMaLMOHHON
cucTemsl

31C.29

lMepeBoa WMHGOPMALMOHHOW CUCTEMbI UNN €e YCTPOWUCTB
(kOMNOHEHTOB) B 3apaHee ONpederneHHy KoHdUrypauuto,
obecneyvBalOLWyo  3aWMTy  MHPOpMauuu, B chy4ae
BO3HMKHOBEHUN OTKa3oB (cOoeB) B cucTemMe  3aluThbl
MHdOpMaLUUN MHHOPMALIMOHHON CUCTEMBI
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31C.30 3alwmTta MOOUIbHBIX TEXHNYECKUX CPEACTB, MPUMEHSIEMbIX B| + + +
MHGOPMAaLMOHHON cncTteme

"+" - Mmepa 3awmTbl WHOpMauUMM BKMYeHa B 0a30BbIi HAOOp Mep AN COOTBETCTBYHLLErO Krnacca
3aLUNLLIEHHOCTM MHCPOPMALIMOHHOW CUCTEMBI.

Mepbl 3awWwmTbl MHOpPMauUMM, He 0OO3Ha4YeHHble 3HAKOM "+", MPUMEHSIOTCA NpuM aganTaumm 6Gas3oBOro
Habopa Mep M YTOMHEHMM adanTMpoBaHHOrO Ga3oBOro Habopa Mep, a Takke nMpu pas3paboTke KOMMNEHCUPYHOLLNX
Mep 3almnTbl HpopMaLMN B MHPOPMALIMOHHOM CUCTEME COOTBETCTBYHOLLENO KIlacca 3alULLEHHOCTMW.

KOHcyn bTaHTlntoC www.consultant.ru Crtpanwnua 27 ns 27

HageXHas npaBoBasi noaaepxXka


http://www.consultant.ru/
http://www.consultant.ru/

	Зарегистрировано в Минюсте России 31 мая 2013 г. N 28608
	Утверждены
	I. Общие положения
	II. Требования к организации защиты информации,
	Формирование требований к защите информации, содержащейся
	Разработка системы защиты информации информационной системы
	Внедрение системы защиты информации информационной системы
	Аттестация информационной системы и ввод ее в действие
	Обеспечение защиты информации в ходе эксплуатации
	Обеспечение защиты информации при выводе из эксплуатации

	III. Требования к мерам защиты информации, содержащейся
	Приложение N 1
	Приложение N 2
	I. Идентификация и аутентификация субъектов доступа и объектов доступа (ИАФ)
	II. Управление доступом субъектов доступа к объектам доступа (УПД)
	III. Ограничение программной среды (ОПС)
	IV. Защита машинных носителей информации (ЗНИ)
	V. Регистрация событий безопасности (РСБ)
	VI. Антивирусная защита (АВЗ)
	VII. Обнаружение вторжений (СОВ)
	VIII. Контроль (анализ) защищенности информации (АНЗ)
	IX. Обеспечение целостности информационной системы и информации (ОЦЛ)
	X. Обеспечение доступности информации (ОДТ)
	XI. Защита среды виртуализации (ЗСВ)
	XII. Защита технических средств (ЗТС)
	XIII. Защита информационной системы, ее средств, систем связи и передачи данных (ЗИС)





