NHdopMaunoHHas namMsaTka Ansg obyyatowmxcs

C KaxabIM roagoM MONOAEXWN B MHTEPHETE CTAHOBUTbCS 6onblue, a WKOMbHUKU O4HUN U3
CaMbIX aKTMBHbIX NMonb3oBaTenen PyHeTta. Mexay TeM, MOMMMO OFPOMHOIO KO/MYeCTBa
BO3MOXHOCTEN, NHTEPHET HeceT K Npobnembl. ITa NamMaTKa AO0JIXKHA NOMoYb Tebe
6e30nacHO HaxXoAMTbCHA B CETH.

KoMnbloTepHblie BUPYCbI

KoMnbloTepHbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamm,
OTNINUYNTENBHOMN 0COBEHHOCTLIO KOTOPOU SIBNSIETCS CNOCOOHOCTb K pa3MHOXEHMUIO.

B nononHeHue K 3TOMY, BUPYCbl MOTYyT NOBPEANTb UM NOSTHOCTbIO YHUUTOXUTb BCE
dannbl n gaHHble, NOAKOHTPO/IbHbIE MOb30BATENO, OT UMEHU KOTOPOro 6bina
3anyuweHa 3apaxkéHHasa nporpaMmMa, a TakXKe NoBpeanUTb U AaXe YHUUTOXUTb
onepaunoHHY CUCTEMY CO BCeMM hannammn B LenoMm. B 6bonblmMHCTBE criyyaeB
pPacnpoCTPaHAKTCA BUPYCbl YEPE3 UHTEPHET.

MeToAbl 3alUTbl OT BPEAOHOCHbIX MPOrpamMm:

1. icnonb3yn coBpeMeHHble onepaunoHHble CUCTEMbI, UMEKLLNE CEPLE3HbIN
YPOBEHb 3aWMTbl OT BPEAOHOCHbLIX NporpammM;

2. NMocTosHHO ycTaHaBnmBamn nadtn (UndpoBblie 3ansaTkmn, KOTopble aBTOMaTU4eCcKku
yCTaHaBNMBalOTCS C Uenblo opabTkn nporpaMmmbl) U Apyrne o6HOBNEHUS CBOEN
onepaumoHHOM cuctembl. CkaumBanm UX TONbLKO C 0pULManbHOro camTa
pa3spabotumka OC. Ecnm cywecTByeT pexnuMm aBToMaTU4eckoro obHoBneHus,
BKJ1HOUUN €ro;

3. PaboTtan Ha cBOeM KOMMbIOTEPE MoA NpaBaMu Nnosib3oBaTens, a He
aAMMHUCTpATOpPa. ITO He NO3BOAMUT 6ONbLUNMHCTBY BPeAOHOCHbIX NporpaMm
WHCTaNNMPOBaTbCs HA TBOEM NEPCOHAaNIbHOM KOMMbIOTEPE;

4. \cnonb3yn aHTUBUPYCHbIEe NPOrpaMMHble NMPOAYKTbl N3BECTHbIX

npousBoanTENen, C aBToMaTnyecknm obHosneHuem 6as;

. OrpaHunub pusmMyeckmni AoCTyn K KOMNbOTEpPY AN NOCTOPOHHUX NuL;

. Ncnonb3yin BHewHWe HocMTeNnn nHpopMaummn, Takme Kak dnewka, AUCK nnum

dann U3 MHTEpHETA, TOIbKO U3 NpodepPEHHbIX NUCTOYHUKOB;

7. He oTKpbiBa KOMMbIOTEPHbIE (pansibl, MOSTYYEHHbIE N3 HEHAAEXHbIX
NCTOYHUKOB. [axe Te dannbl, KOTopble npucaan TBOM 3HAKOMbIN. Jly4dlle yTOYHU
y Hero, oTnpasnsan nm oH Tebe umx.

(e ) 0,

Cetn WI-FI

Wi-Fi - 5TO He BMA nepefayn AaHHbIX, HE TEXHOMOMMNS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 roay HuaepnaHackas KoMnaHmsa 3aperncrtpupoBana 6peHg «WECA», uTo
ob6o3Hauvano cnosocoyetaHme «Wireless Fidelity», KoTopbli nepeBoaMUTCS KakK
«becnpoBoaHast TOYHOCTb>.

[lo Hawero BpeMeHn gowna apyras abbpesunaTtypa, KoTopas ABASETCS TaKon Xe
TexHonormnen. 1o abbpesnatypa «Wi-Fi». Takoe Ha3zBaHue 6bl10 4AHO C HAMEKOM Ha
CTaHAapT BbICLWIMN 3BYKOBOW TeXHUKK Hi-Fi, 4yTo B NepeBoae O03HayaeT «BblCOKas
TOYHOCTb>».

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, oTensax U asponopTax siBASETCS OT/IMYHOMN
BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akKcnepTbl CYMUTAIOT, UTO
obwepnoctynHble Wi-Fi ceTn He saBnstoTcs 6e30nacHbIMU.

CoseTbl No 6e3onacHocTn paboTe B 0bwenoctynHbix cetax Wi-fi:



. He nepenasan cBoto nn4Hyt0 nHdopmauuto Yyepes obwenoctynHole Wi-Fi ceTw.

PaboTasa B HUX, XenaTeNbHO HE BBOAUTb NMaponu A0CTYyNa, NOruMHbl U KaKue-To
HoMepa;

. Ncnonb3yii 1 06HOBNSAN aHTUBUPYCHbIE NporpamMMbl U 6paHaMayep. TeM cambIM

Tbl 06e3onacullb cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

. Mpun ncnonbzosaHmnm Wi-Fi otkntoun dyHkumio «O6bwmm goctyn K pannam um

npuHTepam». [JaHHas PyHKUMS 3aKpbiTa N0 YMOYaHUIO, 0AHAKO HEKOTOpPbIE
NONb30BaTENMN aKTUBUPYIOT €€ Ans yaobCcTBa MCNosib30BaHMA B paboTe uam
yuyebe;

. He ncnonesyn nybnmnunein WI-FI gna nepegnayum nMYHbIX AaHHbIX, HAnpuMep ang

BblIX04a B couMalibHblIE CETU UTN B SJTIEKTPOHHYIO MOYTY,

. nonb3yn ToNbKO 3awmweHHoe coegmnHeHne Jyepes HTTPS, a He HTTP, T.e. npu

Habope Beb-aapeca BBOAM MMEHHO «https://»;

. B MobunbHoOM TenedoHe oTkatoun dyHkumnto «lMoakntoveHne K Wi-Fi

aBToOMaTU4ecKn». He gonyckam aBToOMaTUYeCKOro NoAKJ4YeHns YCTPOMNCTBa K
cetaMm Wi-Fi 6e3 TBOEro cornacus.

CoumanbHblie ceTun

CoumanbHble CeETU aKTUBHO BXOASAT B HAlUy XXWU3Hb, MHOrMe noan paboTatoT N XUBYT
TaM NOCTOSAHHO, a B Facebook yxe 3aperncrpuposaH MunamMapa 4enoBek, 4YTo
ABNSAETCA OQHOMN CeAbMOWM BCEX XUTENEN MJIaHETHI.

MHorme nonb3oBaTen HE NOHMMAKT, UTO VIHd)OpMaLlVIFI, pa3MelleHHada MMM B
coumalnbHbIX CETAX, MOXET O6bITb HAMAEHA N UCNOSIb30BaHa KeEM yroaHo, B TOM 4ucrne
He obsa3aTenibHO € 61arnmm HaMepeEHNAMN.

OcHoBHble coBeTbl Mo 6e30MacHOCTM B CoUManbHbIX CETAX:

1.

2.

OrpaHuyb crnncok apy3en. Y Tebs B Apy3bsAX He AO/HKHO 6bITb CNyYanHbIX U
HEe3HaKOMbIX JI0AEN;

3awmuianm CBoK YacCTHYH XM3Hb. He ykasbiBan naponun, TenedoHbl, agpeca,
AaTy TBOEro poXaeHus 1 Apyryo NNYHyo MHDOpMauno. 310yMblLAEHHUKN
MOryT MCMNONb30BaTb AaXxe MHPOpMaUUIo O TOM, KaK Tbl U TBOU poanTenm
naaHupyeTe NMpoBeCcTU KaHUKYIbI;

. 3alumiLan cBoto penyTaumio - AePXU ee B YMCTOTE U 3aaaBait cebe Bonpoc:

xoTen 6bl Tbl, YTOObI ApPYyrne rMonb3oBaTeNN BUAEAWU, UTO Tbl 3arpyxaellb?
MoayMan, npexae 4YeM 4YTo-TO onyb/MKoBaTb, HANUCATb U 3arpy3nThb;

. Ecnun Tbl roBopuLb C N10AbMU, KOTOPbIX HE 3Haelb, He MCI'IOﬂb3YVI cBoe

peasibHoe UMS U APYTYI0 IMYHYI0 MHOPMaAUUKU: UMSA, MECTO XUTeNbCTBa, MecTo
y4debbl 1 npouee;

. N36eram pasmeweHnsa dotorpadpum B UHTEpHETE, rae Tbl M306paxeH Ha

MECTHOCTHU, No KOTOpOVI MO>XHO onpeaeinTtb TBoOE MECTOMNOJIOXKEHNE,

. MNMpwn peructpaunn B coumanbHOM ceTn HeobXoaAMMO NCNOb30BaATb CIIOXHbIE

naposun, cocrosiume mu3 6yks n UUPP M C KOTNYECTBOM 3HAKOB He MeHee 8;

. [Ansa coumanbHOM ceTu, NoYTbl U APYrMX CanToB HEOHBXOAMMO UCMOMb30BaTb

pasHble naponu. Toraa ecnu T1e6s B3N1OMaT, TO 3/I0YMbILLIEHHUKM NOAyyaT
JIOCTYN TO/IbKO K OAHOMY MECTY, a He BO BCe cpa3y.

ONEeKTPOHHbIE AeHbI'n

DNEeKTPOHHbIE AeHbrMM — 3TO O04YeHb YA0OHbIM cnocob nnaTtexen, 04HAKO CYLLEeCTBYIOT
MOLUEHHMKN, KOTOPbIE XOTAT NOSIYYUTb 3TN AEHbLIN.



DNEKTPOHHbIE AEHbIM NOABUINCL COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO MHOIMMX
rocyAapcTBax A0 CUMX MOp HE NMPOMNMUCAHO MPOo HMUX B 3aKOHaX.

B Poccuu xe OHUM GYHKLUNOHUPYIOT U O HUX YXXe NPOMNMCAHO B 3aKOHe, rae ux
pa3aensioT Ha HECKOJ/IbKO BMAOB — @aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, 4YTO
AaHOHMMHBbIE - 3TO Te, B KOTOPbIX pa3pellaeTcsa NposoanTb onepauunn 6e3
naeHTuduKaumm nonb3osaTtens, a B HEAHOHUMHbIX naAeHTUdUKaLMmM nonb3oBaTens
aBnsaeTcs obsa3aTenbHOM.

Takxe cneayeT pasnmyaTtb 3/1EKTPOHHbIE dMaTHble AeHbrM (paBHbl rOCYAapCTBEHHbIM
BasIt0TaM) M 3NEKTPOHHble HedunaTHble AeHbrM (He paBHbl FOCYAapCTBEHHbIM
Basll0oTaM).

OcHoBHble coBeTbl Mo 6e3onacHom pa60Te C SJ1IEKTPOHHbIMN AE€EHBIrAMWU.

1. MpuBsxun K cyuety MO6UNbHLIN TenedoH. DTO caMblil YAOOHbIN 1 6bICTpbIN cnocob
BOCCTAHOBUTb AOCTYN K cyeTy. MNMpuBsA3aHHbIM TenedoH NOMOXET, ecnu
3abyaelwb CBOM NAATEXHbIA Mapoab UM 3anaewb Ha CauT C HE3HAKOMOro
YCTPOWCTBaQ;

2. Ncnonb3yn oagHopa3oBsble naposu. lNocne nepexona Ha yYCUNEHHYO aBTOpMU3aunto
Tebe yxe He ByaeT yrpoXaTb 0NacHOCTb KpaXXu Uau nepexsaTa nnaTexXHoro
napons;

3. Bbibepun cnoxHbl naponb. [NpectynHnkam 6yaeTt He NpoCTO yragaTb CAOXHbIN
naposb. HagexHble naposin — 3TO Naposun, KOTopble coaepxaT He MeHee 8
3HaKOB M BKJ/IIOYAIOT B cebs CTpPOYHbIE N MPONUCHbIe 6YKBbI, LNdPbl N HECKOJSIbKO
CMMBOJIOB, TaKue Kak 3HaK gonnapa, pyHTa, BOCKAMUATENbHbIM 3HaK U T.M.
Hanpumep, $tRONg!;;

4. He BBOAM CBOM /IMYHbIE AAHHbIE HA CaUTaX, KOTOPbIM HE AOBepseLlb.

dNneKTpoHHas noyrta

DNIeKTPOHHAas noyta — 3TO TEXHOJIOrnS U NpeaocTaB/sieMble el YCyru no nepecbisike
N NMOJTYHEHUIO SNTEKTPOHHbIX coobleHun, KOTOpblE pacnpenendarTca B KOMI'IbI-OTepHOl‘/II
CETH.

O6bIYHO 3/TIEKTPOHHbIN MOYTOBLIN ALWKK BbIFNSAMT CneayowmM ob6pa3omMm:
MMSA_Mosib30BaTena@uMsa_a0oMeHa.

TaKkxe KpoMe nepegaym nNpocTtoro TeKcra, UMeeTcs BO3MOXHOCTb nepeaasaTthb dannbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3N1EKTPOHHOW MOYTOM:

1. Hago BbIb6paTb NpaBu/ibHbIM NOYTOBbLIN CEPBUC. B MHTEpHETe eCTb OrPOMHbIN
Bblbop 6ecniaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO y4ylle AOBEPSATb TEM, KOro
3HaewWb U KTO MepBbl B pENTUHIE;

2. He yka3biBa B IMYHOW NoyTe SINYHYO MHPOpMauunto. Hanpumep, nydwe
BblbpaTb «My3blKasibHbIM_(haHaT@» nnun «pok2013» BMeCcTo «TeMal3»;

3. Ncnonb3yn agByXaTanHyo aBTopm3aunto. OTO KOorga NOMMMO Naposisd HYXHO
BBOAUTb KOA, NpuUcCbIiaeMblh No SMS;

4. Bbibepun CNOXHbIM Napofb. [Ns KaXx4oro no4YToBoOro swmnka AoskeH 6biTb CBOM
HaAe>XXHbIW, YCTOWYNBbBIM K B3/IOMY Naposb;

5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMOMYy CBOWM JIMYHbIM BOMNPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. lcnonb3yn HeCKObKO NOYTOBbIX AWMKOB. NepBblv ANs YaCTHOM NepenmncKku C
aZipecaTtaMn, KOTOpPbIM Tbl fOBepsellb. DTO 3N1eKTPOHHbIN agpec He Hano
MCNOb30BaTb NpPU perncrTpaunm Ha popymax U canTtax;



7. He oTkpbiBan dannbl n gpyrme BnoXXeHusa B NMCbMax faxe eCc/iv OHW NMpULLIn oT
TBOMUX ApYy3en. Jlyywe yTOUYHU Y HUX, OTNpPaBnsanm nm oHun tebe 3t dannobl;

8. MNocne okoH4YaHUs paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbiTUEM BKAAAKN C
CanToM He 3abyab HaxaTb Ha «BbINTW».

Knbep6ynnmHr unm BuptyasibHOe nsaeBaTesibCTBoO

KnbepbynnuHr — npecnenoBaHme COOBLIEHUAMU, COAEPKALLMMU OCKOPBNEHNS,
arpeccuto, 3anyrmBaHune; XyJMraHcTBO; coLlunanbHoe 60MKOTUPOBaHNE C MOMOLLbIO
pPasNNYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kKMbepbynAMHIrom:

1. He 6pocanica B 60oi. Jlyuywmn cnocob: nocoBeToBaTbCs Kak cebsa BeCTu U, ecnu
HeT TOro, K KOMy MOXHO 06paTUTbCs, TO BHa4vasie yCnokomTbca. Ecnum Tol
Ha4yHelWb oTBeYaTb OCKOpbneHnsaMM Ha ockopbneHus, To ToNbKo eule 6onbLe
pa3oxxkelb KOHMNKT;

. YnpaBnsan ceoen kmbeppenyTtaumen;

AHOHMMHOCTb B ceT MHMMas. CyLlecTBYOT CNocobbl BbISCHUTb, KTO CTOUT 3a

AHOHWUMHbIM aKKayHTOM;

4. He cTouT BeCcTn XynmraHckuii obpas BUpTyasibHOM XU3HWU. WHTEpHET dukcmpyeT
BCEe TBOM AENCTBUS U COXPaHseT ux. Yaanutb ux bygeT KpanHe 3aTpyAHUTENBHO;

5. Cobntogan cBoM BMPTYanbHYH YeCTb CMONOAY;

6. UrHopunpyn eanHnyHbIn Heratne. OgHOpa3oBble ockopbuTenbHble coobeHns
nyyuwe nrHopuposaTtb. O6bIYHO arpeccus npekpalwaeTcs Ha HavyasibHOW CTaauun;

7. baHn arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COObLLUEHNAMHU, B
couManbHbIX CETSAX eCTb BO3MOXXHOCTb 6/10KMPOBKM OTNpaBKM CcOObLLUEHUN C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBMAeTenb knbepbynnmHra. TBou AeNCTBMSA: BbICTYNUTb NPOTUB
npecnepoBaTenis, NokasaTb eMy, YTO ero 4ENCTBUS OLEHMBAKOTCS HEraTUBHO,
noaaepXaTb XXepTBY, KOTOPOW Hy>Ha ncuxonormnyeckasi noMoLb, COobWmnTb
B3pOC/bIM O (paKTe arpeCCMBHOIO NoBeAeHUs B CETHU.

W N

Mo6unbHbin TenedoH

CoBpeMeHHble cMapTdOHbI K NaHWeTbl coaepxaT B cebe BnosiHe B3pOC/bIN
dyHKUMOHAN, n Tenepb OHWU MOryT KOHKYPUPOBaTb CO CTaLMOHAPHbIMN KOMMbOTEPAMN.
OaHako, cpeacTs 3alWmnTbl 47158 NoAobHbIX YCTPOMUCTB NOKa O4YeHb Marsno.

TecTnpoBaHMe U NMOUCK y9I3Bl/lM0CTel7I B HUX NPOUNCXOAUNT HE TaK MHTEHCUBHO, KaK A/is
MK, To )xe caMoe KacaeTcad U MObUNbHbIX I'IpVIﬂO)KGHMVI.

CoBpeMeHHble MObubHble Bbpay3epbl yYXXe NpakTUYeCKN AOrHaaM HACTOJIbHbIE
aHanoru, ogHako pacwunpeHmne dyHKUMOoHana Bneyvet 3a cobor 60nbLy0 CIOXHOCTb U
MEHbLUY 3alWNLLEHHOCTb.

[laneko He BCe NPOoU3BOANTENMN BbIMyCKalOT 06HOBMNEHUNS, 3aKpbIBaOLWINE KPUTUYECKUE
YS13BMMOCTU ANS CBOMX YCTPOWCTB.

OcHOBHble coBeTbl ANns 6e3onacHoCTM MobunbHOro TenedoHa:

1. Hnuero He aBngeTcs no-HacrosweMmy becnnaTHbIM. Byab OCTOpOXeH, BeAb Koraa
Tebe npennaratoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKMe-To
nnaTHble YCIyru;

2. yman, npexae 4yem otnpasuTtb SMS, doTo nnu Bnaeo. Tbl TOYHO 3HaelWsb, rae
OHW 6yAyT B KOHEYHOM uTore?



. Heobxoanmo o6HOBNATL ONepauUnoOHHY0 CUCTEMY TBOEro cMapTdoHa;

. cnonb3yn aHTUBUPYCHblE NporpaMmbl ANst MOBUbHbIX TenedoHOoB;

. He 3arpyxai npnnoxeHus OT HEU3BECTHOIo UCTOYHMKA, BeAb OHU MOryT

coaepxaTb Bpe4OHOCHOe nporpaMMHoe obecneveHune;

6. lNMocne Toro Kak Tbl BblMAeWb C canTa, rae BBOAWA NNYHYO MHMOpMaLnio, 3anan
B HacTponkun 6paysepa n yganum cookies;

7. MNepunoanyeckn nposepsii Kakne nnaTHble YCNyrn akTMBUpPOBaHbl Ha TBOEM
HOoMepe;

8. [NaBsan ceBon HoOMep MobunbHOro TenedoHa ToNIbKO NI0ASAM, KOTOPbIX Thl 3HaelWb U
KOMYy AoBepsielb;

9. Bluetooth gonxeH 6bITb BbIKAOUEH, KOrAa Thl UM He Nosib3yewbcsd. He 3abbiBan

MHOrga NpoBepsATb 3TO.

u bW

Online urpbl

CoBpeMeHHble OHJIalH-Urpbl — 3TO KPaco4Hble, 3axBaTblBaloLWMe pa3B/ievyeHus,
06beaAnHSIOWNE COTHM ThICSY YENOBEK NO BCeMY MUpPY. Nrpokn nccneayoT AaHHbIA UM
MUp, 06WatTCs APYr C APYrOM, BbIMONHSAIOT 3alaHMs, CpaXatTcsl C MOHCTPaMn m
Nnony4yaroT onbIT. 3@ YAOBONLCTBME OHM MNATAT: NOKYyNakT AUCK, OnsadnBatoT
aboHeMEeHT naun npmobpeTatoT Kakme-To onumm.

Bce 3T cpeactea nayT Ha nogAep>XaHue U pasBuUTUE UMPbl, @ TaKXe Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCA CUCTEMbI aBTOPU3aLIMKN, BbIMYCKaOTCS HOBbIE MaTyu
(umdposble 3annaTku 415 NporpaMmM), 3aKpbiBalOTCHa YSI3BMMOCTM CEPBEPOB.

B noaobHbIx nrpax CTtouT onacatbCd HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXWu
TBOEro naponsd, Ha KOTopoM OCHOBaHa CMCTEMa aBTOpU3aLlUnKn 6onbLWMHCTBA nurp.

OCHOBHblE COBETbI MO 6€30MacCHOCTU TBOEr0 UIPOBOIro aKKayHTa:

1. Ecnun gpyron vrpok Beget cebs naoxo unu cosgaet Tebe HeNnpUATHOCTH,
3abnoKMpymn ero B CNMCKE UIPOKOB;

2. Moxanynca agMUHUCTpaTopaM Urpbl Ha NJ0Xoe noBeseHne 3Toro Urpoka,
XXenaTesibHO MPUIoXKUTb Kakue-To AoKa3aTesbCTBa B BUAE CKPUHOB;

3. He yka3biBan INYHYO MHMOPpMauUUo B npodanne urpbl;

4. YBaxan Apyrnx y4acTHWUKOB Mo Urpe;

5. He yctaHaBnmBan HeoduuManbHble NaTyn U MOAbI;

6. icnonb3yin CnoXHble 1 pa3Hble naposu;

7. [axe BO BpeMs Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. oKa Tbl Urpaellb, TBOW

KOMMbIOTEP MOrYT 3apa3unThb.

OULWLIMHI n KpaX<a JIMYHbIX AaHHbIX

Ob6bIYHOMN KpaXen AeHer n AOKYMEHTOB CEroAHs yXe HUKOro He yameufilb, HO C
pa3BUTUEM UHTEPHET-TEXHOIOMMIA 3N0YMbILWIEHHUKN MEPEMECTUTNCL B UHTEPHET, U
NPOAO/IKAKT 3aHUMATbCH «NHOUMBIM>» AEeNOM.

Tak nosiBMNacb HoBas yrpo3a: MHTEPHET-MOLIEHHUYECTBA WUIN PULLKHI, rNaBHasa Uenb
KOTOpPOro COCTOUT B NOJSIYYEHUU KOHPUAEHUMANBbHbIX AaHHbIX NOMib30BaTeen —
NOrMHOB M Naponen. Ha aHrnunckoM asbike phishing untaetcs kak puwmnHr (ot fishing
— pbibHas nosns, password — naponb).

OcHoOBHble coBeTbl N0 6opbbe C PULLNHIOM:



1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bblna
B3/710MaHa, To Heobxoanmo 3absokmpoBaTb ee U CoobLWnTb aAMUHUCTPAaTOpaMm
pecypca 06 3TOM KakK MOXHO CKopee;

2. Nicnonb3ymn 6e3onacHble Beb6-canTbl, B TOM YNCE, UHTEPHET-MarasmHoOB U
MONCKOBbIX CUCTEM;

3. Ncnonb3yn cnoXHble U pa3Hble naponu. Taknm obpasom, ecnm 1ebs B3nomatoT,
TO 3/I0YMbILWAEHHMKN MOAyYaT AOCTYN TONIbKO K OAHOMY TBOeMYy npodunio B
CeTn, a He KO BCeM;

4. Ecnun Tebsa B3nomanum, To HeobxoanMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble AobaBneHbl y Tebs B Apy3bsiX, O TOM, UTo Tebs B3n1IOManm U, BO3MOXHO,
OT TBOero uMeHun byaeTt paccbliaTtbCs CNaM M CCbINIKN Ha PULLNHIOBbIE CanThbl;

. YcTaHoBM HagexHbih naponab (PIN) Ha MObunbHbIM TenedoH;

. OTkno4M coxpaHeHue napons B bpaysepe;

. He oTkpbiBan dannbl n gpyrme BrioXeHUs B NUCbMax ga)e eC/in OHU NpULLan oT
TBOMX Apy3en. Jlydlwe yTOYHM Yy HUX, OTNpaBnsau nm oHn Tebe 3tn dannbl;

N O Ul

LincdpoBas penytauus

Lindposasa penyTauma - 3To HeratuBHas uam NO3nNTUBHaAsS MHPOpMaumMsa B ceTn o Tebe.
KoMmnpomeTupyrowas nHpopMmaumsa pasMelleHHas B UHTEpHETEe MOXET CeEPbe3HbIM
06pa3oM O0TpasuUTbCa Ha TBOEW peasibHOM XU3HWN.

«Undposaga penytaumnsa» - aTo TBOM UMLK, KOTOPbIN popMUpyeTcsa U3 nHpopmaumm o
Tebe B nHTEpHeTE.

TBOE MECTO XUTeNnbCTBa, yuyebbl, TBOE PMHAHCOBOE MNONOXEHNE, OCOBEHHOCTH
XapakTepa 1 paccka3sbl 0 61M3KMX — BCe 3TO HaKan/MBaeTCs B CETWU.

MHoOrme noapoCTKU NIENKOMbIC/IEHHO OTHOCATCA K Nybmnkaunm nnyHom nHdopMaumm B
NHTepHeTe, HE MOHMMasa BO3MOXHbIX NOCNEeACTBMIA. Tbl AaXe He CMOXelWb A0ragaTbCs
0 TOM, 4YTO doTorpacdunsa, pa3MeweHHasa 5 neT Haszag, ctana NPUYMHOM OTKa3a MPUHATb
Tebsa Ha paborTy.

KoMMeHTapuu, pa3MelleHue TBoux poTtorpadun n apyrue AencTBmsa MoryT He
NCYEe3HYTb AaXke Nocsie Toro, Kak Tbl UX yAanulb. Tbl HE 3Haelb, KTO COXpPaHWM 3Ty
nHdopMaLumio, Nnonana i OHa B MOUCKOBbIE CUCTEMbI U COXPaHUIACb SIM OHA, a
rnaBHoOE: 4YTO NoAyMarT 0 Tebe oKkpyXatllee nam, KoTopble HANAYT U YBUAAT 3TO.
HanTn nHdopMaumno MHOrO NeT CrycTa CMOXeET Ntobon — Kak 13 fobpbix NobyxaeHun,
TaK U C HAMEpPEHUEM MPUUYNHUTL Bped. DTO MOXeET 6bITb KTO YroAHO.

OcCHOBHbIe CoBeTbI MO 3awuTe undpoBor penyTaunm:

1. Noayman, npexae 4eM 4To-TO Ny6nMKoBaTbh M nepeaaBaTb y cebsa B 6nore nnu B
coumanbHON CeTn;

2. B HacTponkax npodunis yCTaHOBM OFpaHUYEHMS Ha NPOCMOTP TBoero npodunsa u
ero CoAepXnUMoro, caenam ero TofibkKo «Ansa apysen»;

3. He pa3mewian n He ykasbiBall MHPOpMaLMIO, KOTOpasi MOXeT Koro-nmbo
ockopbnaTb nnn obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LWKOJSIbHUKU— aKTMBHbIE Nosb30BaTeNnn LnMdpoBoro NpocTpaHCTBa.
OaHako ganeko He BCe 3HAlOT, UYTO NO0JIb30BaHME MHOMMMM BO3MOXHOCTAMU UM POBOro
Mupa TpebyeTt cobntoaeHus npas Ha MHTENNEKTYaNbHYO CO6CTBEHHOCTb.



TepMUH «MHTEeNneKTyanbHass CO6CTBEHHOCTb» OTHOCUTCS K pa3fIM4YHbIM TBOPEHUSAM
yesloBEYeCKOro yma, HaumHas C HoBbIX n30bpeTeHni n 3HakoB, o603Ha4vaoLWKnX
COH6CTBEHHOCTb Ha MPOAYKTbl U YCNYTK , N 3aKaH4YMBas KHUramm, dotorpadpusamm,
KMHOMUAbMaMN N My3blKalbHbIMU MPON3BEAEHUSMN.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENIeKTYaslbHY0 CO6CTBEHHOCTb Ha
Npou3BeAEHNS HAayKK, NUTepaTypbl U NCKYCCTBA.

ABTOpCKME NpaBa BbICTYMNAaKT B KayecTBe rapaHTUuM TOro, 4Tto
WMHTENNIEKTYyasIbHbI/TBOPYECKNI TPy aBTopa He byaeT HanpacHbIM, AacT eMy
cnpaBensnBble BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, nony4mTb
N3BECTHOCTb U MpU3HAHMKeE.

HukTo 6e3 pa3pelleHns aBTopa HE MOXeT BOCNPOU3BOAUTb €ro Npomn3BeaeHue,
pacnpocTpaHsaTb, Ny6NMYHO AEMOHCTPUPOBATL, NpoAaBaTb, UMMNOPTUPOBATbL, NyCKaTb B
npokaTt, Ny6/IMYHO NUCMOSHATL, NOKa3blBaTb/UCMNONHATL B 3dupe nam pasMewaTtsb B
NHTepHeTe.

Ncnonb3oBaHMe «nNUpaTCKoOro» rnporpaMmMHoro obecrneyeHns MoXeT NpMBeCTU K
MHOIMMM pUCKaM: OT NOTEPM AAHHbIX K TBOMM aKKayHTaM A0 610KMPOBKKU TBOEro
YCTPOWCTBA, rae yCTaHOBJ/IEHHbIWM He feranbHas nporpamMma. He CTouT Takxe
3abblBaTb, YTO CYLLECTBYET neranbHble 1 6ecnnaTHble NporpaMmbl, KOTOPblE MOXHO
HaWTU B CETH.

O nopTane

CeTeBnyoK.pd — TBOM rNaBHbIM COBETUYMK B CETU. 34€Cb Tbl MOXELUb Y3HATb O
6e30nacHOCTM B CETU MOHATHbLIM N AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KpUTUYECKON cuTyaumm obpaTnTbCS 3a COBETOM. A TakXe NPUHATb yyacTue B
KOHKYpCax U CTaTb CaMbIM UM POBbIM rpa>aaHUHOM!



