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O PASMEWWEHN HA UHO®OPMALIMOHHBbIX CTEHOAX, O®PULUUATIbHbIX
MHTEPHET-CAUTAX U APYTMX UHO®OPMALIMOHHbIX PECYPCAX
OBGLLEOBPA30OBATEJIbHbIX OPFTAHU3ALIUA U OPIrAHOB,
OCYLWECTBNAKOLWUX
YNPABJIEHUE B CO®EPE OBPA3OBAHUA, UH®OPMALIMN O BE3OIMNACHOM
NOBEAEHNU N UCNOJIb3OBAHUU CETU "MHTEPHET"
Jkcneptamn n udneHamn BpemeHHon komuccum CoeTta dPepepaumm no pasBuUTUIO
NHPOPMaLMOHHOIo obLecTBa B pamMKax BbINOSIHEHUS peKoOMeHAauuMi napnamMmeHTCKUX
cnywaHui "AkTyanbHble BoOnpockbl obecnedeHnss 6e3o0nacHOCTM U pas3BUTUS OeTen B
MHGOPMAaLNOHHOM npocTpaHcTee", koTopble npowwnu B CoBete Pegepauumn 17 anpens
2017 r., Obun paspaboTaHbl MeTOAMYECKME peKOMeHZauun O pa3MeLleHuMM Ha
NHOPMALMOHHbIX CcTeHpax, ohuumanbHbIX WHTEepHeT-canTax n Apyrmnx
MH(POPMAUMNOHHBIX pecypcax obuweobpa3oBaTernbHbIX OpraHuM3auuMi W OpraHos,
OCYyLLECTBNALWNX ynpasneHne B cdepe obpasoBaHus, nHdopmauum o 6es3onacHom
nosegeHMnM n  ucnonb3oBaHun cetn  "UHTepHeT" (ganee - meTogudeckue
pekomeHaauum).
MeToauyeckne pekomeHOauun HanpaerieHbl Ha KayYeCTBEHHOE MOBbIWEHWE YPOBHS
NHAOPMAaLNOHHON AeATenbHOCTM obuieobpa3oBaTenbHbIX OpraHu3auun M OpraHos,
OCyLLeCTBNALWMX ynpaBneHve B cdepe obpasoBaHus, B 4YacTu WMHGOPMUPOBaHMSA
yyalmxcs, ux pogutenen (3akoHHbIX nNpeacTaBuTenen) u negarormnyecknx paboTHUKOB
006 OCHOBHbIX acnekTax MHPOPMaLMOHHON 6Ge30NacHOCTMU.
MeToguyeckne pekomeHgauum MNO3BONAT o00ueobpasoBaTesibHbIM OpraHu3aumsm |
opraHam, OCYLLEeCTBNAOLWMM ynpaBneHne B cdepe obpasoBaHus, aKkTyanuanmpoBaTb
yXXe ucnonb3yemble W pasMelleHHble UWHGOpPMaUMOHHbIE MaTepuanbl, Tak U
NoAroTOBUTb UX B CIy4ae UX OTCYTCTBUS C y4ETOM NyYLUMX NPaKTUK U peKOMeHOaLUmni.
B pamkax meToguyeckmx pekomeHgauum paccMmaTpusalroTcs Creayroume NMHCTPYMEHTDI:
1. NHPOPMALMOHHbIE CTEHAPbI,
2. ohuumarneHble NHTEPHET-PECYPCh;
3. cpeAcTBa MaccoBou MHGOpMauuu (LWKOMbHblE ra3eTbl, Negarorndyeckme u3gaHmsa u
Apyrve).
MUHdopmaumoHHble cTeHAbI
Ha  wunHdpopmMaumoHHbIX  cTeHgax B obuweobpasoBaTenbHbiX — OpraHu3aumsix,
PacnosIOKEHHbIX B hone yupexaeHun n B kabuHeTax, OCHaLEHHbIX NepCoHanbHbIMU
ycTponcteamm [Ona  Bbixoga B ceTb "MHTepHeT", pekomeHOyeTcs pasMecTuTb



NHPOPMALMOHHbIE NaMSATKM, COOEpXalluMe OCHOBHbleE COBETbl MO 0becnevYeHunto
NHPOPMaLMOHHOM BE30MacHOCTU yYaLLMXCA.

B npunoxenun N 1 K MeToan4ecknm pekoMeHgaumsm npencraBneH obpasew NamsiTku
Ons pasmelleHnst Ha MHPOPMALMOHHBIX CTEeHAaX.

CpeacTtBa maccoBon MHopMaLmm
B cpeactBax maccoBon MHGOpMaLMKM, OPUEHTUMPOBaHHbLIX Ha oby4vatowmxcs,
pekoMeHayeTcs B TedeHne y4ebHoro roga perynsapHo nybnmkoBate MH(POPMaLNOHHbIE
MaTtepuarnbl, NOCBSILLEHHbIE OTAENbHLIM acnekTtaMm nHdopmaumMoHHoM 6e3onacHoCcTH, a
TaKKe pasnmyHble NamMsaTky 0bLLEro xapakrepa.

B cpegctBax maccoBoW  MH(popMauuu, OPUEHTUPOBAHHLIX Ha Mefarornvyeckyro
OOLEeCTBEHHOCTb, PEKOMEHAYeTCA B TeYeHWe KaneHOgapHoro roga perynspHo
nybnukoBatb MH(OPMAaLMOHHbIE MaTepuarbl, MOCBALLEHHbIE OTAENbHbIM acnekTam
MHOPMaLNOHHOM 6esonacHocTn Kak HeCcoBEepLUEHHONETHUX, Tak n
obuweobpa3oBaTenibHbIX OpraHu3auun, a Takke pasnuyHble namsaTku, 00630pbl
HOPMaTUBHO-NPABOBOrO PErynMpoBaHusa AaHHOW cdepbl N MHAOPMALMIO O aKTyanbHbIX
MeponpuUAaTUAX 1 cobbITuaX B AaHHOM cdepe.

B xope npoeegeHusa EpguHoro ypoka no 6esonacHoct B cetn  "UHTepHeT"
pekomeHayeTca obecneuntb BbIMYCK TEMaTMYECKOro BbiNyCKka CpeacTBa MacCOBOW
nHpopmauun nnbo cepum nybnukaunin, cpeam KOTopbiX PacCCMOTPETb OPraHN30BaHHbIE
MeponpuaTUa Ons obyyarowmxcs, UxX poguTenen (3akoHHbIX npeactaBuTenen) wu
negarormyeckomn obLecTBEHHOCTH.

OdmumanbHblie UHTEpHeET-pecypcebl
O6weobpasoBaTenbHbIM  OpraHM3aunaM pPeKoOMEHAYeTCs Ha CBOUX OduumanbHbIX
MHTepHeT-pecypcax  obecneuntb  PYHKUMOHMPOBAHME  CaMOCTOATENBHOMO U
cneunanumanpoBaHHoro pasgena "WHdopmaumoHHas ©e3onacHOCTb", B pamkax

KOTOPOro npefycMoTpeTb pasMeLLeHne criegyolen nHpopmaumm:
®opmar
npeacraBjleHUs
N| Pasgen/moapasaen MaTepuaJIoB Cojep:xaHue MaTepuaJioB
PasmeluaroTcs Konun JOKYMEHTOB, T.€.
CKaHMPOBAHHbIV BapnaHT JOKYMEHTA,
COOTBETCTBYHOLMNN TpeboBaHMSAM K
napameTpam CKaHMPOBaHUS.
JlokanbHble PasmeluaroTcs JOKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLmne opraHm3aumio n
cchepe obecneyeHus paboTy C NepCcoHanbHbIMU AaHHbLIMMU,
NHOPMaLMOHHOM Konuu nraHbl MEPONPUATUA No obecneveHunto
GesonacHoCTK NOKYMEHTOB B [MH(bopMaumnoHHom 6e3onacHoCTH
1.Jo6yyatomxcs dopmaTte *PDF |obyyatowmxcs n gpyrue.
My6nukytoTCs akTyanbHble CBEAEHNSA O
befeparnbHbIX U perMoHarnbHbIX 3aKoHaXx,
NMCbMax opraHoB BriacT u apyrue
HOPMaTUBHO-NPaBOBbIE LJOKYMEHThI,
pernameHTupytowme obecneyeHune
MHdOpMaLUMOHHON Be3onacHOCTH
HecoBepLueHHoNeTHUX. [lonyckaeTcs
BMECTO KOMuin pa3mMeLLaTtb rmnepccbiiikm
Konun Ha COOTBETCTBYHOLLME AOKYMEHTbI Ha
HopmaTtueHoe NOKYMEHTOB B [caTax OpraHOB rocyapCTBEHHOW
2 |perynnpoBaHue dpopmate *PDF [Bnactw.
MNeparornyecknm TekcT Ha Pasmellatotrca metToanyeckue
3.JpaboTHMKam CTpaHuUe canTa|pekomeHgauumy 1 ykasblBaeTcs




Konuu MHpopmauust 0 MeponpUATUSIX,
NTOKYMEHTOB B [NpOEKTax 1 nporpaMmmax, HarnpasBrneHHbIX
dopmaTte *PDF |Ha noBblleHne NHPOPMaLMOHHOM
rPaMOTHOCTM negarormyeckmnx
pabOTHMKOB.

PasmeluaeTcsa nHgopmaumoHHas
namsitka (npunoxerHune N 2) n
yKa3sblBaeTCca MHopmMaums o
MepPONpUATUAX, NPOEKTax N Nporpammax,
HanpaBSieHHbIX Ha NOBbILLEHWE

TekcT Ha MHOPMaLMOHHON rPaMOTHOCTU
4.|06yyarowmmes CTpaHuLe cavTta|obydaromxcs.
Poantenam (3akoHHbIM
npencraBUTENAM) TekcT Ha PasmeluaeTcs nHgpopmaumoHHas
5.Jobyyatomxcs cTpaHuue cantalnamaTka (npunoxerHne N 3).

Pa3mewaeTca nHgopmauus o
pekoMeHayeMbIX K UCMONb30BaHUIO B
[leTckne 6e3onacHble [TekcT Ha y4ebHOM npouecce 6esonacHblx canTax,
6.)canTbl CTpaHuue canTa|baHHepbl 6e30NacHbIX 4ETCKMX CauTOB.
OpraHam, ocyllecTBrnsOWMM ynpasneHne B cepe obpasoBaHnd, pekoMeHayeTcs Ha
cBoux  odmumanbHbix  MIHTepHeT-pecypcax  obecrneuntb  (PyHKUMOHMpPOBaHUE
CaMOCTOSATESNbHOro n cneunanusanpoBaHHOro pasgena "HpopmaumnoHHas
Ge3onacHoCTb", B paMKax KOTOPOro npeaycMOTpeTb pasMeLleHne CrieaytoLlen
NHopMaLnK:

MpunoxeHne N 1
NMAMATKA
ansa osYYAKLWMxXcAa o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJNb3A
1. Bcem nogpsa coobuiatb CBOK YacTHy MHopmauuio (HacToswmue nms, amunuio,
TenedoH, agpec, HOMep LWKOMbI, a Takke poTorpadumm CBOU, CBOEN CEMbM U APY3EN);
2. OTKpblBaTb BrIOXEHHble ansibl 9MNEeKTPOHHOW MOoYThbl, KOrga He 3Haelb
oTnpasuTens;
3. [pybutb, npuauMpaTtbCs, OKasbiBaTb AaBrieHMe - BeCcTU cebs HEeBEeXnMBO U
arpeccuBHo;
4. He pacnopshkancs geHbramum TBOEW ceMbu 0e3 paspelleHns cTaplumx - Bcerga
cnpaiwumBan poguTtenen;
5. He BcTpevancs ¢ VHTepHeT-3HAaKOMbIMW B pearibHOM XWU3HWU - MOCOBETYMUCH CO
B3pOCbIM, KOTOPOMY OBEPSELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobm 06 aTom
CBOVM POAUTESNIAM UMK ONeKyHaw;
2. MpuvrnawatoT nepenncbiBaTbCs, Urpatb, 0OOMeHMBaTbLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe KonnpoBaHue gannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBay B3pOCribiM 0 npobriemax B CETU - OHWU BCerga noMoryT;
5. Wcnonb3ynm HacTponku 6Ge30nacHOCTM M MPUMBATHOCTM, YTOObI HE MOTEPATb CBOU
aKKayHTbl B COLICETSIX U ApYrnX nopTanax.
MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [jenai CCbINKy Ha Hero;
3. OTKpbIBaK TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;
4. ObwaTtbCcsa 3a NOMOLLbIO B3POCHbIM - POAUTENMN, ONEKYHbI 1 agMUHUCTPALNA CanToB
BCerga nomoryT;



5. lMponagn o6yveHne Ha cante "CeTeBMYOK" M noMy4yn nacnopT uLMUGPOBOro
rpakgaHuHal

MpunoxeHne N 2

MHO®OPMALIMOHHAA NAMATKA
and obyYHYALOLWUXCA onAa PASMELLEHUA
HA O®OULIMATIbHBIX MHTEPHET-PECYPCAX

C kaxxgblM rogomM MONOAEXM B UHTEPHETE CTAHOBUTLCSA Oonblue, a LWKONTbHUKN O4HN U3
cambIX aKTUBHbIX Norib3oBaTenen PyHeTta. Mexay TemM, MOMMUMO OrPOMHOr0 KonmyecTsa
BO3MOXXHOCTEN, MHTEPHET HeceT M npobnembl. OTa namaTka OOImKHA NMomModb Tebe
©e3onacHoO HaxXoAUTbCA B CETH.
KoMnbloTepHble BUPYChI
KoMnblOTEPHBIN ~ BUPYC - 3TO  Pa3HOBMAHOCTb  KOMMbKOTEPHBIX  NPOrpamMmm,
OTNMYUTENBHOM OCOBEHHOCTBID KOTOPOW ABNSAETCA CNOCOBGHOCTb K pa3MHOXeHuo. B
OOMNOSTHEHNE K 3TOMY, BUPYCbl MOFYT MOBPEAUTb UMM MOMHOCTbIO YHUYTOXUTb BCE
dannbl M OaHHble, NOAKOHTPOSbHbIE MNONb30BATEND, OT WMMEHM KOTOporo Obina
3anylieHa 3apaxeHHasa nporpaMmma, a Takke noBpeauTb WAN [axXe YHUYTOXUTb
ONepaunoHHYI0 CUCTEMY CO BceMu annamum B uernoMm. B 6GonblnHCTBE criyyaes
pacrnpoCTPaHAKTCA BUPYCbl Yepes3 MHTEPHET.
MeToab! 3aLnTbl OT BPEAOHOCHbLIX NporpamMm:
1. \cnonb3yn coBpeMEHHbIE ONMEPaLMOHHbIE CUCTEMbI, UMEOLLNE CepPbe3HbI YPOBEHDb
3alUnTbl OT BPEOOHOCHbIX Nporpamm;
2. lNocTosiHHO ycTaHaBnvBan nadTn (UMcpoBble 3annaTky, KOTOpble aBTOMaTU4YeCKu
yCTaHaBMNMBAKTCA C Lenbio OopaboTkum nporpammbl) v apyrne OOHOBMEHMS CBOEWN
onepaumoHHon cuctembl. CkaumBam nx TONbKO C oduumManbHOro camta paspaboTtymka
OC. Ecnu cywecTByeT pexnm aBTOMaTn4eckoro 06HOBNEHNS, BKITHOYN €rO0;
3. Pabotam Ha cBoeM KOMMbOTEPE NO4 MpaBaMu MoONb3oBaTens, a He
agMuHUCcTpaTopa. 3OTO He no3BOoNMUT  OONbLUMHCTBY BPEAOHOCHBIX  MporpaMm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHAaNIbHOM KOMMbIOTEPE;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NMPOAYKTblI U3BECTHbLIX NPOU3BOAUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;
5. OrpaHunyb om3nyeckuin JOCTYN K KOMNbIOTEPY AS1 NOCTOPOHHUX NNL,;
6. Vicnonb3yin BHeLWHWe HocuTenn nHopMauum, Takue Kak rewuka, guck unm dgann ms
WHTEPHETAa, TONbKO M3 NPOBEPEHHbBIX NCTOYHUKOB;
7. He oTkpbiBa KOMMNbIOTEPHbIE (hannbl, MONyYEeHHblE N3 HEHaOEXHbIX WUCTOYHWUKOB.
[axe Te cpannbl, KOTOpbIE NPUCHan TBOW 3HAKOMBbIW. Jly4ylle yTO4YHU Y HEero, OTnpaBrisas
nn OH Tebe unx.
Cetn WI-FI
Wi-Fi - 3TO He BMA nepedayvn AaHHbIX, HE TEXHOMOIMA, a BCero nuilb OpeHa, mapka.
Ewe B 1991 rogy HuaepnaHackass komnaHus 3apernctpupoBana 6peng "WECA", 4to
obos3Havano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoguTCa Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu powna gpyras abbpeBuaTtypa, KOTOpasa SBMSETCA TaKOW Xe
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue Obino JAaHO C HAMEKOM Ha
CTaH4apT Bbiclwen 3ByKoBOM TexHuku Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, oTensix n asponoprax sABMASeTCa OTIINYHON
BO3MOXHOCTbIO BbIXO4a B WHTEPHET. Ho MHOrme aKkcnepTbl CYMTAT, 4TO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcs 6e3onacHbIMu.
CoBeTbl No 6e3onacHocTv paboTbl B 06wWwenocTynHbIX ceTax Wi-fi:
1. He nepepasan cBOKO nMYHy0 MHGopmMauuio yepes obuwepoctynHole Wi-Fi cetwn.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposiv 4OCTyna, NOMMHbl U Kakne-To HoMepa;



2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE NporpamMbl U GpaHamayep. Tem cambiM Thbl
obe3onacuulb cebsi OT 3akayku BUpyca Ha TBOe YCTPOMCTBO;

3. MNpu wncnonb3zosaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn K hannam u
npuHtepam". [daHHas QYyHKUMA 3akpbiTa MO YMOMYaHUK, OAHAKO HeKoTopble
Nonb30oBaTeENN aKTUBMPYIOT €€ And ygobcTBa MCnonb3oBaHns B paboTe unm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI gna nepegaym nuYHbIX OaHHbIX, Hanpumep 4ng
BbIX0Ja B coumnarbHble CETU UIK B ANIEKTPOHHYIO MOYTY;

5. Wcnonb3y Tonbko 3alumiieHHoe coeanHeHune vepe3 HTTPS, a He HTTP, 1.e. npu
Habope Beb-agpeca BBoaM MMeHHo "https://";

6. B wmobunbHoM TenecoHe oOTkMouM  yHkumo  "Tlogkntodenne k- Wi-Fi
aBTOMaTu4veckun". He gonyckanm aBTOMaTUYECKOro MOAKIMIOYEHUA YCTPOWUCTBA K CeTAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbeHble ceTn

CoumanbHble CEeTU aKTUBHO BXOLAT B HaLUy XW3Hb, MHOrMe noan paboTarT U KUBYT
TaMm [MOCTOSHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4enoBek, 4TO
ABNAETCA OOHOW CeabMON BCeX Xutenew nnaHeTtbl. MHorme nonb3oBaTenn He
NMOHUMAIOT, YTO MHdOPMaUUS, pa3sMeLLEHHAss UMW B COLMArbHbIX CETSX, MOXET ObITb
HangeHa W UCMonb30oBaHa KeM YrogHo, B TOM u4ucre He obsasaTtenbHo ¢ 6narumm
HaMepeHNAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHnyb cnucok Aapysen. Y Teba B Apy3bsiX He OOMKHO OblTb CryYanHbIX U
HEe3HaKOMbIX NIOOEN;

2. 3awumuian cBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, oaty
TBOEr0 POXAEHUS W  APYryl JNUYHYI  UHOPMaUUKo.  3NOYMbILWSEHHUKN  MOryT
MCrnonb3oBaTbh Adaxe WHOPMauUK O TOM, Kak Tbl M TBOW poAMTENU nraHvpyeTe
NPOBECTU KaHUKYNbI;

3. 3awmuwan ceo penytaumio - AepXn ee B YACTOTE M 3agaBan cebe BONpoc: xXoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaews? [logyman, npexae
4YeM 4YTO-TO onybnMKkoBaTh, HANUCaTb N 3arpy3nThb;

4. Ecnn Tbl roBOpULLbL C NOObMU, KOTOPbIX HE 3Haellb, HE UCMOSb3yM CBOE peasibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XXUTENbCTBA, MeCTO y4ebbl U NpoYeE;
5. N36beranm pasmelieHuns dotorpacduin B IHTEpHETE, rae Tbl N300paKeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaeniuTb TBOE MECTOMOSIOXKEHME;

6. MNpu pernctpaumm B coumanbHOM ceTn Heob6Xo0ANMO UCMNOMb30BaTb CNOXHbIE MAapPOsN,
cocTosdme n3 BykB 1 undp 1 C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTU, NOYTbl U APYrMX canToB HEOHXOAMMO MCNONb30BaTh pa3Hble
naponu. Toraa ecnu 1ebs B3noOMatoT, TO 3MOYMbILLMEHHMKN NOSyYaT AOCTYN TOSMbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEeKTPOHHbIE AEHBIN

OnEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIN Ccnocob nnaTtexewn, OAHAKO CYLLECTBYHOT
MOLLEHHUKU, KOTOPbIEe XOTAT MOMYyYnTb 3TU AEHbIN.

OnEeKTPOHHbIE AEHbIM NOSIBUNIUCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOpP He NpOonmncaHo rnpo HUX B 3aKOHaXx.

B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe NponucaHO B 3aKOHe, rae ux
pa3gensitoT Ha HEeCKONbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIEe. PasHunua B TOM, 4TO
@HOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs npoBOoAMTbL onepauun 6e3
naeHTuuKaunumM nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUUKaLMsa nonb3oBaTens
aBnsieTca obazaTenbHOMN.

Takxke crnefnyeT pasnuyaTb 3NEKTPOHHblE (buaTHble AeHbrn (PaBHbI rOCYyAapCTBEHHbIM
BaniTam) U ONEeKTPOHHble HeduaTHble [OeHbrM (He paBHbl FOCYy4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHbIMU AEHbraMu:



1. MpuBskM K cyeTy MOOUNbHBIN TenedoH. ATO camMbli yOOOHbLIN N BbICTPLIN CNOCO6
BOCCTAHOBUTb 4OCTYN K cyeTy. [puBA3aHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOWM
nnaTexXxHbl Naponb Unu 3anjellb Ha CauT C HE3HAKOMOro YCTPOUCTBA;

2. Vcnonb3yn ogHopasoBble naponu. locne nepexoga Ha YCUMEHHYH aBTopu3auuto
Tebe yxe He BygeT yrpoXkaTb ONAacHOCTb KpaXu UM nepexesaTta NraTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpectynHukam OyaeT He NpOCTO yragaTb CrOXHbIN
naposib. HagexHble naponu - 3T0 Naponv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebsi CTPOYHblE M MPOMUCHbIE BYKBbI, LMAPbLI U HECKOIbKO CUMBOJSIOB,
TaKue Kak 3HaK gonnapa, yHTa, BocknuuaTernbHbI 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA calTax, KOTOPbIM He AoBepSeLLb.

OneKTpoHHada no4Ta

ONEeKTPOHHAas noyTa - 3T0 TEXHOSOMMA U NpeJocTaBnseMble et YCNyr no nepecoisike u
MOMNYYEHNIO 3MEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OBbIYHO 3NMEKTPOHHBLIM MOYTOBLIN  AWMK BbIFNAAUT cnegyrowumM  obpasom:
UMS_nonb3oBaTena@ums_aomMeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaaBaTtb dpaunsibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:

1. Hago BbiGpaTb npaBurbHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCcTb OrPOMHbINA BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jydlle AOBEPSTb TEM, KOro 3Haelwb U KTO
nepBbIn B PEUTUHTE;

2. He ykasbiBan B NIMYHOM NOYTE NMYHYIO MHopmauuo. Hanpumep, nydwe BbibpaTtb
"My3blkanbHbI_haHaT@" unm "pok2013" BmecTo "tema13";

3. Vicnonb3yn AByxaTanHy aBTopu3auunio. 3TO Koraa NoMMMO Naposns HY>XHO BBOOAUTb
Koa, npucbinaembin no SMS;

4. Bbibepn crnoxHbln naposnb. [Ons KaXgoro MOYTOBOro siwjmka OOSmKeH ObiTb CBOM
HaZEeXHbI, YCTOMYMBLIN K B3NTIOMY Naporsib;

5. Ecnu ecTb BO3MOXHOCTb HanmMcaTb CamMOMy CBOM JN4YHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcrnomnb3yn HECKOSNbKO MOYTOBLIX SAWMKOB. [lepBbii ONA 4acTHOW NEpPennucku C
agpecatamu, KOTOpbIM Tbl [JoBepsiellb. JTO OMEKTPOHHbIN  adpec He Hajo
MCnonb30BaTh NPU perucTpauum Ha oopymMmax u camtax;

7. He oTkpbiBan dpannbl U gpyrue BIIOXKEHUA B NMUCbMax, JaXe ecrnn OHU NpuLInu oT
TBOMX Apy3en. Jlydlie yTo4YHM Y HUX, OTNPaBnsanu nn oHu tebe atun annbi;

8. lNocne okoH4yaHust paboTbl Ha NOYTOBOM CepBUCE Nepeq 3akpblTUEM BKIaAKM C
canToM He 3abyab HaxaTb Ha "Bbintn".

KnbepbynnuHr unm BupTyanbHoe nsgesaTenbCcTBO

Knubepbynnuur - npecnegoBaHve COOOLLEHUAMK, coaepKalmmm  OckopbneHms,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHWE C MOMOLLbIO
pasfiMyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KNbepOynnHrom:

1. He 6pocancsa B 6on. Jlyywnin cnocob: nocoBetoBaTbCs Kak ceba BeCTU U, ecnu HeT
TOro, K KOMy MOXHO 00patuTbCs, TO BHa4dane YCnokoutbcs. Ecnn Tbl HayHelwb
oTBeYaTb OCKOPONEeHusIMM Ha OCKOpPONEeHusi, TO TONMbKO elle Oonblle pasoXKeLlb
KOHSUKT;

2. YnpaBnsu cBoen kubeppenyTtaumnen;

3. AHOHMMHOCTbL B ceTu MHuMMasd. CyLlecTBYHOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckuim obpas BUPTYyanbHOW XU3HU. VIHTepHET pukcupyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux yaeT KpanHe 3aTpyaAHUTENBHO;

5. Cobntogan cBot BUPTYarbHY YECTb CMOSIOAY;

6. WrHopupyn eaumHunyHbIn HeratmuB. OpHopas3oBble OCKOpPOUTENbHbIE COOBLLEHMS
nyywe urHopuposatb. OBbLIYHO arpeccus nNpekpallaeTca Ha HavarnbHOW cTaguu,



7. ban arpeccopa. B nporpammax oOGMeHa MrHOBEHHbIMW COOOLWEHUAMMK, B
coumanbHbIX CeTSAX €eCTb BO3MOXHOCTb OMOKMPOBKM OTMPaBKM COOOLIEHUA C
onpeneneHHbIX agpecos;

8. Ecnmn Tbl cBupgetenb kubepbynnuHra. TBOM OENCTBUSA: BLICTYNUTbL NPOTMB
npecnegosaTtens, MokasaTb €My, 4YTO €ero [OeuCTBUA OUEHMBAKTCA HeraTuBHO,
nogaepXxaTb XepTBy, KOTOPOW HyXXHa MCUXorornyeckas nomoLlb, COOOLMTb B3POCHbIM
0 (pakTe arpeccnBHOro NOBeLEHNSA B CETH.

MoOunbHbIM TENedoH

CoBpeMeHHble CcMapTOHbl W nMnaHwWeTbl cogepXxaT B cebe BnomHe B3pOCHbIf
dYHKUMOHAr, U Tenepb OHM MOFYT KOHKYpPUpOBaTb CO CTaLMOHAPHLIMW KOMMbIOTEPAMM.
OpHako, cpefcTB 3awmnThl Ans Nogo6HbIX YCTPOMCTB NOKa O4YeHb Masio. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NPOUCXOAUT HE Tak MHTEeHCMBHO, Kak an4 MK, 1o xxe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHWNNA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe npakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako paclmnpeHune yHKLMoHana BneyveT 3a cobon 60nbLIy0 CAOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTD.

[aneko He Bce NMpov3BOAUTENM BbiNyCKalOT OOHOBMEHUS, 3aKpbiBaOLLNE KPUTUYECKME
YS13BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCT MOBUNbHOro Tenedoxa:

Hwunuero He aBngaeTcsa no-HacTodwemy becnnaTHbiM. byab ocTopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbli KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakue-TO niiaTHble
ycnyru,

Oyman, npexage vyem otnpasutb SMS, poTto nnu Bngeo. Tbl TOYHO 3HaeLb, rae OHU
ByayT B KOHEYHOM UTore?

HeobxoaMmMo 06HOBNATL ONepauUoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yi aHTUBMPYCHbIE NpOorpamMmMbl A5t MOBUIbHbLIX TENE(OHOB,

He 3arpyxan npunoxeHus oT HEU3BECTHOIO WUCTOYHMKA, Bedb OHW MOryT coAepaTb
BPeOoOHOCHOE nporpaMmHoe obecnedeHue;

[Mocne TOro kak Tbl BblMAELWb C caWTa, rae BBOAWST NUYHYIO MHOpMauuio, 3angn B
HacTponkn bpaysepa n yganu cookies;

[Mepuoamnyeckn NpoBepsiv, Kakme nnaTHble YCnyru akTMBMpoBaHbl HAa TBOEM HOMEPE;
[aBan cBon HoMep MOBMNBHOro TenedoHa TOMbKO NMAAM, KOTOPbIX Tbl 3HaeLb 1 KOMY
[oBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrAa Tbl UM He nonb3yelbes. He 3abbiBan nHoraa
NPOBEPATL 3TO.

Online vrpsl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLUME pa3BrievYeHus,
obbeanHsLWmMe COTHM ThICAY YernoBek No Bcemy mupy. Vrpokn nccnenyot gaHHbIA UM
MUp, obLalTca Opyr C APYrom, BbIMOSMHSAKT 3a4aHus, CpaxakwTCad C MOHCTpaMu U
noflyyaroT onbIT. 3a yOOBOMbCTBME OHM NNATAT: MNOKynawT AUCK, OnfadnBatroT
aboHeMeHT nnun npruobpeTaroT Kakme-To Onuun.

Bce atm cpenctBa maoyTt Ha noggepxaHwe M pasBuUTME UMpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aL MK, BbIMyCKalOTCA HOBbIE NaTym
(unchbpoBble 3annaTku Ans NporpamMmMm), 3aKpbiBalOTCHA YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CToMT onacaTbCs HE CTONIbKO CBOWMX COMEPHUKOB, CKOJTbKO Kpaku
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTtema aBTopusaumm 60MbLINHCTBA Urp.
OcHoBHble coBeTbl MO 6€30NacHOCTM TBOEro UFPOBOr0 akKayHTa:

1. Ecnn gpyron urpok Beget cedsi nnoxo unm cosgaeT Tebe HeENpUATHOCTU, 3abnokmpymn
€ro B CMMCKe UrPOKOB;

2. [loxanynca agMuyHUCTpaTOpaM WUrpbl Ha MroOX0e MNoBedeHne 3TOro Urpoka,
XenaTtenbHO NPUMOXUTb Kakne-TO JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nMyHyo MHpopmaumo B npodansie nrpbl;



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctraHaBnuBaun HeoduumarnbHble NaTyn u Moabl;

6. cnonb3ymn CnoXxHble 1 pasHble Naposv;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTMBMpPYyC. [1loka Tbl uUrpaellb, TBOW
KOMNbIOTEP MOTYT 3apasuThb.

OULLIMHT K KpaXka NUYHbBIX OaHHbIX

OOGblYyHON Kpaxken OeHer U [OOKYMEHTOB CEerofHsl Y€ HWKOro He yauBulb, HO C
pas3BUTUEM WHTEPHET-TEXHOMOMMA 3IIOYMbILLIIEHHUKM MNEPEMECTUSIUCE B MHTEPHET, U
NpoaosmKarT 3aHMMaTbes "nobumsiM" genowm.

Tak nosBmMnacb HoBas yrpo3a: UHTEPHET-MOLUIEHHNYECTBA UNN PULLNHT, NaBHas Lenb
KOTOPOro COCTOUT B [MOMyYeHUU KOHPUAEHUMANbHbIX [AaHHbIX Monb3oBatenen -
NornHoB 1 naponen. Ha aHrnuinckom s3sbike phishing untaetca kak puwmHr (ot fishing -
pblbHas noens, password - Naposnb).

OcHoBHble coBeTbl No bopbbe ¢ PULLIMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogos3peBaellb, YTO TBOS aHKkeTa Obina
B3noMaHa, To Heobxogmmo 3abnoknpoBaTb €€ U COOBLNTL agMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©Oes3onacHble Beb-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv Tebsa B3nomaroT, TO
3M10yMbILLUIIEHHUKM NOSyYaT AOCTYMN TOSIbKO K OOQHOMY TBOEMY Npodusio B CETU, a HE KO
BCEM;

4. Ecnn 1ebsa B3nomanu, TO HeobxoaMMO npeaynpeamTb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebsa B3nomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCs cnam M CCbISIKM Ha (OULLNHIOBbLIE CaMThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBunbHbIN TenegoH;

6. OTknoYKM coxpaHeHme napons B 6paysepe;

7. He oTkpbiBan gpannbl U gpyrue BIIOXEHUA B NMUCbMax, aXe ecrnn OHU NpuLInu oT
TBOMX Apy3en. Jlydlie yTouYHM Y HUX, OTNPaBnsanu nn oHu tebe atun annobl.

Lndposag penytaums

Lincbposas penytaums - 9T0 HeraTMBHas UM Nno3nTuBHas MHpopmauma B cetn o Tebe.
KomnpomeTupylowas uHdopmMmauus, pasMelleHHas B MHTEPHETE, MOXET Cepbe3HbIM
obpa3omM oTpasnTbCs Ha TBOEW peanbHoOWM xu3Hu. "Lincdposasa penytauma” - ato TBOM
UMUK, KOTOPLIN dhopMupyeTcsa n3 nHgopmMmauum o Tebe B MHTEPHETE.

TBOEe MeCcTO XuTenbCTBa, Y4yebbl, TBOE (PMHAHCOBOE MOMOXEHNE, OCOBEHHOCTU
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKannBaeTCsi B CETW.

MHorme nNoapoOCTKMN NErKOMbICIIEHHO OTHOCATCS K Ny6nuvkauum nMYyHoOn MHopmMaumm B
MHTepHeTe, HEe NOHMMAasA BO3MOXHbIX NOCNeACTBMI. Thl JaXe HE CMOXeLlb AoragaTbCs
0 TOM, 4YTO poTorpacus, pasMeLLeHHasa 5 neT Hasapg, ctana NPUYNHON OTKasa NPUHATL
Teba Ha paborTy.

KommeHTapun, pasmewieHve TBoux doTtorpapum wn gpyrme OencTBUst MOTYyT He
MCYE3HYTb Jaxe Mocrie Toro, Kak Tbl UX yAanuuwb. Tbl HE 3Haellb, KTO COXpaHun aTy
WHoOpMauuio, nonasa M OHa B MOUCKOBblE CUCTEMbI U COXpaHufacb M OHa, a
rmaBHOE: YTO NoaymalrT O Tebe okpyxatwlme Noan, KoTopble HanayT U yBUAAT 3TO.
Hantn nHdpopmMaLmo MHOro neT CnycTa CMOXET ntobon - Kak n3 Jobpbix NobyaeHWN,
TaK U C HAMEPEHNEM MPUYMHUTL Bped. ITO MOXET ObITb KTO YroAHO.

OcHOBHbIe COBETbI NO 3aLuTe LNMPoBON penyTaLmu:

1. Nogyman, npexae 4em 4TO-TO NybrvkoBaTb M NepefaBaTb y cebsa B 6Grore vnun B
couuranbHON CeTu;

2. B HacTponkax npocunsa yctaHoBU OrpaHUYeHns Ha NPOCMOTP TBOEro npoduns n ero
coaepXnmoro, caenan ero Tonbko "ons apysen”;



3. He pa3mellan 1 He ykasbiBanh MHpOpMaUuio, KOTopas MOXeT KOro-nmbo ockopbnsaTb
nnm obmxaTb.
ABTOpCKOE npaBo
CoBpeMeHHbIE LUKOMBbHUKM - aKTUBHbIE MONb30BaTeENM LNGPOBOro MNPOCTPaHCTBA.
OpHako faneko He Bce 3HatoT, YTO NOfb30BaHME MHOMMMW BO3MOXHOCTAMU LMAPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.
TepMuH "wHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K PasfvMyHbIM TBOPEHUAM
4YerioBEeYEeCKOro ymMa, HauyuHasi C HOBbIX W300peTeHMn W 3HaKoB, 06O3HavarLMX
COBCTBEHHOCTb Ha MPOAYKTbI W YCRyrn, M 3akaHunmBas KHuUramu, cotorpadmnamu,
KMHOUNIbMaMmn 1 My3blKasibHbIMU MPOU3BEAEHNAMMN.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyt0 COGCTBEHHOCTb Ha NPOM3BEAEHMS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYMNalOT B Ka4eCTBE rapaHTuu
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUIA TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
cnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOEro Tpyaa, nonydntb
N3BECTHOCTb N Npu3HaHune. H1kTo 6e3 paspelueHns aBTopa He MOXET BOCNPOM3BOAUTb
ero npouvsBedeHne, pacnpocTpaHaTb, MNybrnMyHO AeMOHCTpupoBaTb, MpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGnu4yHO WCMOMHATb, MOKa3biBaTb/UCMONHATE B
admpe nnu pasmeLwatb B IHTepHeTe.
Mcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecneyeHns MoXeT NPUBECTU K MHOTMM
pUCKaMm: OT NOTEPU AaHHbIX K TBOMM akkayHTam 40 6noKMpOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLIECTBYIOT
neranbHble U BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWTK B CETH.
O nopTtane
CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM SA3bIKOM, @ NpW BO3HWKHOBEHUU
KPUTUYECKON cuTyauum obpaTuTbCa 3a CcoBeTOM. A Takke nNpPUHATbL ydacTve B
KOHKypCcax 1 ctaTb caMbiM UMAPOBLIM rpaxgaHuHoMm!

MNpunoxexHune N 3
NAMATKA OnA POOUTENEN OB MH®OPMALMOHHOWN BE3OMNACHOCTU AETEN
OnpepeneHne TepmuHa "mHdopmauuoHHaa 6e3onacHOCTb AeTen" coaepXuTtca B
®epepanbHoM 3akoHe N 436-®3 "O 3awmte geten oT MHGOPMaUUK, MPUYMHSIOLLEN
Bped UX 300POBb0 U PasBUTUID", PEryriMpylowmnmMm OTHOLLUEHUS, CBSA3aHHbIE C 3aLMTON
geten OT MH(OpMaUMW, MNPUYUHAKOLWEN Bped WX 300pOBbI0 U (UNKM) pasBUTUIO.
CornacHo gaHHOMY 3aKOHY "MHOopMaunoHHas 6e3onacHoCcTb AeTen" - 3TO COCTOSAHUE
3alMLULEHHOCTN, MNpU  KOTOPOM OTCYTCTBYET PUCK, CBf3aHHbIM C MNPUYNHEHUEM
MHopMaumnen Bpena ux 34o0poBbio U (M) PU3NYECKOMY, NCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wuHdopmauumen, npuyumHSOWEn Bpen
3[0POBbIO U (UNN) Pa3BUTUIO OeTeN, ABMSETCA:
1. tHOpMaLums, 3anpeLleHHasa anga pacnpocTpaHeHnsa cpean aeTen;
2. HopmaLms, pacnpocTpaHeHne KOTOPOW OrpaHUYEeHo cpean aeTen onpeaerieHHbIX
BO3PACTHbIX KaTEropun.
3. K nHpopmaummn, sanpeLteHHon ans pacnpocTpaHeHus cpeauy geten, OTHOCUTCS:
4. vHdopmaums, nobyxaawwas geTen K COBEPLUEHUIO OENCTBUIA, NPeacTaBlisoLmMX
Yyrpo3y WX XWU3HW U (Unn) 300POBbLI0, B T.4. NMPUYUHEHUIO Bpeda CBOEMY 3[40POBbIO,
camoybumncTay;
5. cnocobHOCTb BbI3BaTb Yy AETEN XernaHue ynoTpedbuTb HapKoTUyYeckue cpeacTtsa,
NCUXOTPOMNHbIE U (MNK) ofgypMaHMBalliMe BellecTBa, TabayHble u3genus,
arnkorofibHy0 M CNUpToCcOoAepXKallyto NPOoAYKUMIO, MMBO U HaNUTKW, U3roTaBfvBaeMble
Ha ero OCHOBE; MPUHATb Yy4YacTue B asapTHbIX Urpax, 3aHMMaTbCA MNPOCTUTYLMEN,
BpoaHKHMYECTBOM UMM NOMNPOLLANHNYECTBOM;



6. obocHOBbIBaKLWass wunuM onpaegpiBaloWwas [oNycTUMOCTb Hacunua n - (unu)
XecTtokocTn nmbo nobyxpawowas ocywecTBNATb HaCUNbCTBEHHbIE AEWCTBUS MO
OTHOLLEHMIO K JNIOASM U XXUBOTHbIM;

7. oTpuuarowass CeMenHbIe LLeHHOCTU U (hopMUpYOLWas HeyBaXeHne K poauTesnisam U
(Mnn) OpyrMM YneHam cembi;

8. onpasabiBaoLLasa NPOTMBOMNPaBHOE NOBEAEHNE;

9. cogepxallas HeLeH3ypHyto bpaHb;

10. cogepxawas nHdopmaunio NopHorpadmn4eckoro xapakrepa.

K nHdopmauumn, pacnpoctpaHeHne KOTOPOM OrpaHNYeHo cpeau AeTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. MHOpMaumsa, npeacTaBnsemMas B BUMAe M300paXkeHUs UM ONUCaHUs >KEeCTOKOCTH,
duandeckoro 1 (UNK)  NCUXMYECKOrOo  Hacunus, MNPecTynsieHns UM UHOro
aHTMOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOWANA Yy OeTen cTpax, yac unv naHuky, B T.4. NpeacTtaBnsemas B Buae
N306pakeHna NN ONUCaHUA B YHWXKaKOLWEN 4YenoBeyeckoe [OCTOMHCTBO opme
HeHacunbCTBEHHOW CMepTW, 3aborneBaHusd, camMoybuMCTBa, HeCHaCTHOro crny4as,
aBapuv nnu katactpodbl 1 (Un) UX NOCNeACTBUN;

3. NnpegcTtasnsemMas B BuAe M300paxeHUs UM onucaHus nonoBbiX OTHOLLEHU Mexay
MY>XHYNHOW U XXEHLLMHOW;

4. cogepxalwasa OpaHHble croBa W BbIPaXEHWHA, HE OTHOCALUMECH K HeLeH3YpHOW
GpaHu.

C yyetom aTOoro Bam npepgnaratotcs npaBuna paboTtbl B cetu WHTepHeT ans
pasnNU4YHbIX BO3PACTHbIX KaTeropun, cobniogeHne KOTopbiXx MNO3BONMT obecneynTb
NHOPMaLMNOHHYO 6e30NacHOCTb BalUMX OETEN.

O6wume npasuna gns pogurenen

1. HesaBucumo 0T Bo3pacta pebeHka wucnonb3ymTe nporpammHoe obecneyeHue,
nomorawulee unNbTPoOBaTb U KOHTPONUPOBaTb WMH(OPMaUUIO, HO He nonaranTecb
NOMHOCTLIO Ha Hero. Balle BHMMaHWe K pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OOHOM U3 couunanbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMATENbHO WU3y4YUTE, KaKyl
MHpOpMaLMIo NOMELLAT €ero y4aCcTHMKM B CBOMX Mpodunax wm 6Grorax, BKoYas
doTorpadun n BUaeo.

3. lNpoBepbTe, C KakMMu OpyrUMW cavTamu CBHA3aH coumanbHbli cepBuc Bawero
pebeHka. CrtpaHudkm Bawero pebeHka moryT ObiTb 6e3onacHbiMM, HO MOMyT W
coepxaTb CCbIfIKM Ha HexenaTeslbHble U onacHble canTbl (Harnpumep, NOpPHOCanT, uUnu
CanT, Ha KOTOPOM Apyr YNOMMHaeT HOMep COTOBOro TenedoHa Bawero pebeHka unu
Baw gomawHun agpec)

4. MNoowpsante Bawwunx geten coobuate 060 BCEM CTPAHHOM UMM OTTanNKUBalOLWEM U HE
CINULLKOM OCTPO pearupymTte, Korga oHu 31O AenarT (U3-3a onaceHnsa noTepsTb A0CTyn
K VIHTepHeTy OeTu He roBopAT poautensam O npobremax, a Takke MOryT HayaTb
ncnonb3oBaTh VIHTEpPHET BHE JOMa U LLKOSbI).

5. byabTe B Kypce ceTeBou Xn3Hn Bawero pebeHka. MIHTepecynTech, KTO UX Apy3bs B
MHTepHeT Tak e, Kak UHTepecyeTeChb peasibHbIMU APY3bAMMU.

BospacTt ot 7 oo 8 net

B WHTepHeTe pebeHok cTapaeTca NoceTUTb T€ UMW UHbIE CanTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nony4mn 6bl oT poautenen. Moatomy
poauTensamMm ocobeHHO nonesHbl OyayT Te OT4eTbl, KOTOpble MNpPefoCTaBnsTCA
nporpammamMu no OorpaHM4yeHuto ucnonb3oBaHna KIHTepHeTa, T.e. PoamTenbCckun
KOHTPOSIb UIK TO, YTO Bbl CMOXETe yBUAETb BO BpeMeHHbIX dpannax. B pesynbTaTte, y
pebeHka He OyaeT ollylleHus, YTO 328 HUM BeOeTCH MOCTOSIHHbIA KOHTPOSib, OOHAKO,
poautenu 6yayT no-npexHemy 3HaTb, KakMe canTbl nocewiaet ux pebeHok. [etn B
AaHHOM Bo3pacTe obnagalT CWUMbHbIM YYBCTBOM CEMbW, OHW [AOBEPYUBbI U HE



CcoMHeBatoTcAa B aBToputetax. OHU noBAT urpaTb B CETEBbIE UMPbl U NyTELECTBOBATb
no WHTepHeTy, MCNONb3ys 3MEKTPOHHYID MOYTY, 3ax0AuTb Ha CaWTbl U 4YaTbl, He
peKoMeHO0BaHHbIE POAUTENSMMN.

CoBeTbl N0 6e3onacHocTn B ceTn VIHTepHeT anga geten 7 - 8 net

1. Co3ganTe cnMcok gomallHUX npasun nocewleHns VHTepHeTa npu yyactum getem m
TpebynTe ero BbIMNOSHEHNS.

2. Tpebynte oT Bawero pebeHka cobnogeHWa BPEMEHHbIX HOPM HaxOXAeHusa 3a
KomnbtoTepoM. [NokaxunTe pebeHky, 4To Bbl HabngaeTe 3a HAM He noTomy 4to Bam
9TO xo4eTcs, a notoMy 4YTOo Bbl Gecnokontecb 0 ero 6e3onacHOCTM U BCcerga roToBbl
€My MoMoub.

3. KomnbloTep ¢ nogknioveHnem K VIHTEpHETY OOIMKEH HaxoauTbCsa B obLien KomHaTe
noa NPUCMOTPOM poanuTenemn.

4. Vicnonb3ynTte cnewumanbHble AeTCKMUE MOMCKOBbIE MaLUUHBbI.

5. Ncnonb3ynTe cpencrtBa 6NOKMPOBaHUS HEXenaTenbHOro KOHTEHTa KakK AOMOSIHEHNe
K CTaHOapTHOMY PoanTensckoMy KOHTPOITHO.

6. Cosgante ceMenHbI 3MEKTPOHHbLIN AWKMK, 4YTOObI HEe MO3BONUTbL AETAM MMETb
cobcTBEHHBbIE agpeca.

7. bnokupynte goctyn K camtam ¢ 6ecnnaTtHbIMX MOYTOBbIMM SALMKAMW C NMOMOLLLHO
COOTBETCTBYHOLLEro NPOrpamMmMHOro obecneyeHums.

8. lpuyunte peten coseToBaTbCss C Bamu nepen onybnvkoBaHMEM Kakon-nnbo
MHoOpMaUun cpeactBaMn 3ITEKTPOHHOM MOYThbI, 4aTOB, PErucTpaumoHHbIX POPM W
npocunen.

9. Hayuute pgeten He 3arpyxaTb awnnbl, NporpaMmmbl MM My3blky 6e3 Bawlero
cornacus.

10. He paspewante pfetaMm uUCNonb3oBaTb ChyXObl MrHOBEHHOro obmeHa
coo0LLEeHNAMMN.

11. B "6enbin" cnMcok canToB, pa3peLleHHbIX Ons MOCELEeHUs, BHOCUTE TOSMbKO CanTbl
C XopoLueun penyTtauyunen.

12. He 3abbiBanTte BecegoBatb ¢ geTbMu 06 X Opy3bsx B VIHTepHeTe, Kak ecnu Obl
peyb LWa 0 Apy3bsaX B peanibHOM XNU3HMW.

13. He penanite "taby" 13 BONPOCOB MOMOBON XWU3HW, Tak Kak B IHTepHeTe geTn MoryT
Nerko HaTKHYTbCA Ha NOpPHOorpaduio UNn canTsl "ans B3pocnbIx".

14. TMpuyunte Bawero pebeHka coobuwaTb BaM O NOObLIX yrpo3ax unv Tpesorax,
cBsi3aHHbIX ¢ VIHTepHeToM. OcTaBanTeCb CMOKOMHLIMU U HAaNOMHUTE AETAM, YTO OHU B
6esonacHocTM, ecnnm camu pacckasanu Bam O CBOMX TpeBorax. [loxBanute ux u
NOCOBETYNTE NOLOWTM eLLe pa3 B NOA0OHLIX Criyvasix.

Boapact geteunt ot 9 go 12 nert

B maHHOM BO3pacTte AeTu, Kak npaBumo, YXe HachnblwaHbl 0 TOM, Kakad MHdopMauus
cywectByeT B WHTepHeTe. CoBePLUEHHO HOPMasibHO, YTO OHW XOTAT 3TO YBUAETb,
npo4vecTb, ycnblwaTtb. [py 3TOM HYXHO MNOMHUTb, YTO AOCTYN K HexXenaTenbHbIM
mMaTepuanaMm MOXHO nerko 3abnokumpoBaTb Npu nomMowm cpencts Poautenbckoro
KOHTPOnS.

CoBeTbl No 6e3onacHocTn onsa geten ot 9 go 12 net

1. Cosgante CNUCOK JOMAaLUHUX NpaBuil noceweHns MIHTepHeT npu ydactum geten m
TpebynTe ero BbINONHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHnss HOpM HaxoXAeHNS 3a KOMMbIOTEPOM.

3. Habniopgante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaAXMTE eMy, Y4To Bbl
Becnokontecb 0 ero 6e30MacHOCTM N BCerga rotoBbl Oka3aTb €My NOMOLLb.

4. KomnbloTep ¢ nogknoyeHnem B VIHTEpHET AOo/mKeH HaxoauTbCa B obLien komHaTe
noa NPUCMOTPOM poanuTenen.

5. Vicnonb3ynte cpencrtea GrnOKMPOBaHNA HeXenaTenbHOro KOHTEHTa Kak JOMNOSTHEHNE
K CTaHAapTHOMY PoamMTensCckoMy KOHTPOSHO.



6. He 3abbiBanite npuHMMaTb HEMNoOCpPeaCcTBEHHOE Yy4vacTue B XusHu pebeHka,
B6ecenoBaTb C AeTbMU 00 X Apy3bsix B VIHTepHeTe.

7. HacramBante, 4tOObl AE€TU HMKOrga HEe Cornawanucb Ha JNWYHblIE BCTPEYn C
apysbamu no VIHTepHeTy.

8. lNos3BonanTte OeTaAM 3ax0AuUTb TONMbKO Ha canTbl u3 "Genoro" cnucka, KOTOPbINA
co3ganTe BMeCTe C HUMMW.

9. lpuyunte peTerM HUKOrAa He BblgaBaTb JIMYMHYKO WHQOPMaUuio cpencreamu
9NIEKTPOHHOM  MOYThbl, YaToOB, CWUCTEM MFHOBEHHOIO OOMeHa CcoobLeHnAMMN,
pPErncTpaunoHHbliX (OpM, NUYHBIX MpOdUNIEn M NpPU perncTpauum Ha KOHKYpCbl B
MHTepHeTe.

10. MNpuyunte pgeten He 3arpyxatb nporpammbl 6e3 Balwero paspelweHus. O6bacHUTe
MM, YTO OHM MOrYT CIydaMHO 3arpysvTb BUPYCbl WAW Opyroe HexenaTerbHoe
nporpaMmmHoe obecneveHue.

11. Cospante Bawemy pebeHKy orpaHuvyeHHyt Yy4YeTHyt 3anucb ans paboTtbl Ha
KOMMNblOTEPE.

12. lMpuyunte Bawero pebeHka coobwaTtb Bam O NHOObIX yrpo3ax WUNu TpeBorax,
CcBs3aHHbIX ¢ VIHTepHeTOM. HanomHuTe getsim, Yto OHM B ©e30MacHOCTU, ecrniv camu
pacckasanu BaM O CBOMX TPEBOrax u onaceHusx.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HacrtamBanmTe Ha TOM, 4TOObl OeTW NpenocTaBnsAnM BaM [[OCTYyn K CBOEW
9NEKTPOHHOM NoYTe, YTobbI Bbl YOeaANnNnChb, YTO OHM He 0BLLaTCa C HE3HaAKOMUAaMM.
15. O6bsAcHMTE [eTsM, 4YTO Hemnb3s WCMonb3oBaTb CeTb AN XYNUraHcTBa,
pacnpoCcTpaHeHns CnieTeH unun yrpoa.

Bospact geten ot 13 go 17 net

B aTom BO3pacTe noapoOCTKM aKTMBHO MCMOSb3YKOT MOUCKOBbIE MalLMHbI, MNOMb3YTCA
3NEeKTPOHHOM MNOYTON, cnyx6amy MrHOBEHHOrO oOMeHa cooOLeHnsIMK, cKavmBatoT
My3blky U unbmbl. Manbunkam B 3TOM BO3pacTe 6Gonblue No HpaBy CMeTaTb Bce
OrpaHnyeHunsi, OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTUHOK "ANs B3pOCSbIX".
[eBoukn npegnouynTaroT obuwaTtbca B 4artax, nNpuM 3TOM OHM ropa3go OGonee
YyBCTBUTENbHbI K CEKCYarnbHbIM JOMOraTenbcTBam B VIHTEpHeTe.

3ayacTyo B JaHHOM BO3pacTe POAMTENSIM YXKe BECbMa CITOXXHO KOHTPOSIMPOBAaTbL CBOMX
aeTen, Tak Kak 06 VIHTepHeTe OHM yXXe 3HaloT 3Ha4YMTENbHO Bonblle CBOUX poauTENeNn.
Tem He MeHee, He oTnyckanTe geten B "cBobogHoe nnaBaHue" no WHTepHeTy.
CrapanTecb akTMBHO y4acTBoBaTb B 00LLeHUn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaeBuna  WMHTepHeT-Ge3onacHocTn -
cornawleHne mexay poautensamm n getbMu. Kpome 10oro, He06X04MMO Kak MOXHO Yalle
npocmaTtpuBaTtb OTYETbl O AesATenbHOCTM AeTen B VHTepHeTe. CnegyeT obpaTtuTb
BHMMaHME Ha HeobXOoAMMOCTb CoAepXaHua poaUTENbCKMX naponen (naponen
aAMWHNCTPATOPOB) B CTPOroM cekpeTe M 0bpaTuTb BHMMaHWE Ha CTPOroCTb 3TUX
naponeun.

CoBeTbl N0 6e3onacHocTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante cCnMCOK AOMAaLLUHMX MpaBui nocelleHns WHTepHeTa npu  yyactuu
noapocTkoB M TpebynTte 6e3ycrnoBHOro ero BbinonHeHus. ObroBopute ¢ pebeHkom
CANCOK 3anpeleHHbiXx canTtoB ("4yepHbli cnucok"), 4Yacbl paboTbl B WHTepHeTe,
PYyKOBOACTBO no obLieHunto B VIHTepHeTe (B TOM Yucre B YaTax).

2. KomnbloTep € nogknodeHnem K cetn VIHTepHeT OommkeH HaxoauTbCs B oOLuen
KOMHaTe.

3. He 3abbiBante becenoBaTtb C AeTbMU 00 MX APY3bsX B MIHTepHETe, O TOM, YEM OHU
3aHATbl TakuMm obpasom, byaTo pedb MAET 0 APY3bsX B peanbHon xusHu. Cnpawmvsante
0 ngsax, C KOTOpbIMX AeTn obuiarTca NocpeacTBOM Cry0 MrHoBeHHoro obmeHa
coobLieHamm, 4Tobbl ybegnTbes, YTO 3TN NI0AN UM 3HAKOMBbI.



4. Ncnonb3ynTe cpeactBa 6NOKMPOBaHMA HeXenaTenbHOro KOHTEeHTa Kak AOMOofHeHne
K CTaHAapTHOMY PoamMTenbckoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, KakuMuM 4atamm nonb3ytoTca Bawwn petu. [Moowpsante
NCrnonb30BaHME MOAEPUPYEMbIX YaTOB M HacTamBanTe, 4YTObbl OeTn He obwanucb B
NPUBaATHOM pPEXUME.

6. HactamBanTte Ha TOM, YTODObI AETU HMKOrA4a He BCTpeYanucb SIMYHO C OPY3bsSMU U3
cetn VIHTepHerT.

7. Tlpnyynte peten He BbldaBaTb CBOK JIMYHYKO MHOpMaUMio cpeacTtBamu
SNEKTPOHHOM MOYThbl, YaTOB, CWUCTEM MIFHOBEHHOIO OOMeHa CoobLEeHUAMMN,
PErmcTpaunoHHbIX POPM, NUYHBIX NpouUnen M nNpu perucTpauum Ha KOHKYPCbl B
MHTepHeTe.

8. Mpuyunte pgeten He 3arpyxatb nporpaMmmbl 6e3 Bawero paspelweHus. O6bacHUTE
MM, YTO OHM MOryT CIydaMHO 3arpysvTb BUPYCbl UMW Opyroe HexenaTerbHoe
nporpammHoe obecneveHue.

9. lNpuyunte Bawero pebeHka coobwatb Bam O nOObIX yrpo3ax WM Tpesorax,
cBsi3aHHbIX ¢ VIHTepHeTOM. HanomHuTe getsim, 4to OHM B ©e30macHOCTU, ecrniv camu
pacckasanu BaM, O CBOMX yrposax unu Ttpesorax. [loxBanute uX W NOCOBETyUTE
NnoaonTK eLle pa3 B NoAOOHbIX criydasx.

10. Pacckaxute getam o nopHorpadpum B NHTepHeTe. Nomorute um 3awmTuTbCs OT
cnama. HayunTe nogpocTkoB He BblgaBatb B WHTepHeTe CBOero peasnbHOro
9IEKTPOHHOrO ajgpeca, He OTBeYaTb Ha HexenaTelnbHble NUCbMa WM UCMNOoSb30BaTb
cneumnanbHble NoYToBbIE (PUNBLTPBLI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamm, KOTOpbIe NOCELLAT NOAPOCTKMN.

12. HayunTte geten yBaxaTb ApPYrMx B UHTepHeTe. Yb6eamTecb, YTO OHU 3HAKT O TOM,
4YTO NpaBuIia XopoLUlero NoBeaeHUss AENCTBYIOT Be3ae - JaXe B BUPTyanbHOM MUpe.

13. OObsAcCHUTE [eTsM, YTO HM B KOEM criydae Henb3d wucnonb3oBatb CeTb Angd
XynUraHcTBa, pacnpocTpaHeHns CnreTeH Unn yrpo3 gpyrum Nogsam.

14. ObcyguTte C nogpocTkamyn NpobnemMbl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN
puck. HanomMHuTe, YTO AEeTU HEe MOrYT UrpaTb B 3TU UTPbl COrMacHO 3aKOHY.

[MOCTOSIHHO KOHTpoOnMpynTe wucnonb3oBaHne WMHTepHeTa Bawwum pebeHkom! 310 He
HapyLleHne ero fMYHOro MPOCTPaHCTBa, a Mepa NpefoCTOPOXHOCTU U NposBNeHue
Bawen poantenbckon OTBETCTBEHHOCTU U 3a00ThI.



