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HAMSATKA U OBYHAIOIINXCA
«COBETBI 110 BE3OITACHOUM PABOTE»

C xaxapIM TOJAOM MOJIOASKH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJbHUKH
OJIHA M3 CaMbIX aKTUBHBIX TMOJb30BaTeie PyHera. Mexay TeM, MOMHUMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMBbl. JTa maMsATKa JIOJDKHA TTIOMOYb
TeOe 0e30MacHO HaXOAUTLCS B CETH.

KomnbroTepHbie BUPYChI

KoMmploTepHblii BUpPYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX MPOTpaMM,
OTJIMYUTENIbHOM OCOOEHHOCTBIO KOTOPOHM SBISIETCS CHOCOOHOCTh K pa3MHOKeHHIo. B
JIOTIOJIHEHUE K 3TOMY, BHPYCHI MOTYT IOBPEIUTh WM IMOJHOCTBIO YHHUYTOXUTH BCE
¢aiinbl U JaHHbBIE, TOJKOHTPOJIbHBIE MTOJIB30BATEIN0, OT UMEHH KOTOPOTo Oblila 3aImyIieHa
3apak€HHas MporpamMma, a TakKe MOBPEIUTh WIHM JIaXe YHHUYTOXHUTH ONEPalMOHHYIO
cucTeMy co BceMu (aiilaMu B LeJIOM. B OoNbIIMHCTBE CllydaeB pacIpOCTPaHSIOTCS
BUPYCHI U€pE3 UHTEPHET.

MeTo/ibl 3aIUThI OT BPEAOHOCHBIX IIPOrPaMM

1. Vcnonp3yil COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMbI, UMEIOLIMUE CEPhE3IHBIN YPOBEHD
3aIIUTHI OT BPEJOHOCHBIX IPOrPaMM;

2. TlocrostHHO ycTaHaBnuBail mayTu (IUGPOBBIE 3aIIaTKU, KOTOPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCA C LEIbIO JOpaOOTKU NPOrpamMMbl) U JIpyrue OOHOBIEHHUS CBOEH
omnepaloHHol cuctembl. CkaunMBail UX TOJBKO ¢ O(UIMAIBHOTO caiiTa pazpabdoTunka
OC. Ecnu cymiecTByeT pesKuM aBTOMaTHYE€CKOTO OOHOBIIEHUS, BKITOUH €T0;

3. Paboraii Ha cBOéM KOMITBIOTEPE IOJ] TIPaBaMH TOJIb30BaTENs, a HE aJIMUHHUCTpATOpa.
DTO HE MO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM HHCTAJUIUPOBATHCS HA TBOEM
MIEPCOHAIIBHOM KOMITBIOTEPE;

4. Ucnionp3yii aHTUBUPYCHBIE MTPOTPaMMHBIE MPOAYKTHl U3BECTHBIX MPOU3BOIAUTENEH, C
aBTOMaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpanndb GU3UYECKUNA TOCTYM K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Vcnonb3yit BHENIHUE HOCUTENN MH(OpMaIuy, Takue Kak (iemka, IUucK win Qain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (DAMIIbI, MOJyUYCHHBIE U3 HEHAAEKHBIX HMCTOUYHHKOB.
JHaxke Te ¢ailnbl, KOTOpBIE MPHUCIAN TBOW 3HAKOMBIN. Jlydilie yTOUYHU y HEro, OTIpaBiIsI
71 OH Tebe ux.

Cern WI-FI

Wi-Fi - 510 He BHJ mepenadd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEHI,
Mapka. Emé B 1991 rony Humepmanackas KoMmmnanus 3apeructpupoBana openn "WECA",
yro oOo3Hauano crnoBocoueranue "Wireless Fidelity", koTopbiii mepeBOmMTCS Kak
"GecrpoBoIHAS] TOYHOCTB".



Jlo Hamiero BpeMeHH Jomuia apyras abOpeBuarypa, KOTOpas SIBISIETCS TaKOM ke
TexHoyiorueil. Ito ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO AaHO ¢ HaMEKOM Ha
cTaHJapT BbIciied 3BykoBoM TexHuku Hi-Fi, uro B mepeBoie o3HaudaeT "BBICOKas
TOYHOCTH'".

Ha, OecriaTHBIA HMHTEPHET-IOCTYN B Kade, OTENsIX U a’dpornopTax SBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIXOZla B MHTEpHET. Ho MHOTHE 3KCIepThl CUMUTAIOT, YTO
obmenocrynasle Wi-Fi cetu He SBIsI0TCA 0€30IIaCHBIMH.

CoBeTbl 0 6€301MTaCHOCTH padOTHI B 001Ie1OCTYIHBIX ceTsax Wi-fi

1. He mepenaBaii cBoro JMYHYI0 HHpopManuio uyepe3 obmenoctynueie Wi-Fi cern.
Pabotas B HUX, jKeJaTeIbHO HE BBOJUTD MAPOJIHU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpPa;

2. Vcnionb3yit 1 OOHOBIISM aHTHUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem cambIM Thl
obe3omacunib ceds OT 3aKauKH BUPYyca Ha TBOE YCTPOIMCTBO;

3. Ilpu wucnonv3oBanun Wi-Fi orwimoun ¢yskiuio "OOmui noctyn k ¢ainam u
npuntepam". Jlannas QyHKIMS 3aKpeITa MO YMOJYAaHHWIO, OJIHAKO HEKOTOpbIE
M0JIb30BATENN aKTUBUPYIOT €€ JIJIs1 y100CTBA UCIIOIb30BaHUs B paboTe uiu yuéoe;

4. He ucnonp3yit nyomuunsii WI-FI nns mepenaum NUYHBIX AaHHBIX, HApUMEp A
BBIXOJIa B COI[MAIbHBIC CETH WU B AJIEKTPOHHYIO TIOUTY;

5. Wcnonw3yit Tonbko 3amnuiiénHoe coeauHenue dyepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOIM UMEHHO "https://";

6. B wmoOwibHOM Tenedone orkmoun  ¢yHknmoo  'Tlogkmrouenune k- Wi-Fi
aBTomarnuecku". He momyckail aBTOMaTH4EeCKOTO MOJKIIIOUEHHUS YCTPOWCTBA K CETSIM
Wi-Fi 6e3 TBO€ro coryacusi.

ConunajabHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HaIlly >KU3Hb, MHOTHE JIIOJU paOOTalOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook yke 3apeructpupoBaH MUJUIHAP]T YEIOBEK, YTO SBIISCTCS
OJIHOM ceabMOM BCEX JKUTEJIEH muaHeTbl. MHOTHE IO0Jb30BaTeIM HE ITOHHMMAIOT, 4TO
uHpopmanus, pasMmeniéHHas HUMH B COIMAJIBHBIX CETAX, MOXET ObITh HalIeHa U
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHKCJIE HE 00s13aTebHO C OJJaruMy HaMEPEeHUSIMU.

OCHOBHBIE COBETHI IO 0€30aCHOCTH B COIMaJIBHBIX CCTAX

1. Orpannub crnucok apy3ei. Y TeOs B Jpy3bsiX HE JOIDKHO OBITh CIy4YailHBIX U
HE3HAKOMBIX JIIOACH;

2. 3ammimaii CBOKW YacTHYK u3Hb. He ykaswiBail mapomu, tenedoHsl, aapeca, aary
TBOEr0 POXJACHUA U JPYIryl JHYHYIO HMHPOpMalUi0. 3JI0YMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Jake HMHPOPMAIMI0O O TOM, KaK Thl M TBOM DPOJUTENN IUIAHUPYETE
MIPOBECTU KAHUKYIIbL;

3. 3amuinaii CBOK penyTaluio - IepKHu €€ B YUCTOTE U 3aJlaBail cebe BOImpoc: XOTel Obl
ThI, YTOOBI JPYrUe MOJIb30BATEIN BUJIEIH, UTO Thl 3arpyxaeib? [logymail, npexiae yeMm
YTO-TO ONMyOJIMKOBAThH, HATMCATH U 3arPy3UTh;

4. Ecau Thl TOBOPUILB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCTIONIb3YH CBOE peanbHOE UMS
U IPYTYIO JIMYHYIO UH()OPMALIMK: UMSI, MECTO JKUTEIbCTBA, MECTO y4EOBI U MTPOYEE;

5. N3berait pazmemienus dotorpaduii B laTepHETE, TNHE THI M300pax)EH HA MECTHOCTH,
110 KOTOPOM MOKHO OIPEAEIUTh TBOE MECTOIIOJIOKEHHUE;



6. Ilpu perucrpanuu B COUMANBHON CETH HEOOXOIMMO HCIIOIb30BATH CIIOKHBIE MAPOJIH,
cocrosiue U3 OykB U IM(P U ¢ KOIUYECTBOM 3HAKOB HE MeHee &;

7. Anst counanbHOM CETH, MOYTHl U JIPYTrUX CailTOB HEOOXOAMMO HMCHOJIb30BaTh pa3HbIE
naposid. Toraa eciu TeOsl B3IOMAIOT, TO 3J0YMBINUIEHHUKHU IOJy4aT JOCTYI TOJNBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHBbIE JeHbI'N

OJNEeKTpOHHbIE JEHBI'M - O3TO O4YEHb YAOOHBIM crHoco0 IuIaTexei, OJHaKo
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTSAT MOTYYUTh 3TH JE€HBIH.

DONEKTPOHHBIE JI€HBIM MOSIBUIMCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO BO
MHOT'MX TOCYJapcTBax JI0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHUPYIOT U O HUX YK€ NPOIMCAHO B 3aKOHE, IJIe MX
pa3neNsioT Ha HECKOJIBKO BUJIOB - AaHOHMMHBIE W HE aHOHMMHbIE. Pa3zHuua B TOM, 4YTO
aHOHUMHBIE - 3TO Te€, B KOTOPBIX pa3peliaercs IMPOBOAUTH OmNepanuu 0Oe3
UICHTU(UKAIMN TI0JIb30BaTENsl, & B HEAHOHMMHBIX HACHTU(UKALHUSA IOJIb30BaTels
ABIISIETCSI 00SI3aTEILHOM.

Taxxe crnenyer pasniuyaTb  DJIEKTpOHHbIE  (UaTHbE  J€HBIUW  (paBHBI
rOCyJapCTBEHHBIM BajJlOTaM) U OJJIGKTPOHHbIE He(duaTHbIE JCHBIH (HE paBHbBI
roCyJapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI IO 0€30MacCHOI paboTe ¢ ANEKTPOHHBIMU JEHbIAMU

1. ITpuBsixku K cu€Ty MOOWIBHBIN TenedoH. DTO camblii yIOOHBIA M OBICTPBIM CIIOCOO
BOCCTaHOBUTbH JIOCTYN K cueTy. [IpuBsizanHbIN TeneoH moMoxkeT, eciii 3a0yaelb CBOM
IJIATEKHBIM MapoJIb I 3aiIE€IIb HA CAUT C HE3HAKOMOI'0 YCTPOMUCTBA;

2. Ucnonb3yit ogqHOpa3oBbie maponu. [locne nepexoa Ha YCHICHHYIO aBTOPU3aIIUIO TeOe
y’Ke He OyJIeT yrpoxkKaTh ONAaCHOCTh KPaKU WM MepexBaTa IIaTEXHOT0 Mapois;

3. Beibepu cnoxnbiii mapoinb. [IpectymHukam OyJeT He MPOCTO yrajaTh CIOKHBIN
napoib. Hanéxuple maponu - 3TO Mapoiu, KOTOpBIE COAEPKAaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B ce0sl CTPOYHBbIE U MPOIMHUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK JoJuiapa, pyHra, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpuwmep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA CaiiTax, KOTOPBIM HE JOBEPSCIIb.

DJIEeKTPOHHAS MOYTA

ONEeKTpOoHHasg MoYTa - 3TO TEXHOJOTUS U MPEJOCTaBISEMBbIE €10 YCIYIM IO
NEPEChIKE M TOJIYYEHHIO 3JIEKTPOHHBIX COOOIIEHHUH, KOTOpBIE pacCHpelessaoTcs B
KOMIBIOTepHOU ceTh. OOBIYHO 3JEKTPOHHBINA MOYTOBBIA SUIUK BBITJIAIUT CIEIYIOLIINM
o0pa3oM: UMs_TOJIB30BATENA(@UMS_JIOMEHa. Tarxke KpoMme mepefadd MpoCTOro TEKCTa,
UMeeTCs BO3MOKHOCTD MepeaBaTh (aiibl.

OcHOBHbIE COBETHI IO 0€30MacHOM paboTe C MEKTPOHHOM MOUTON
1. Hamo BbIOpaTh mpaBUiIbHBINA MOYTOBBIN cepBUC. B MHTEpHETE €cTh OTpPOMHBIN BBIOOD

OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlE JOBEPSATh TEM, KOO 3HACIIb U KTO
IIEPBBIN B PEUTUHTE;



2. He yka3piBail B TUYHON moute Ju4Hyr0 uH(popmanuio. Hampumep, myumie BbIOpath
"My3bIKQTBHBIA _(paHaT@" wim "pok2013" BMecTo "Temal3";

3. Ucnonp3yit ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOTAa IOMUMO MapoJisi HY’KHO BBOJUTH
KO/, pUChLIaeMblil mo SMS;

4. BpiOepu COXHBIA Mapoisib. sl Ka)XJA0ro MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOM
HAJIEKHBIM, YCTOMYUBBIN K B3JIOMY IapOJib;

5. Ecim ecTh BO3MOKHOCTH HAalMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, MCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonap3yil HECKOJIBKO TOYTOBBIX SIIUMKOB. IIepBBIN 111 4acTHOM MEPENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEpsiElIb. DTO AJNEKTPOHHBIA apec HE HAJ0 HCIIOJIb30BaTh
IpU perucTpanuu Ha popymax u cailTtax;

7. He oTkpbiBail ¢aiibl U Apyrue BIOXKEHUS B MUChbMaX, AaKe €CIM OHU MPUIIUIH OT
TBOUX Jpy3eil. Jlyule yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe 3TU (halibl;

8. Ilocne okoHuaHus1 pabOTHI HAa MOYTOBOM CEPBHCE MEpE]] 3aKPHITHEM BKJIAJKU C CATOM
He 3a0yabp HaxaTh Ha "BeiiTr".

Kn6epOyuiMHI WM BUPTYaJIbHOE U3/1€BATEILCTBO

KubepOynnuHr - mpecienoBaHue COOOIICHUSIMHU, COJEPKAIIUMU OCKOpPOJICHHUS,
arpeccuo, 3alyruBaHUE; XYJIUTAaHCTBO; COIMAIbHOE OOWKOTHPOBAHHE C TOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 00pHOE ¢ KHOEPOYITHHTOM

1. He Opocaiicst B 60ii. JIyumuii cmoco0: mocoBEeTOBAaThCS Kak ceOs BECTH U, €CIIU HET
TOT0, K KOMY MOKHO OOpaTHThCS, TO BHaYale YCIOKOUTHCS. ECiu Thl HaUHENb OTBEYATh
OCKOpOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO €Ile OOJIbIIe pa3oiiKeb KOHMIUKT;

2. Ynopasinsiii cBoel kubeppenyTaluei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUI 00pa3 BUPTyalbHOM >kM3HU. VIHTEpHET QpUKCHUpYET Bce
TBOM JICUCTBUSI U COXpaAHSET UX. Y JAIUTh UX Oy/IeT KpailHe 3aTpyIHUTENbHO;

5. Coburo1aii CBOIO BUPTYAIIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuanuHbIN HeratuB. OHOpPa30BbIe OCKOPOUTENBHBIE COOOIIECHUS TyUIIe
urHopupoBath. OOBIYHO arpeccus MpeKpamaeTcs Ha HayajlbHOM CTa/luu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUSIMU, B COITUATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHUPOBKH OTIPABKH COOOIIEHUH C OTPEAETICHHBIX aJpEecoB;
8. Ecam Te1 cBugerens kuOepOymnuura. TBow J€HCTBUS: BBICTYIUTH IPOTHUB
IIpecieoBarelisd, IOKa3aTb €My, YTO €ro JCWCTBUSA OLEHHMBAIOTCS HEraTUBHO,
NOJAEPKATh )KEPTBY, KOTOPOH HYKHA MCUXOJIOTHYECKas IIOMOIIb, COOOIINUTH B3POCIBIM
0 (hakTe arpecCUBHOTO TIOBEJCHHS B CETH.

MooOnibHbIN TesieoH
CoBpeMeHHbIe cMapT(hOHBI W IUIAHIIETHI COJEPKAaT B ceOe BIIOJHE B3POCIbIN

(GYHKIMOHAJ, W Telepbh OHM MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITBIOTEPAMH.
OnHako, CpeaCTB 3aIIUTHI I TTOJJOOHBIX YCTPOUCTB MOKAa OYeHb Majio. TecTupoBaHue U



MOMCK YSI3BUMOCTEN B HUX MPOHMCXOJIUT HE TaK MHTEHCUBHO, Kak mis IIK, To ke camoe
KacaeTcsi U MOOMJIbHBIX PUIIOKEHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3epbl YK€ MPAaKTUYECKHU JOTHAIM HACTOJbHBIC
aHaJIOTH, OJJHAKO paciiupeHue GyHKIHMOHANa BICUET 32 cOOON OOJBIIYIO CI0XKHOCTD U
MEHBIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENN BBITYCKAIOT OOHOBJICHHMS, 3aKPBIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH JJISI CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MTaCHOCTH MOOMIIHHOTO TeseoHa

Huuero He siBnsieTcs no-HacTodAmeMy OecruiaTHbIM. Bynp ocTopokeH, Beab Koraa
Tebe mpeiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHE-TO IJIaTHBIC
YCIIyTH;

Jymaii, npexxzae yeM oTnpaBuTb SMS, ¢oro mnu Buaeo. Thl TOUHO 3HAEIIb, T1IE
OHM OyIyT B KOHEYHOM UTOTE?

Heo6xo11Mo 0OHOBIISTH ONEPAIIHOHHYIO CUCTEMY TBOETO CMapTQoOHa;

Hcnonb3yii aHTUBUPYCHBIE IPOTPAMMBI /17151 MOOUJIBHBIX TeJIe(OHOB;

He 3arpyxkail mpuiioKeHHsi OT HEHU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEJOHOCHOE MPOTrpaMMHOE 00ecTIeueHuE;

[Tocne TOoro Kak Thl BBIWJEIIb C CaifTa, TJie BBOAUI JTUYHYIO WH(GOPMAIIHIO, 3aiau
B HAaCTpoOiiku Opay3epa u ynaanu cookies;

[lepuoanyeckn mnpoBepsil, Kakue IUIATHBIE YCIYTH AKTUBUPOBAHbI Ha TBOEM
HOMEDE;

JlaBaii cBOit HOMEp MOOMIBLHOTO Tene(doHa TOJIBKO JIFOISIM, KOTOPBIX THI 3HACIIh U
KOMY JIOBEpSICILIb;

Bluetooth momxeH ObITH BBIKIIOYEH, KOTAa Thl UM HE TOJb3yenibcs. He 3a0biBait
MHOT A IPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIAWH-WUTPBI - 3TO KPACOYHbIC, 3aXBaThIBAIOILUE Ppa3BICUYCHUS,
00BEANHSIONINE COTHHU ThICSY YeJIOBEK MO BceMy Mupy. Urpoku uccnenyror qaHHbIA UM
MHUp, OOIIAIOTCS JPYr C JPYrOM, BBINOJHSIOT 3aJaHUsl, CPaXaloTCsi C MOHCTpaMH HU
IOJIy4alOT OMNBIT. 3a YAOBOJBCTBUE OHM IUIATAT: [OKYIAIOT JHCK, OIJIaYUBAaIOT
a0OHEMEHT WJIHM MPUOOPETAIOT KaKHe-TO OILIHUH.

Bce atn cpeacrBa Moyt Ha NOAAEP)KAHWE M PA3BUTHE UIPHI, a TAKXKE HA caMy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI ABTOPU3aLIMH, BBIITYCKAIOTCS HOBBIE MaTYU
(urdpoBbIe 3aIUIaTKH 7151 IPOrPaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Urpax CTOMT OMacaTtbCs HE CTOIBKO CBOMX CONEPHHUKOB, CKOJIBKO
Kpaky TBOETO MapoJist, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AIMK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa

1. Ecau apyroit urpok Bea€T cedst Ioxo Wil co3AaéT Tede HeNpUATHOCTH, 3a0J0KUPYH
€ro B CIIUCKE UTPOKOB;

2. Iloxamyiics anMHHHCTpaTOpaM WIPbl Ha IUIOXO€ IOBEINCHUE 3TOr0 UIPOKa,
JKEJIATENbHO MPUIIOKUTH KAKHE-TO T0KA3aTEIbCTBA B BUAEC CKPUHOB;

3. He ykazpiBaii muuHyio HHGOpPMAIHIO B Ipodaiiie urpsl;



4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeoduInaabHbIE TATYU U MOJIBL;

6. Mcnionp3yi c10KHBIE U pa3HbIC MTApOJIH;

7. Jaxe BO BpeMs UIPbl HE CTOMT OTKIIOYaTh aHTUBUpYC. [loka Thl urpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

DOUINHUHT WIN Kpaika JUYHbIX JAHHbIX

OObI4HOM Kpaxkell IeHer U JOKYMEHTOB CErOHs Y)K€ HUKOIO He YJIUBHILb, HO C
pPa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKA TEPEMECTHINCh B HHTEPHET, U
POJOJKAIOT 3aHUMATHCA ""MTIOOUMBIM" 1ETOM.

Tak mosiBUnIach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA UM (DUILUHT, IJIaBHAs
[[eJIb KOTOPOT0 COCTOMUT B MOJYYEHHH KOH(PUIEHIMAIbHBIX JaHHBIX MOJb30BaTeeH -
JoruHOB M naposeil. Ha anrnuiickom si3bike phishing unraercs xak gumunr (ot fishing -
pBIOHAs JIOBTIS, password - mapoJb).

OcHoBHbIE COBETHI 110 00pbOE C PUITMHTOM

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI MOjo03peBaeiib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ U COOOIIUTH aJIMUHHUCTpATOpaM pecypca
00 9TOM KaK MO>XHO CKOPEE;

2. Ucnonw3yit Ge3omnacHbie BeO-CaThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB M MOMCKOBBIX
CHCTEM,;

3. Ucnonw3yit ClIOXKHBIE U pa3Hble Mapoiau. Takum oOpa3om, eciau TeOsl B3IOMAIoT, TO
3JIOYMBINIJIEHHUKHU MOTy4YaT AOCTYI TOJBKO K OJTHOMY TBOEMY MPOQUIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3JIOMaNH, TO HEOOXOIUMO MIPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aByIeHBI Y T€Os B APY3bSIX, O TOM, YTO T€OS B3JIOMaJIH U, BO3MOXKHO, OT TBOEr0 UMEHU
OyZeT pacchlIaThCS CIIaM M CCHUIKU Ha (PUIIIMHTOBBIE CANTHI,

5. YcranoBu HanexHbli napois (PIN) Ha MoOunbHBIHM TenedoH;

6. OTKJIIOYM COXpaHEHUE MapoJis B Opaysepe;

7. He oTtkpeiBaii (ailibl U Apyrue BIOKEHUSI B MUChMax, JaXKE €CIM OHU MPUIILIA OT
TBOUX Jpy3eil. JIyule yTouHu y HUX, OTIIPABJISUIA JTU OHU TeOe 3TH (ailibl.

Hudposas penyranus

[udposas pemyTranus - 3TO HETaTUBHAS WIM MO3UTHBHAs MH(OpMaILUs B CETH O
tebe. Kommpomerupyromas uHbopmanus, pa3MelieHHass B HHTEPHETE, MOXKET
cepbE3HBIM 00pa3oM OTpa3UThCA HA TBOeW peanbHOU ku3HM. "Lludposas penyrauus" -
3TO TBOW UMHJIK, KOTOPBIH (hopMupyeTcst u3 nHpopmauu o Tedbe B UHTEpHETE.

TBo& mecto )uTenbcTBa, yu€OBI, TBOE (PUHAHCOBOE MOJOXKEHHE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJU3KHX - BCE ITO HAKAIUINBAETCS B CETH.

MHorue mOApPOCTKM JIETKOMBICIEHHO OTHOCATCS K IMYOJIMKauuu JIMYHON
uHpopmarmu B HMHTepHeTe, HEe MOHMMas BO3MOXHBIX mociencTBuil. Tel naxke He
CMOXeEIlIb J0rajfaTbCsi O TOM, 4TO (ororpadus, pasmeméHHass 5 JeT Hazaj, crana
IPUYMHOM OTKa3a IPUHATH TeOs Ha padoTy.

Kommenrtapun, pazmemienune TBoux (otorpaduii U Apyrue ACUCTBHUS MOTYT HE
MCYE3HYTh JaXKe I0CIEe TOro, KaK Thl MX yJIaaulib. Thl HE 3HACHIb, KTO COXPaHWI JTY



UH(OPMAIIHIO, TTONAJIa JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAaHUIIACh JIM OHA, a TJIaBHOE:
4TO MOAYMAOT O Tebe OKpYy’Kalolue JIOAM, KOTOpble HalayT W yBUIAT 3To. Haiith
MH(OPMALIMIO MHOTO JIET CITYCTSI CMOXKET JIFOOOH - Kak U3 10OphIX MOOYKIEHUH, TaK U C
HaMEpPEHHEM NPUUMHHUTD BPeJl. DTO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3alIUTE HU(PPOBOI penmyTauu

1. Ionymaii, mpexkae 4yeM 4To-TO IyONMKOBaTh M IepefaBaTh y ceds B Ojore wiu B
COLIMAJIBHOM CETH;

2. B HacTpoiikax npo@uiisi yCTAHOBU OTPaHUYEHHUS HA MPOCMOTP TBOEro MPOQUiIs U €ro
COJIEP>)KMMOT0, CAENIail ero TOJAbKO "1 Apy3ei”;

3. He pa3mMemiaii u He yka3biBall MHPOpPMAINIO, KOTOpasi MOXKET KOro-1100 OCKOpOJIsATh
WA OOMXKATh.

ABTOpCKOE NIpaBo

CoBpeMeHHbIE HIKOJIBHUKH - aKTUBHbBIE MOJIB30BATENN LIU(PPOBOrO MPOCTPAHCTBA.
OpnHako JaneKo He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOKHOCTSIMU LIU(PPOBOTO
Mupa TpedyeT coOJII0IeHNs MPaB Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTe/IeKTyanbHas COOCTBEHHOCTh" OTHOCHUTCS K  Pa3IM4YHBIM
TBOPEHMSIM 4YEJIOBEYECKOTO yMa, HayuHas C HOBBIX M300pETEHH U 3HAKOB,
0003HAYAIOUINX COOCTBEHHOCTb HA MPOAYKTHl M YCIYyTH, M 3aKaHYUBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU 1 MY3bIKaJIbHBIMH ITPOU3BEICHUSMH.

ABTOpCKME TMpaBa - 3TO I[IpaBa HA HWHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
NPOU3BEACHUSI HAYKH, JUTEPAaTypbl U HMCKyCcCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B
Ka4yecTBE TapaHTUH TOTO, YTO MHTEJUICKTYalbHbII/TBOPUYECKUN TPy aBTOpa He Oyner
HaMpacHbIM, JJaCT €My CIIPaBEUIMBBIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOETrO
TpyJa, MOJIYyYUTh U3BECTHOCTh M Mpu3HaHue. HukTo 0e3 pasperieHus aBTopa HE MOXKET
BOCIIPOU3BOJUTH €r0 IPOU3BENIEHUE, PaCIpOCTPaHITh, MyOIMYHO JEMOHCTPUPOBATH,
npojaBaTh, HMMIIOPTUPOBaTh, MycKaTb B  NPOKaT, MNyOJIMYHO  HCIIOJNHATS,
MOKa3bIBAaTh/UCIIONHATH B 3(pupe minu pazmemiats B MlHTEpHeTe.

Hcnonp3oBanue "mupaTckoro" MporpaMMHOr0O OOECHEUYEeHUs] MOXKET MPUBECTH K
MHOTHM pHCKaM: OT TMOTEpU JAaHHBIX K TBOUM aKKayHTaM J0 OJOKHMPOBKH TBOETO
YCTpPOWCTBA, I/Ie YCTAaHOBJICHA HellerajipHas rnporpamMMa. He crout takxke 3a0bIBaTh, YTO
CYILECTBYIOT JIETalbHbIE U OECIUIaTHBIE TPOTPaMMbl, KOTOPbIE MOYXHO HAWTU B CETH.

O nopraJie

CereBUYOK.p] - TBOW IJIaBHBIA COBETYMK B CETU. 3]1eCh Thl MOXEUIb y3HAaTh O
0€30MaCHOCTH B CETU IOHATHBIM M JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHUHU
KPUTHYECKOM CUTYyallMM OOpaTUTHCS 32 COBETOM. A TaK)K€ MPUHATH Y4aCTHE B KOHKYpCax
U CTaTh CaMbIM IIU(GPOBBIM I'PaXTAHUHOM!



