IMAMSITKA 3
JJISI OBYYAIOUUXCS Ob MHOPOPMALNMOHHOU BE3OITACHOCTHU

C KaXAbIM I'OJIOM MOJIOJEKH B MHTCPHETC CTAHOBHUTHCA 60J’[b1ﬂe, a MKOJIbBHUKH OJJHH H3
CaMbIX aKTHUBHBIX I10JIb30BATEIICH PyHQTa. Memny TEM, ITIOMUMO OI'POMHOI0 KOJIMYECTBA
BOSMO)KHOCTCFI, HHTEPHET HECCT H Hp06ﬂeMbI. DTa namMmsiTka JOJIXKHa [10MOYb Tehe
0e30macHo HaXO0JHUTBCA B CETH.

Komnbrorepubie BUpychbl

KoMIbrOTEpHBIN BUPYC - 3TO PasHOBU/IHOCTL KOMIBIOTEPHBIX MPOrPaMM, OTIHUYUATEIEHOM
0COOEHHOCTBIO KOTOPOH SIBIICTCS CIIOCOOHOCTD K pa3MHOKEHHUIO. B jonosHenue K atomy,
BUPYCBl MOIYT IIOBPEIHUTH WJIM II0JHOCTBIO YHHUUYTOXKHUTHL Bce (haiipl M JlaHHbIe,
[MOJAKOHTPOJIbHEIE I110JIL30BATE/II0, OT MMEHH KOTOpPOro Obula 3alylleHa 3apaKeHHasl
IporpaMma, a TaKXKe IOBPEIUTbh WM Ja)Ke YHUYTOXKHUTH OIEPAllMOHHYIO CHCTEMY CO
BceMu (ailamu B 1eiaoM. B OOJbIIMHCTBE CilyyaeB pacrpoCTPaHSIOTCS BUPYChI 4epes
WUHTEPHET.

MeTo/1bl 3a1UTHl OT BPEJOHOCHBIX IIPOTrPaMM:

1. Mcronp3yii coBpeMeHHbIE ONEPalMOHHbIE CHCTEMbl, HMEIOIIHE CePLe3HbIH ypOBEHb
3aLUTBl OT BPEJOHOCHBIX [IPOIPaMM;

2. Tlocrosnno ycraHaBnuBail mnauTu (LHQPOBBIC 3aIUIATKH, KOTOPbIE ABTOMATHYECKH
YCTaHABIMBAIOTCSL C LENbIO JIOpadOTKM MNPOrpamMMbl) W Jpyrue OOHOBJICHUS CBOCH
OrneparMoHHOM cucTembl. CKaumBail X TOJILKO ¢ oduIMaIbHOrO caita pazpadborynka OC.
Eciu cymecTByeT peskuM aBTOMATHYECKOI0 OOHOBIICHHS, BKJIIOYH €I0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE I10J{ IIpaBaMK I10JIb30BaTENs, & HE a/MHHUCTPATOpa.
OTO He MO3BOJUT OONBIIMHCTBY BPEJAOHOCHBIX [POrPaMM HMHCTAIMPOBATLCS HA TBOEM
[IEPCOHAIILHOM KOMIIBIOTEpE;

4. Mcnonp3y#i aHTHBUPYCHBIE HMPOrPAMMHbBIE HPOIYKTBI M3BECTHBIX IPOM3BOIUTEINEH, C
aBTOMATHYECKUM OOHOBJIeHHEM 0a3;

5. Orpaanub GuU3MUecKuil 10CTYI K KOMIILIOTEPY IS IMOCTOPOHHUX JIUIIL;

6. Mcrionb3yil BHEIIHIE HOCHTEIN MH(BOPMALIMK, TaKue Kak (JielKa, AMcK uin daiisl u3
HHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBail KOMIIbIOTEpHBIE (AW, MOJyYeHHbIE W3 HEHANEKHBIX HCTOYHHKOB.

Haxe Te Qaiinpl, KoTopele npucna TBOH 3HakoMbId. Jlydie yrounu y Hero, OTIIPABJISLI
JI1 OH Tebe HX.

Cerun WI-FI

Wi-Fi - 5T0 He Bi 1iepejiaun JaHHBIX, HE TEXHOIOTHS, & BCEro JIUILb Openj, mapka. Emie
B 1991 rony wuunepmamackas kommanusi sapeructpuposana Opemnn "WECA", 4gro
obosnavano  cnosocoueranne "Wireless Fidelity", koropsiii [ePEeBOJIMTCI  Kak
"BecnpoBoHas TOYHOCTS",

Jlo Haulero Bpemenu Jonuia japyras abOpeBMarypa, KOTOpasi SBISETCS TakKoi ke
TexHosoruei. Iro abbOpesuarypa "Wi-Fi". Takoe HaszBaHHe ObLIO JaHO C HAMEKOM Ha

CTaHIapT BbIclied 3ByKoBoW TexHukn Hi-Fi, yro B mnepepose o3mauaer "Boicokas
TOYHOCTB".



Jla, OecriiaTHbl MHTepHeT-7OCTYN B Kade, OTENSIX U a’pornopTax SBISCTCS OTJIMYHOM
BO3MOKHOCTBIO  BbIXOAa B  uHTepHeT. Ho MHOrMe skcreprsl  CYMTAOT, YTO
obmenocrynueie Wi-Fi cetu He sBIsirOTCS 0€3011aCHBIMHE.

Cosetsl 110 Oe30macHOCTH pabOTh! B 0011e/10CTyIHbIX ceTsix Wi-fi:

1. He nepepasaii cBoro juuHylo uHpopManuio yepe3 obdienoctynubie Wi-Fi ceru.
Pabotas B HUX, )KenaTeIbHO HE BBOJUTE MAPOIIH JIOCTYTIA, TOTHHBI H KAKHE-TO HOMEpA;

2. Mcnonp3yit 1 OOHOBIISIH aHTMBUPYCHBIE TporpaMMbl ¥ OpaHamayep. Tem cambIM Thbl
o0e3ornacuilb cedst OT 3aKauky BUpyca Ha TBOE YCTPOWCTRO;

3. llpu wucnonpzoBanum Wi-Fi orkmoun ¢yukmuio "O0wmmit jgoctyn K dadmam u
npuHTepam". Jlannas QyHKUMS  3aKpbiTa 10 YMOJIYAaHMIO, OJIHAKO HEKOTOpbIE
I10JIb30BATEJIM aKTUBUPYIOT €e JUIs y/100CTBa MCII0Ib30Banus B padoTe uiu y4deoe;

4. He ucnonw3yit myomuunsit WI-FI juis nepejaum JIMYHBIX JTaHHBIX, HALPUMEp IS
BbIX0J1a B COIIMAJIBHBIE CETH WIIM B DJIEKTPOHHYIO TOYTY;

5. Hcnone3yit ronbko 3auminennoe coeaunenue depes HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoiM nMeHHO "https:/";

6. B mobuisHOM Tenedone orkiaroun ¢ynkiuio "Toaxmodenune k Wi-Fi asromarnyeckn”.

He jlomyckaii aBTOMaTH4ecKOro MOJK/IIOYEHUs ycTpoiictBa K cersim Wi-Fi 6e3 TBoero
COIJIacHsl.

ConuaJjibHble CeTH

CounanbHple CeTH aKTUBHO BXO/USIT B HALIlY )KHU3Hb, MHOTHE JIFOK paboTalOT U JKUBYT TaM
nocTosiHHO, a B Facebook yixe 3apernctpupoBan MUUIHAP]T Y€I0BEK, YTO ABJISAETCA OLHOM
Ce[AbMOM BCEX IJKMTeNIlel IulaHeTbl. MHOrMe [0JIb30BaTe/ld HE IMOHMMAIOT, YTO
MHGOPMALKs, pPa3MELICHHAasi MMM B COIMAILHBIX CETSX, MOXKET ObITh HailjeHa u
UCIIOJIb30BAaHA KeM YIOJIHO, B TOM YHCJIe He 00s3aTelIbHO ¢ OJlariMu HaMepPEHHUSIMHU.
OcHoBHBIE COBETHI 10 O€30IIACHOCTH B COLMAIIBHBIX CETSX:

1. Orpanwnub cnucok jpyseid. Y T1eOst B Apy3bsix He JOJGKHO OBITh CIYYalHBIX U
HE3HAKOMBbIX JIIOJIeH;

2. 3ammmai csolo uacTHyio xu3Hb. He ykaseisail maposnu, tenedous, ampeca, mary
TBOEI0 POXKJICHUS M JIPYIYIO JIMYHYI0O HMH(pOpPMauuio. 3JI0yMBIULICHHUKH MOTYT
MCTIONB30BATH JaKe HHOOPMAIIMIO O TOM, KAK Thl ¥ TBOM POIMTEIHU [IJIAHUPYETE IPOBECTH
KaHUKYJIbI;

3. 3amuIai CBOKO PeryTaluio - IepiKH ee B YMCTOTe U 3aj1aBaii ceGe Borpoc: XoTeld bl
TBI, YTOOBI JIPYTHe M0J1b30BaTeIN BHIE/IN, YTO Thl 3arpyxkaews? [Toxymaii, npexie dem
YTO-TO OIYOIMKOBATh, HAIIUCATH U 3aIPY3HUTh;

4. Eciy TBI FOBOPHILIB C JIHO/IbMH, KOTOPBIX HE 3HACIIb, HE HCITOJIb3YH CBOE pealibHOEe UMSI
1 JIPYTYIO JIMYHYIO MH(OPMALIMHU: UMsl, MECTO JKUTEJIBCTBA, MECTO y4elbl U [1poyce;

5. Msberait pasmerenns dororpaduii B Mntepuere, rie Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOH MOXKHO OIIPE/IeIUTL TBOE MECTOIIOJIOKCHHUE,

6. Ilpu perucTpanuu B COLMANBHON CeTH HEOOXOMMMO MCIIOb30BATh CIIOIKHDIE [1apoJi,
COCTOsIIIKE 13 OYKB ¥ HM(P U ¢ KOJMYECTBOM 3HAKOB HE MeHee 8:

7. JU1st coumanbHOM CeTH, 1OYThI U APYIHX CAHTOB HEOOXOMMMO HCIIONB30BATH pasHble

naposn. Torza ecin Tebst B3IOMAIOT, TO 3I0YMBILLTCHHHKH [OJIy4aT JIOCTYIl TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.



BJIBKTPOHH[:IG AC€HbLI'H

DJIEKTPOHHBIE JEHBI'M - 3TO O4YeHb YAOOHBIH crnocod IulaTexel, OJHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 9TH JICHLIH.

DJIEKTPOHHBIC JIGHBI'M IOSBUIMCH COBCEM HE/JIaBHO M MMEHHO HM3-3a HTOI'0 BO MHOIMX
rocy1apcTBax J0 CHX IOp He MPOIHCAHO PO HUX B 3aKOHAX.

B Poccuu ke o GyHKIMOHUPYIOT ¥ O HUX YIKe [IPOIMCAHO B 3aKOHE, I'JIe UX Pa3/Ielsior
Ha HECKOJIbKO BUJ/IOB - AaHOHUMHBIC UM HE aHOHMMHbIE. PazHuua B TOM, YTO aHOHUMHBIC -
3TO T€, B KOTOPBIX pa3pellaeTcs IPOBOJUTHL olepauud 0Oe3 uaeHTUhUKAIMH
[10JIB30BaTells], @ B HEAHOHUMHBIX WICHTU(UKALIMS [10JIb30BaTEIIs SABJIsIeTCS 00513aTeIbHOM.
Taxxke ciejiyer pazivuarh NICKTPOHHbIC (MATHBIC JEHBLIH (PAaBHBI T'OCY/IAPCTBEHHBIM
BaJIIOTaM) W 2JICKTPOHHBIE HeUATHBIC ICHBI'M (HE PaBHBI FOCYIAPCTBEHHBIM BAIOTAM ).
OcHOBHBIE COBETBHI 110 Oe3011acHO padoTe ¢ MIEKTPOHHBIMY ICHBIAMHU:

L. IlpuBsiku K cuyety MOOMIIBHBIA TesieoH. DTO caMblil yj00HBIH ¥ OBICTPBIH CrIOCOD
BOCCTAHOBUTBL JOCTYIl K cyeTy. lIpuBsizanublil TeredoH MOMOKeET, eciiy 3alyjiellb CBOM
IUTATEKHBIA 11apoJIb WM 3ai/Ielllb Ha CalT ¢ HE3HAKOMOI'O YCTPOUCTBA;

2. Micnonb3yil ogHopasosble rmaponu. [locie nepexo/a Ha yCHIIGHHYIO aBTOPHU3AIHI0 Tebe
yIKe He OyJIeT yrpoKaTh ONACHOCTL KPaKu WJIM [1epexBara I1aTeyXHOTo MMapoJis;

3. Boibepu cnoxHbli aposs. Ipectynuukam Oyaer He IpocTo yrajaTh CJIOKHBINA 11apoib.
Hajiexxnble naponu - 5To apoiii, KOTopble COJIepKaT He MeHee 8 3HAKOB U BKIIOYAIOT B
ceds CTpOYHBIE W IIPONMCHbIC OYKBbI, HM(MPHI U HECKOJILKO CHMBOJIOB, TAKME KaK 3HAK
noinapa, GyHra, BOCKIIMLATEIbHbINA 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBO/I CBOM JIMYHBIE IaHHBIE HA caiiTax, KOTOPBIM HE JI0BEpPSelllb.

DJIEKTPOHHASI 10YTA

DJIEKTPOHHAS IOYTA - 3TO TEXHOJOIHs K [1PEOCTABISEMbIE €l0 YCIYTH MO MepPechUIKe U
IOJIYYEHHUIO JIEKTPOHHBIX COOOIICHUMN, KOTOPbIE PACIIPE/ICNISIOTCS B KOMITBIOTEPHOM CETH.
OObIMHO  SIIEKTPOHHBIA  IIOYTOBBIH  SILMK  BBIJISIAAT  CIELYIONIMM  0OpPa3oM:
MMsL_TIOJIb30BaTeNsA(@uMs_JloMeHa. Taioke Kpome Iepejiadd IPOCTOro TEKCTa, HMeeTcs
BO3MOXHOCTb NepeiaBarh (Hailbl.

OcHoBHbIe cOBETHI 10 He30MacHO# paboTe ¢ 2IEKTPOHHOMN [10YTO:

1. Hayo BbiOpats mpasuiibHbIA 110UTOBBIA cepBuc. B uHTepHeTE €cTh OrpOMHEBIH BBIGOP
OecriaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jydllle JOBEPSITH TEM, KOO 3HAEllb U KTO
IIepPBbIH B pelTHHTE;

2. He ykaspiBail B nMuHOil moute jmunyio undopmanuio. Hampumep, mnyuie BBIOpAThH
"My3bIKanbHbi_Ganar@" wiu "pok2013" BmecTo "temal3";

3. Wcnonesyii ABYX9TalHYIO aBTOPU3ALKIO. DTO KOIJIA IOMHMO [TApOIIs HYXKHO BBOUTEH
KO/JI, IpUChLIaeMblil 110 SMS;

4. BpiOepu cnoxHbli naposb. Jisi Kaka0ro IOYTOBOrO SIHMKA JIOMKEH ObITh CBOM
HA/IIKHBIN, YCTOHYMBBIA K B3JIOMY 11ApOJIb;

5. Ecim ectb BO3MOXHOCTH HanMcaTh camMoMy CBOH JIMUHBIH BOIIPOC, UCIIONIB3YH 3Ty
BO3MOKHOCTE;

6. Mcnonb3y#l HECKONBKO IMOYTOBBIX AMKOB. [lepBblil uisi 4acTHOI [IEPETUCKH ¢
aJipecaTaMu, KOTOPBIM Tbl J0BEPsCLIb. DTO DJIEKTPOHHBIA aJpec He Haj0 UCIOIB30BaTh
IIpU perucTpanuu Ha popymax M cairax;



7. He otkpbiBail (hailyibl ¥ Jpyruc BIOKCHUS B THChMAX, JIa7K€ €CJIM OHU NIPHILIM OT TBOUX
npy3seit. JIydie yrouHu y HUX, OTHPaBIIsiIM Jid oHK TeOe 3TH daiiibl;

8. [locne oxoH4aHUst pPabOTHI HA MOYTOBOM CEpBHCE Nepel 3aKPbITHEM BKJIALKH C CaliTOM
He 3a0y/b HaxaTh Ha "BeiiiTi".

KuOepOy inur viin BUPTYaAJILHOE H31eBATE/ILCTBO

KuOepOysuiuHr - npeciiejjoBaHre COOOIEHUSIMU, COIEPKALIMMU OCKOPOJIEHHUS, aI PECCHIO,
3allyrMBaHUe; XYJIMIAaHCTBO, COLMAIbHOE OOMKOTUpPOBAHWE C IIOMOLIBIO Pa3/IMYHBIX
HHTEPHET-CEPBHCOB.

OcHoBHBIE cOBeTHI 110 OoprOe ¢ KubepOyIIHHIOM:

1. He Opocaiics B 0o#. Jlyumuii crioco0: rnocoseroBarhesi Kak cedsi BeCTH M, €ClIM HeT
TOI'0, K KOMY MOXHO O0OpaTHUTLCS, TO BHAYaAJIC YCIIOKOUTHCS. ECiM Thl HAaUHCIIL OTBEYaTh
OCKOPOJICHUAMHU HA OCKOPOJICHUSI, TO TOJILKO elle OOIbIle Pa3okKKellb KOHDIUKT;

2. Yupasisii cBoeit kudepperyraiuei;,

3. AHOHMUMHOCTH B ceTd MHUMas. CyllecTBYIOT CHOCOObI BBISICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyJIMraHCKHil oOpa3 BUpTyaibHOW Ku3HU. MHTepHeT duKkcupyeT Bce
TBOM JICHCTBHUS U cOXpaHsieT uxX. Y IaIuTh ux Oyjer KpalHe 3aTpyHUTEIILHO;

5. CoGmof1ait CBOIO BHPTYAIBLHYIO YECTh CMOJIOJLY;

6. Mraopupyit eaunuuHblii HeratuB. OHOpPa30Bble OCKOPOUTENBHBIC COOOIIEHHUS JIyYIlie
UrHOpHpoBaTh. OOLIYHO arpeccust npexkpalaeTcs Ha Ha4aabHOH CTaJIuu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSMH, B COLUAILHBIX
CEeTAX €CTh BO3MOXKHOCTE OJIOKMPOBKH OTIPABKK COOOIICHUH C ONpeJICIICHHBIX a/[pECOB;

8. Eciau 71el cBugerens kuOepOymimura. TBoum JieHCTBUSI:  BBICTYNMUTH I[POTHUB
peciieI0BATEIs, [10Ka3aTh €My, 4T0 €ro JAeHCcTBHS OLEHUBAIOTCS HEraTUBHO, MOIIEPIKATh

KEPTBY, KOTOPOH HY:KHA IICMXOJOIMYecKas [OMOIlb, COOOIIUTH B3pOC/IbLIM O (dakre
arpecCUBHOIO ITOBE/ICHUS B CETH.

Mobuiabubii Tenedon

Cospemennble cMapTGOHBI M IUIAHIIETBH CcoJAepikar B cebe BIOJIHE B3POCIbII
(DYHKIHOHAJ, U Telepb OHU MOTYT KOHKYPHPOBATH CO CTALMOHAPHBIMHU KOMIILIOTEPAMH.
OnHako, CpejIcTB 3alUThI Ul HOA00HBIX YCTPOMCTB 10Ka 04eHb Mauio. TectupoBanue u
[OUCK YSA3BUMOCTEH B HHUX IIPOMCXOJMT HE Tak MHTEHCHBHO, Kak s [IK, To ke camoe
KacaeTcs U MOOUIIBHBIX [IPUJIOIKCHUMH.

CoBpemennbple MOOMIILHBIE Opay3epbl yiKe HPAKTHYeCKH JIOTHAAM HACTOJIBHbIC aHAJIOIH,
OJIHAKO pacuIupeHne (QyHKIMOHaNa BIeYeT 3a co00i OOJIBLIYIO CIOKHOCTH U MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENIN BBIITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIME KPUTHUECKHE
YS3BUMOCTH JUUISL CBOUX YCTPOMCTB.

OcHoBHbIE COBETHI 115t 6€30M1aCHOCTH MOOUILHOTO Telehona:

Huuero ue smnsiercs no-nacrosimiemy GecruiatubiM. Byab ocToposkeH, Beib korja rtebe
NMpeUIaraloT OECIIATHBIA KOHTEHT, B HEM MOI'YT ObITh CKPBITBI KAKME-TO [IaTHBIE YCIYTH;
Hymaid, npexcze yem otupasuth SMS, doro umu Bujieo. Tbl TOUHO 3HACIIE, TJI€ OHE Oy YT
B KOHEYHOM HTOIe?

Heobxoa1mo 06HOBIATE OlepaliHOHHY IO CHCTEMY TBOETO CMapT(OHE;



Hcronb3yit aHTHBUPYCHBIE POTPAMMBbI JUIsi MOOMJIBHBIX TEJIC(OHOB,;

He sarpyxaii npuioxenuss oT HEM3BECTHOIO MCTOYHMKA, BeJb OHM MOI'YT COJIEPIKAThH
BPEJJOHOCHOE MPOrpaMMHOC 00CCTICUCHHICE;

Ilocie Toro kak Thl BBIHJENIL C caiiTa, IJIe BBOJMI JIMYHYIO HHGOPMAIMIO, 3aiJd B
HacTpoiku Opay3epa u yjaainu cookies;

[Tepuoauyecku npoBepsii, KaKue TIATHBIC YCIYTH AKTHBHPOBAHBI HA TBOEM HOMEPE;
Jagaii cBoil HOMep MOOMIBLHOTO TesedoHa TOIBKO JIKOJAM, KOTOPBIX Thl 3HAEIIL ¥ KOMY
NIOBEpsIeIIIb;

Bluetooth jpomken ObITh BBIK/IIOYEH, KOrJIa Thl UM HE IM0Jb3yelibest. He 3a0biBail uHOr 1A
IPOBEPSITH 3TO.

Online urpsi

CoBpemennble  OHJIAHH-UIPBI - 3TO KpacOYHble, 3axXBATBIBAIOIINEC pa3BIICUCHMUS,
00beIMHAIOIME COTHH THICSY YEJOBEK 10 BCeMy MHUpY. MIrpoku UCCieayioT JanHbii um
MHp, OOLIAIOTCA JPYr € JIPYIOM, BbIIOJHSIOT 3a/aHHsl, CPaKAIOTCS C MOHCTPaMH M
MOJIYYaIOT ONBIT. 38 YAOBOJILCTBHE OHU IUIATSAT: MOKYIIAIOT JMCK, OIJIAYUBAIOT A00OHEMEHT
WK IIpUoOpeTaloT Kakue-To OIIHH.

Bee otm cpexctBa mMayT Ha NOAJEpKAHME M Pa3BUTHE MIPbl, a TaKkKe Ha camy
0€30IaCHOCTb: COBEPILCHCTBYIOTCS CUCTEMbl aBTOPU3ALIMM, BbIIIYCKAIOTCS HOBBIC MATYU
(upoBBIE 3aIUIATKU JUIs IPOIPAMM ), 3aKPLIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B 1mopo0HBIX Mrpax CTOMT OIacaThesl HE CTOJIBKO CBOMX COIEPHHKOB, CKOIBKO KPaKH
TBOEIO I1apoJisl, HA KOTOPOM OCHOBaHA CMCTEMa aBTOPU3ALMU OOJIBIIHHCTBA UIP.
OcHoBHbIe COBETHI 110 0€30ITACHOCTH TBOCI'O HIPOBOIO aKKayHTa:

1. Eciu spyro#i urpok Bejer ceds IUI0X0 MM Cco3/(aer Tebe HeNpPUSTHOCTH, 3a0JI0KUpYii
€r0 B CIIUCKE UIPOKOB;

2. oxanyiics aAMUHUCTPATOPAM UIPBI HA [I0XO0E T10BE/IEHUE YTOr0 UIPOKA, KEJIATeIBHO
IPUIOKHUTH KaKUEe-TO J10KA3aTe/ILCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii inunyio nHdopmaruio B npogaiie urpsl;

4. YBaxail [pyrux yqacTHHKORB 110 UIPE;

5. He ycranaBiuBaii HeopHUIHMAIIbHEIC [1ATYM U MOJIBL;

6. Micrionib3yii CI05KHBIE M pa3HbIe [apOJIu;

i Ila}lce BO BpEMs HMI'Pbl HE CTOHUT OTK/IIOYaTh AHTUBUPYC. Iloka TBI Urpacilb, TBOU
KOMITBIOTED MOT'YT 3apa3HTh.

OUIITHHT WU KpaiKa JIHYHbLIX JaHHBLIX

OObI4HON Kpaskel JeHer U JIOKyMCHTOB CErojHSi YK€ HUKOIO He YJUBHIIIb, HO C
Pa3BUTHEM HWHTCPHET-TEXHOJIOTHH 3J0YMBINLICHHUKH II€PEMECTHIINCL B HHTEPHET, U
[IPOJIOJDKAIOT 3aHUMATHCS "IIOOMMBIM'" J1eJIOM.

Tax nosiBuach HOBasi yrposa: UHTEPHET-MOILEHHHYECTBA MJIU (GUIIMHT, TIaBHAS Mellb
KOTOPOro COCTOUT B IOJYYEHHUH KOH(DHUICHIHAILHBIX JaHHbIX 110JIL30BATEIEH - JIOMMHOB

u naposieit. Ha anrsnumiickom sseike phishing unraeres kax dummnr (ot fishing - poibuas
JIoBIIst, password - napoin).

OCHOBHBIE COBETHI 110 60pbOE ¢ PUITMHIOM:



1. Cenu 3a cBouM aKkayHTOM. Eciiu Thl 10103peBaeliib, 4To TBOs aHKeTa Oblila B3JIOMaHa,
TO HEe0DX0 MO 3a0JIOKMPOBATEL €e U COODIIUTE @/ [MHITUCTPATOPAM pecypca 00 2TOM Kak
MOKHO CKOpee;

2. Micnione3yii 6e3onacHele BeO-CalThl, B TOM YHCIIE, HHTEPHET-MAra3MHOB U TIOMCKOBBIX
CUCTEM;

3. Mcnone3yii crnokHble W pasHble raposd. Takum 00pazom, eciim Tebs B3JIOMAlOT, TO
3JIOYMBIIICHHUKH IT0JIy4aT JIOCTYII TOJILKO K OJJHOMY TBOeMY NPOGMMIIIO B CETH, @ HE KO
BCEM;

4. Eciii Te0s B3710MalIM, TO HEOOXOIMMO NPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPEIE
n00aBieHsb! y Te0s B JIPY3bsX, O TOM, YTO T€Os B3IIOMAJIM U, BO3MOYKHO, OT TBOEr0 UMEHU
OyJIeT pacchbUIaThCs ClIaM M CCHUIKKA Ha (DUIIIMHTOBLIE CANTDI;

5. Yeranosy Hajexusli naposs (PIN) na MoOuibHbIA TenedoH;

6. OTKIIIOUN cOXpaHeHue apoJist B Opaysepe;

7. He oTkpeiBaii (aiiiibl U IpyTHe BIOKEHHUS B [IMCbMaX, JaKe eCIIH OHM IIPHILLIIA OT TBOUX
Apy3seit. Jlydie yTouHH y HUX, OTIHPABIISIIN JIM OHU Tebe 9T (haiibL.

Hudposas penyranus

[{udposas pemyramust - 95T0 HeraTWBHAs WM NO3UTHBHAS HH(OPMAILMS B ceTH o Tede.
Komnpomerupyiomas uH(OpMaIms, pasMelleHHas B HHTEPHETE, MOKET Cepbe3HBIM
00pasoM OTpasuThCA Ha TBOCH pealbHOM >ku3uu. "Lludposas penyranus” - 3T0 TBOM
HUMHUJDK, KOTOPBIA (GopMUpyeTcst U3 HHpOpMauu o Tede B MHTEpHETE.

TBoe mecTo xuTeNbCTBa, YueOsl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0OCOOEHHOCTH XapaKTepa
M PaccKasbl 0 OJIM3KUX - BCe OTO HAKAILIUBAETCS B CCTH.

MHorue nogpocTKu JIerkOMBICJIGHHO OTHOCSTCS K MyOIMKALMK JIMYHOH HH(GOPMALNK B
HMureprere, He NOHMMAast BO3MOXKHBIX 110C/Ie/CTBHN. ThI Jlaxe He CMOKEIIb JIOrajarhes O
TOM, 4TO (oTorpadus, pazMelleHHas S JeT Hasajl, cTajla IPUYMHON 0TKa3a NPUHATH TeOs
Ha padoTy.

KommenTapuu, pasmeienne tBoux dororpaduii u Apyrue JeicTBIS MOI'YT He HCUE3HYTh
JIaXKe II0CJIe TOT0, KaK Thl UX yJlajiMilb. Thl He 3HACIIbL, KTO COXPAHWII 3Ty UH(POPMAIIUIO,
MOMaJia JIi OHa B IIOMCKOBLIC CHCTEMbI M COXPAHMJIACH JIM OHA, & IVIABHOE: YTO [0/yMaloT
0 Tebe OKpyIKAKOIIME JIFOM, KOTOpPbIe HAalAyT U yBuasT 310. Haiitu nrndopmario Muoro
JIET CIYCTA CMOXeT JI000H - Kak u3 J00pbIX MOOYXKJIEHHH, TAK M C HaMepeHHeM
NPUYHHHUTE BPE/l. DTO MOKET ObITH KTO YIOJIHO.

OcHOBHBIE COBETHI 110 3alKTe MMPOBOI PerryTalHu:

I. Tlogymaii, npexxjie yem 4To-TO 1YGIMKOBATH W IepenaBath y cebst B GlOre WM B
COLMAJILHOH CeTH;

2. B HacTpoiikax npoduIsi yCTAHOBU OrpaHMyYeHHs HA IPOCMOTP TBOETO PO U ero
COAEPIKUMOT 0, CIIeJIai ero ToabKO "uist ipy3eit";

3. He pasmemait u He ykaspiBail undopManuio, KOTopas MOXKET KOI0-Iu60 OCKOpOISTH
HIIA OOMIKATh.

ABTOpCKOE NpaBo

CoBpeMeHHbIC LIKOJIBHUKH - aKTHBHBIE [10J1b30BaTeIH [IHPPOBOTO npocrpancTsa. OHako
AAICKO HE BCE 3HAIOT, 4TO HOJIL30BAHHE MHOIMMM BO3MOKHOCTAME LM(POBOro MUpa
TpedyeT coOII0/IeH s TIPaB Ha HHTEILICKTYAIbHYIO COOCTBEHHOCTb.



Tepmun - "unre/iekTyanpHas COOCTBEHHOCTH' OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM
9EJIOBEYECKOr0 yma, HauuHas C HOBBIX M300peTeHMH M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb HA IPOAYKTHI M YCIyIHW, W 3aKandupas KHuramu, (ororpadusiMu,
KMHO(DUIBMAMU ¥ MY3bIKAIBHBIME POU3BEIEHUSIMH.

ABTOpCKHE NpaBa - 9T0 1IpaBa Ha HHTEJUICKTYAIbHYIO COOCTBEHHOCThL HA NPOM3BEICHHS
HayKd, JIMTEPATYPbl M HCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KA4eCTBE I'dpaHTHH
TOTO, YTO MHTEJUIEKTYallbHBIA/TBOPYECKUIT TPY/[ aBropa He OyieT HallpacHbIM, JacT eMy
CHIPaBE/UIMBbIC BO3MOXHOCTH 3apaboTaTb Ha pe3yJbTaTaX CBOEro TPYyJjd, IIOJYYHThH
M3BECTHOCTb W Npu3HaHue. Hukro Oe3 paspeuleHus aBropa He MOKET BOCIPOU3BOJIUTD
€ro IMpOM3BEICHHE, pPacClNpOCTPaHsTh, IyOJHMYHO JI@MOHCTPUPOBATH,  IIPO/IABATD,
MUMIIOPTHPOBATh, IyCKaThb B IPOKAT, IIYOJIMYHO HCIIOIHSTH, MOKA3LIBATL/UCIIOIHATE B
supe niun pa3merars B Murepuere.

Hcnonp3oBanue "nupaTtcKoro” mporpaMMHOro o0ecreueHuss MOKET MPUBECTH K MHOTHM
pHCKaM: OT [10TCPH /IaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOEI'O YCTPOWCTBA, IJle
yCTaHOBJIEHA HeJeraibHas Iporpamma. He crour Takxke 3abbIBaTh, UTO CYLIECTBYIOT
jlerajibHble U OecIuaTHbIe IPOrpaMMbl, KOTOPLIE MOKHO HAMTH B CETH.

O nopraue

CereBH4OK.p( - TBOH TIJIABHLIH COBETYHK B CETH. 31€Ch Tl MOXKEUIb Y3HATh O
0e30MacHOCTH B CETH MOHSTHBIM M JIOCTYIIHBIM A3BIKOM, @ IPHU BO3HUKHOBEHHH
KPHTHYECKOHN CUTYyalluyt OOPaTUTBLCA 3@ COBETOM. A TAKKe NMPUHSTH y4aCTHE B KOHKYpPCax
M CTaTh CaMbIM LIU(POBBIM I'PaK1aHUHOM !



